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Bring Your Own Device (BYOD) Framework and Design
[bookmark: _Toc532483389]Abstract
The purpose of this report is to provide a comprehensive Bring Your Own Device (BYOD) framework and design for an energy company’s enterprise network. The evolution of mobile technology coupled with the fact employees would rather use their own devices for work purposes has pushed BYOD to the fore. The challenge for network security personnel is how to incorporate this securely into a working solution for business. This paper will provide an overview of BYOD, an analysis on how user policies are essential in any BYOD implementation, the selection of appropriate software to control and manage mobile devices which run various operating systems, hardware and applications. The advantages and disadvantages of BYOD are investigated, a network design has also been prepared to illustrate how a BYOD network can be managed securely.
[bookmark: _Toc532483390]Introduction
The development of mobile devices worldwide has led to a shift in how users would like to access company resources, research conducted in fourteen countries has shown a unanimous opinion that freedom to use their own devices is a proving factor in employment choices [1]. This has led to an increase in the deployment of BYOD networks with fifty nine percent of companies in the US alone implementing the design [2]. Security of the company’s data is an essential part of this report, with the protection of intellectual data also crucial. The research undertaken will concentrate on the various aspects of implementing a BYOD network including the advantages and disadvantages of BYOD, security, access, mobile device management software, and the policies required. The report includes a design of the network, this will help assess various concerns such as data leakage, blending company and personal data, lost stolen or failing devices, what data is retained by the company and how the design will navigate different brands of devices, operating systems and applications.
[bookmark: _Toc532483391]1. Overview of Bring Your Own Device (BYOD)	Comment by arya sdgh: 
This is not necessary here.
Bring your own device (BYOD) is a technology initiative that enables users accessing business resources to bring their own personal device to their place of work. This is sometimes also known as bring your own technology (BYOT). This would involve for example an employee or student bringing an iphone, ipad, android phone or personal laptop running various operating systems and applications to work or college and using this device to log on to the network. The advance of technology and staff sometimes owning multiple devices has driven employers to look at this type of network design and make it available, this is proving a factor in employment choices.	Comment by arya sdgh: 
Could include this in Section 2 as overview to section.
[bookmark: _Toc532483392]2. Bring Your Own Device (BYOD) Policy
[bookmark: _Toc532483393]2.1 User Policy
The fact that BYOD blurs the lines between business and personal use means that a clear and concise user policy is essential and can help with enforcement of security and device management policy [3]. Users need to be aware of the conditions that apply when accepting the policy. The main purpose of the policy will be to clearly define acceptable use of the network and company resources, the user policy will inform the user of acceptable behaviour on the network and lay out exactly what users can and cannot do on the system, an obvious example being internet usage and acceptable web-sites and media [4]. The user policy should contain as a minimum the following [5].
· No illegal activity on the corporate network
· No breach of company data or another user
· No private commercial activity
· Safe internet usage
[bookmark: _Toc532483394]2.2 Device Management Policy
The device management policy is a key policy component for BYOD. Users bringing their own devices to work poses quite a few problems in terms of managing the device. The following areas are for consideration and users must be made aware before agreeing the policy. A clear distinction made between company and personal data. The wiping of company data from devices, at which point will the device have to be released to IT security for example company disciplinary issues, a member of staff leaving their post or moving to a new position within the company [6] . Lost, stolen or failing devices also need accounting for, agreeing to the wiping of data is essential to counteract the threat of company data falling into the wrong hands. Employees will also need to be aware of support from IT security regarding the device this will include what level of support and how the support is delivered to the device if it’s failing and the setup of the device initially. A financial aspect will also be determined by the policy how much of the monthly tariff will be reimbursed [7]. The device management policy will consist of the following as a minimum.	Comment by arya sdgh: 
Try to use more quantitative phrases instead
· The wiping of data from the device	Comment by arya sdgh: 
Expand the scope of reference sources consulted to improve the quality of research based tasks.
· A distinction between personal and company data
· Releasing the device to IT for inspection
· Correct level of IT support
· Financial reimbursement for monthly tariff of device
[bookmark: _Toc532483395]2.3 Security Policy
The main objective of the security policy will be to document the preservation of the company’s computer systems and data used by staff members. The underlying key will be the CIA triad consisting of confidentiality, integrity and accessibility [8]. The policy is also there to protect members of staff and will be split into internal and external groups. Confidentiality will begin with ensuring a password policy is enforced, users will be deterred from using typical obvious weak passwords and forced to enter passwords of a certain length containing uppercase, lowercase, numerical and special character values. The policy will need to contain information for the user regarding access to the network, what can and cannot be accessed, whilst software will be deployed to mitigate this a disciplinary measure will need to be in place if access levels are breached and staff will be allowed to investigate [4]. Staff will need to be aware of certain actions carried out by IT staff to ensure security needs are met, these will include but not be limited to data integrity checks, system scanning, anti-virus installation, partitioning, and encryption. Consent must be given for further areas that include up to date operating systems the delivery and installation of security patches and connecting to the network via the assigned VPN connection. A suitable back up procedure will be included and agreed upon for availability purposes. It will be advised a thorough staff training program is implemented to educate users of the BYOD network. Minimum points to be included in the policy include
· Strong passwords
· PIN protection
· Auto lock out of device
· Network breaches
· System scanning
· Data encryption
· OS and security updates
· Data back up
[bookmark: _Toc532483396]3. Mobile Device Management (MDM)
[bookmark: _Toc532483397]3.1 Overview
Mobile device management software will help complete the company security policy, the software provides features that can help implement the policies covered in chapter 1. Typical components will include pin enforcement, encryption of data and disks, authentication, identifying jailbroken devices, the ability to wipe data from lost and stolen devices there is also the ability for cleansing devices when an employee leaves or has their employment terminated, it’s crucial for IT security staff to know who is on the network and the device type being used to access the network [10]. The software can also provide VPN access and ensure the onboarding of devices which is an essential part of the process, meaning when a device connects to the network for the first time it is a painless process for the users to encourage further use of BYOD. Further advantages of using the MDM solution will be the ability to deal with different brands of devices that deploy different operating systems.
[bookmark: _Toc532483398]3.2 Solution	Comment by arya sdgh: 
Your discussion is too brief and does not demonstrate the required level of research. Expand the scope of reference sources consulted. Perhaps mentioning other available solutions and discussing pros and cons would add value to the work.s
The chosen MDM solution will be Cisco Prime Infrastructure Services which compromises three solutions which are the Cisco Context Aware Service (CAS), Cisco Identity Service Engine (ISE) and Cisco Adaptive Wireless Intrusion Prevention Service (wIPS) for the purpose of this report a brief overview is written for each service.
[bookmark: _Toc532483399]3.2.1 Context Aware Service (CAS)
This provides capability to monitor any active device on an 802.11a/b/g/n network that has Wi-Fi capabilities, tracking of mobile assets and clients is enabled via a mobility services engine (MSE) that connects to the Cisco access points. Information that has been gathered can then be accessed through the Prime GUI which is the central platform. Communication is further enhanced by the ability of the MSE to collect data from various WLC’s (Wireless LAN Controllers) on the network. Additional security is provided by identifying any rogue access points and clients on the network [11].
[bookmark: _Toc532483400]3.2.2 Identity Services Engine (ISE)
The Identity Services Engine is a single console that will address AAA (Authentication, Access, and Accounting) profile assignment, posturing, policy enforcement which can then be reused across the enterprise network, this can help reduce the workload for IT. ISE can also compile information from devices across the network to track any device that is connected this information can then be accessed from the GUI [11]. The software has the ability to combine the profile, AAA and posture in a device to help enforce policy, for example the information gained from the level of access, whether the device is free from virus or malware and the type of device trying to access the network can help determine the policy granted. Deployment of ISE across the entire network is possible as it supports the three types used in the network design, VPN wired and wireless. ISE provides visibility of users and devices highlighted in the graphic, figure 1 below [11].	Comment by arya sdgh: 
Good use of citations for figures.

[image: ]
Figure 1: ISE Endpoint Visibility [13]
Posture profiling is another function of ISE, if this component is enabled on the network it allows ISE to identify the device type, Prime Infrastructure can communicate with ISE to display this along with other information in a single console, this can also be any device type Apple, Android or any other, this is another piece of the software that helps identify devices and compile that information alongside relevant device data in a single console [11].
[bookmark: _Toc532483401]3.2.3 Wireless Intrusion Prevention Service (wIPS)
The security based module of Prime is the Cisco Adaptive Wireless Intrusion Prevention Service (wIPS). This module will play an important role in the prevention of attack from hackers. Providing a monitoring and detection system with the ability to detect and prevent unauthorised access, RF attacks and any anomalies in the system [11]. The various access points set up for BYOD deployment will be monitored by wIPS which can check for rogue access points, wireless hacking, and unauthorised access, wIPS is also able to capture packets on the network which can be useful for analysis of attack, attack discovery is another powerful feature this will defend the network against common attack type such as denial of service and man in the middle attacks, where the hacker tries to intercept messages between two users communicating on the network [16]. 
[bookmark: _Toc532483402]3.2.4 Why choose Cisco
Firstly, the Prime infrastructure can integrate with the three network types used in the design VPN, wired and wireless in one solution, reducing the need to add another product simplifying management. The solution provides self-service onboarding of devices for users a helpful feature to IT security this cuts administration overhead by reducing training. Comprehensive monitoring features providing the location, connection type, status and compliance [17]. Compatibility with IEEE 802.1x protocol is perfect for BYOD networks, giving port based network access control [18]. This provides an extra layer of authentication adding to network security which ISE takes further being able to use unique device identifiers giving the option to create higher level security policy [19]. Communication using the mobility services engine provides further monitoring and reporting of access points and wireless LAN controllers providing more data to IT staff to ensure the network is secure. Attack discovery and the ability to detect active authentication and encryption hacking make the solution one of the few vendors to offer this capability, data capture which a useful tool for analysis can be used to review attacks [13]. The software provides a multitude of monitoring and reporting information in a single console, giving administrator’s one interface, knowing who and what is on the network is an essential part of delivering a secure solution.
[bookmark: _Toc532483403]4. Advantages of Bring Your Own Device (BYOD)	Comment by arya sdgh: 
This could have been included with the BYOD section earlier in the report.
· Positive workforce – Staff will be happier using their own device, they will be more familiar with the configuration and set up as they bought the device themselves, and this increases job satisfaction.
· Productivity – Using your own device will increase productivity with staff bringing their own devices which tend to have more up to date hardware and software enabling tasks to be completed more efficiently.
· Cost – IT departments can save money not buying upgrading and maintaining devices, the cost of payments plans which may need some leverage would still be significantly less than purchasing the entire payment plan.
· Recruitment – Having BYOD as an option within the company provides an advantage in recruiting new staff [21].
[bookmark: _Toc532483404]Disadvantages of Bring Your Own Device (BYOD)
· Governance – Implementing BYOD will require the creation and enforcement of the policies covered in Chapter 1
· Data – Using your own device at work means storing company and personal data on one device this could create confidentiality issues.
· Version control – The fact that users purchase their own devices indicates there will be multiple operating systems and applications used to create documents this could lead to some compatibility problems across the platform.
· Employee Reluctance – Some staff members may be unwilling to use their own device preferring the company provide the tools required to work [22].
  An overview is provided in Figure 2.
[image: ]
Figure 2: Advantages and disadvantages of BYOD [22]
5. Design
The design for this report is based on a hierarchical structure with core, distribution and access layered switching. The network devices have multiple connections if a network device fails this will provide network redundancy, this is shown in figure 3.  

[image: ]
Figure 3: Hierarchical network design
Each network device has layered passwords which are encrypted to prevent them being viewed as plain text, this will ensure they are not visible to any network threats. Systems administrators connecting remotely to any network device will use secure socket shell (SSH) this provides authentication and encryption between the remote device and the network. The design has virtual local area network (VLAN) implemented the purpose is to segregate the network and provide additional security, there are 5 VLANs included in the design for this report. Any group that requires high levels of security can be set its own VLAN this will stop anybody outside of that VLAN communicating with them, in terms of network traffic dividing the network into VLANs will stop data being broadcast to the entire network by creating more broadcast domains [1]. Figure 4 highlights the password and SSH implementation. 	Comment by arya sdgh: 
Good demonstration of technical knowledge and application of it in practice
[image: ] 
Figure 4: Encrypted passwords and secure socket shell (SSH)
[image: ]
Figure 5: Corporate server farm VLAN
The Cisco Meraki server has been added to the design to provide further security, this is Cisco’s Enterprise Mobility Management (EMM) software. The EMM will integrate with Identity Services Engine (ISE) covered in chapter 3.2.2, while ISE will push the policy Meraki will decide whether the connecting devices meet the policy or not, Meraki also provides application management supplying users with corporate applications such as email and VPN connection for remote users [2]. Email can be restricted to prevent data leakage using Meraki this prevents users installing third party email and moving data in and out of the network [2]. Figure 6 highlights the VPN function of the design handled by Meraki.	Comment by arya sdgh: 
section
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Figure 6: Remote connection via VPN
ISE can provide the remote wiping of devices and the auto lock of the device to counteract theft, there are also different levels of corporate wiping that can be implemented depending on policy [2]. Figure 7 illustrates step by step the on boarding process.

1. User onboards device




2. Enter device details

	



3. User instructed to download cisco network assistant






4. Certificate issued by ISE




5. If device not registered user redirected to Meraki to register device






6. Device granted access or not depending on policy

Figure 7: On boarding process
[bookmark: _Toc532483405]6. Conclusion	Comment by arya sdgh: 
Before concluding, would have been helpful to examine whitepapers from industry from actual deployments of the proposed solution to reinforce your choice of the solution. 
Mobile technology and the cost savings it can bring to a company will drive forward Bring Your Own Device (BYOD). Not having to purchase upgrade and maintain equipment is a big advantage coupled with the fact that staff are happier using their own devices drives productivity forward. The security issues brought on by BYOD provide a huge challenge for systems administrators, having a secure wired network will be an essential part of adding a BYOD topology to a company. Having robust network policies in place and the technology to implement these policies as seamlessly as possible will play an important role. Cisco’s Prime solution provides a strong authentication process through the Integrated Service Engine (ISE) this software coupled with Cisco Meraki Server drives policy to the user, improving security in a single console that is beneficial for IT administrators. Employee’s general apathy towards network policy must be addressed and awareness raised through further training of staff in the security risks involved with BYOD is essential in having a secure solution. The fact that this now plays an important role in which companies people choose to work for means business must provide this as an option using the increase in productivity, cost savings, positivity and recruitment as an advantage.  BYOD emphasises the change in work becoming a resource you access not a location you visit. 
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This section details the assessment criteria. The extent to which these are demonstrated by you determines your mark. The marks available for each criterion are shown. Lecturers will use the space provided to comment on the achievement of the task(s), including those areas in which you have performed well and areas that would benefit from development/improvement.

	[bookmark: assessmentComponent]Common Assessment Criteria Applied  (Assignment 1)
	Marks available
	Marks 
awarded

	1. Research-informed Literature 
Extent of research and/or own reading, selection of credible sources, application of appropriate referencing conventions.
	
	

	[bookmark: feedbackRIL]Good literature research. Appropriate sources were selected, although a broader scope of sources would improve the work. (Grade mark: 86.67%)
	[bookmark: totalRIL]15
	[bookmark: markRIL]13

	
	
	

	2. Knowledge and Understanding of Subject
Extent of knowledge and understanding of concepts and underlying principles associated with the discipline.
	
	

	[bookmark: feedbackKUS]Very good demonstration of understanding of technical skills and aspects concerning the chosen solution. Clearly explained and discussed various aspects of the chosen solution. (Grade mark: 86.67%)
	[bookmark: totalKUS]15
	[bookmark: markKUS]13

	
	
	

	3. Analysis
Analysis, evaluation and synthesis; logic, argument and judgement; analytical reflection; organisation  of ideas and evidence
	
	

	[bookmark: feedbackANA]Analysis of the chosen method was observed, advantages and disadvantages of the solution was also presented, however a comparison of other available solutions with the chosen solution was missing. Very good linkage between the report and the practical implementation of the suggested solution. In an academic paper, you're expected to justify your choice of method not just based on the literature provided by the vendor of the method, but also those who critically evaluated the solution. Good analysis overall. (Grade mark: 70.00%)
	[bookmark: totalANA]40
	[bookmark: markANA]28

	
	
	

	4. Practical Application and Deployment
Deployment of methods, materials, tools and techniques; application of concepts; formulation of innovative and creative solutions to solve problems.
	
	

	[bookmark: feedbackPAD]Hierarchical design was observed with necessary security configurations, the chosen solution was properly demonstrated and integrated into the PT design. Having etherchannels (multiple connections) between core and dist. devices would have made the perfect design. But excellent work overall. (Grade mark: 95.00%)
	[bookmark: totalPAD]20
	[bookmark: markPAD]19

	
	
	

	5. Skills for Professional Practice 
Attributes in professional practice: individual and collaborative working; deployment of appropriate media; presentation and organisation.
	
	

	[bookmark: feedbackSPP]Good professional practice skills. Appropriate use of citations throughout the report and for figures. Some lists had missing citations. But overall a professional and high quality report. (Grade mark: 70.00%)
	[bookmark: totalSPP]10
	[bookmark: markSPP]7
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