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[bookmark: _Toc223424331]1. Research	
[bookmark: _Toc223422347][bookmark: _Toc223423878][bookmark: _Toc223424332]1.1 Hypervisor
Hypervisor selection is determined by the placement of the virtualisation layer and the resulting trust boundary. Type 1 (bare metal) hypervisors execute directly on physical hardware and present isolated execution environments to guest operating systems, reducing reliance on a general-purpose host Operate System (OS) [1]. Microsoft documents Hyper-V as a Type 1 architecture in which the hypervisor virtualises processors and memory and relies on a root partition to manage child partitions and broker Input/Output services for virtual machines [2]. In contrast, Type 2 (hosted) hypervisors run as applications on a host OS, improving deployment convenience and device-driver compatibility but increasing the computing base, given that the host OS becomes a critical dependency for the hypervisor execution environment and the hardware mediation layer [1], [3].
For the domain SWANSEA.ACCA topology, hosting Windows Server 2022 alongside a Debian server Command Line Interface (CLI) and supporting Windows and Debian clients requires cross platform compatibility and reliable virtual networking. A Type 1 platform would be advantageous in an enhanced topology due to improved scalability and stronger isolation when the environment expands, provided that dedicated hardware and administrative control are available [1], [2]. However, under a managed Windows 10 institutional host with constrained infrastructure control, Oracle VM VirtualBox is an appropriate Type 2 implementation choice. VirtualBox supports mixed Windows and Linux guests and provides network modes to emulate two isolated /24 Local Area Networks (LANs) and the inter server /30 link using internal networks, with Network Address Translation (NAT) available for controlled maintenance connectivity [3]. Debian network configuration in the CLI commonly uses iproute2 tooling for interface and addressing management, aligning with the Debian server’s multi-interface role in this VirtualBox topology [4].
[bookmark: _Toc223422348][bookmark: _Toc223423879][bookmark: _Toc223424333]1.2 IP Address
End-to-end communication on the Internet depends on Internet Protocol (IP) addressing, where each packet carries a source and destination address that enables identification of endpoints across interconnected networks. In IPv4, addressing is 32 bits and is represented in dotted decimal notation, while IPv6 uses 128-bit hexadecimal representation to support large scale allocation and hierarchical organisation, although the present implementation is primarily IPv4 based [5], [6]. IP addressing contributes to network functionality by enabling consistent host identification, structured segmentation, and controlled scope of local traffic within defined network boundaries.
In the SWANSEA.ACCA topology, internal addressing uses private Request for Comments 1918 (RFC1918) space for the Windows and Debian LANs, while a dedicated /30 transit subnet links the servers, supporting separation between address domains and clearer role-based allocation [7]. Subnetting applies a prefix length to divide network and host portions, enabling efficient utilisation of address space and limiting unnecessary broadcast scope. In addition, the Classless Inter Domain Routing (CIDR) principles further support scalable allocation and summarisation [8]. Practical application is illustrated below in Figure 1, which demonstrates two /24 LAN segments for scalable endpoint addressing and a /30 inter-server transit link sized for minimal host requirements [7]-[9].
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Figure 1. Logical topology and IP addressing scheme for the SWANSEA.ACCA virtualised deployment (Source: Author’s own work) [9]
This scheme demonstrates address planning across multiple subnets, including a /30 transit network sized for minimal host requirements and two /24 LANs sized for client scalability. Efficient utilisation is achieved by matching prefix length to functional need, thereby conserving address space and improving administrative clarity across the topology [7], [8].

[bookmark: _Toc223422349][bookmark: _Toc223423880][bookmark: _Toc223424334]1.3 Routing
Routing enables traffic to traverse multiple IP networks by selecting a forwarding path between source and destination subnets. Routing protocols support this function by enabling routers to forward traffic beyond directly connected networks using maintained route information, thereby sustaining network-layer reachability as the environment evolves [10]. Dynamic routing protocols differ in operation and scope. The Routing Information Protocol (RIP) applies a distance-vector approach that uses hop count as a primary metric [11]. By contrast, the Open Shortest Path First protocol (OSPF) applies a link-state model in which routers exchange topology information and compute shortest paths to improve convergence and scalability within an autonomous system (AS) [12]. Static routing, however, relies on manually configured routes and does not adapt automatically to topology changes. It reduces protocol overhead and limits unintended route propagation, which can be advantageous in controlled environments [13].
For the SWANSEA.ACCA topology, the current design contains a small number of subnets and a single inter-server transit link. In such a constrained environment, static routing is the most appropriate approach when inter-LAN communication is intentionally enabled, because forwarding requirements are predictable and the administrative scope is limited [13]. This is particularly relevant when the Debian server operates as a Dynamic Host Configuration Protocol (DHCP) relay, since relay operation forwards DHCP messages between segments that do not share the same broadcast domain, requiring Layer 3 (L3) connectivity between the client subnet and the central DHCP service [14]. Dynamic routing is more justifiable only in an enhanced topology with multiple routers, redundant paths, or frequent changes, where automated convergence provides measurable operational benefit relative to manual route administration [12], [13].

[bookmark: _Toc223422350][bookmark: _Toc223423881][bookmark: _Toc223424335]1.4 Network Services
Virtual Private Networks (VPNs) support secure connectivity across untrusted networks by applying authenticated key exchange and encryption. Effective deployments prioritise strong, standards-based cryptography, explicit trust boundaries, and configuration governance, because endpoint compromise and weak parameter choices can undermine tunnel security despite correct protocol selection [15], [16]. The Dynamic Host Configuration Protocol (DHCP) improves operational effectiveness through centralised and consistent distribution of addressing parameters, reducing manual configuration drift. Best practice emphasises well-scoped address pools, appropriate lease strategy, and auditability to support troubleshooting and accountability within managed environments [17], [18].
Active Directory Domain Services (AD DS) provides centralised identity and access management by storing directory objects and enabling policy-driven authentication and authorisation. Robust operation depends on resilient Domain Controller (DC) design and tightly integrated Domain Name System (DNS), since AD DS relies on DNS to locate domain controllers and enable directory communication, making DNS integrity and correctness critical to availability and authentication assurance [19], [20]. Certificate Authorities (CAs), implemented through Public Key Infrastructure (PKI), establish trust for authentication and encryption by issuing, validating, and revoking digital certificates. Best practice requires protected private keys, controlled issuance policy, lifecycle management, and effective revocation processes, because compromise of a CA key can invalidate the trust model across dependent services [21], [22]. Collectively, these services strengthen security and improve manageability when integrated with clear administrative boundaries, hardened configurations, and verifiable logging practices [15], [18], [22].
[bookmark: _Toc223422352][bookmark: _Toc223423883][bookmark: _Toc223424336]2. Technical Documentation
[bookmark: _Toc223422353][bookmark: _Toc223423884][bookmark: _Toc223424337]2.1 Hypervisor’s choose
Oracle VM VirtualBox was selected as the Type 2 hypervisor for NOSS2026’s virtualised delivery of the client’s SWANSEA.ACCA topology, as the available host environment is a managed Windows 10 institutional workstation where access to dedicated server hardware, firmware level configuration, and enterprise hypervisor deployment is typically constrained. In this context, a hosted hypervisor provides a practical implementation route whilst supporting an appropriate security posture through controlled configuration and evidence-based hardening aligned with hypervisor security guidance [1]. The selection is further justified by the requirement to run mixed guest platforms, specifically Windows Server 2022 and Debian, with predictable installation and driver compatibility on a Windows host operating system, which is a recognised advantage of Type 2 hypervisors in constrained environments [1], [3].
VirtualBox also provides the technical capabilities required to reproduce the topology accurately and to generate assessable evidence. VirtualBox virtual networking supports multiple NICs per virtual machine and the attachment modes required to implement two isolated /24 LANs and a dedicated /30 transit network, whilst retaining NAT only where controlled external connectivity is required for maintenance activities [3]. This configuration supports the required connectivity verification outcomes, including successful communication within each LAN and controlled cross LAN test results prior to enabling routing. Moreover, the same platform can be extended in Coursework 2 by introducing additional network services and segmented networks without changing the virtualisation layer, thereby preserving continuity, reducing rebuild risk, and supporting consistent operational testing across phases [3].
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Figure 2. Oracle VM VirtualBox version 7.0.20.
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Figure 3. VM VirtualBox Manager.
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[bookmark: _Toc223424339]2.2.1 Download from appropriate sources
To ensure provenance, integrity, and supportability, all installation media and platform components were obtained exclusively from vendor-maintained repositories. Windows Server 2022 installation media was sourced from Microsoft Evaluation Center [23]. Windows 10 installation media was sourced from Microsoft Software Download [24]. Debian installation media was sourced from the official Debian distribution site [25]. Oracle VM VirtualBox distribution files were sourced from the official VirtualBox download repository [26]. Timestamped evidence was captured at each acquisition point to demonstrate traceable progress and to support governance requirements for controlled build activities.
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Figure 4. Software Download: VirtualBox 7.0.20 for Windows hosts.
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Figure 5. Software Download: Windows Server 2022, ISO downloads 64-bits edition.
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Figure 6. Software Download: Windows 10 2022.
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Figure 7. Software Download: Debian, 64-bit PC DVD-1 iso.
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Figure 8. Installation media downloaded and VirtualBox VM directory structure.
[bookmark: _Toc223424340]2.2.2 Deploy Topology’s Network 
The topology was deployed using four Virtual Machines (VMs): S-DC (Windows Server 2022), ClientS1 (Windows 10), L-CD (Debian CLI), and ClientL1 (Debian GUI). VirtualBox was configured with multiple network interface cards (NICs) to implement segmented connectivity across two isolated /24 LANs and a dedicated /30 transit segment. VirtualBox network attachment modes support this design by providing isolated Layer 2 domains and explicit inter-VM connectivity where required [3]. NAT was retained only where controlled external connectivity was operationally necessary for maintenance or update operations and was not relied upon to satisfy internal topology communication.
Adapter mapping aligned each NIC with its intended segment, ensuring that internal addressing and ICMP evidence corresponded to the correct network boundary. This approach supports predictable validation outcomes by preventing unintended cross segment reachability at the client layer prior to the introduction of routing.
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Figure 9. VirtualBox Network Adapters configurations for S-DC.
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Figure 10. VirtualBox Network Adapters configuration for ClientS1.
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[image: ]Figure 11. VirtualBox Network Adapters configuration for L-CD
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Figure 12. VirtualBox Network Adapters configuration for ClientL1.

[bookmark: _Toc223422355][bookmark: _Toc223423886][bookmark: _Toc223424341]2.3 Configure IP Addressing
Addressing was implemented to enforce segmentation and support repeatable verification. IPv4 uses 32-bit addressing represented in dotted-decimal form, while IPv6 uses 128-bit hexadecimal addressing to support large-scale allocation [5], [6]. Internal LANs were assigned private RFC1918 space to enable internal host addressing without public routability requirements [7]. Subnetting applies prefix length to separate network and host components, and CIDR supports scalable allocation through prefix-based addressing and summarisation [8].
The addressing plan assigns two /24 LANs to support client scalability and administrative clarity, and a /30 transit subnet to constrain the inter-server segment to the minimum usable host requirement. This allocation matches prefix length to functional need, improves fault isolation, and maintains clear network boundaries across the topology [8]. The deployed scheme is as follows:

Windows LAN: 192.168.1.0/24
· S-DC (LAN NIC): 192.168.1.1/24
· ClientS1: 192.168.1.10/24 

Transit network: 20.0.0.0/30
· S-DC (Transit NIC): 20.0.0.1/30
· L-CD (Transit NIC): 20.0.0.2/30

Debian LAN: 192.168.2.0/24
· L-CD (LAN NIC): 192.168.2.1/24
· ClientL1: 192.168.2.10/24 

For the Windows domain environment, domain members must use the domain DNS service to ensure consistent internal resolution. External name resolution should be provided through DNS forwarders configured on the DNS server rather than configuring public resolvers directly on domain members, because AD DS relies on DNS for service discovery and authentication continuity [20].
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Figure 13. S-DC IP configuration output captured using the ipconfig /all command.
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Figure 14. ClientS1 IP configuration output captured using ipconfig /all command.
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Figure 15. Interfaces file configuration output captured using sudo nano /net/network/interfaces command.
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Figure 16. L-CD Interface configuration output captured using ip a command.
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Figure 17. ClientL1 Interface configuration output captured using ip a command (left) and sudo nano /net/network/interfaces command (right).

[bookmark: _Toc223422356][bookmark: _Toc223423887][bookmark: _Toc223424342]2.4 Test and Troubleshoot
Testing was undertaken to evidence the two required connectivity outcomes and to demonstrate systematic verification of addressing and segmentation boundaries.

[bookmark: _Toc223424343]2.4.1 Outcome 1: Successful connectivity 
Connectivity was validated using ICMP echo tests to confirm on-link reachability within each LAN and across the /30 transit segment. Evidence confirms successful results for the following paths:
· ClientS1 to S-DC at 192.168.1.1
· ClientL1 to L-CD at 192.168.2.1
· S-DC to L-CD at 20.0.0.2 and L-CD to S-DC at 20.0.0.1
During transit validation, an addressing error was identified when the S-DC transit NIC was configured with an incorrect subnet mask (/32), preventing the peer address from being treated as on-link. This was diagnosed through “Destination host unreachable” output and resolved by applying the correct /30 mask (255.255.255.252), restoring expected transit connectivity. This troubleshooting sequence demonstrates controlled diagnosis through configuration inspection, correction of the network boundary definition, and retesting to confirm resolution.
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Figure 18. Successful ICMP connectivity within the Windows LAN.
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Figure 19. Successful ICMP connectivity within the Debian LAN.
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Figure 20. Successful ICMP connectivity across the inter server transit link.

[bookmark: _Toc223422357][bookmark: _Toc223423888][bookmark: _Toc223424344]2.4.2 Outcome 2: Unsuccessful connectivity 
Inter LAN communication was not enabled at this stage. Consequently, ICMP tests between endpoints in different /24 LANs were expected to fail, demonstrating that segmentation boundaries are enforced prior to any routing configuration. Evidence includes:
· ClientS1 ping to 192.168.2.10 fails

These results confirm that cross-LAN reachability is not present, which aligns with a staged deployment approach where routing is introduced only after baseline addressing and segmentation have been validated.
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Figure 21. Failed ICMP connectivity between the Windows LAN and Debian LAN
[bookmark: _Toc223422359][bookmark: _Toc223423890][bookmark: _Toc223424345]3. Reflection
[bookmark: _Toc223422360][bookmark: _Toc223423891][bookmark: _Toc223424346]3.1 Technical Reflection on Network Deployment and Testing
Deployment of the SWANSEA.ACCA topology required precise segmentation, accurate interface mapping, and consistent addressing. A significant issue occurred on the inter-server transit segment when an incorrect subnet mask (/32) was applied to the S-DC transit interface. This prevented the peer address from being treated as on link and resulted in “Destination host unreachable” responses during ICMP testing. Diagnosis followed a structured sequence: interface parameters were verified using ipconfig /all and ip a, and subnet boundaries were reviewed to confirm that the peer address fell outside the defined prefix. Applying the correct /30 mask (255.255.255.252) restored bidirectional connectivity, reinforcing the importance of prefix length accuracy for Layer 3 reachability and effective fault isolation.
DNS configuration within the Windows domain environment also required controlled implementation. Domain members were configured to use the domain DNS service to maintain AD DS service discovery integrity, whilst external name resolution was delegated via DNS forwarders on the domain controller. Segmentation was subsequently validated by confirming that cross LAN ICMP tests failed prior to routing enablement, demonstrating that network boundaries were functioning as designed.

[bookmark: _Toc223422361][bookmark: _Toc223423892][bookmark: _Toc223424347]3.2 Personal Reflection
The implementation demonstrated that reliable deployment depends on analytical verification rather than iterative modification. The transit subnet fault illustrated how Layer 3 misconfiguration can resemble broader connectivity or security issues, emphasising the need to validate addressing logic before considering firewall or platform causes. The work also reinforced the layered dependency across services, particularly the reliance of AD DS on DNS accuracy. Capturing timestamped evidence supported disciplined configuration control and reduced configuration drift. These outcomes establish a controlled baseline for extending the topology in Coursework 2, particularly when introducing routing and additional network services.
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Download an installation image

» A small installation image can be downloaded quickly and should be recorded onto a removable disk. To use this,

you will need a machine with an Internet connection.

Try Debian live before installing

You can try Debian by booting a live system from a CD, DVD or USB key without installing any files to the computer. You
can also run the included Calamares Installer. Only available for 64-bit PC. Read more information about this method

= 64-bit PC netinst iso, 64-oit PC netinst torrents

« Alarger complete installation image: contains packages for all desktop environments, making it easier to install
machines without an Internet connection.

= 64-bit PC DVD-1 iso, 64-bit PC torrents (DVD)

Buy CDs, DVDs or USB sticks from a vendor of Debian installation media

Many of the vendors sell the distribution for less than US$5 plus shipping (but not always interationally).
Here are the basic advantages of CDs:

« You can install on machines without an Internet connection
« You can install Debian without downloading all packages yoursef.

Buy_a computer with Debian pre-installed

There are a number of advantages to this:

Use a Debian cloud image

An official cloud image, built by the cloud team, can be used on:

« your OpenStack provider, in qcow? o raw formats.

64-it AMDIIntel (qcow2, raw), 64-bit ARM (qcow2, raw), 64-bit Litle Endian PowerPC (qcow?, raw), 64-bitlitle-endian RISC-V (qcow?, raw)

« alocal QEMU virtual machine, in qcow2 or raw formats.
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Administr

Host Name .
Primary Dns Suffix’
Node Type . . .

Ip Routing Enabled.
WINS Proxy Enabled.

DNS Suffix Search List.

Ethernet adapter External:

Connection-specific DNS Suffix
Description .

Physical Address.

DHCP Enabled. .
Autoconfiguration Enabled .
Link-local IPv6 Address .
1Pv4 Address.

Subnet Mask .

Default Gateway .

DHCPYV6 TATD . .

DHCPYV6 Client DUID.

DNS Servers .

NetBIOS over Tcpip.
Ethernet adapter Internal:

Connection-specific DNS Suffix
Description .

Physical Address.

DHCP Enabled. .
Autoconfiguration Enabled .
Link-local IPv6 Address .

1Pv4 Address.

Subnet Mask .

Default Gateway .

DHCPYV6 TATD . .

DHCPYV6 Client DUID.
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NetBIOS over Tcpip.

thernet adapter Ethernet:
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Intel(R) PRO/1066 MT Desktop Adapter
08-00-27-83-A9-65
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ommand Prompt

ticrosoft Windows [Version 16.0.19045.6466]
(c) Microsoft Corporation. All rights reserved.

:\Users\Kawam>ipconfig /all

tindows TP Configuration

Host Neme . . . . . ... ....: Clients1
Primary Dns Suffix

Node Type . . . . . Hybrid
1P Routing Enabled. L. ..o

WINS Proxy Enabled. . . . . . . . : No

Ethernet adapter Internal:

Connection-specific DNS Suffix
Description .

Physical Address.

DHCP Enabled. S
Autoconfiguration Enabled .
Link-local IPv6 Address .

1Pv4 Address.

: Intel(R) PRO/1606 MT Desktop Adapter
08-06-27-91-CF-98

b564:8372:b1b7:4d96%12 (Preferred)
.168.1.10(Preferred)

Subnet Mask . : 255.255.255.8
Default Gateway . 192.168.1.1

DHCPYV6 TATD . . 101187623

DHCPYV6 Client DUID. : 60-61-00-01-31-23-EA-E9-08-00-27-91-CF-98
DNS Servers . . . . 192.168.1.1

NetBIOS over Tcpip. : Enabled

C: \Users\Kawams,

a Blec ~ & @ d) e
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s B
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etc/netuork/interfa

¢ and how to activate them. For more information, see interfaces(s).
source /etc/netuork/interfaces. d/x

# The loopback netuork interface
auto lo
iface lo inet loophack

# The primary network interface - NAT
allou-hotplug enpass
iface enpos3 inet dhcp

¢ This is the External Interface Connected to the Server S-DC
allou-hotplug enpes3
iface enpos3 inet static

address 20.0.0.2

netmask 255.255.255.252

# This is the Internal Interface Connected to the ClientLi
allou-hotplug enpase

iface enpos8 inet static
address 192.168.2.1
netmask 255.255.255.0
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ehian GNU/Linux 13 debian ttyl

ebian login: kawam
>assuord:
inux debian 6.12.63+dehi3-amdsd #1 SMP PREEMPT_DYNAMIC Debian 6.12.63-1 (2025-12-30) xB6_64

The programs included with the Debian GNU/Linux sustem are free sof tuare;
the exact distribution terms for each program are described in the
individual files in /usr/share/doc/+/copuright.

ehian GNU/Linux comes with ABSOLUTELY NO WARRANTY, to the extent
ermitted by applicable law.
auam@debian:~s ip a
1+ 1o: <LOOPBACK,UP,LOWER_UP> mtu 65536 gdisc nogueue state UNKNOWN group default glen 1000
Link/loophack 00:00:00:00:00:00 brd 00:00:00:00:00:00
inet 127.0.0.1/8 scope host lo
valid_Lft forever preferred_lft forever
ineté /128 scope host noprefixroute
valid_Lft forever preferred_lft forever
enpos3: <BROADCAST,MULTICAST,UP,LONER_UP> mtu 1508 qdisc fo_codel state UP group default glen 1800
Link/ether 08:00:27:0f:58:95 brd ff:ff:ff:if:ffff
altname enx080027pf5a95
inet 20.6.0.2/3 brd 20.9.0.3 scope global enpos3
valid_Lft forever preferred_lft forever
inete - oo /64 scope link proto kernel 11
valid_Lft forever preferred_lft forever
enposa: <BROADCAST,MULTICAST,UP,LONER_UP> mtu 1508 qdisc fo_codel state UP group default glen 100
Link/ether 08:00:27:52:05:2a brd ff frffiffaff
altname enx08002752h5ea
inet 192.168.2.1724 brd 192.169.2.255 scape global enposs
valid_Lft forever preferred_lft forever
ineté oo oo /64 scope link proto kernel 11
valid_Lft forever preferred_lft forever
enpos3: <BROADCAST,MULTICAST,UP,LONER_UP> mtu 1508 qdisc fo_codel state UP group default glen 1800
Link/ether 08:00:27:34:4b:87 brd ff frffiffaff
altname enxo80027344b87
inet 10.0.4.15/24 brd 10.0.4.255 scope global dynamic noprefixroute enpess
valid_Lft B1598sec preferred_lft 70798sec
inete oo o764 scope link
valid_Lft forever preferred_lft forever
cauamdebian: s

2350
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kawam@ClientL1: ~ Q

kawam@ClientLl:~$ sudo nano /etc/network/interfaces
[sudo] password for kawam
kawam@ClientLl:~$ ip a
1: lo: <LOOPBACK,UP,LOWER UP> mtu 65536 qdisc noqueue state UNKNOWN group defaul
t qlen 1000
link/Loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00
inet 127.0.0.1/8 scope host lo
valid 1ft forever preferred lft forever
inet6 ::1/128 scope host noprefixroute
valid_1ft forever preferred 1ft forever
: enposs: <BROADCAST,MULTICAST,UP,LOWER UP> mtu 1500 qdisc fq_codel state UP gr
oup default qlen 1000
link/ether 08:00:27:c9:1d:fe brd ff:ff:ff:ff:ff:ff
altname enx080027c9ldfe
inet 192.168.2.10/24 brd 192.168.2.255 scope global enposs
valid_1ft forever preferred 1ft forever
inet6 fe80::a00:27ff:fec9:1dfe/64 scope link proto kernel 1l
valid 1ft forever preferred 1ft forever
kawam@ClientLl:~$
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cthernet adspter External

Connection-specific DUS Suffix

Link-local IPV6 Address . . . . . : £e80::aBeS:5db:26fc:e26d%16
IPva Address. . . . . . ... ..:20.0.0.1
Subnet Mask . . ... . ... ..:25.0.0.8
Default Gateway . . L0001

cthernet adspter Internal

Connection-specific DS Suffix

Link-local IPv6 Address . . . . . : fe80::5881:3d85:7e6b:9bdsX10
IPva Address. . . . . . . ... .:192.168.1.1

Subnet Mask . . . . .. .....:255.255.255.0

Default Gateway . . . . . . ... :0.0.0.0

C:\Users\Adainistratorsping 192.168.1.1

pinging 192.168.1.1 with 32 bytes of data:
Reply fron 102.168.1.1: bytes-32 tisecias TTL-128
Reply from 192.168.1.1: bytes-32 tinecias TTL-128
Reply from 192.168.1.1: bytes-32 tinecias TTL-128
Reply from 192.168.1.1: bytes=32 tinecias TTL-128

ping statistics for 192.168.1.1:
Packets: Sent = 4, Recelved = 4, Lost = @ (@ loss),
ppproxinate round trip times in illi-seconds:
Minisun = Gas, Maxisun = Oas, Average = ons

C:\Users\Adainistratorsping 192.168.1.10

pinging 192.168.1.10 with 32 bytes of data:

Reply from 192.168.1.10: byte:
Reply from 192.168.1.10: bytess32 tinesns TTL-128

ping statistics for 192.168.1.10:
Packets: Sent = 4, Recelved = 4, Lost = @ (&% loss),
spproxinate round trip tines in milli-seconds:
Minisun - Gns, Maxisun - 1ns, Average - ons

C:\Users\Adainistrator>

5%
8% pmos
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ommand Prompt

Microsoft Windows [Version 16..19045.6466] ~
(c) Microsoft Corporation. All rights reserved.

:\Users\Kawam>ping 192.168.1.1

Pinging 192.168.1.1 with 32 bytes of data:
Reply from 192.168.1.1: bytes=32 time<ims TTL-128
Reply from 192.168.1.1: bytes-32 time-ims TTL-128
Reply from 192.168.1.1: bytes=32 time<ims TTL-128
Reply from 192.168.1.1: bytes=32 time-ims TTL-128

Ping statistics for 192.168.1.
Packets: Sent = 4, Received = 4, Lost = © (8% loss),
Approximate round trip times in milli-seconds:
Minimum = @ms, Maximum = ims, Average = 6ms

:\Users\Kauam>_,
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Debian GNU/Linux 13 debian ttyl

debian login: kawam
Passuord:
Linux debian 6.12.63+den13-andsd #1 SMP PREEMPT_DYNAMIC Debian 6.12.63-1 (2025-12-30) x86_64

The programs included with the Debian GNU/Linux system are free softuare;
the exact distribution terms for each program are described in the
individual files in /usr/share/doc/«/copuright.

Debian GNU/Linux comes with ABSOLUTELY NO HARRANTY, to the extent
permitted by applicable law.

kawamedebian:~$ ping 132.168.2.10

PING 192.168.2.10 (192.168.2.10) 56(84) bytes of data
64 bytes from 192.168.2.10: icmp_seg=1 ttl=64 time=0.343 ms
64 bytes from 192.168.2.10: icmp_sed=2 ttl=64 time=1.15 ms
54 bytes from 192.168.2.10: icmp_seq=3 tt1=64 time=1.03 ms
64 bytes from 192.168.2.10: icmp_seq=4 ttl=64 time=0.808 ms
64 bytes from 192.168.2.10: icmp_seq=5 ttl=6d time=0.871 ms
64 bytes from 192.168.2.10: icmp_seq=6 ttl=64 time=0.807 ms
t

- 192.168.2.10 ping statistics ---
6 packets transmitted, 6 received, 8% packet loss, time S54oms
rtt min/ave/max/mdey = 0.343/0.833/1.147/0.251 ms
kawamadebian:~¢
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kawam@ClientL1: fetc/network

kawam@ClientLl: /etc/network$ ping 192.168.2.18
168.2.10

PING 192.

64 bytes
64 bytes
64 bytes
64 bytes
~C

--- 192.168.2.

PING 192.

64 bytes
64 bytes
64 bytes
64 bytes
64 bytes

--- 192.168.2.

from
from
from
from

192.
192.
192.
192.

(192.168.

168.2.10:
168.2.10:
168.2.10:
168.2.10:

2.18) 56(84) bytes of da
icmp_seg=1 ttl=64 time=
icmp_seqg=2 ttl=64 time=
icmp_seq=3 ttl=64 time=
icmp_seq=4 ttl=64 time=

10 ping statistics ---

4 packets transmitted, 4 received, 0% packet loss,
rtt min/avg/max/mdev = 0.0
kawam@ClientLl: /etc/network$ ping 192.168.2.1

168.2.1 (192.168.

from
from
from
from
from

192.
192.
192.
192.
192.

168.2.1:
168. :
168.
168.
168.

[V I L LS I V]
o e

35/0.056/0.082/0.018 ms

ta.

0.035 ms
0.082 ms
0.067 ms
0.043 ms

time 3812ms

2.1) 56(84) bytes of data.

icmp_seg=1 ttl=64 time=0.
icmp_seqg=2 ttl=64 time=1.
icmp_seq=3 ttl=64 time=0.
icmp_seq=4 ttl=64 time=0.
icmp_seq=5 ttl=64 time=0.

1 ping statistics ---

5 packets transmitted, 5 received, 0% packet loss,
rtt min/avg/max/mdev = 0.2
kawam@ClientLl: /etc/networks$ I

91/0.700/1.220/0.343 ms

455 ms
22 ms
565 ms
291 ms
973 ms

time 4048ms
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4 Prompt
Microsoft Windows [Version 16.6.20348.587]
(c) Microsoft Corporation. All rights reserved.

:\Users\Administrator>ping 20.6.6.2

Pinging 26.0.6.2 with 32 bytes of data:

Reply from 20.0.6.2: bytes=32 time<ims TTL=64
Reply from 20..6.2: bytes=32 time<ims
Reply from 20..6.2: bytes=32 time<ims
Reply from 20.0.6.2: bytes=32 time<ims TTL=64

Ping statistics for 20.0.0. ‘
Packets: Sent = 4, Received = 4, Lost = @ (0% loss), ‘
Approximate round trip times in milli-seconds: \
\

\

\

\

\

Minimum - ems, Maximum - ems, Average = ems

C:\Users\Administrator>,

I

- 1501
ol o m D s o B
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Debian GNU/Linux 13 debian ttyl

debian login: kawam
Passuord:
Linux debian 6.12.63+den13-andsd #1 SMP PREEMPT_DYNAMIC Debian 6.12.63-1 (2025-12-30) x86_64

The programs included with the Debian GNU/Linux system are free softuare;
the exact distribution terms for each program are described in the
individual files in /usr/share/doc/«/copuright.

Debian GNU/Linux comes with ABSOLUTELY NO HARRANTY, to the extent
permitted by applicable law.

kawam@debian:~$ ping 20.0.0.1

PING 20.0.0.1 (20.0.0.1) 56(84) bytes of data.

64 bytes from 20.0.6.1: icmp_seq=1 tt1=128 time:
64 bytes from 20.0.0.1: icmp_seq=2 tt1=128 time=1.62 ms
64 bytes from 20.0.6.1: icmp_seq=3 tt1=128 time:
64 bytes from 20.0.6.1: icmp_seq=4 tt1=128 time:
64 bytes from 20.0.6.1: icmp_seq=5 tt1=128 time:
64 bytes from 20.0.0.1: icmp_seq=6 ttl=128 time=

t

- 20.0.0.1 ping statistics ---
6 packets transnmitted, 6 received, 8% packet loss, time S¢12ms
rtt min/ave/max/mdey = 0.421/0.938/1.434/0.357 ms
kawam@debian:~s _

230
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mand Prompt

Microsoft Windows [Version 16..19045.6466]
(c) Microsoft Corporation. All rights reserved.

:\Users\Kawam>ping 192.168.2.10

Pinging 192.168.2.16 with 32 bytes of data:
Request timed out.
Request timed out.
Request timed out.
Request timed out.

Ping statistics for 192.168.2.10:
Packets: Sent = 4, Received = @, Lost = 4 (166% loss),

:\Users\Kauam>_,

& 7°C Mostlycloudy A & £ dx NG




image1.png
» Prifysgol Cymru
£ Y Drindod Dewi Sant

" University of Wales
Trinity Saint David




image2.png
= $-DC: Windows Server (Transit NIC)

‘Transit Link: 20.0.0.0/30

= L-CD: Deblan Server (Transit NIC)

r-— 1

= S-DC: Windows Server (LAN NIC)

1P Address: 192.168.1.1
Mask: 255.255.255.0
el

Purpose: Inter-server transit network
Mask /30 = 255.255.255.252
Hosts

< IP (§-DC): 20.00.1
© IP (L-CD): 20.0.0.2

Endpoints: S-DC « L-CD

IP Address: 20.0.0.2
Mask: 255.255.255.252

= L-CD: Debian Server (LAN NIC)

v

= Internal LAN: 192.168.1.0/24)

- Purpose: Windows internal LAN
« Mask 24/ = 255.255.255.0
- Hos!

> IP (S-DC):192.168.1.1
© IP (ClientS1): 192.168.1.10

« Endpoints: S-DC « ClientS1

i 1

E ClientS1: Windows 10

1P Address: 192.168.1.10
Mask: 255.255.255.0
Default Gateway: 192.168.1.1

IP Address: 192.168.2.1
Mask: 255.255.255.0

e ¢

Internal LAN: 192.168.2.0/24

© IP (L-CD):192.168.2.1
© IP (ClientL1): 192.168.2.10

« Endpoints: L-CD « ClientL1

T

ClientL1: Debian (GUI)

IP Address: 192.168.2.10
Mask: 255.255.255.0
Default Gateway: 192.168.2.1
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