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[bookmark: _Toc61020184]Contents Introduction	Comment by Nitheesh Kaliyamurthy: This is not contents. It is introduction. 

The introduction part should be more focused on the aims and objective of your work. There is no necessity to cite the introduction part of the work. Could have elaborated the scenario and your ideas on working in this coursework document. However, reference in introduction is not wrong.
 [1] A network is two or more devices which are connected digitally. Files can be sent between the devices via data packets which are files broken down into smaller pieces of data. The data packets that are received are rebuilt through arranging the order of the data packets. The way in which the data is sent over the network is controlled by a set of protocols. [2] According to the BBC networks are created in order to transmit and receive data, however this means that the data that is being transmitted between the network is at risk of being accessed by unauthorised users. The network and devices connected to it can contain valuable information which is important to keep confidential to the company such as client and staff’s names and addresses. Therefore, it is important to maintain a high level of security through your network. In this report I will be discussing the network in hand, possible threats and attacks towards the network, how these threats can be mitigated. I will then be demonstrating an attack and offer potential guidelines in which the staff, vendors and clients can follow.	Comment by Nitheesh Kaliyamurthy: This part of your work should be in the literature part where you describe types of networks. 	Comment by Nitheesh Kaliyamurthy: Don't address the report using 1st person. 
Use narrative/ descriptive approach in writing. 
That could be more effective.



[bookmark: _Toc61020185]Related Work/ Review of Literature  
[bookmark: _Toc61020186]Networks and its types 	Comment by Nitheesh Kaliyamurthy: Could have been more descriptive on the types of networks. The association of the scenario with your report is appreciated. 
The network used by CHE-Si is used a across the world so is likely a Wide Area Network (WAN), the current network is used across the world and can be accessed by any device from anywhere at any time.
[bookmark: _Toc61020187]Threats and Attacks 	Comment by Nitheesh Kaliyamurthy: The Threats, attacks and mitigation are elaborately discussed. Could have used smaller paragraphs and more sub-headings to make the flow of the report easy to understand.
[bookmark: _GoBack][3] A network will have vulnerabilities when there is defect in either the way in which the network is run or designed, the hardware used by the network or the software used. A threat can then compromise the network which could result in non-authorised access to the network which can come from different types of threats. [4] If a threat is successful in exploiting a vulnerability it can result major losses to the company such as sensitive data like customer or employee personal information, this can cost the company a large sum of money and is why it is important to have a secure network in order to decrease the number of vulnerabilities in the system. An exploit is an attack which leverages a vulnerability in order to gain access to the network. Due to that fact that Che-Si network allow access from anywhere at any time from personal devices and external networks, this leaves the network vulnerable and prone to many risks and attacks. 
 The first possible threat to the network is malware. Malware is a piece of software which has malicious intent such as damaging or stealing data. Because staff members, clients and vendors can connect to the network from any device it is highly possible that malware installed on a personal device can accidentally or purposely spread across the network resulting in data being compromised. [5] Some of the most common types of malware are viruses, worms and trojan horses. A virus is often an executable program which can copy itself and insert the copy into another file when it is run. This means that a virus could be attached to a file which is uploaded to the cloud storage of Che-SI’s network which when accessed by other devices creates a copy of the virus and inserts it into that device spreading across the entire network. Viruses can also be spread through memory drives and are most sent via Email. A worm is like a virus in the sense that it can self-replicate and spread however unlike a virus a worm can do this independently without the need of users executing and sharing files. Worms initially install themselves via an email, executable files and other exploit mechanisms and when installed causes harm to the host by consuming large amounts of bandwidth. Worms often contain a piece of malicious code called a pay load, this will often cause damage to the host which will create a backdoor which will result in further damage such as unauthorised access to the device which would then allow them to have access to the Che-Si network. 
 [6] There are also a number of other attacks in which Che-Si’s network can be prone to, the first is Phishing, Phishing is the process of creating fake communications that look like they come from a reliable source, this is often used to gain log in information or to install malware on the host device. If a user with access to Che-Si’s network were to be a victim of a phishing attack the attacker could potentially gain access to the network via the victim’s device causing further damage to the network. Another common attack in which the Che-Si network can be prone to is a Man-in the middle attack due to the fact that any user can connect access the network even when using unsecured public W-FI, the attacker can place themselves between the user and the network through the unsecure WIFI filtering and stealing data. Malware can be installed through a man-in-the-middle attack and can allow the attacker to have access to the victims device without them knowing giving them access to the Che-Si network allowing them to upload more malware or conduct more malicious attacks. [7] Sniffing is another attack which is when the attacker analyses the traffic of the network using specialist software or hardware to intercept sensitive data such as login information, this could allow the attacker to gain login information for the Che-Si  network which would allow them to cause further damage by potentially uploading more malware or stealing data.
[bookmark: _Toc61020188]Mitigation 
There are several different ways in which the attacks previously discussed can be mitigated by Che-Si in order to prevent loss of and damage to the data in the network. [8] In order to reduce the likely hood and effects of malware infecting the network and the devices connected the first step you should take is to make regular backups of the data on the network, a good way of doing this is creating offline backups which are not connected to the network online or a cloud service designed for backups however this can be pricey, this will allow you to wipe the network and restart fresh without the malware if there has been a major infection that has caused serious damage. The steps of preventing malware from spreading initially should also be taken, this can be done through installing anti-virus software on any devices which can connect to the network this will prevent majority of the malware from initially being downloaded onto the devices. Activity across the network should monitored in order to seek out any suspicious activity or files in order to prevent them from spreading any further. 
[9] One of the key steps which should be taken in order to mitigate phishing is to ensure that anyone with authorised access to the network is educated on what phishing is and how to prevent it. Spam filters can also be used I order to filter out emails and messages which could be possible phishing attempts. [10] In order to mitigate a man in the middle attack the first step that should be taken is again to educate the users that can access the network, users should only use secure internet connections while connecting to the Che-Si network in order to reduce the potential risk. A virtual private network (VPN) can also be used in order to encrypt the data that is beings sent between the network, this means that if someone with unauthorised access is able to access the network the data is encrypted so they will not be able to decipher the data. Sniffing attacks can also be prevented in a similar way by using a VPN or an encryption in order to prevent the attacker from being able understand what the data that is being sent and received in the network is.
[bookmark: _Toc61020189]Design and Implementation  
[bookmark: _Toc61020190]Weak Points/ Vulnerabilities (Discuss about Che-Si’s possible weak points in the network architecture, flaws in the policies etc)  
Because of the policies in place in the Che-Si network staff members, clients and vendors have access to the network from any location, any device and from unsecure networks. This is a flaw in the policy as it allows the possibilities for the previously discussed attacks to take place due to how open the network is and lack of security on the network.
[bookmark: _Toc61020191]Introduce your demonstration design 
As a demonstration I will use ubuntu to conduct one of the previously discussed attacks. The attack in which I will be demonstrating is a man-in-the-middle attack, in order to this I will be intercepting packages from another device I own using a command line utility that can intercept packages named arpspoof, it does this by redirecting packets from the target to the router by forging ARP replies. I will then use arpspoof to intercept the packets from the router. Finally I will Sniff the images from the victim (My second device) I will do this by using driftnet which is a program that listens to the traffic that is on a network and picks out images in which it observes from the transmission control protocol. Finally, I will use urlsnarf which is a command line tool that will allow me to get information about the website the victim is on. This will allow me to see an Image and details of what the victim is doing on the device.
[bookmark: _Toc61020192]Implementation 
[image: ][image: ]First I opened ubuntu and opened up a Terminal Interface, I then opened up my connection information to get key details that will be needed in further steps.
 I then Used the command [image: ]
I did this as it enables packet forwarding and allows my device to act like a router.
[image: ]The command in which I use intercepts the packages from the victim:

[image: ] After the command is run it intercepts the packages from the victim

Now I will run the command which will intercept the packages from the router
 


[image: ]Now I will open a new terminal and use the command to sniff images from the navigation of my other device (The victim) 
As you can see it has opened up the driftnet window, this will allow me to see the images of the target.
[image: ]
[image: ]Now I will open another terminal and execute the command that will sniff the URL from the navigation of my other device (The victim) 
As you can see the attack was a success and I am able to see an image of the webpage in which the device is using and information about it.






[bookmark: _Toc61020193]Discuss the outcome of your implementation 	Comment by Nitheesh Kaliyamurthy: The discussions and the step-by-step description of the demonstration is good. Moreover, the entire report stays in-line with the given scenario which is highly appreciated. 
From the attack I was able to redirect the data from the victim’s device to my device and get an image and information about what they are doing. This is easily done and could be easily replicated and carried out on the Che-Si network if further precautions aren’t taken. An easy mitigation for this could be using a VPN or some form of encryption, this would stop the attack from being able to see the data however it encrypts it so they wouldn’t be able to make any sense of it.
[bookmark: _Toc61020194]Mitigation Strategies and Recommendation   
	 
[bookmark: _Toc61020195]Digital Signatures and Data Encryption methods 	 
A digital signature can be used by Che-Si in order to help mitigate possible threats. Firstly, the digital signature allows data to be sent across the network and allows the receiver to believe that the data being received is from the person its supposed to be sent from. Secondly the digital signature ensures that the person who has sent the message or data cannot deny that they have sent it. Finally, the message cannot be altered while being sent through the network. This means that important information can been sent safely across the network without worrying if it has been tampered with. The digital signature works by using asymmetric cryptography, it does this by two keys being created a public key and a private key, the private key is kept by the sender and the public key is sent to the receiver. A hash algorithm is then used to hash the data and create a digest this is then encrypted using the private key. The encrypted data is the digital signature, this is then sent to the receiver and the public key is used to receive the digest along with the original data, if the data can not be decrypted then the data did not come from the original sender. The digest is then hashed again using the same hashed algorithm and compared to the original data sent and if they match then the data has not been altered during transit.
	 
[bookmark: _Toc61020196]Recommendations to update Che-Si's existing policies 	Comment by Nitheesh Kaliyamurthy: More in-depth/ descriptive security policy could have added more value to your work.
The first recommendation I would make to updating Che-Si’s policy would be for all staff, clients and vendors to use a VPN, this would allow them to access the network safely and would encrypt the data being sent between the network. I would also recommend digital signatures to be used as this would help validate what is being sent and would ensure that the data is not being changed while being sent across the network. Finally, I would recommend upskilling of everyone on the network in order to ensure that they understand the different types of attacks and threats and how to prevent them.
[bookmark: _Toc61020197]Conclusion 
To conclude I have demonstrated the existing flaws in the Che-Si network and set guidelines for the users to follow in order to use the network safely.  I have done this by discussing the key threats towards the network by pointing out the types of attacks the network is prone to, how to mitigate these threats and provided an example of an attack to a network which could possibly happen.
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