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[bookmark: _Toc8135436]1. Introduction 
Because the websites now is an important part of the internet in our days, we need to know more about the application Development Concepts including the security vulnerabilities in web applications and what the software design patterns, also a requirements section has been included in this report to describe briefly of the concept of the project that has been done and what the main requirement with a brief description for the design principles. Also, an implementation section has done to list all the main models, views and controllers. In the next section of this report, the evaluation for the application has taken place to make sure about the verification and validation and what is the evaluation of the application, in the final section the author has included some recommendation for the future improvements for his application.
[bookmark: _Toc8135437]2. Application Development Concepts	
[bookmark: _Toc8135438]2.1 The security vulnerabilities in web applications
As the websites are Increasing dramatically, the hackers are increasing much more and there are lots of websites are under attack even with big companies, and in 2018 compared to 2017 the web application security vulnerabilities increased by 23%[1], so the top priority in the web applications should be the security, and the most common Web Security Mistake that can affect the security of the web application. and here the author has explained few of them briefly[2]:
· SQL Injection Attacks:
The most commonly used in these days which the hackers have come up, and it is around 19% of all web application security vulnerabilities[1], which an attacker can access, change, delete or corrupt the database data and also the attacker can inject malicious content into the vulnerable area. the input fields in injection are URLs interacting with the database[3][4][5][6]. 
· Cross-Site Scripting (XSS):
The XSS attacker's targets are the application's users when malicious JavaScript code are injected into a webpage, which allows them to perform scripts in the victim's browser which can deface websites, redirect the user to malicious sites or steal user sessions by injecting code[5][6][7].
· Cross-Site Request Forgery (CSRF):
The CSRF is a malicious attack, and the targets contain web applications like social media, online banking, web interfaces for network devices and in-browser email clients[4][8].
· Security misconfiguration:
The security misconfiguration includes many types of security vulnerabilities which they all located on a lack of care to the web application configuration or a lack of maintenance. A secure configuration must be deployed and determined for the application server, frameworks, application, web server, platform and database server. 
The Security misconfiguration allows hackers to access to features or personal and privet data and can effect in a complete system compromise[5][8].
also, there are many different common website security vulnerabilities which they are:
· Insecure Direct Object References
· Broken Authentication
· Malware
· Interception
· Sensitive data exposure
· Missing function level access control
· Using components with known vulnerabilities
· Unvalidated redirects and forwards

2.2 [bookmark: _Toc8135439]software design patterns:
The design Patterns are considered as a powerful tool and problems solutions for software developers which provides solutions to common software design problems and also considered as a template or description for how to fix an issue that can be used in many several cases. The example of the design patterns: Builder, Prototype, Adapter, Composite, Flyweight Interpreter, Mediator and Observer[9][10][11].
The design pattern that has been implemented by the author is Repository and Unit of Work Pattern:
 The Repositories are components or classes that contain the logic required to access data origin[12]. Repository pattern is considered as one of the best common patterns to make an enterprise level application[13], the repository exists between the data mapping layers and the domain[14], and the benefits of the repository patterns[13][14]: 
· Testability
· Reused of the database access code
· Implement the domain logic easily
· The business entities and domain entities are highly typed with annotation  
· Minimizes duplicate query logic 
Disadvantages: using the repository will add another layer of abstraction which will be adding a particular level of complexity which the result will be overkill for small projects[15].
The typical methods in a repository class are: GetAll(), GetById(), Update(), Insert(), save(), Delete().

[bookmark: _Toc8135440]3. Requirements: 
[bookmark: _Toc8135441]3.1 Brief Description of author’s application:
The web application is about a group of hotels laying on one website that allows to any user to compare, choose and book any hotel, the importance of this web application is to give the user the opportunity to choose a suitable hotel by comparing the rate of the hotel and reviews and what type of each hotel with and location, each hotel provides a set of information such as the facilities inside the hotel, star ranking, website of the hotel, details of location and contact numbers and also provide a view to describe the hotel.
[bookmark: _Toc8135442]3.2 The main requirements of the application:
· To display data for hotels and the details about each one of them.
· To interactive querying and displaying the results
· Using CRUD process to manipulate the data
· Validation of form




[bookmark: _Toc8135443]4. Design
The main design principles that followed while implementing the application: 
· Consistency: the fonts, heading, size and buttons styles are the same throughout the website which makes the website is consistency and easy to read. 
· Simplicity: the website's design very simple for the target audience.
· Colour of the background makes the web reading easier.
· Images that have been chosen are helpful to indicate the main content.  
· Navigation in the website is easy to use, and the user can move around the website simply. 
· Grid-based layouts: the columns and boxes are balanced, and the content is systematic.  
· Easy to load.

[bookmark: _Toc8135444]5. Implementation:
[bookmark: _Toc8135445]5.1 The functionality of the main scripts and classes in the application
[bookmark: _Toc8135446]5.1.1 Main models
· Entity model classes:
· ApplicationUser
· Hotel
· Reservation
· RoomReservation
· RoomType
· Enumeration types:
· HotelOptions (To define the hotel type like luxury or business).
· HotelRating (To define the hotel rating if it is one star or two or more).
· ReservationStatus (To define the status of the booking if it is Paid, Cancelled or Refunded) .
· RoomStatus (To define the status of each individual room if Booked or Cancelled. As the user might have different rooms in the same hotel).
[bookmark: _Toc8135447]5.1.2 Views models
· Hotels 
[bookmark: _Toc8135448]5.1.3 Controllers
· HotelsController
[bookmark: _Toc8135449]5.1.4 Filtering, Sorting and Paging
The filtering section has been implemented to the website to allow the user to choose which suitable one for him, for example, the first filter is (Hotel Options) which will list all the Luxury Hotels, Boutique Hotels, Business Hotels, Cave Hotels and Capsule Hotels. Also, the (Filter By) and (Order By) has been implemented to allow the user to make a more specific search for what he wants(Screenshots provided in the next section).


5.2 [bookmark: _Toc8135450]Screenshots of the application
In this section, there are few screenshots have been taken to show the author’s web application
[image: ]
[bookmark: _Toc8135008]Figure 1: Screenshot of the index.
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[bookmark: _Toc8135009]Figure 2: Screenshot of the index with filtering
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[bookmark: _Toc8135010]Figure 3: Screenshot of the index with the order by.
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[bookmark: _Toc8135011]Figure 4: Screenshot of the index after filtering.
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[bookmark: _Toc8135012]Figure 5: Screenshot of numbering and paging

Create, Edit and delete all working with admin account
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[bookmark: _Toc8135013]Figure 6: Screenshot of the Login page.
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[bookmark: _Toc8135014]Figure 7: Screenshot of the Register page.


[bookmark: _Toc8135451]6. Evaluation
6.1 [bookmark: _Toc8135452]Software verification and validation
In this section, there are several steps have been taken for the verification and validation: the first one is for the 
· [bookmark: _Toc8135453][image: ]Authentication and Authorisation:
In the first step of the verification and validation, a test has been implemented to the authentication and authorisation. if the username or password does not correct the website will not log in and will give the user a warning saying the invalid login attempt, with two options to restart the password or register a new user
also, an admin account has been set in to allow the admin only to make changes in the website, which a test has been done as well and it is working successfully.
· [bookmark: _Toc8135454]Filtering, Sorting and Paging
another test has been done for the filtering, sorting and paging and all of them were successfully working without any issue (Screenshots provided in the 'Implementation' section).
· [bookmark: _Toc8135455]Register new account
a test in the registration section has been done successfully as well. If any user trying to register a new account and left any of the required fields empty, a warning message will appear saying to fill the required field, and the registration will not be completed till all field completed.

6.2 [bookmark: _Toc8135456]The evaluation of the application: 
· [bookmark: _Toc8135457]Design (look and feel):
The main colours that used in the website feel comfortable for the user's eyes, and the texts and images are all related to the subject and content of the website which all of that make the website look more readable
· [bookmark: _Toc8135458]Usability (user experience and functionality):
Clear and easy for the user, the navigation and links make the website easy for the user to move around the pages and quickly without any hidden information
· [bookmark: _Toc8135459]Content (information):
The content on each page has different details and different description but all of them have the same headings, all the contents are necessary for the users and there is no random information or unnecessary between the content
6.3 [bookmark: _Toc8135460]The Recommendations for future improvements.
There are few recommendations for future improvements that need to consider which the website needs to add a logo, more details about the prices for each type of the room to allow the user to choose what type of room suitable for him, if we add more colours for the website will give it a more attractive design, also if we change some of the sizes of the hotel’s posters will more attractive.
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[bookmark: _Toc8135462] Appendix 
For some reason the author can not complete his project, while he trying to implement the filter and adding the library in the file IHotelRepo.cs inside the the system not showed the 
He was trying to add the library to the file IHotelRepo.cs in the folder TheBestHotel.Services
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The data that inserted to the Hotel table
INSERT INTO Hotel (Name, PhoneNo, Email, Address, PostCode, City, Facilities, Properytype, HotelRating, Summary, ReviewRating, Poster, HotelView, HotelType) 
VALUES ('Shangri-La Hotel at The Shard', '02042103892', 'Shangri-La@Shangri-La.com', '31 St Thomas Street', 'SE1 9QU', 'London', 'Swimming pool, Indoor pool, Fitness centre, Massage, Restaurants, Transports, Business facilities, Multi Languages spoken, Entertainment and family services, Parking, Free WiFi, fabulous fitness centre', 'Luxury Hotel', 5, 'Occupying levels 34-52, the Shangri-La Hotel at The Shard, London offers 5-star luxury and breathtaking views of the capital and beyond. It features an exquisite restaurant and serves cocktails until late at the highest bar in London. Each uniquely designed guest room has floor-to-ceiling windows providing spectacular views of the city, and maintains the theme of Oriental elegance found throughout the hotel. Featuring the body-contouring-technology ‘Shangri-La Bed’, rooms include a TV, iPod dock, coffee machine, complimentary WiFi and a set of binoculars. The Tower of London and Tower Bridge can be reached in 20 minutes by foot. You can enjoy a stroll along the River Thames South Bank to The London Eye, Big Ben and Westminster, approximately 1.5 miles away. This property is also rated for the best value in London! If you want more info you can go to the hotel website -> https://www.shangri-la.com', 9.5, 'Shangri-La.jpg','https://www.youtube.com/watch?v=XpyUhjs_urg', 1);


INSERT INTO Hotel (Name, PhoneNo, Email, Address, PostCode, City, Facilities, Properytype, HotelRating, Summary, ReviewRating, Poster, HotelView, HotelType) 
VALUES ('The Village Cave Hotel', '02042443322', 'village-cave@village-cave.com','Cavusin Koyu Avanos', '50580', 'Cappadocia', 'Restaurants, Transports, Multi Languages spoken, Entertainment and family services, Parking, Free WiFi, fabulous fitness centre', 'Cave Hotel', 4,'The Village Cave Hotel is housed within the ancient rock formations of Çavuşin, near Goreme, offering a unique and authentic experience. In the 1950s, the old village of Çavuşin was abandoned due to the heavy erosion of the surrounding area. Now, having been stabilised, The Village Cave Hotel offers 6 rooms and a restaurant amid this stunning natural landscape, with much of it carved out of the rock itself.', 8.3, 'The-Village-Cave.jpg','https://www.youtube.com/watch?v=q-D_BayvFvU', 4);


INSERT INTO Hotel (Name, PhoneNo, Email, Address, PostCode, City, Facilities, Properytype, HotelRating, Summary, ReviewRating, Poster, HotelView, HotelType) 
VALUES ('The Capsule Hotel', '01442498702', 'capsule-otel@capsule-otel.com', '640 George Street', '2000', 'Sydney', ' Free WiFi,  Airport shuttle,  Non-smoking rooms,  Laundry,  Terrace,  Lift,  Bar', 'Capsule Hotel', 1,'The Capsule Hotel offers futuristic-style accommodation in the heart of the Sydney CBD (Central Business District) and above The Century Bar, which has a range of tap beers and a wide selection of cocktails, darts and other entertainment. Located on level 3, the Capsule Hotel is situated on the corner of George Street and Liverpool Street and within a 2-minute walk from Town Hall Railway Station, offering access to all of Sydney’s top attractions including Hyde Park, Darling Harbour, World Square ICC Sydney Theatre and Pitt Street Mall. Darling Harbour and Chinatown are both within a 5-minute walk. Sydney Airport is 20 minutes away by train or car.', 7.6, 'The-capsule.jpg','https://www.youtube.com/watch?v=sHeJQ6hHHD0', 5);


INSERT INTO Hotel (Name, PhoneNo, Email, Address, PostCode, City, Facilities, Properytype, HotelRating, Summary, ReviewRating, Poster, HotelView, HotelType) 
VALUES ('Boutique Hotel View', '07890387289', 'boutique-view@boutique-view.com', 'Leidsekade 77', '1017 PM', 'Amsterdam', ' Parking,  Free WiFi,  Family rooms,  Non-smoking rooms,  Room service,  24-hour front desk', 'Boutique Hotel', 0,'Stay in the heart of Amsterdam – Excellent location - show map Boutique Hotel View is located in the centre of Amsterdam, in an authentic house overlooking the canals. It is situated 150 yards from the De La Mar Theatre and around the corner from Leidseplein. The interior of Boutique Hotel combines modern design with classic grandeur. The hotel rooms and spacious suites have luxurious bathrooms and decorations, and free Wi-Fi is provided.', 6.9, 'Boutique.jpg','https://www.youtube.com/watch?v=u-dHAbSst-c', 2);


INSERT INTO Hotel (Name, PhoneNo, Email, Address, PostCode, City, Facilities, Properytype, HotelRating, Summary, ReviewRating, Poster, HotelView, HotelType) 
VALUES ('City of London Suite', '02099775892', 'city-suite@city-suite.com', '1 Packington Square', 'N1 7FF', 'London', ' Free WiFi, smoking rooms,  Terrace,  Lift,  Heating', 'Business Hotel', 2,'Located in the Islington district in London, 1.8 miles from Emirates Stadium and 2.1 miles from Brick Lane, City of London Suite offers an equipped accommodation with a terrace and free WiFi. The property is 2.1 miles from St Pauls Cathedral and 2.2 miles from Kings Cross Theatre. With 2 bedrooms and 2 bathrooms with a bath and a shower, this apartment comes with a flat-screen TV. A dishwasher and an oven can be found in the kitchen.', 7.1, 'city-suite.jpg','https://www.youtube.com/watch?v=Pc-ur5GL3-I', 3);


INSERT INTO Hotel (Name, PhoneNo, Email, Address, PostCode, City, Facilities, Properytype, HotelRating, Summary, ReviewRating, Poster, HotelView, HotelType) 
VALUES ('Radisson Blu Edwardian Manchester', '02832246732', 'radisson@radisson.com', 'Free Trade Hall', 'M2 5GP', 'Manchester', 'Fitness centre, Massage, Restaurants, Transports, Business facilities, Multi Languages spoken, Entertainment and family services, Parking, Free WiFi, fabulous fitness centre', 'Luxury Hotel', 5,'The award-winning Radisson Blu Edwardian Manchester is located in the citys Free Trade Hall, next to the Central Convention Centre. The hotel includes a health spa, a restaurant and onsite bar. Free WiFi is available throughout the property, Each room features down pillows, Italian marble bathrooms and a city view. You will also find a flat-screen TV, and desk. Some rooms feature a terrace. Peter Street Kitchen offers shared dining in the heart of Manchester with contemporary Japanese and Mexican small plates. Guests can enjoy relaxing treatments at the Spa & Gym.', 9.1, 'Radisson-Blu.jpg','https://www.youtube.com/watch?v=KudUHuLZxDs', 1);


INSERT INTO Hotel (Name, PhoneNo, Email, Address, PostCode, City, Facilities, Properytype, HotelRating, Summary, ReviewRating, Poster, HotelView, HotelType) 
VALUES ('CitySuites Aparthotel', '02839046732', 'aparthotel@aparthotel.com', '16 Chapel Street', 'M3 7NH', 'Manchester', ' Parking,  Free WiFi,  Indoor pool,  Swimming pool,  Family rooms,  very good fitness centre,  Bar, Massage, Restaurants, Transports, Business facilities', 'Luxury Hotel', 5,'Deansgate is a 2-minute walk away and Manchester Victoria Station is 400 yards away. Free WiFi is available throughout the property. The building has swimming pool, gym and hot tub available for guests to use. The accommodation is air conditioned and is fitted with a flat-screen TV with satellite channels. There is a seating and/or dining area in all units. There is also a kitchen, equipped with a dishwasher, oven and microwave. A toaster and coffee machine are also offered. Every unit features a private bathroom with bathrobes and slippers. Towels and bed linen are featured, and all apartments are serviced on a weekly basis.', 8.5, 'aparthotel.jpg','https://www.youtube.com/watch?v=mx3ZpfdtTRw', 1);



INSERT INTO Hotel (Name, PhoneNo, Email, Address, PostCode, City, Facilities, Properytype, HotelRating, Summary, ReviewRating, Poster, HotelView, HotelType) 
VALUES ('ibis London Canning Town', '078390826738', 'ibis@ibis-La.com', '8 Silvertown Way', 'E16 1ED', 'London', 'Swimming pool, Indoor pool, Fitness centre, Massage, Restaurants, Transports, Business facilities, Multi Languages spoken, Entertainment and family services, Parking, Free WiFi, fabulous fitness centre', 'Comfort Hotel', 3, 'Featuring free WiFi throughout the property, ibis London Canning Town offers pet-friendly accommodation in London. Guests can enjoy the on-site bar. The rooms are fitted with a flat-screen TV. Each room is equipped with a private bathroom equipped with a shower. There is a 24-hour front desk at the property.O2 Arena is 1 miles from ibis London Canning Town, while Olympic Stadium is 2 miles from the property. London City Airport is 1.9 miles away.', 6.5, 'ibis.jpg','https://www.youtube.com/watch?v=XpyUhjs_urg', 3);

The data inserted to the RoomType
INSERT INTO RoomType (Type, Description, OffPeakPrice, PeakPrice) VALUES ('Single Room', '1 Single bed (Max 1 person)', 100, 125);
INSERT INTO RoomType (Type, Description, OffPeakPrice, PeakPrice) VALUES ('Twin', 'two Single beds (Max 2 people)', 150, 175);
INSERT INTO RoomType (Type, Description, OffPeakPrice, PeakPrice) VALUES ('Double', 'One double bed  (Max 2 people)', 150, 175);
INSERT INTO RoomType (Type, Description, OffPeakPrice, PeakPrice) VALUES ('Deluxe Room', '1 Larg Double bed (Max 2 people)', 170, 200);
INSERT INTO RoomType (Type, Description, OffPeakPrice, PeakPrice) VALUES ('Triple Room', '1 Single bed + 1 double bed (Max 3 people)', 210, 250);
INSERT INTO RoomType (Type, Description, OffPeakPrice, PeakPrice) VALUES ('Superior Triple Room', '1 Single bed + 1 double bed + 1 Sofa Bed (Max 4 people)', 240, 270);
INSERT INTO RoomType (Type, Description, OffPeakPrice, PeakPrice) VALUES ('Family Room', '2 Single beds + 1 double bed + 1 Sofa Bed (Max 5 people)', 300, 340);

Word count
The word count for the whole report is around 3780
The word count without Table of content, Headings, References and Appendix is around  1700.
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e : E i//f <r‘e‘trgns>(ﬁ/ returns> D ¢# TheBestHotelContextModelSnapshot.cs
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