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Abstract

There is growing fear among companies, consumers, and individuals about the
prevalence of malicious cyber-attacks. The ways in which hackers can penetrate a
company's network are expanding in tandem with the development of new
technologies. Providing clear policies for employees and customers on how to behave
responsibly online can help mitigate these cyber risks. In order to cover all these
concepts, this IEE format paper examines the security breaches which led to the
scenario of the small cafe, owned by Mr Kermit Fogg. The cafe had 6 Sales
Executives, 2 Sales Heads, and 1 Accounts Officer. By giving all users access to all
of the business applications, without segregation of networks, this cafe was vulnerable
to s&cmity breaches. This paper discusses the possible security breaches and reviews
the various types of threats, vulnerabilities, and attacks that led to the .meds file format
attack, implemented by a malicious actor. In addition, recommendations and
approaches to secure the cafe's network are provided, in the form of guidance to staff
and customers on how to responsibly use digital spaces.

Introduction

Cybersecurity risks and attacks are on the rise in the modern digital era, and they
can have catastrophic impacts on organizations, infrastructure, and networks.
Cybercriminals are always coming up with new and inventive ways to compromise
systems, steal data, and cause disruptions. Cybercrime is always increasing despite
the efforts of organizations, security professionals, and individual users in security
networks. In order to protect that business from comw threats and address these
issues, a systematic approach is needed. This paper aims to provide an overview of
the common threats and attacks that affect networks and offer a practical approach
to secure the network from said threats and attacks. The paper herein describes the
existing scenario faced by Mr. Kermit Fogg, the owner of the canteen café, where he

had to take action to secure his network from a ransomware attack.

Initially, Mr. Fogg's business had 6 sales executives, 2 Sales Haelds, and 1 Account
Officer with limited access to the business application, such as stock, maintenance,
purchase orders, sales details, accounting software, etc. Recently Mr. Fogg




ppointed Mr. EImo as the Marketing Head with full accegs to all business
applications. To further promote the business, Mr. Elmo offered “Complimentary” Wi-
Fi with high-speed internet to all customers, allowing anyone to access the same
network for business operations. As a result, the business income increased by 30%
but the security of the network was compromised. Mr. Kermit sought help from the
security consultant for solutions to how he could secure the network. The paper
proposes guidelines and measures that staff members and customers should
responsibly follow in order to protect the network. Further, the paper also addresses
the security breach that led to the attack and provides recommendations to mitigate
risks.

Task 1. Possible security breaches that could have led the

network to this situation.

Following are some Possible Security Breach that could have led the network to this

situation:

1: Unauthorized/Privileged Access

1
Reason: In the above scenario, all Sales Executives and Elmo (Marketing Head) were

given full access to all business applications. This unauthorized and privileged access
to business applications can be a security breach because it can be used to leak
information or misuse the applications. It can also increase the risk of insider attacks
or data breaches. Also, Kermit (owner) giving full access to Elmo, who was new to the
business was a risk as there was no proper authentication process for him (Khari et
al., 2017).

2: Lack of Network Segmentation

Reason: In the above scenario, EImo provided ?omplimentary Wi-Fi with high-speed
internet to customers in order to increase business income. He didn't distinguish
between the business and customer networks (Johns, 2020). Thus, this lack of proper
segmentation of networks can be a security breach. By not properly segmenting the
networks, the business applications and other sensitive information related to the cafe
will be vulnerable to external attacks or threats to the network. This could lead to the

leakage of confidential information or a potential threat to the cafe.




3: Lack of Authentication for Business Applications

Reason: In the above scenario, all ales Executives, Sales Heads, and Elmo
(Marketing Head) were given full access to all business applications with no proper
authentication. This lack of authentication for business applications can also be a
security breach because it makes the applications vulnerable to attacks or
unauthorized access. Without proper authentication and authorization, attackers can
easily access confidential information or misuse applications. This could lead to data

breaches or financial losses (Carol Xiaocjuan Ou et al., 2022).

4: Lack of Encryption

Reason: Data was not encrypted in the above instance. Thus, a lack of encryption can
compromise security. Encryption safeguards data against unauthorized access.
Without proper encryption, confidential information or data can be vulnerable to
attackers or unauthorized access. This could lead to data breaches or financial losses
(Fce.gov, 2022).

5: Disgruntled Employees

Reason:

Reason: In the above scenario, it was indicated that Mr. Elmo was given additional
responsibilities to manage the job of the two Sales Heads. He was also not properly
given authority or recognition for the additional job responsibility, which might cause
dissatisfaction over time. As EImo had full access to all the business applications, even
if he is disgruntled or terminated, he can still use this access for malicious intent. This
means disgruntled employees can replicate regular users’ input for malicious activities.
It can also be used for stealing or manipulating sensitive data (Fcc.gov, 2022).

6: Social Engineering Attacks

ason: Social engineering attacks often use psychological manipulation to deceive
users into providing sensitive information or taking certain actions. In the scenario
given, Mr. Elmo was determined to increase the business income and offered a 20 %
discount for university students and faculty, as well as free Wi-Fi to attract more
customers (Verizon Enterprise, 2020). This offers employees, students, and the public
an attractive incentive to access the cafe's network and could potentially be used by




attackers to perform a social engineering attack. For example, an attacker could
employ phishing to acquire network access. They could also impersonate an

employee to gain access (Fcc.gov, 2022).

Task 2. Different types of threats, vulnerabilities, and

attacks

Threats:
Definition:

A threat is an indicator of potential danger or harm which can compromise the security
of the network or system. It could be a harmful activity that damages data or systems
or a potential threat. Viruses, malware, social engineering, phishing, and insider
attacks are common risks (Ghelani, 2022).

Types of Threats:

Threats can fall into two broad categories: external and internal threats.

« External threats involve malicious actors who attack networks and systems from
outside. These include hackers, phishers, and other data thieves (Li and Liu, 2021).
« Internal threats are the ones that come from within an organization. Examples of
internal threats include malicious activity by authorized users, insiders, or careless

employees who mishandle data or leave systems vulnerable (Li and Liu, 2021).

Significance of threats in a Network:

Threats can have serious impacts on the security of a network or system. They can
lead to data leakage, data manipulation, and financial losses. It can also reduce
productivity and increase cyberattack risk. According to Verizon's Data Breach
Investigation report (2020), threats such as social engineering and unauthorized

access and use were significant contributors to data breaches (Pritam, 2020).
Vulnerabilities
Definition:

A vulnerability is a weakness in a system's structure or design that attackers can

exploit to obtain unauthorized access to the system or data. Hackers use
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vulnerabilities to find and exploit various weaknesses in order to gain access to data
or networks. Such networks and systems can become vulnerable if they are not

maintained properly and secure patches/updates/upgrades are not applied regularly.

important of vulnerability during the network operations:

Vulnerabilities need to be taken seriously if an organization wants to maintain secure
networks and systems. Vulnerabilities can lead to serious security breaches and data
loss if left unchecked. Attackers can use vulnerabilities to access data and networks
and commit crimes like data manipulation (Humayun et al., 2020). These activities can

lead to significant financial losses for organizations.

How vulnerabilities can affect network performance?

Vulnerabilities can have serious impacts on a network's performance. They can lead
to data leakage and data manipulation. Customers may lose trust if their data is
compromised. Vulnerabilities raise attack risk and decrease productivity. Network
vulnerabilities make malware infections and attack vectors easier for criminal actors

to access data and networks (Karabacak, Yildirim, and Baykal, 2016).

Attacks
Definition:

An attack is a malicious action taken to breach a system's or network's security and

in unauthorized access to the data. Phishing, malware, man-in-the-middle attacks,
denial-of-service assaults, ransomware, and distributed denial-of-service (DDoS)
attacks are all potential entry points for malicious actors (Goutam, 2015). Social
engineering, unauthorized network access, and data manipulation are only a few of

the methods used by attackers to compromise a system or steal sensitive information.

Why attacks are important to be considered during network operations?

Attacks can have serious impacts on the security of a network or system. They can
lead to data leakage, data manipulation, loss of trust from customers, and financial
losses. They also reduce production and increase assault risk (Goutam, 2015).
Attacks also ruin organizations' reputations. Attacks caused 28% of data breaches,
according to the 2020 Verizon Data Breach Investigation Report (Burbidge, 2021).

How attacks can affect network performance?

7




Attacks can have serious impacts on a network's performance. They can lead to data
leakage and data manipulation. They can also lead to a loss of trust from customers
and stakeholders as their data may be at risk and their privacy compromised by
malicious actors. Attacks also reduce production because the network must be shut

down to prevent further harm (Li, and Liu, 2021).
“.meds” file format attack

Definition:

A .meds file format attack is a type of ransomware attack wherein attackers encrypt
the data stored on the victim's system demand a ransom to decrypt and gain
access to it (Meskauskas, 2021). It allows unauthorized access to a system or network
to steal or alter sensitive data. Attackers utilize phishing, malware, man-in-the-middle
assaults, and other methods to steal victim data.

How it affects the operation?

The “.meds file” format attack can cause sensitive data loss, which can harm an
organization. reputational damage, and significant financial losses. The attackers can
manipulate or steal sensitive data and demand a ransom for its release. Attackers can

also take over applications and activities, disrupting operations (Meskauskas, 2021).

Are there any possible methods to recover?

A “.meds file” format attack can be recovered by numerous means. To retrieve data
after an attack, organizations need a solid backup and recovery plan. To lessen attack
risk, organizations should update security patches. Organizations should also use anti-
virus and anti-malware software to detect and delete malicious software before an
attack (Meskauskas, 2021).

1
Task 3. Guideline for staff members, and customers to
responsibly use their digital space

The following are some key practices and guidelines for staff members and customers

at Kermit's Cafe to help prevent common threats and attacks: (University Prep, 2021)

Security Awareness




All digital space users—staff, customers, competitors, etc.—must grasp cyber-attack
hazards and possibilities. Communicating effective security policies and guidelines to
the users of the digital space will help them to be vigilant and understand the possible
attackers and attack tactics. Moreover, users should also be aware of the methods to

recognize and combat these threats (University Prep, 2021).

Secure Wi-Fi and Network Access

o Ensure the Wi-Fi router is configured with a strong password and change it
periodically.

+ Monitor the connection status of the router and limit it to authorized personnel only.

¢ Regularly check for any unauthorized access on the network (Ed.gov, 2023).

+ Change the default passwords to strong passwords for all connected devices.

¢ Monitor access to sensitive information over the network and report any attempts
of unauthorized access (University Prep, 2021).

+ Educate personnel on safe network practices and identify areas where security
needs to be improved.

Secure Device Usage

+ Encrypt data stored on all devices including laptops, mobiles phones, and tablets.
« Disable auto-connect of devices to the Wi-Fi network.

¢ Implement multi-factor authentication on all devices.

¢ Practice frequent back-ups and prevent data loss in the event of a security breach.

« Install only enterprise-grade security software on all devices.

Physical Security

Users & all employees of the cafe must follow security measures and prevent physical
access to the digital space. Users should also save data securely to avoid theft or
misuse (Ed.gov, 2023).

Secure Online Interactions

¢ Avoid clicking on suspicious links or attachments, or engaging in communications
or transactions with unknown senders.
+ Use antivirus and anti-malware protection to scan any downloads.

¢ Make sure your browsers are updated to the latest versions.
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¢ Install ad blockers and other preventative measures to help protect the system from
malicious ads.

+ Avoid opening e-mails from unknown senders and beware of deceptive links that
may contain Malware executable or malicious content (University Prep, 2021).

¢ Use complex passwords and never use the same password twice for multiple
accounts.

These best practices and guidelines are just the beginning of building a secure
network. The security system should be reviewed and updated periodically to reflect
environmental changes (University Prep, 2021). Firewalls, anti-malware software,
spam filters, patching systems, user authentication, data encryption, and other security
technologies should be part of a strong security system. Regularly educating
personnel on cyber-security threats and techniques is also essential for maintaining a
secure network (Ed.gov, 2023).
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Conclusion, Recommendation & Future Work

Based on the scenario given, | would recommend that Kermit strengthen the security
of his network by using multi-factor authentication, secure server hosting, and
dedicated networks for different sets of users. Additionally, developing and
implementing a password policy and raising user awareness of network security can

help reduce the risk of attacks. Furthermore, Kermit should deploy a security system
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that can monitor the network for malicious activity. As a future work, Kermit should
have a backup plan to quickly recover from an attack 3&1 invest in advanced security
solutions to further strengthen the security of his network. Intrusion Prevention
Systems (IPS) and Intrusion Detection Systems (IDS) work together to create the
backbone of a well-protected network.
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