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1. [bookmark: _Toc8157772]Introduction
In this report, the author will discuss the application development concepts, design and implementation of the integrated library system created for fictional company ‘Swan View’. The author will then evaluate the application and suggest possible features that could be implemented in the future to enhance users’ experience.
2. [bookmark: _Toc8157773]Application Development Concepts
The author has developed a web application that can be used by the fictional company ‘Swan View’. To reduce any risks that come with deploying a web application, the author will investigate and discuss  potential vulnerabilities that could hinder the running of the application.
2.1 [bookmark: _Toc8157774]Vulnerabilities
Vulnerabilities in a web application are faults that could potentially be exploited to hinder the applications’ security. The amount of vulnerabilities are constantly rising and 2018 saw a staggering increase of 23% [1]. The Following are common vulnerabilities that often cause ASP web applications to fail.
2.1.1 [bookmark: _Toc8157775]SQL Injection
SQL injections are malicious SQL statements used to exploit vulnerabilities such as bypassing security measures that have been adopted by the application and manipulating data in a database, including but not limited to retrieval and removal. To reiterate the potential dangers that could potentially occur with SQL injections, OWASP (Open Web Application Security Project) listed SQL injections in their ‘top 10 critical web application security risks’ [2]. The SQL injection approach to manipulation takes advantage of user input as these are usually left vulnerable and unsanitized.
The author can use a couple of rules to ensure that the possibility of this type of attack is minimised such as processing user inputs an example of a type of attack that could be performed is “ OR 1 = 1”. This attack exploits the where clause in SQL as this will always return true. To prevent this the developer could implement user input validation to not allow the use of commas, however, it is important to note that the use of commas does not always have sinister intentions as it could be a part of a users’ last name e.g. “O’Brian”. Therefore it would be a better option to allow users to enter commas but when inserting or retrieving from the database removing them from the statement. 	Comment by Kemi Ademoye: Apostrophe (‘) is what you mean. This is a comma (,).

The other character you want to avoid is semi-colon (;) as this is hack used to create batch (multiple) statements i.e. run a malicious statement after the original, intended statement.	Comment by Kemi Ademoye: Escaping (i.e. escaping string literals) is the technical term.
2.1.2 [bookmark: _Toc8157776]Cross-Site Scripting (XSS)
Cross-site scripting currently is a huge problem for people creating web application and people using said application as this attack style often targets these users. The attacker will use something JavaScript as most websites required users to have JavaScript enabled. The issue comes when hackers implement scripts that have malicious intent [3]. A company that has had issues with XSS is eBay, hackers used scripts to obtain users’ account details for other fraudulent activities.	Comment by Kemi Ademoye: Explanation needs to be a bit clearer.
2.2 Software Design Patterns
In the implementation of the web application, the author adopted the MVC pattern as this allows for separation of concerns, which in computing terms means separating into smaller manageable sections. Each component of the pattern has its own responsibilities.
The MVC pattern takes the approach of breaking the application into three sections, model, view and controller, a brief description will give an overview to the meaning of these.	Comment by Kemi Ademoye: 
Remember to add page numbers to your report.
· Model – This is the back-end of the project and is built up of many different aspects, such as the database, files or basic objects.  
· View – The view allows the users to interact with the web application by displaying as a user friendly interface. 
· Controller – It can be argued that the controller is the brain of the web application as it brings both the model and view together and works as a intermediate between the two aspects. It handles data entry, interaction and  processes requests, with this data it can then update the models and displays the data and state of the application then elects an appropriate view to display. 	Comment by Kemi Ademoye: Too brief and with the exception of the controller, your description of the component parts is too brief and in the case of the model not quite accurate.
The repository pattern is a pattern that can be used in conjunction with MVC and separates the user interface, business logic and data access to allow for easier maintainability and testing of the application [4]. Using the repository pattern allows for all objects to adopt CRUD, which can be used to create, read, update and delete to allow for easier data manipulation to and from the database.

3. Implementation
The author has designed and implemented an integrated library system for the patrons of a fictitious company named ‘Swan View’ library. The system should allow customers to view and loan books through the user interface. Administrators of the web application should have this functionality as well as further features such as creating, reading, updating and deleting from the webpage and from the database.
The web application was created in ASP.net Core and had to be implemented using the MVC model, which is a pattern used to separate the application into different sections.	Comment by Kemi Ademoye: The report is incomplete and required sections are missing.
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                 MARKING CRITERIA AND STUDENT FEEDBACK



This section details the extent to which the assessment criteria are demonstrated by you, which in turn determines your mark. The marks available for each category of skill are shown. Lecturers will use the space provided to comment on the achievement of the task(s), including those areas in which you have performed well and areas that would benefit from development/improvement.

	[bookmark: assessmentComponent]Common Assessment Criteria Applied  (Assignment 2)
	Marks available
	Marks 
awarded

	1. Engagement with Literature Skills 

	
	

	[bookmark: feedbackRIL]There is some evidence of engagement with literature skills, but there is room for improvement in the range of references consulted. Expanding the scope will also help you to enhance your overall understanding, discussion and implementation of concepts.  (Grade mark: 40.00%)
	[bookmark: totalRIL]5
	[bookmark: markRIL]2

	
	
	

	2. Knowledge and Understanding Skills

	
	

	[bookmark: feedbackKUS]A fair discussion of a few common security issues and a brief introduction to your chosen software design pattern, but you do not explain what software design patterns are.  (Grade mark: 48.00%)
	[bookmark: totalKUS]25
	[bookmark: markKUS]12

	
	
	

	3. Cognitive and Intellectual Skills

	
	

	[bookmark: feedbackANA]Unfortunately, no evaluation of the implemented application has been provided and there is also no documented evidence of testing provided. As such, no marks have been awarded for these elements of the assignment. Please ensure that you read the assignment brief and especially the marking scheme more carefully in future. (Grade mark: 0.00%)
	[bookmark: totalANA]20
	[bookmark: markANA]0

	
	
	

	4. Practical Application Skills

	
	

	[bookmark: feedbackPAD]A fair attempt featuring a simple application based on the class exercise but there is room for improvement. The two views implemented could be improved and you need to change the default home page. Generally, the application is incomplete and requires more functionality. The functionality is currently limited to displaying data, but you do make good use of the repository pattern and have added some dynamic querying functionality and the simple database is a good schema. (Grade mark: 52.22%)
	[bookmark: totalPAD]45
	[bookmark: markPAD]23.5

	
	
	

	5. Transferable Skills for Life and Professional Practice 

	
	

	[bookmark: feedbackSPP]The report is of a good standard, but lacks some of the required content. (Grade mark: 50.00%)
	[bookmark: totalSPP]5
	[bookmark: markSPP]2.5

	
	
	



	Assignment Mark (Assessment marks are subject to ratification at the Exam Board.  These comments and marks are to give feedback on module work and are for guidance only until they are confirmed. )
	Late Submission Penalties (tick if appropriate)
	[bookmark: totalMark]40%

	
	Up to 1 week late (40% Max)
	[bookmark: fourWeeksLate]
	

	
	Over 1 week late (0%)
	[bookmark: firstAttempt]
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