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Executive summary 
In this assignment, there will be a discussion on how companies are using their digital identity and the different security measures that have to be considered when keeping things private and documents safe from being hacked by other companies or investors. It is important for a company to manage its digital identity correctly to promote itself for the right reasons and to be better than other companies. It is vital that the risks are looked at and precautions are in place to ensure nothing happens to corrupt the business.

Introduction 
Companies are now reaching out to use social media to show off their digital identity and they must look at the risks of this and also make sure there are precautions in place to make sure nothing corrupts the business. The main focus for a company is making sure that the customers are happy and continue to buy their products or use their services. Social media is one of the best ways to promote a business and this will be viewed widely from many different audiences including other companies and customers. Through this essay there will be different elements highlighted on why companies use social media to promote their companies and what security measures must be taken when sharing different data. Risks will be analysed, and precautions will be made to make sure that data is not hacked, and data is not used by other people and companies, especially companies that hold secret information. 

Companies and their digital identity 
Companies that use anything digital such as social media will have a digital identity that people will look at and will look at the information that they choose to share. A company will share specific data that makes them stand out from other businesses and other people, most individuals these days will have their own digital identity so therefore businesses will have their unique digital identity too. There are specific attributes that make up a digital identity including banking details and different emails which relate to a certain business to be able to communicate with other people. (DeNamur, 2019)
One definition that shows what a digital identity is “your digital identity is really just a collection of attributes that help to make up that relationship between ourselves and the service provider.” Digital identities usually include personal information and banking details about a person or a business, these must be monitored carefully and kept private to ensure that no one is able to hack the information and use it incorrectly. (Ellis, 2016)  

Companies using social media 
According to Google dictionary social media is “websites and applications that enable users to create and share content or to participate in social networking.” (Google, 2019) These social media platforms include sites such as Facebook, Instagram, snapchat and sharing business profiles on LinkedIn. 
Social media is a great way to share information about almost anything that we want to, this is a massive advantage for business as they are able to promote what they want online for everyone to see. It is important that they share the correct things, as sharing the wrong information or sharing something private can leave a business in trouble. When having a social media page, it is a good idea of keeping it up to date and uploading either photos, statuses or videos to encourage people to like and comment on the different posts that are shared. Small businesses will always benefit from using different social media platforms to allow them to expand and become a more developed business making a bigger profit, it also makes it much easier to communicate with customers therefore leading to a higher amount of sales. (Agrawel, 2019)
Some of the top companies that have been very successful when using social media to branch out and bring up sales include –
· Miss Guided that sponsored Love Island so they saw a huge rise in sales during and after the show. 
· Dominos use their social media to their advantage by sending out messages and using mobile technology to get more sales. 
· Nike is another company that has branched out to use its social media sites such twitter and using their live steam and Instagram to promote their products. (Davis, 2018)
Social media facts – 
· As of December 2019, the internet has a total of 4.54 billion users
· 81% of small and medium size businesses will have a social media account 
· There are over 2 billion users on Facebook, 1 billion users on Instagram, 660 million users on LinkedIn and 1.6 billion users on WhatsApp. 
· $90 billion was spent on advertising alone in 2019 which shows that companies are finding their way across social media platforms. (Smith, 2019)
The social media zones 
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When looking into social media there are different zones that have to be considered. As shown in the image above there are four different zones that include community, publishing, commerce and entertainment, then each section has more in depth zones to explain what they mean. 
Zone 1 – social community is the first zone in the social media cycle. This section relates to how people share information and how we all socialise with each other, social media is made to build relationships either between people or companies that are communicating with customers. 
Zone 2 – social publishing is the second zone in the social media cycle. This section is looking at the way that different blogs and the media sites that are created to share information that’s connected with the news sites.
Zone 3 – social commerce is the third section in the social media cycle. This system relates mostly to the business side of things as it looks at how they sell products and services and the variety of ways there are to sell them through online shopping. Social commerce looks at the rating and reviews that are left by customers and possibly other companies, these reviews will then either increase a company profits or if they are bad ratings it could have a negative impact on them. 
Zone 4 – social entertainment is the last zone in the social media cycle. This zone is looking at the social gaming sites and things that keep us entertained on the social sites that were created for us. Sites such as Facebook that allow us to play games and share our progress with others. (Sage, 2015)

Security ramifications 
There is so much information now stored online by everyone, so it is important that measures are taken to ensure that this data doesn’t get shared to people that it shouldn’t be exposed to. Businesses must look at any risks that may happen and put in place different precautions to make sure no one hacks into any of the systems that could hold vital data and security information of customers. Some of the common risks that can lead to issues with social media accounts include, unattended social media accounts, human error such as downloading links they shouldn’t to business computers leading to corruption, phishing attacks and scams and malware attacks. (Newberry, 2018)
Businesses are able to share everything with their existing and new customers to make them interested in buying their products or services. Security will have to be very high as it is very easy for hackers to get into different accounts and find out personal information and possibly banking details from previous customers, this can lead to serious complications on the companies behalf if any private and confidential data is shared with people it shouldn’t be. By having a social media account it has to be kept up-to-date by the right people, it can lead to reputation loss if staff put up inappropriate posts and status or if rogue tweets on twitter appear it can be hard to take them down immediately with no one seeing as some big companies will have alerts when they post something new. It is very easy for other companies to hijack the brand and use ideas as their own, this can also be known as fraud as other companies may use their logo and claim certain products as their own. (Deloach, 2018)
There are some key precautions that should be taken when building up different social media account when advertising what a business is promoting. Some of these key elements include – having strong passwords that should be 12-16 characters long and include capital letters, numbers and symbols that aren’t obvious for hackers to get into. It is important to keep these passwords safe and if it needs to be written down it should be kept in a locked place that no one can access unless needed. 
Wi-fi usage should be kept on a private system that cannot be shared with the public and kept private with a password to access it. Using public wi-fi on a business device can also lead to hackers getting into the system through the wi-fi usage. 
Only accepting requests and follows from people that the company know is a main factor that should be considered. There are so many fake accounts all over social media which will highlight a massive risk when owning a business account, they should only be verified accounts which are accepted by the social media site itself. 
Limiting who has access to the business social media accounts is the best way to keep accounts from being hacked and abused by people that it shouldn’t be. Having too many employees accessing accounts can be dangerous as mistakes can be made and human errors will take place, leaving the business with the possibility of a bad reputation. 
[bookmark: _GoBack]Installing the correct software on all digital technology is the best way forward to stopping any hackers and corruption happening early on. It is easy to sign up to specific and properly designed software to avoid issues arising and becoming a problem which could lead to an expensive charge from trying to protect the data again. (Zink, 2018)
Some examples of when companies have failed at using social media correctly include – 
· Sunny Co clothing promised to give away a free swimsuit if people shared their post, although so many people shared it, they couldn’t keep up with demand and didn’t keep the promise and didn’t send out free costumes to everyone.
· The fashion brand Reformation took pictures of their model in their clothing but in the factory, which put off some customers. (Gollin, 2020)
Conclusion 
In conclusion, it is shown that companies have taken advantage to use social media to promote their products or services to gain a better profit. This usually works very well and has benefitted many businesses to become better and bigger, although the right security measures must be taken to make sure that the accounts are protected, and data is managed correctly in the right hands. It is important to have analysed the risks to ensure that it has a low chance of happening and to make sure that there are precautions in place and if anything goes wrong it is dealt with properly. All companies should have social media account as it is a big help especially for small companies that need to get more profits and more customers in a short amount of time. Making sure that all information shared is true and accurate as it can lead to customers being put off if any deals or offers or pricing is wrong on their social media posts or photos. There are different zones when looking at social media and these shows what is involved in the different sections to how social media is developed and what is involved in every social media site that there is. Overall as long as risks are analysed, and security measures are in place then companies can successfully use social media to their advantage. 
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