JLR Strategic Change Management Plan 2026–2032[image: ]

MASTER STRATEGIC CHANGE MANAGEMENT PLAN: JAGUAR LAND ROVER (2026-2032)
Integrating PESTLE Macro-Trends, Zero-Trust Cybersecurity Architectures, Lewin's Structural Topology, and Kotter's Change Methodology for an Electrified Luxury Era
[image: ]
[image: ]Author: Jeaneth Flores
Student ID: 2324316
Module: Leading and Implementing Change (LCLM6003)
Institution: University of Wales Trinity Shield David (UWTSD)
Date: July 2026
Classification: Academic Confidential / Executive Strategic Report






Table of Contents
Executive Summary…………………………………………………………………………………...03
1. Introduction and Jaguar Land Rover's Current Position………………………………………..04
1.1 Jaguar Land Rover and the Reimagine Strategy
1.2 The Need for Strategic Change
1.3 Strategic Change Objectives
2. External Environment: PESTLE Analysis…………………………………………………………06
2.1 Political Factors……………………………………………………………………………06
2.2 Economic Factors………………………………………………………………………….06
2.3 Social Factors
2.4 Technological Factors
2.5 Legal Factors
2.6 Environmental Factors
3. The September 2025 Cyber Incident and the Need for Change………………………..……..07
4. SWOT Analysis………………………………………………………………………………..…….08
5. Porter's Five Forces……………………………………………………………………….………..09
6. Stakeholder Analysis and Alignment……………………………………………………………...10
6.1 Key Stakeholders……………………………………………………………………….…10
6.2 Bringing Stakeholders on Board…………………………………………………………11
6.3 Stakeholder Communication and Engagement………………………………………..11
7. Breaking Down Organisational Silos………………………………………………………………12
8. Managing the Change: Lewin, Kotter and ADKAR………………………………………………11
8.1 Lewin's Three-Stage Model………………………………………………………………11
8.2 Kotter's Eight-Step Model…………………………………………………………………12
8.3 Prosci ADKAR Model…………………………………………………………..….………12
9. Leadership and Organisational Culture…………………………………………………..….…….13
10. Driving and Restraining Forces……………………………………………………………………15
11. Strategic Change Blueprint: 2026–2032………………………………………………...……….16
11.1 Phase One: Stabilisation – 2026………………………………………………………..16
11.2 Phase Two: Transformation – 2027–2030…………………………………………….17
11.3 Phase Three: Embedding and Continuous Improvement – 2031–2032……………18
12. Evaluation Plan and Key Performance Indicators……………………………………..………..19
13. Financial Plan and Capital Allocation………………………………………………….…………20
14. Communication and Engagement Plan………………………………………………..………...21
14.1 Communication with Production Employees………………………………..…………21
14.2 Communication with Managers and Team Leaders……………………….…………22
14.3 Communication with Suppliers………………………………………….………………23
14.4 Communication with Unions and Employee Representatives………………….……23
14.5 Communication with Customers and Dealers…………………………………………23
14.6 Communication with the Board and Investors.…..……………………………………23
15. Change Governance and Accountability…………………………………………………………24
16. Jaguar Land Rover — Strategic Change Roadmap, 2026-2032………………………………26
17. Expected Outcomes by 2032…………………………………………………………...…….......27
18. Conclusion & References	……………………………………………………………………28 - 30
Executive Summary
Jaguar Land Rover (JLR) is going through a significant period of change. The automotive industry is moving quickly towards electric vehicles, connected technology and software-based manufacturing. At the same time, customers are expecting vehicles that provide better digital services, improved environmental performance and greater reliability. JLR's Reimagine strategy was developed in response to these changes and includes significant investment in electrification, technology and sustainability (Jaguar Land Rover Strategy Corporate Communications, 2021).
However, the cyber incident that affected JLR in September 2025 demonstrated that technological development also creates significant risks. The incident disrupted manufacturing operations and affected the wider supply chain. It highlighted weaknesses in cybersecurity, identity management, communication, IT and operational technology (OT) integration and organisational resilience (Cyber Monitoring Centre, 2025).
This Strategic Change Management Plan therefore focuses on two major areas of change.
The first is cybersecurity resilience. JLR needs to make sure that its corporate systems and manufacturing operations are protected against unauthorised access and cyberattacks. Zero-trust architecture will form part of this approach. However, zero trust is not the objective itself. It is a method that can help JLR verify users and devices, control access and prevent an attacker who gains access to one system from moving easily into other critical systems.
The second is electrification and increased BEV production capability. JLR needs to increase its ability to design, manufacture and sell electric vehicles while developing the skills of its workforce and strengthening its supply chain.
Although cybersecurity and electrification are different areas of change, they are connected because modern vehicles and manufacturing facilities depend heavily on software, data and digital systems.
The plan uses Lewin's Three-Stage Model, Kotter's Eight-Step Model and the Prosci ADKAR framework to explain how JLR can manage these changes at organisational and individual levels (Lewin, 1951; Kotter, 2012; Hiatt, 2006).
The plan also recognises that communication cannot be the same for everybody. A production worker may need a short shift briefing, while a plant manager may require a detailed management meeting and a supplier may need a formal supplier briefing. Similarly, senior executives and the Board require financial and performance information rather than the same message given to employees.
The proposed change programme covers 2026 to 2032 and is divided into three stages: stabilisation, transformation, and embedding. It includes stakeholder engagement, workforce development, financial planning, communication, evaluation and governance.
The overall aim is to create a JLR that is more secure, more resilient and better prepared to increase electric vehicle production while maintaining its position as a leading premium automotive manufacturer.

1. Introduction and Jaguar Land Rover's Current Position
1.1 Jaguar Land Rover and the Reimagine Strategy
Jaguar Land Rover has been part of Tata Motors since 2008 and remains one of the UK's most important automotive manufacturers. The company operates four well-known brands: Range Rover, Defender, Discovery and Jaguar.
The automotive industry is changing rapidly. Traditional vehicle manufacturers are no longer competing only on engine performance, mechanical engineering and design. Competition increasingly involves batteries, software, artificial intelligence, connected vehicles and digital manufacturing.
JLR's Reimagine strategy was developed to respond to this changing environment. The strategy includes major investment in electrification, sustainability, technology and modern luxury (Jaguar Land Rover Strategy Corporate Communications, 2021).
This transformation presents opportunities, but it also creates new risks. The more connected a company becomes, the greater the importance of cybersecurity.
1.2 The Need for Strategic Change
The September 2025 cyber incident demonstrated the consequences of inadequate cybersecurity. The incident disrupted manufacturing and affected suppliers, employees and customers.
The incident also showed that cybersecurity cannot be treated as the responsibility of the IT department alone. A cyberattack can affect production lines, logistics, employees, suppliers and customers.
At the same time, JLR cannot allow the cyber incident to delay its transition towards electric vehicles. The company must therefore manage two major changes at the same time.
1.3 Strategic Change Objectives
This plan has two main objectives.
Objective One: Improve Cybersecurity Resilience
JLR should develop a stronger cybersecurity environment that protects:
· corporate IT systems;
· manufacturing OT systems;
· employee accounts;
· customer information;
· supplier connections;
· production data; and
· critical business operations.
The organisation should strengthen identity verification, access controls, network segmentation, monitoring, incident response and employee cybersecurity awareness.
Zero-trust principles will be used where appropriate to make sure that access to important systems is properly verified and authorised.
The aim is not to achieve "zero trust". The aim is to reduce cyber risk, prevent unauthorised access and minimise the operational impact of any future cyberattack.
Objective Two: Increase Electrification and BEV Production Capability
JLR should increase its capability to manufacture and deliver competitive battery-electric vehicles.
This will require:
· investment in production facilities;
· development of battery and electric powertrain capability;
· high-voltage training;
· software and digital skills;
· stronger supply chains;
· increased BEV production;
· flexible manufacturing; and
· continued development of electric Jaguar, Range Rover, Defender and Discovery products.
These two objectives are separate but connected. Cybersecurity protects the systems that JLR depends on, while electrification changes the products and manufacturing capabilities that JLR needs for future competitiveness.

2. External Environment: PESTLE Analysis
2.1 Political Factors
Government policy is an important driver of change within the automotive industry. The UK's Zero Emission Vehicle mandate requires manufacturers to increase the proportion of zero-emission vehicles they sell (Society of Motor Manufacturers and Traders, 2025).
This creates pressure for JLR to increase its electric vehicle offering.
2.2 Economic Factors
The transition to electric vehicles requires significant investment. Battery materials, energy costs, supply-chain pressures and intense competition can all affect profitability.
The financial impact of the 2025 cyber incident has also demonstrated that cybersecurity is an economic issue as well as a technological one.
A future cyberattack could lead to production losses, customer dissatisfaction, additional costs and reputational damage.
2.3 Social Factors
Customer expectations are changing. Consumers increasingly expect electric vehicles to offer good range, convenient charging, reliability and advanced digital features.
Employees are also affected by the transition. Workers who have spent years developing expertise in conventional vehicle manufacturing may require additional training to work with electric powertrains and high-voltage systems.
JLR must therefore manage the human side of the transition carefully.
2.4 Technological Factors
Technology is at the centre of both major changes in this plan.
Electric vehicles depend heavily on software, batteries and electronic systems. Modern manufacturing also uses connected machinery, robotics, data analytics and artificial intelligence.
These technologies can improve efficiency, but they can also increase cybersecurity risks.
2.5 Legal Factors
JLR must comply with legislation relating to data protection, cybersecurity, vehicle safety, emissions and employment.
Cybersecurity controls must therefore be designed with legal and regulatory requirements in mind.
2.6 Environmental Factors
Environmental concerns are one of the main reasons for the transition towards electric vehicles. JLR's sustainability strategy includes reducing emissions across its operations and supply chain (Jaguar Land Rover Strategy Corporate Communications, 2021).
The move towards BEVs therefore represents both a regulatory requirement and a long-term environmental commitment.

3. The September 2025 Cyber Incident and the Need for Change
The September 2025 cyber incident was an important turning point for JLR.
According to the Cyber Monitoring Centre (2025), attackers used social engineering to obtain access to administrative credentials. The attack subsequently affected JLR's operations and contributed to a significant disruption to manufacturing.
The incident showed that cybersecurity weaknesses can quickly become operational and financial problems.
One of the main lessons is that JLR needs stronger separation between corporate IT and manufacturing OT. If an attacker obtains access to an employee account, that should not automatically provide a route into systems controlling manufacturing operations.
JLR also needs stronger identity verification. Employees working in helpdesk and administrative roles require clear procedures for confirming that a person requesting access or a password reset is genuinely authorised.
However, technical controls alone will not solve the problem. Employees must understand why the controls are being introduced and how to use them correctly.
This is where change management becomes important.

4. SWOT Analysis
	Strengths
	Weaknesses

	Strong Range Rover, Defender, Discovery and Jaguar brands.
	Cybersecurity weaknesses exposed by the 2025 incident.

	Tata Motors provides financial and strategic support.
	Historical separation between IT, engineering and manufacturing.

	Established UK manufacturing facilities.
	Need for further EV and digital skills.

	Existing Reimagine strategy.
	Pressure to increase BEV competitiveness.

	Strong engineering and manufacturing experience.
	Complex international supply chains.



	Opportunities
	Threats

	Growing premium EV market.
	Competition from Tesla, BYD and established manufacturers.

	Electric Jaguar relaunch.
	Increasing cyber threats.

	Industrial AI and smart manufacturing.
	Battery and component supply risks.

	Workforce reskilling.
	Employee resistance to change.

	Stronger cybersecurity could improve resilience and reputation.
	Regulatory and market uncertainty.


The analysis suggests that JLR has strong foundations for change but needs to address its weaknesses before fully benefiting from new technology.

5. Porter's Five Forces
Threat of New Entrants
The threat is moderate to high because electric vehicles can be developed by companies without the same traditional automotive manufacturing background.
Supplier Power
Supplier power is high, particularly for batteries, semiconductors and other critical components.
JLR needs to develop alternative suppliers and ensure that important suppliers also meet appropriate cybersecurity requirements.
Buyer Power
Customers have more choices than before. Premium EV buyers can choose between traditional manufacturers and newer EV companies.
Threat of Substitutes
The threat remains relatively low for luxury SUVs, although changing transport behaviour could affect the market over the longer term.
Competitive Rivalry
Competition is very strong. Tesla, BYD, BMW, Mercedes-Benz, Audi and other manufacturers are investing heavily in electric vehicles and digital technology.
JLR therefore cannot afford to delay its transformation.

6. Stakeholder Analysis and Alignment
6.1 Key Stakeholders
The major stakeholders include:
· Tata Motors and the Board;
· senior management;
· plant managers;
· employees;
· Unite and other employee representatives;
· IT and cybersecurity teams;
· engineering teams;
· suppliers;
· dealers;
· customers;
· UK Government and regulators; and
· investors.
However, simply identifying stakeholders is not enough. JLR needs to bring them into the change process.
6.2 Bringing Stakeholders on Board
Stakeholder alignment should begin with a clear explanation of why change is necessary.
Employees need to understand that cybersecurity changes are designed to protect the organisation and their jobs, rather than simply creating additional rules.
Employees affected by electrification need to understand what training is available and what future career opportunities exist.
Suppliers need to understand why JLR is introducing stronger cybersecurity requirements.
Investors need to understand why money is being spent on cybersecurity at the same time as electrification.
Stakeholders should therefore be given opportunities to ask questions, raise concerns and contribute ideas.
6.3 Stakeholder Communication and Engagement
Different stakeholders require different communication methods.
	Stakeholder
	Information Required
	Communication Method

	Production employees
	Daily operational changes, safety and training
	Shift briefings, team talks and noticeboards

	Supervisors and team leaders
	More detailed operational information
	Team briefings and management meetings

	Plant managers
	Targets, risks and implementation progress
	Management meetings and monthly reports

	Cybersecurity teams
	Technical requirements and incidents
	Technical meetings and security reports

	Engineering teams
	Changes to production and product systems
	Project meetings and technical workshops

	Unite / employee representatives
	Job impacts and training
	Formal consultation and representative meetings

	Suppliers
	Security standards and production requirements
	Supplier briefings and quarterly meetings

	Customers
	Product availability and EV development
	Dealer communication and customer updates

	Board / Tata Motors
	Investment, risk and performance
	Board papers and quarterly reviews

	Regulators
	Compliance and resilience
	Formal reports and review meetings


This approach reflects the fact that communication is not one message delivered to everybody.
For example, a production worker may not need a 20-page report about the cybersecurity programme. They may need a five-minute explanation during a shift briefing about why they now have to use multi-factor authentication.
A plant manager, however, may need a detailed report showing the implementation timetable, financial implications, operational risks and performance indicators.
Similarly, a supplier may need a formal cybersecurity briefing explaining the new requirements it must meet.
Communication must therefore be appropriate to the stakeholder's role, level of responsibility and information needs.

7. Breaking Down Organisational Silos
JLR can no longer treat IT, engineering and manufacturing as completely separate functions.
For example, a change to a robotic manufacturing system could have cybersecurity implications. Similarly, a cybersecurity decision could affect production efficiency.
JLR should therefore establish cross-functional teams involving:
· plant managers;
· IT;
· cybersecurity;
· engineering;
· manufacturing;
· HR;
· procurement;
· finance; and
· employee representatives.
The purpose is to make sure that important decisions are considered from different perspectives before they are implemented.

8. Managing the Change: Lewin, Kotter and ADKAR
8.1 Lewin's Three-Stage Model
Unfreeze
The 2025 cyber incident created a strong reason for change. Management should use the lessons from the incident to explain why previous practices are no longer sufficient.
Change
The organisation will introduce new cybersecurity controls, workforce training, production systems and working practices.
Refreeze
Once the new processes are working, they should be incorporated into policies, procedures, training and performance management.


8.2 Kotter's Eight-Step Model
Kotter's model provides a useful structure for managing the wider transformation.
1. Establish a sense of urgency.
2. Build a guiding coalition.
3. Develop a shared vision.
4. Communicate the vision.
5. Remove barriers.
6. Create short-term wins.
7. Build on the changes.
8. Make the changes part of organisational culture.
For example, completing cybersecurity segmentation at one manufacturing plant could provide an early success that demonstrates the benefits of the programme before it is expanded to other sites.

8.3 Prosci ADKAR Model
ADKAR focuses on individual employees.
Awareness
Employees understand why the organisation needs to change.
Desire
Employees understand how they can benefit from the change.
Knowledge
Employees receive appropriate training.
Ability
Employees practise the new skills.
Reinforcement
The organisation recognises and reinforces the new behaviours.
This approach is particularly relevant to employees moving from conventional engine technologies to electric vehicle production.

9. Leadership and Organisational Culture
Leadership will be critical to the success of the programme.
Senior management must demonstrate that cybersecurity and electrification are both strategic priorities.
Leaders should also recognise that employees will respond differently to change. Some employees may be enthusiastic about new technology, while others may be concerned about their jobs or their ability to learn new skills.
Management should therefore provide training, support and opportunities for employees to raise concerns.
A strong culture should encourage employees to report cybersecurity concerns without fear of blame.
The aim is to develop a culture in which cybersecurity is considered everyone's responsibility rather than something that belongs only to the IT department.

10. Driving and Restraining Forces
Driving Forces
The main forces supporting change are:
· government EV requirements;
· changing customer expectations;
· competition;
· financial consequences of cyber disruption;
· technological development;
· environmental objectives; and
· the need to protect manufacturing operations.
Restraining Forces
The main barriers include:
· employee resistance;
· lack of skills;
· cost of investment;
· supply-chain difficulties;
· concerns about job security;
· organisational silos; and
· the possibility that new security procedures could make everyday work more difficult.
JLR should address these barriers through communication, consultation, training and practical support.

11. Strategic Change Blueprint: 2026–2032
The blueprint provides the practical route from the current position to the intended future state.
11.1 Phase One: Stabilisation – 2026
The first year should concentrate on stabilising the organisation following the cyber incident.
Cybersecurity Changes
JLR should:
· identify critical IT and OT systems;
· strengthen separation between IT and OT;
· improve identity verification;
· strengthen privileged access;
· establish better monitoring;
· begin regular phishing exercises;
· assess critical suppliers; and
· develop incident-response procedures.
Electrification Changes
JLR should:
· establish clear BEV production targets;
· identify workforce skills gaps;
· begin high-voltage training;
· assess manufacturing capacity;
· review battery supply arrangements; and
· identify production constraints.
Stakeholder Changes
JLR should:
· establish a Transformation Steering Committee;
· establish cybersecurity and electrification project teams;
· consult employees and Unite;
· hold supplier briefings;
· introduce regular shift briefings; and
· communicate the overall change vision.

11.2 Phase Two: Transformation – 2027–2030
During this phase JLR should move from stabilisation to large-scale transformation.
Cybersecurity
The organisation should expand:
· network segmentation;
· identity and access controls;
· continuous monitoring;
· penetration testing;
· supplier security requirements;
· incident-response exercises; and
· cybersecurity training.
Electrification
JLR should:
· increase BEV production;
· support the electric Jaguar programme;
· expand electric options across its brands;
· develop software capabilities;
· strengthen battery supply;
· introduce appropriate industrial AI; and
· increase workforce training.
Workforce
Training should include:
· EV technology;
· high-voltage safety;
· software;
· data;
· cybersecurity;
· digital manufacturing; and
· leadership.
Employees should be able to see how training connects to actual roles and career progression.

11.3 Phase Three: Embedding and Continuous Improvement – 2031–2032
By this stage the changes should become part of normal business operations.
JLR should continue:
· cybersecurity testing;
· simulated cyber incidents;
· disaster-recovery exercises;
· workforce development;
· BEV production reviews;
· supply-chain assessments;
· employee engagement; and
· annual strategic reviews.
The purpose is to make sure that the organisation does not return to old practices after the transformation programme ends.

12. Evaluation Plan and Key Performance Indicators
A successful change programme needs measurable results.
	Measure
	Baseline
	Target
	Timescale
	Responsibility

	Time to isolate compromised factory network
	Established in 2026
	Under 15 minutes
	2027
	CISO

	Critical IT/OT systems segmented
	Established in 2026
	100%
	2028
	Cybersecurity/Engineering

	Relevant employees completing cybersecurity training
	Established in 2026
	100%
	Annual
	HR/CISO

	Phishing test performance
	Established in 2026
	At least 98%
	2027 onward
	CISO

	Tier-1 suppliers security assessed
	Established in 2026
	100%
	2028
	Procurement

	BEV production capability
	Established in 2026
	Annual improvement
	Annual
	Manufacturing

	Employees trained for EV/high-voltage roles
	Established in 2026
	100% of identified roles
	2029
	HR/Engineering

	IT-related production downtime
	Established in 2026
	Annual reduction
	Annual
	Plant Directors

	Employee confidence in change
	2026 survey
	Year-on-year improvement
	Annual
	HR

	Supplier confidence
	2026 survey
	Year-on-year improvement
	Annual
	Procurement


Performance should be reviewed quarterly by the Transformation Steering Committee and twice a year by the Board.
Where targets are missed, management should identify the reason and agree a corrective action.

13. Financial Plan and Capital Allocation
JLR needs to protect funding for both cybersecurity and electrification.
A proposed allocation is:
	Investment Area
	Percentage
	Purpose

	Electrification and manufacturing capability
	30%
	BEV production and manufacturing improvements

	Cybersecurity and IT/OT resilience
	25%
	Network, identity and monitoring systems

	Workforce development
	20%
	EV, high-voltage, software and cybersecurity training

	Supply-chain resilience
	15%
	Supplier security and contingency arrangements

	Contingency
	10%
	Unexpected risks and emergency requirements


The allocation should be reviewed annually.
Cybersecurity funding should not be removed simply because another project experiences financial pressure. Similarly, security requirements should be incorporated into electrification projects from the beginning rather than added at the end.

14. Communication and Engagement Plan
Communication is one of the most important parts of this change programme.
The message should not be identical for every stakeholder.
14.1 Communication with Production Employees
Production employees are directly affected by changes to manufacturing systems and working practices.
Communication should include:
· short shift briefings;
· team talks;
· toolbox-style discussions where appropriate;
· noticeboards;
· training sessions;
· safety briefings; and
· opportunities to ask questions.
For example, if new authentication procedures are introduced, employees should receive a simple explanation during their shift briefing about what is changing, why it is changing and where they can get help.
14.2 Communication with Managers and Team Leaders
Managers require more detailed information because they are responsible for implementing the changes.
They should receive:
· management briefings;
· implementation schedules;
· risk reports;
· financial information;
· performance dashboards; and
· guidance on answering employee questions.
Managers and team leaders should also be equipped to communicate the change consistently to their teams.
14.3 Communication with Suppliers
Suppliers should receive formal briefings about:
· new cybersecurity standards;
· production forecasts;
· delivery requirements;
· information-sharing arrangements; and
· contingency planning.
Feedback from suppliers should be collected and reviewed.
14.4 Communication with Unions and Employee Representatives
Unite and other employee representatives should be involved before major changes affecting jobs, skills or working arrangements are introduced.
This should involve:
· formal consultation;
· representative meetings;
· workforce impact assessments;
· training discussions; and
· regular progress updates.
14.5 Communication with Customers and Dealers
Customers need clear information about:
· EV availability;
· product launches;
· delivery expectations;
· charging capability; and
· digital features.
Dealers should receive information before major customer announcements so that they can answer questions accurately.
14.6 Communication with the Board and Investors
The Board and investors require different information from employees.
They need:
· financial performance;
· investment requirements;
· cybersecurity risk;
· project milestones;
· EV production progress;
· benefits achieved; and
· major risks.
This information should be presented through quarterly Board reports and strategic reviews.
The key lesson is that effective communication is stakeholder specific. A shift briefing is appropriate for production employees, a team briefing may be appropriate for supervisors, a supplier meeting is appropriate for external partners, and a Board paper is appropriate for senior governance.
The communication method should therefore match the stakeholder and the decision or information they need.
15. Change Governance and Accountability
The programme should be managed through a clear governance structure.
Transformation Steering Committee
Responsible for:
· overall strategy;
· investment decisions;
· risk;
· progress; and
· Board reporting.
Cybersecurity and Resilience Team
Responsible for:
· IT/OT security;
· identity management;
· monitoring;
· incident response;
· supplier cybersecurity; and
· testing.
Electrification Transformation Team
Responsible for:
· BEV production;
· manufacturing capability;
· workforce skills;
· battery supply;
· product implementation; and
· production flexibility.
Workforce and Culture Team
Responsible for:
· training;
· employee engagement;
· communication;
· consultation;
· leadership development; and
· resistance to change.
Finance and Performance Team
Responsible for:
· investment;
· budgets;
· KPIs;
· benefits realisation; and
· financial reporting.
This structure ensures that the change programme has clear ownership.

	16. Jaguar Land Rover — Strategic Change Roadmap, 2026-2032

	Gantt view of the three-phase implementation plan (Section 11, Strategic Change Management Plan)

	
	
	
	
	
	
	
	
	

	Phase
	Workstream
	2026
	2027
	2028
	2029
	2030
	2031
	2032

	Phase 1 — Stabilisation
	Network segmentation: isolate OT from office IT
	 
	 
	 
	 
	 
	 
	 

	Phase 1 — Stabilisation
	Rebuild helpdesk identity & authentication
	 
	 
	 
	 
	 
	 
	 

	Phase 1 — Stabilisation
	Security reviews across Tier 1-3 suppliers
	 
	 
	 
	 
	 
	 
	 

	Phase 1 — Stabilisation
	Foundational high-voltage safety training
	 
	 
	 
	 
	 
	 
	 

	Phase 1-2 — Workforce
	Technical academies & certification (20,000+ staff)
	 
	 
	 
	 
	 
	 
	 

	Phase 2 — Transformation
	Electric Jaguar launch & BEV rollout
	 
	 
	 
	 
	 
	 
	 

	Phase 2 — Transformation
	Industrial AI & digital twins in secure zones
	 
	 
	 
	 
	 
	 
	 

	Phase 2 — Transformation
	Secure real-time supplier data integration
	 
	 
	 
	 
	 
	 
	 

	Phase 1-3 — Governance
	Zero-trust discipline embedded in SOPs & audits
	 
	 
	 
	 
	 
	 
	 

	Phase 3 — Embedding
	Unannounced penetration tests & mock shutdowns
	 
	 
	 
	 
	 
	 
	 

	Phase 3 — Embedding
	Flexible multi-powertrain production lines
	 
	 
	 
	 
	 
	 
	 

	Phase 3 — Embedding
	Executive pay tied to compliance & carbon targets
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	Phase 1 — Stabilisation (2026)
	
	
	
	
	

	 
	Phase 2 — Transformation (2027-2030)
	
	
	
	
	

	 
	Phase 3 — Embedding (2031-2032)
	
	
	
	
	

	 
	Cross-phase workstream
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	Each coloured cell marks a year in which that workstream is actively underway, aligned to the three-phase roadmap set out in the Strategic Change Management Plan.




17. Expected Outcomes by 2032
By 2032, JLR should have achieved the following outcomes.
Stronger Cybersecurity
Critical IT and OT systems should be better protected, with stronger identity controls, monitoring and incident-response capability.
Greater BEV Capability
JLR should have increased its ability to manufacture competitive electric vehicles and developed the workforce required to support this production.
Better Stakeholder Relationships
Employees, unions, suppliers, customers and investors should have a clearer understanding of JLR's strategic direction.
A More Skilled Workforce
Employees should have access to training in EV technology, high-voltage systems, software and cybersecurity.
A Stronger Culture
Cybersecurity, innovation, communication and continuous improvement should become part of everyday organisational behaviour.

17. Conclusion
Jaguar Land Rover is facing two major strategic challenges at the same time. It must strengthen its cybersecurity after the September 2025 incident while continuing its transition towards electric vehicles.
The two changes should not be confused. Cybersecurity is concerned with protecting JLR's systems, information and manufacturing operations, while electrification is concerned with changing the products, production capabilities and skills needed for the future.
Zero-trust architecture can contribute to the cybersecurity objective, but it should not be described as the objective itself. The wider objective is to improve JLR's cybersecurity resilience, reduce the risk of unauthorised access and minimise the impact of future cyber incidents.
Electrification requires a different set of changes, including increased BEV production, workforce training, manufacturing investment, battery supply and product development.
The success of both programmes depends heavily on people. Employees need to understand why the organisation is changing and how they will be supported. Suppliers need to understand new expectations. Unions need to be involved in discussions about workforce changes. Customers need reliable information about electric vehicles. Senior management and the Board need clear information about financial performance, risks and progress.
Communication must therefore be appropriate to each stakeholder. Production employees may receive information through shift briefings and team talks, supervisors through team briefings, suppliers through supplier meetings, employee representatives through formal consultation, and senior management through detailed management and Board reports. This ensures that communication is not simply about sending information but about making sure that the right people receive the right information in a way that allows them to understand and respond to the change.
The 2026–2032 blueprint provides JLR with a structured approach. The first phase establishes stability and stakeholder alignment. The second phase delivers major cybersecurity and electrification transformation. The final phase embeds the new practices into the organisation.
Ultimately, JLR's future competitiveness depends on its ability to become both more secure and more capable of producing electric vehicles at scale. By managing technology, people, finance, communication and stakeholder relationships together, JLR can use the lessons from the 2025 cyber incident to build a more resilient and competitive organisation for the future.
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