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1. Executive Summary
Steel Form Manufacturing Ltd (SFM) has adopted Industry 4.0 technologies – Internet of Things (IoT) sensors, automated machinery, and cloud‑based production management systems – to improve operational efficiency. However, this digital transformation has significantly expanded the organisation’s cyberattack surface. Recent security incidents, including malware infections, targeted phishing emails, and unauthorised access attempts to production networks, demonstrate that SFM faces growing risks from ransomware, industrial espionage, supply‑chain vulnerabilities, and operational disruption.
This report presents a comprehensive cybersecurity and data governance framework designed to protect SFM’s critical assets, intellectual property, and operational continuity. Aligned with international standards including ISO/IEC 27001, the NIST Cybersecurity Framework 2.0, IEC 62443, and regulatory requirements such as the NIS2 Directive and the General Data Protection Regulation (GDPR), the framework identifies threats, establishes clear security policies, proposes practical mitigation measures, outlines a monitoring and incident response plan, and details a staff training programme.
Implementation will follow a phased roadmap to minimise disruption to production while rapidly deploying high‑impact controls. Success requires visible commitment from the Board of Directors, active participation across all departments, and sustained effort to build an organisational culture where security is understood and practised by all employees.

2. Introduction
2.1 Background
The manufacturing sector is currently the most targeted industry globally, accounting for approximately 25 % of all recorded cyberattacks [7]. The convergence of Information Technology (IT) and Operational Technology (OT) – driven by Industry 4.0 adoption – has created unprecedented operational efficiency but also new and significant vulnerabilities. Connected sensors, automated machinery, and cloud‑based management systems enable data to flow freely across the business. However, without adequate protection, this same interconnectivity enables cyber threats to spread rapidly from corporate networks to production floors.
SFM produces custom‑engineered components for the automotive and aerospace industries – sectors where precision, reliability, and confidentiality of intellectual property are critical. Recent incidents at SFM confirm that attackers are already actively probing weaknesses: malware has infected systems, procurement staff have been targeted by phishing, and unauthorised parties have attempted to access production networks. A single successful ransomware attack or data breach could halt production, cause substantial financial loss, damage client relationships, and expose SFM to regulatory penalties.

2.2 Objectives
This report aims to:
1. Identify and categorise the full range of internal and external threats facing SFM.
2. Develop a set of clear, practical security policies aligned with international standards.
3. Propose cost‑effective mitigation measures prioritised by risk level.
4. Establish a continuous monitoring programme and structured incident response plan.
5. Design a staff training programme to embed security awareness across the organisation.

2.3 Applied Frameworks
· CIA Triad: Confidentiality – protecting data from unauthorised access; Integrity – ensuring data and systems remain accurate and unaltered; Availability – ensuring systems and data remain accessible when required.
· ISO/IEC 27001: International standard for establishing and maintaining an Information Security Management System (ISMS) [1].
· NIST Cybersecurity Framework 2.0: Govern → Identify → Protect → Detect → Respond → Recover [2].
· IEC 62443: Global standard for security of Industrial Automation and Control Systems (IACS) [3].
· NIS2 Directive (EU 2022/2555): Mandatory security requirements for essential entities, including manufacturing [4].
· General Data Protection Regulation (GDPR): Requirements for personal data protection, security, and breach notification [5].

3. Identification of Threats
3.1 External Threats
	Threat Category
	Description
	Potential Impact on SFM

	Ransomware & Malware
	Attackers encrypt production systems and exfiltrate sensitive data, demanding payment for restoration. OT‑targeted variants specifically evade standard IT defences [8].
	Production halt; financial loss; missed delivery deadlines; contractual penalties.

	Social Engineering & Phishing
	Spear‑phishing emails targeting procurement and finance staff, impersonating suppliers or executives to steal credentials or initiate fraudulent payments.
	Unauthorised network access; financial fraud; primary entry point for data breaches.

	IoT & OT Vulnerabilities
	Default passwords, unencrypted communication protocols (Modbus, EtherNet/IP), and unpatchable legacy controllers provide direct access to machinery.
	Unauthorised equipment control; safety hazards; operational disruption.

	Industrial Espionage
	Competitors or state‑sponsored actors target proprietary designs, manufacturing processes, and client data to gain commercial advantage.
	Loss of intellectual property; compromised aerospace/automotive specifications; long‑term revenue loss.

	Supply‑Chain Attacks
	Compromised vendors, remote maintenance tools, or third‑party software provide attackers with a trusted pathway into SFM’s networks.
	Breach through trusted partners; cascading risk across the supply chain.

	DDoS & Network Attacks
	Overwhelming cloud‑based management systems or network infrastructure to disrupt operations.
	System unavailability; inability to monitor or control production.


	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	


3.2 Internal Threats
	Threat Category
	Description
	Potential Impact on SFM

	Human Error
	Misconfigured devices, lost credentials, unapproved USB drives, and password sharing create accidental vulnerabilities.
	Malware infections; data leaks; unplanned outages.

	Insider Threats
	Current or former employees abusing authorised access to steal data, sabotage production, or bypass controls.
	Intellectual property theft; deliberate operational disruption.

	Weak Access Governance
	Over‑privileged user accounts, orphaned permissions, and shared credentials for OT systems create uncontrolled access.
	Unauthorised system changes; incomplete audit trails; difficulty identifying responsibility.

	Legacy Practices
	Operational staff bypassing security controls to meet production targets; installing unapproved software.
	Policy erosion; inconsistent protection; compliance failures.



4. Security Policy Framework
4.1 Information Security Governance Policy
The Board of Directors retains ultimate responsibility for cybersecurity, approving policies and accepting residual risk. The IT Security Manager leads implementation and reports quarterly to the Board. Security requirements are integrated into all new projects, technology purchases, and process changes from the planning stage – not added retrospectively. Policies are reviewed annually or following significant security incidents or changes in regulatory requirements.

4.2 Asset Management & Data Classification Policy
All assets – including IoT sensors, Programmable Logic Controllers (PLCs), workstations, and cloud resources – are inventoried and assigned an owner. Data is classified to ensure protection proportional to its value:
· Confidential: Proprietary designs, aerospace/automotive specifications, client contracts. Encrypted at rest and in transit; access restricted to named individuals; no external transfer without written approval.
· Internal: Operational data, financial records, maintenance logs. Access logged; encrypted; removable media blocked.
· Public: Marketing materials, general communications. Standard protection applies.
4.3 Network Security & Segmentation Policy
Corporate IT, production OT, and cloud management networks are fully segmented using firewalls configured with a default deny‑all policy. No direct routing exists between OT production networks and corporate networks. Remote maintenance access is permitted only through dedicated, time‑bound, Multi‑Factor Authentication (MFA) protected jump‑hosts. Industrial protocols such as Modbus are isolated and monitored; only explicitly authenticated traffic is permitted.

4.4 Access Control Policy
Access follows the principle of least privilege – users receive only the permissions necessary to perform their duties. MFA is mandatory for all remote access, administrative accounts, and OT‑related system access. Credentials must never be shared; all accounts are individually identifiable. User access is reviewed quarterly; accounts are disabled within 24 hours when staff leave or change roles. Vendor and third‑party access is time‑limited and disabled automatically.

4.5 Patch & Change Management Policy
IT systems are patched within 30 days of release; critical vulnerabilities are patched within 72 hours. OT systems are patched only during scheduled maintenance windows using vendor‑validated updates. Where patching is impossible due to legacy constraints, systems are isolated and protected with compensating controls such as network segmentation and traffic whitelisting. All changes are tested in a non‑production environment before deployment; a documented rollback plan is mandatory [6].

4.6 Supply‑Chain Security Policy
Security requirements are included in all vendor contracts, including confidentiality obligations, access control standards, and a requirement to notify SFM within 24 hours of any suspected breach affecting SFM data. High‑risk vendors – including cloud providers, maintenance contractors, and software suppliers – undergo security assessments prior to engagement and annually thereafter.

4.7 Backup & Recovery Policy
SFM implements the 3‑2‑1 backup strategy: three copies of data, on two different media types, with one copy stored offsite and air‑gapped from all networks. Backups are encrypted and tested for restorability quarterly. Operational technology configurations and control logic are version‑controlled and backed up separately from IT data.

5. Mitigation Measures
	Threat
	Mitigation Measure
	Implementation Details
	Expected Outcome

	Ransomware & Malware
	Deploy Endpoint Detection and Response (EDR); implement immutable offline backups; filter email threats.
	Install EDR on all endpoints; block macros and executable attachments; maintain encrypted offline backups.
	Detect infections early; recover operations without paying ransoms.

	Phishing & Social Engineering
	Implement email authentication (SPF/DKIM/DMARC); run monthly phishing simulations; mandate verification procedures.
	Block spoofed email domains; test staff quarterly; require verbal confirmation for payment or data changes.
	Reduce phishing click‑rate; prevent invoice fraud.

	IoT & OT Vulnerabilities
	Change all default credentials; disable unused ports; deploy OT Intrusion Detection Systems (IDS).
	Complete device‑by‑device hardening; monitor traffic for anomalies; alert on unexpected connections.
	Reduce attack surface; detect reconnaissance activity.

	Insider Threats
	Enforce least privilege; deploy Data Loss Prevention (DLP) tools; monitor for unusual behaviour.
	Quarterly access reviews; alert on bulk downloads or after‑hours access; block Tier 1 data transfers to unauthorised destinations.
	Limit unauthorised access; detect suspicious activity before harm occurs.

	Supply‑Chain Risk
	Include security clauses in contracts; audit high‑risk vendors; secure remote access.
	Require vendor compliance assessments; use dedicated, time‑limited jump‑host access; revoke credentials automatically.
	Reduce breach pathways through third parties.

	Data Breach & IP Loss
	Encrypt data at rest and in transit; centralise audit logs; enforce transfer restrictions.
	Full‑disk encryption; TLS for all network communications; Security Information and Event Management (SIEM) logging.
	Protect data even if intercepted; establish forensic evidence trail.



6. Monitoring and Incident Response Plan
6.1 Continuous Monitoring Strategy
All IT, cloud, and OT system logs are centrally aggregated in a SIEM platform configured to alert on anomalies including unusual outbound traffic patterns, mass credential failures, and unauthorised configuration changes to production equipment. OT traffic is monitored passively to avoid disrupting operations; baselines of normal activity are established to identify deviations. Weekly automated vulnerability scans are supplemented by monthly security reviews and quarterly penetration testing.

6.2 Incident Response Workflow
[image: ]
Regulatory Deadlines: Under the NIS2 Directive, SFM must provide an early warning within 24 hours [10] of confirming a significant incident, a detailed report within 72 hours, and a final report within one month. GDPR requires notification to the relevant supervisory authority within 72 hours [5] of discovering a personal data breach. Client contractual obligations may require even faster notification.

7. Training and Awareness Programme
7.1 Programme Structure
· Mandatory annual comprehensive security training for all staff.
· Quarterly micro‑learning modules addressing specific current threats.
· Monthly phishing simulations with individual feedback.
· Quarterly live workshops and security awareness communications.

7.2 Role‑Specific Content
	Audience
	Key Training Topics

	Executive & Board
	Governance responsibilities; NIS2 accountability; risk oversight; incident reporting duties.

	Procurement & Finance
	Supplier verification; payment change procedures; invoice fraud recognition.

	Engineering & Production
	OT/IoT security; removable media restrictions; physical access; reporting anomalies.

	All Staff
	Password security and MFA; recognising phishing/smishing/vishing; reporting procedures; acceptable use.



7.3 Reinforcement and Culture
SFM will appoint Security Champions – volunteer representatives from each department – to promote awareness, gather feedback, and serve as a local point of contact. The reporting culture follows a “report early, report often – no blame” principle: honest mistakes reported early receive support; sanctions apply only to deliberate violations or repeated negligence. Security performance metrics are included in leadership reviews to demonstrate ongoing organisational commitment.

8. Implementation Roadmap
	Phase
	Timeline
	Key Activities

	Assess & Plan
	Months 1–2
	Complete asset inventory; conduct risk assessment; draft policies; seek Board approval.

	Critical Controls
	Months 3–6
	Deploy MFA; implement email security; establish 3‑2‑1 backups; begin network segmentation.

	Monitoring & Response
	Months 6–9
	Deploy SIEM/IDS; finalise incident response plan; conduct tabletop exercises.

	Training & Culture
	Months 4–12
	Launch awareness programme; appoint Security Champions; run quarterly simulations.

	Review & Refine
	Ongoing
	Quarterly audits; annual penetration testing; continuous policy improvement.



9. Conclusion
The adoption of Industry 4.0 technologies has brought SFM significant operational advantages but also substantially increased cyber risk. Recent security incidents are early warnings: malware, phishing, and unauthorised access attempts demonstrate that attackers are actively probing SFM’s defences. Without comprehensive action, a major breach is not merely possible – it is increasingly likely.
This cybersecurity and data governance framework provides a balanced, practical, and standards‑aligned solution. It prioritises controls by risk impact, minimises operational disruption during implementation, and ensures full alignment with emerging regulations including NIS2 and GDPR.
Cybersecurity is not a one‑off project – it is an ongoing commitment. Success depends on visible leadership from the Board, adequate resourcing, and sustained engagement across every department. By implementing this plan, SFM will protect its most valuable assets, maintain the trust of automotive and aerospace clients, and secure its competitive position in an increasingly digital marketplace [9].
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I’ve improved efficiency through smart technology – but every new connection creates risk. Recent incidents are warning signs. NIS2 now makes cybersecurity a legal obligation with personal accountability for directors. This is no longer optional.
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I face threats from outside – ransomware gangs, competitors, state actors – and from inside – honest mistakes, outdated habits, gaps in access management. Our most valuable targets: our production capability and our intellectual property.
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I’m not guessing – I’m following proven international frameworks. This ensures consistency, auditability, and compliance with new regulations like NIS2. It also reassures our automotive and aerospace clients that we meet their security expectations.
[image: ]
Five foundational policies address 80 % of our risk. Segmentation means a breach in one area can’t spread across the whole company. Backups mean ransomware can’t hold us hostage. These are practical, proven protections.
[image: ]
I start with high‑impact, low‑disruption controls. MFA and backups are proven to stop the vast majority of attacks. Every investment is prioritised by risk reduction and cost‑effectiveness – I’m not buying expensive technology I don’t need.
[image: ]
It’s not IF we’ll be attacked – it’s WHEN. I need to detect fast and respond systematically. This plan ensures we meet legal reporting deadlines, preserve evidence, and restore operations as quickly as possible.
[image: ]
Approximately 85 % of breaches involve human behaviour. Training turns our biggest vulnerability into our strongest defence. We build habits, not just awareness. And we create a culture where people feel safe reporting concerns early.
[image: ]
This isn’t just about avoiding fines. It’s about meeting the security standards our clients already require. And with NIS2, Directors can be held personally accountable for cybersecurity failures – this plan demonstrates due diligence.
[image: ]
We’re proposing a phased approach – quick wins first, building out systematically. This minimises disruption and spreads cost. We seek your approval to proceed and begin protecting SFM immediately.
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     CORE POLICIES Data Classification — protect what matters most  Network Segmentation — contain breaches  Access Control — least privilege + MFA  Supply - Chain Security — extend protection to vendors  Backup & Recovery — recover without paying ransoms
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     NEXT STEPS & REQUEST Implementation Roadmap Months  1 – 2: Assess, plan, approve Months  3 – 6: Deploy critical protections Months  6 – 9: Monitoring and response Months  4 – 12: Training and culture Request: Approve this framework + phased budget
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