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1. Key Functions of General-Purpose Operating Systems
An Operating System (OS) serves as the primary software layer that manages computer hardware and provides a platform for application software. According to Silberschatz, Galvin, and Gagne, the OS acts as both a resource allocator and a control program, ensuring that the system’s resources—such as the Central Processing Unit (CPU), memory, and storage—are used efficiently and protected from interference [1].
1.1 Process and Processor Management
One of the most critical functions of a general-purpose OS is process management. The OS handles the creation, scheduling, and termination of processes. In a multitasking environment, the OS uses scheduling algorithms to decide which process receives the CPU's attention and for how long. This is often referred to as CPU scheduling [2].
[image: ]Monitoring/Management: On Windows, this is managed via the Task Manager (Processes tab), while macOS uses the Activity Monitor. Users can view real-time CPU utilization and "End Task" on unresponsive programs.
Figure 1, Screenshot of windows Task Manager
Figure 2,Screenshot from apple activity Monitor. [image: ]
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The OS is responsible for managing the system's primary memory (RAM). It keeps track of every memory location, identifying whether it is allocated to a specific process or free. As noted by Tanenbaum and Bos, modern operating systems employ Virtual Memory to allow the execution of processes that may not fit entirely within the physical RAM by swapping data between the RAM and the disk [3].
[image: ]Monitoring/Management: The Performance tab in Windows Task Manager or the Memory tab in macOS Activity Monitor displays a "Memory Pressure" graph or a breakdown of cached versus used memory.
 Figure 3, Memory windows

Figure 4, Memory Mac[image: ]
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General-purpose operating systems provide a logical view of information storage. The OS abstracts physical storage properties to create the concept of "files" and "directories." It manages the creation, deletion, and access control of these files [1].
[image: ]Monitoring/Management: The Disk Management tool in Windows or Disk Utility in macOS allows users to partition drives, format storage media, and monitor disk health and capacity.
 Figure 5, Windows Disk Management

Figure 6, Mac Disk Utility[image: ]

1.4 Device and I/O Management

The OS hides the complexities of hardware specificities from the user through device drivers. It manages the communication between the system and peripherals like printers, keyboards, and network adapters. It also handles buffering, caching, and spooling to optimize data transfer speeds [4].
Monitoring/Management: The Device Manager in Windows is the primary hub for updating drivers or troubleshooting hardware conflicts [5].
[image: ] Figure 7, Windows Device Management
Windows Device Manager showing the list of hardware controllers and drivers
Figure 8, Device Management Apple[image: ]
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Security and Protection: Windows vs. macOS
Operating system security is a multi-layered discipline designed to ensure the Confidentiality, Integrity, and Availability (CIA) of data. While both Windows and macOS implement robust security architectures, they utilize different underlying technologies to protect against malware, unauthorized access, and hardware-level exploits [6].
1.5.1 Security and Protection in Windows
Modern Windows versions (Windows 10 and 11) have shifted toward a "hardware-backed security" model. A central requirement for Windows 11 is the Trusted Platform Module (TPM) 2.0, a physical chip that provides secure storage for cryptographic keys and ensures the integrity of the boot process [7].
· Microsoft Defender Antivirus: A core component that provides real-time protection against viruses, malware, and spyware. It utilizes cloud-delivered protection to respond to emerging threats rapidly [8].
· User Account Control (UAC): This mechanism limits application software to standard user privileges until an administrator authorizes an increase or "elevation." This prevents unauthorized software from making deep system changes without consent [7].
· Windows Hello: A biometric security layer that uses facial recognition or fingerprint scanning to replace passwords, significantly reducing the risk of credential theft [8].
Management Tip: Users can manage these features via the Windows Security app. The "Device Security" section provides details on Core Isolation and TPM status.
[image: ] 
Figure 9, Windows Security Dashboard
Showing Virus & threat protection

1.5.2 Security and Protection in macOS
Apple’s macOS security strategy is deeply integrated with its proprietary hardware (Apple Silicon). This integration allows for a "Secure Enclave" which acts as a dedicated processor for security tasks, separate from the main CPU [9].
· FileVault: This is the native full-disk encryption for macOS. It uses XTS-AES-128 encryption with a 256-bit key to prevent unauthorized access to the information on a startup disk [10].
· Gatekeeper and Notarization: macOS ensures that only trusted software runs on the system. Gatekeeper checks that an app has been "notarized" by Apple, meaning the software has been scanned for known malicious content before it is allowed to open [9].
· Sandboxing: To protect the system and user data, macOS requires apps to be "sandboxed." This limits the app’s access to files, cameras, and microphones unless explicitly granted permission by the user [10].
Management Tip: Most macOS security settings are located in System Settings > Privacy & Security. Here, users can manage FileVault, the built-in Firewall, and individual app permissions.
[image: click privacy security and select filevault][image: click the apple icon and select system settings] Figure 10, MacOS Privacy & Security.
macOS Privacy & Security settings showing FileVault status]

1.5.3 Comparison Summary
	Feature
	Windows Mechanism
	macOS Mechanism

	Hardware Trust
	TPM 2.0 Chip
	Secure Enclave (Apple Silicon)

	Disk Encryption
	BitLocker
	FileVault

	App Verification
	SmartScreen
	Gatekeeper / Notarization

	Biometrics
	Windows Hello
	Touch ID / Face ID
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Introduction
The Command-Line Interface (CLI) remains a cornerstone of professional systems administration. While Graphical User Interfaces (GUIs) offer intuition, CLI environments—specifically Windows Command Prompt (Batch) and PowerShell—provide the precision, speed, and automation capabilities necessary for managing enterprise-scale environments. PowerShell, built on the .NET framework, offers an object-oriented approach that significantly surpasses traditional text-based shells in complexity and utility. This report documents the practical application of 12 distinct commands across five critical administrative domains.

2. Process Management
Managing system resources requires the ability to identify, monitor, and terminate active processes to maintain system stability.
· Command 1: Get-Process (PowerShell) Used to retrieve a list of all active processes. By using the -Name switch, an administrator can target specific applications.
· Example: Get-Process -Name "explorer" | Select-Object CPU, WorkingSet
· Command 2: taskkill (Batch) A robust utility for terminating tasks by process ID (PID) or image name. The /F switch forces the termination, while /T kills child processes.
· Example: taskkill /IM "notepad.exe" /F
Note: Effective process management via CLI reduces overhead compared to the Task Manager GUI, especially when managing remote servers.

3. File & Directory Management
Efficient navigation and manipulation of the file system are fundamental to data integrity and organization.
· Command 3: robocopy (Batch) The "Robust File Copy" utility is superior to standard copy commands. The /MIR (Mirror) switch is frequently used for backups, ensuring the destination matches the source perfectly.
· Example: robocopy C:\Source D:\Backup /MIR /Z
· Command 4: New-Item (PowerShell) A versatile cmdlet used to create new files or directories. The -ItemType switch specifies whether to create a "Directory" or "File."
· Example: New-Item -Path "C:\Labs\ProjectX" -ItemType Directory
· Command 5: Remove-Item (PowerShell) Used to delete items. Adding the -Recurse switch allows for the deletion of folders containing files without individual confirmation prompts.

4. Network Testing & Monitoring
CLI tools are essential for diagnosing connectivity issues and verifying network configurations.
· Command 6: Test-NetConnection (PowerShell) A modern alternative to ping. Using the -Port switch allows administrators to check if a specific service (like RDP or HTTP) is reachable.
· Example: Test-NetConnection -ComputerName google.com -Port 443
· Command 7: ipconfig (Batch) Displays all current TCP/IP network configuration values. The /flushdns switch is a common troubleshooting step to clear the DNS resolver cache.
· Command 8: Get-NetIPAddress (PowerShell) Provides a detailed object-based view of IP addresses, which is more filterable than the text output of ipconfig.

5. User Management
Securing a system involves the precise control of user accounts and their respective permissions.
· Command 9: net user (Batch) Used to add, remove, or modify user accounts. Adding /add creates a new user, while /active: no can disable an account.
· Example: net user AdminAssistant P@ssword123 /add
· Command 10: Get-LocalUser (PowerShell) Retrieves local user accounts. This can be piped to Set-LocalUser to change properties like passwords or account expiration dates.

6. Task Scheduling
Automation of repetitive tasks ensures consistency and frees up administrative bandwidth.
· Command 11: schtasks (Batch) Enables an administrator to create, delete, query, or change scheduled tasks on a local or remote computer. The /Create and /SC (schedule) switches define the frequency.
· Example: schtasks /Create /SC DAILY /TN "BackupTask" /TR "C:\Scripts\backup.bat" /ST 23:00
· Command 12: Register-ScheduledTask (PowerShell) Offers more granular control over task triggers and actions compared to schtasks, utilizing objects to define complex schedules.

7. Conclusion
The mastery of these commands allows for rapid response times and the ability to script complex workflows. While Batch remains useful for legacy compatibility and quick scripts, PowerShell’s integration with the .NET framework makes it the preferred tool for modern Windows environment orchestration.
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3.1 Introduction
The Linux Command Line Interface (CLI) serves as the primary gateway for system administrators to interact with the kernel and manage system resources efficiently. Unlike Graphical User Interfaces (GUIs), the CLI allows for rapid automation, remote management, and granular control over the operating system environment. This report explores essential Bash commands across five critical domains: process management, file systems, networking, user administration, and task scheduling.

2. Linux CLI Command Documentation
2.1 File and Directory Management
Effective navigation and manipulation of the filesystem are foundational skills. According to Shotts (2019), the Linux filesystem follows a hierarchical structure where everything is treated as a file.
· Command 1: ls -lah The ls (list) command with the -a (all), -l (long format), and -h (human-readable) switches provides a detailed view of directory contents, including hidden configuration files (dotfiles) and file permissions.
· Command 2: mkdir -p The mkdir command with the -p (parents) switch allows for the recursive creation of directory trees. This ensures that if a parent directory does not exist, it is created automatically without returning an error.
2.2 Process Management
Linux is a multitasking environment where multiple processes compete for CPU and memory. Management involves monitoring these processes to prevent resource exhaustion (Ward, 2014).
· Command 3: ps -aux This command displays a snapshot of every process currently running on the system. The a switch shows processes for all users, u provides the user/owner details, and x includes processes not attached to a terminal.
· Command 4: kill -9 [PID] When a process becomes unresponsive, the kill command sends signals to the process. The -9 (SIGKILL) switch forces an immediate termination of the process identified by its Process ID (PID).
2.3 Network Testing and Monitoring
Network troubleshooting requires tools that can verify connectivity and trace data paths across distributed systems (Nemeth et al., 2018).
· Command 5: ping -c 4 The ping utility uses ICMP Echo Request packets to verify connectivity. Using the -c (count) switch limits the number of requests, preventing an infinite loop.
· Command 6: netstat -tuln To monitor active connections, netstat with -t (TCP), -u (UDP), -l (listening), and -n (numeric) switches reveals which ports are open and awaiting connections.
2.4 User Management
Security in Linux is built upon strict user identification and permission sets. Administrators must manage these identities to maintain the Principle of Least Privilege (PoLP).
· Command 7: useradd -m -s /bin/bash This command creates a new system user. The -m switch ensures a home directory is created, while -s defines the default shell (Bash) for the user.
· Command 8: usermod -aG sudo [username] The usermod command modifies user attributes. The -aG (append to group) switch is used to add a user to the sudo group without removing them from their existing groups.
· Command 9: passwd -e [username] The passwd command manages passwords; the -e (expire) switch forces the user to change their password upon their next login, enhancing security.
2.5 Task Scheduling
Automation is achieved through the cron daemon, which executes scripts or commands at specified intervals (Blum & Bresnahan, 2015).
· Command 10: crontab -e This command opens the cron table editor for the current user, allowing the scheduling of recurring jobs using a five-field time format.
· Command 11: crontab -l The -l (list) switch allows a user to view all their currently scheduled tasks without entering the editor.
· Command 12: systemctl status cron In modern Linux distributions using systemd, systemctl is used to manage services. The status switch verifies if the scheduling daemon is active and running.
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4. Use of Windows OS scripts.

1.0 Introduction
Windows Batch scripting remains a cornerstone of system administration due to its native integration with the Command Prompt (CMD). By leveraging the .bat or .cmd file extensions, administrators can automate repetitive tasks, manage file systems, and configure environments without manual intervention. According to [1], scripting is a fundamental skill for IT professionals to ensure consistency and efficiency in large-scale deployments. This report demonstrates the practical application of Batch scripting through two distinct automation tools.

2.0 Task 1: Automated Directory Cleanup and Backup Utility
This script addresses the common administrative need to organize files and create timestamped backups. It demonstrates the use of variables, conditional logic, and user interaction.
2.1 Script Functionality
The script prompts the user for a directory path, checks if it exists, calculates the number of files within it, and then archives those files into a "Backup" folder with a unique timestamp.

2.2 Code Implementation



@echo off
setlocal enabledelayedexpansion
· 1. User Input and Variable Definition
echo ===========================================
echo    DIRECTORY BACKUP AND CLEANUP TOOL
echo ===========================================
set /p targetDir="Enter the folder path to back up: "

· 2. Conditional Statement: Check if directory exists
if not exist "%targetDir%" (echo [ERROR] The specified directory does not exist.
    pause
    exit /b)

· 3. Mathematical Operation: Counting files
set /a fileCount=0 for %%f in ("%targetDir%\*") do (set /a fileCount+=1) echo Found !fileCount! files in the directory.

· 4. Loop and Automation
set timestamp=%date:~-4%%date:~4,2%%date:~7,2%
set backupFolder=%targetDir%\Backup_%timestamp%
echo Creating backup at: %backupFolder%
mkdir "%backupFolder%"

· 5. Moving files using a loop logic (simplified via xcopy/move)
If !fileCount! GTR 0 (xcopy "%targetDir%\*.*" "%backupFolder%\" /Y /Q echo Backup completed successfully.) else (echo No files to move.)
pause

2.3 Analysis of Logic
The script utilizes set /p to capture user input, a critical feature for interactive tools [2]. The if not exist statement provides robust error handling. Furthermore, the set /a command performs arithmetic to track the file count, demonstrating the script's ability to process numerical data before execution.

3.0 Task 2: System Resource Monitor and Health Check
System monitoring is a routine task that can be simplified through automation. This script focuses on loops and system-level commands to provide a snapshot of OS health.
3.1 Script Functionality
The script loops through a series of system checks, including network connectivity (ping), disk space, and active processes. It uses a loop to repeat the check a specific number of times as defined by the user.
3.2 Code Implementation

@echo off
Title System Health Monitor

· 1. User Input for Loop Control
set /p iterations="How many times should the monitor run? "
set /p targetIP="Enter IP or URL to test connectivity (e.g., 8.8.8.8): "

· 2. The Loop Structure
for /L %%i in (1,1,%iterations%) do (
    echo.
    echo --- Health Check Run %%i of %iterations% ---
    echo Time: %time%
    



· 3. Connectivity Check (Conditional Logic via ErrorLevel)
    ping -n 1 %targetIP% >nul
    if %errorlevel% EQU 0 
(echo [STATUS] Network: CONNECTED) 
else 
(echo [STATUS] Network: DISCONNECTED)

· 4. Mathematical Logic: Check Process Count
    echo Top Processes:
    tasklist | find /c /v "" > temp.txt
    set /p procCount=<temp.txt
    echo Total active processes: !procCount!
    timeout /t 5 >nul)
    del temp.txt
    echo Monitoring Complete.
    pause

3.3 Analysis of Logic
As noted in [3], the for /L loop is essential for iterative tasks where a start, step, and end value are defined. This script uses the %errorlevel% variable, a dynamic system variable that tracks the success (0) or failure (non-zero) of the previous command—a staple in professional Windows automation [4].


4.0 Research and Reflection
The development of these scripts was informed by researching the limitations and strengths of the Windows Command Line Interface (CLI). While PowerShell is increasingly popular for complex objects, Batch remains superior for lightweight, "one-off" tasks that require zero dependency installation [5]. Using Google Scholar, research into "Legacy System Automation" highlighted that Batch is often used in industrial environments where minimal overhead is required.
The use of enabledelayedexpansion was a key discovery during the research phase. Without it, variables inside loops (like the fileCount or procCount) would not update in real-time because CMD evaluates variables at the start of the loop rather than at each iteration [6].
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Bash scripts are the backbone of Linux automation, offering seamless integration with system commands.
Script 1: Directory Backup & Archive Utility
This script automates the archiving of a folder, utilizing a loop to verify the existence of files and performing arithmetic to count them.
[image: ]Code:
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Script 2: User Access & Resource Calculator

This script demonstrates arithmetic expansion and user input to calculate resource allocation per user. 

[image: ]Code:
Conclusion
The exploration of Windows Batch and Linux Bash scripting reveals that while the syntax differs—specifically in how variables are referenced (e.g., %var% vs $var) and how arithmetic is handled—the underlying logic of automation remains consistent.
Key findings indicate that automation significantly reduces human error in repetitive tasks like backups and system monitoring. Furthermore, the ability to incorporate user input and conditional logic transforms simple command sequences into "intelligent" scripts that can adapt to different system environments. Mastering these CLI tools is essential for modern system administration, providing a scalable way to manage infrastructure without manual intervention.
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Appendices

1. Tutorial Activity: OS Types
· Activity: Comparison of Monolithic vs. Microkernel architectures.
· Log: Discussed the stability of Microkernels (e.g., QNX) versus the performance benefits of Monolithic kernels (e.g., Linux).
2. Lecture Activities
· Activity 1: Process Management Lab. Identified PID and Parent PID using ps -ef.
· Activity 2: Permissions Lab. Used chmod 755 to make scripts executable.
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