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1.Research Report
1.1 Introduction
Mobile digital forensic is a subfield of digital forensics that focuses on the collection and analysis of evidence from mobile devices such as SIM cards, tablets, wearables and smartphones. These devices may contain a significant amount of personal, financial and business records that are available as evidence in cybercrime investigations. 
Today's forensics investigations include recovering deleted emails, application databases, GPS location data, multimedia files, browser history, cloud backups and encrypted chat messages. Mobile forensics is a critical field in today's society, where smartphones are becoming ubiquitous and cybercrime is on the rise, playing a vital role in law enforcement investigations, corporate investigations, and cybersecurity efforts [1][2]. 
Forensic methodologies have been greatly affected by the changes in mobile operating systems, encryption, and the cloud. To ensure that evidence is gathered in a legal and admissible fashion, investigators need to stay up to date on the latest technologies, legal systems, and privacy laws. 























1.2 Mobile Digital Forensics Technologies and Techniques

The field of mobile forensics is constantly evolving due to ongoing changes in iOS and Android security. Newer phones come with hardware encryption, secure boot, biometric authentication, trusted execution environments, and secure enclaves, making data extraction more difficult.
Investigators use different acquisition methods depending on device accessibility and legal permission. These include:
· Logical acquisition – extracting data that the user can access
· File system acquisition – accessing system files
· Physical acquisition – recovering deleted and low-level data
· Cloud acquisition – retrieving data from cloud services
· Live acquisition – extracting data while the device is powered on [2][3]
Commercial forensic tools are widely used in professional investigations:
· Oxygen Forensic Detective – extracts data from social media, cloud, IoT, drones, and messaging apps
· Magnet AXIOM – combines computer and mobile evidence, correlating information across devices
· Open-source tools like Autopsy, ADB, ALEAPP, and iLEAPP help analyse Android and iOS artefacts efficiently [2][4]
Artificial Intelligence (AI) now plays a major role in forensic systems. AI helps with keyword searches, classifying multimedia evidence, reconstructing events based on behaviour patterns, and categorising evidence. This improves accuracy and reduces investigation time [5].

 




1.3 Intersection of Mobile Digital Forensics and Cybersecurity

There is an association between mobile cybersecurity and mobile dfs. Cyber forensic investigates an attack that has already happened whereas cyber security is all about preventing it from happening at all times. 
These tools will help businesses to quickly collect logs, store erratic information, track mobile activities at workplaces and correlate these with network activities. Therefore, mobile forensics is used for identifying criminals as they provide evidence which strengthens security of an organization from cyber-attacks; it is also used to investigate offences so that they can be prosecuted effectively with better security protocols being implemented later on. 

























1.4 Emerging Trends in Mobile Digital Forensics

Mobile forensics investigations are changing due to a number of technologies.
AI, virus classification, facial recognition, photo categorization, and anomaly detection can be done with AI and ML. AI-assisted forensic analysis improves the efficiency of the investigation and reduces the amount of manual inspection [5]. 
Two main reasons are that many applications such as Google Drive, iCloud, Microsoft OneDrive, Telegram, and WhatsApp keep a lot of data on their servers. These days, investigators can reconstruct all user activity by combining device extraction with cloud acquisition [4].
Forensic investigation of blockchain and crypto is done by looking at wallets app, transactions history and decentralized finance activities on smartphones. Simultaneously, 5G networks generate additional data that investigators must analyze based on evidence collected from various mobile ecosystems [5].
 Also, Large Language Models (LLMs) are becoming a powerful tool as intelligent assistants, capable of summarizing forensic data, explaining a malware’s operations, generating investigation reports, and assisting with reverse engineering under the supervision of investigators [5]. 













1.5 Key Challenges

Although significant technology advancements have been made, mobile digital forensics possesses many technical and legal hurdles.
The success rates of physical acquisition are significantly reduced by full-disk encryption, Secure Enclave processors, and hardware-backed protection [2]. 
Because OS updates frequently change the topology of program databases, encryption procedures, and file formats, forensic providers must constantly improve their extraction capabilities [4].
There are many issues related to privacy, data ownership and international cooperation due to popularity of cloud-based applications. Evidence should be handled carefully during the investigation process according to regulations, including GDPR [6].
 It is difficult for a forensic investigator to apply anti-forensic techniques such as secure deletion, encryption of messages, remote wipe, steganography, and obfuscation of programs. Furthermore, a successful prosecution still depends on the integrity of the evidence, the chain of custody, forensic validation, and admissibility in court [1] [7]. 


















1.6 Job Market – National and International

There is an increasing demand for mobile digital forensic experts worldwide because of rise of frauds, ransomware attacks and cybercrimes along with investigation of electronic crimes. Government entities, police departments, military organizations, intelligence agencies, financial institutions, healthcare organizations, and multinational enterprises are all in need of digital forensic professionals [8]. 
· Government bodies – for example, the National Crime Agency, HM Revenue & Customs, and various intelligence agencies
· Law enforcement agencies – such as regional police forces, counter-terrorism units, and specialist cybercrime divisions
· Military and defence establishments – including national security agencies and defence intelligence organisations
· Financial services – banks, insurance companies, and fraud investigation departments
· Healthcare providers – like the NHS Counter Fraud Authority and private healthcare organisations
· Large private corporations – major technology firms, professional services consultancies (including Deloitte, PwC, and Accenture), and legal practices
The demand for mobile digital forensics experts is expected to continue growing. As technology evolves and cybercriminals become more sophisticated, the need for skilled professionals who can investigate, analyse, and present digital evidence will remain critical. This field offers strong career prospects, competitive salaries, and opportunities for advancement in both the public and private sectors [8][9].









1.7 Conclusion

Today, cyber security is an important area of study for mobile digital forensic experts. There are new research opportunities and technical issues such as mobile phone usage, cloud computing, artificial intelligence, the Internet of Things, and encrypted communications. AI enhances precision, speeds up investigation processes; modern forensic tools are capable of collecting and analyzing complicated data sets.
 Nevertheless, research, education and technology are going on because of encryption, privacy laws, anti-forensic methods and advancements to smartphones. The skills of a mobile forensic expert are going to be important for safeguarding information systems; assisting with crimes; enhancing cyber security defenses worldwide because it’s constantly changing how hackers attack us today.






















Task 2 : Digital Forensic Investigation Report

Prepared by: Khushi Sangani
Tools used: Cellebrite UFED 7.76.0.24 / Physical Analyzer 7.73.0.11 






2.1 Executive Summary 
This report is a result of a digital forensic investigation carried out on Quantum Tech's behalf. The company finds someone has illegally accessed its confidential patent database, in particular, files regarding the patent for the AI chip design, QT-AI-2025. 
Three smartphones were analyzed: 
• Emma's Huawei P Smart
 • Joe's Samsung Galaxy A13 
• Norman's Nokia C2
Emma requested Joe's assistance to sell information she stated was very valuable.
1. Joe was a middleman (broker). His phone records show he went to: - Glasgow - Paris - Manchester 
2.There was a Facebook Messenger chat between Emma (under the fake name "Peter Dover") and Norman Smith. During this conversation they spoke about: - Passing off a fake blueprint A payment of £5 million has been made













2.2 Investigation Background

In an internal investigation, recently appointed senior engineer Emma was identified as the main suspect. According to Quantum Tech, Joe was acting as their middle man to try and have the patent duplicated and sold to NexGen Circuits, a competitor. Joe reportedly would be the one to wrap up the deal with Vanessa, NexGen Circuits' R&D Director, who is believed to be representing the buying side. This investigation was undertaken to determine if Emma accessed and attempted to sell the QT-AI-2025 intellectual property, if Joe acted as a broker in this transaction, and if either Norman or Vanessa were involved in the transaction on the buyer's side. 
The phones that were seized under strict evidence handling procedures were Emma's Huawei P Smart (POT-LX1), Emma's USB flash drive, Joe's Samsung Galaxy A13 (SM-A137F), Norman's Nokia C2 (2nd Edition) handset and another mobile phone (Note 14) whose identity has not yet been formally confirmed. 
As mentioned, the scope of this report is limited to results which are defensible with digital evidence recovered. Elements that could not be conclusively established have been explicitly outlined as opposed to assumed.













2.3 Exhibit List with Chain of Evidence

Before extracting any data, all evidence items were handled according to proper continuity procedures. Photographs and log were taken of each item. Extraction was made by examiner, Raj Bhatia, using Cellebrite UFED and Physical Analyzer. The hash values (SHA-256) are calculated at the time of extraction and then re-calculated for any extracted images to ensure that they are not corrupted.
	Exhibit

	Device
	Owner
	Status

	EX-01
	Huawei POT-LX1 P Smart
	Emma
	Verified, intact

	EX-02
	Samsung SM-A137F Galaxy A13
	Joe
	Verified against 3 location/date checks

	EX-03
	Nokia C2 (2nd Edition)
	Norman
	Verified, intact

	EX-04
	Note 14
	Unconfirmed
	Ownership to be confirmed

	EX-05
	USB flash drive
	Emma
	Acquisition record to be appended

	EX-06
	Open.7z / Open.docx (recovered from EX-03)
	Norman
	Password-protected; not yet opened



A step-by-step extraction process is given in detail in Section 3.1 and is illustrated with screenshots. There are still 2 items for which this report is not complete:
1. Grow a total of 165 underground vines, of which 160 are currently harvested. Increase the total number of underground vines by 165, with 160 already picked.
2. The Company's capital is to be raised through an initial public offering.
3. The Company will not provide a letter of support.






2.4 Methodology
2.4.1 Digital Evidence Acquisition Process

Step:1 – UFED automatically detects the connected device's make and model, and then the examiner clicks on Extraction to Local Drive as the extraction method and sets a destination folder on the write-protected forensic workstation before starting the extraction process.[image: ]
Figure 1 – Select Extraction Location

Step 2 — Waiting for Device / Enable Developer Options. The approach is to show the user what needs to be done on the handset to enable the extraction client to communicate reliably with the handset. UFED displays the developer options to enable the handset for extraction, including enabling the Developer Options setting (done by tapping the Build Number seven times), enabling the USB Debugging and Stay Awake options, setting the screen lock to “None”, and setting the file transfer mode  to “Yes”.[image: ]Figure 2 – Waiting for Device – preparation instructions
 
Step 3 - Device Authorisation. Upon connecting, it asks for authorisation of the connecting computer (“Allow Continue”) that needs to be accepted on the handset before UFED can continue. The confirmation step is an interesting continuity marker in itself and it is important that the device is unlocked and physically operated during the time of acquisition. 
[image: ]
Figure 3  – Waiting for Device – on-device “Allow Continue” prompt
Step 4 — Device Detected. UFED verifies the model, OS version, IMEI(s), chipset, security patch level, rooted and content storage usage of the connected device. This information is recorded in the chain of custody detail of the exhibit (refer to Section 2, Table 1) and is compared to the actual handset. 
[image: ]
Figure 4 – Device Detected – device properties
Step 5: Click Content Type. The extraction source (Device, SIM, or Memory Card) is set and the type of data to be extracted are selected by the examiner. In this instance, “all” was chosen to make sure the call logs, locations, advertising ID, contacts, SMS, MMS, calendar, pictures, audio, video, ringtones, documents, archives, and files were all acquired.

[image: ]Figure 5 – Select Content Type – data type selection

Step 6 - Multimodal Selection/Estimate. Prior to extraction, UFED displays a breakdown of multimedia content by type, including the number of files, the total size of the files, and an approximate time estimate to extract the content (which in this case is just over one hour – 6.33 GB of pictures, video, audio, documents and archives).
[image: ]Figure 6 – Multimedia type selection and extraction estimate
Step 7 — Extraction Summary. When it's finished, UFED displays a summary of all the content types that have been extracted from the device, including how many were recovered, and indicates which categories weren't recovered (shown in orange) or are not supported for this device/OS combination. This summary was subsequently compared with the reported content volume of the device (Step 4) as a completeness check and any partial or unsupported categories were identified for follow-up in Physical Analyzer.
 [image: ]Figure 7 – Extraction Summary – completion counts
The same 7-step process is repeated for each of the three smartphones: Huawei POT-LX1 P Smart, Samsung SM-A137F Galaxy A13, Nokia C2 2nd Edition in order to make the exhibits shown in Table 1. Each image was extracted and rehashes were performed prior to analysis as outlined in the chain of custody as mentioned in section 2.

2.4.2 Analysis of Tools and Techniques

All the smartphones were processed using a standardised UFED workflow. This included attaching each handset to the UFED system, enabling Developer Options and USB Debugging and temporarily disabling the screen lock to allow for smooth communication with the extraction client before a full file system acquisition was conducted. Call logs, location history, contacts, SMS/MMS messaging, multimedia (images, videos, sounds), documents and archived information were all collected. The summary report was checked after every extraction to ensure that the amount of data recovered matched the amount of storage reported by the device. 
The decoded forensic images were then uploaded to Physical Analyzer for a thorough examination of the artefacts. Each app installed on the device was decoded and structured data on WhatsApp, Facebook Messenger, Instagram, and Snapchat were retrieved from each app. 
The investigation used several analytical tools: the Conversation View module recreated the chronological history of chats; the Call Log module, combined with the Contacts Cross-Reference plugin, cross-referenced call logs with the contact records; the Locations module correlated geotagged media and location history with claimed meetings and travel; and the File System browser was used with a hex viewer to verify contact records at the byte level. 
A note of caution: The WhatsApp contact called "Joe" and the "Peter Dover" Facebook account for Emma or Joe comes from contextual clues and limited evidence, to begin with.


















2.5 Findings
2.5.1 WhatsApp Messages – Emma and Joe

The WhatsApp conversation found on Emma's Huawei phone covers the period from 21 August 2024 to 31 January 2025.
The dialogue starts with Emma asking Joe for assistance in "a sensitive matter. She says that she has "highly valuable information" from "ABC Technologies" on a "new AI-based Neuro product" that she is looking at selling. Joe asks who would be interested, and Emma responds that she believes she will be able to sell it, as competitors would be very interested in this technology. Joe agrees to talk with some clients, and Emma exhorts them to keep it hushed and whispers: "Let's keep this under wraps.
Over the following months, Joe provides updates:
· 26 August – He says one contact was not successful.
· 29 August – He mentions a contact in Glasgow.
· 14 October – He travels to Paris "to get some good deals."
Emma isn't very patient by 20 November. She's going to find another man but Joe apologises and says that he has a "client meeting this week in Manchester.
On 31 January 2025, the deal moves quickly:
· Joe rejects a demo sample, saying he doesn't "want to be around that shit."
· He offers a detailed technical breakdown.
· Joe confirms "5M secured, waiting for confirmation."
· Both discuss an "offshore arrangement" and a "local part."
· Joe ends the chat with "We'll be watching…"

[image: ]
Figure 8 – WhatsApp conversation, Emma ↔ Joe

2.5.2 Checking Joe's Claims Against His Own Phone Data

The biggest proof here is that the GPS and photo location data from Joe's Samsung phone backs up his three travel claims to Emma. This information was automatically generated by the device, and Joe wouldn't have thought anyone would have looked it up with his message.








	Joe's Claim to Emma
	What His Samsung Phone Shows
	Match

	
29/08/2024: travelling to Glasgow to meet a contact

	
Device locations logged in Glasgow, 29–31/08/2024
	
✓

	
14/10/2024: travelling to Paris “to get some good deals”

	
Device location logged in Paris, 14/10/2024
	
✓

	
20/11/2024: meeting the client in Manchester

	
Device locations logged in Manchester, 20–21/11/2024

	
✓



[image: ]
Figure 9 – Samsung device location history (Glasgow)

[image: ]
Figure 10 – Samsung device location history (Paris)

[image: ]
Figure 11 – Samsung device location history (Manchester)

Emma's call history shows many outgoing calls made between 16 August and 2 September 2024 to phone numbers starting with +44 7917 1628xx. Most of these calls went unanswered.
On 17 August, Emma received one missed call from +447917162891.
This pattern suggests that Emma and Joe were in regular contact during this period, but the relationship may have been strained or difficult, as most of Emma's calls were not answered.

[image: ]
Figure 12 – Call log and contact record, Emma’s device

2.5.3 Facebook Messenger – "Peter Dover" and Norman Smith

A discussion was discovered on Emma's Huawei cell phone. This one was even more elaborate than WhatsApp Chat. The Facebook Messenger chats between a Facebook page named "Peter Dover" and "Norman Smith" took place on the 31st of January 2025, the same day as the last WhatsApp negotiation.
Peter Dover began by noting that Joe had told him that Norman was ready to go ahead, and insisted on the transaction being quick and discreet.
Norman responded by proposing that the "blueprint" be delivered in stages to minimise exposure. But Peter did not want that, and said, "No, at least not yet!".
Norman then requested that they begin with "the head" only. Peter consented, cautioning that once the process commenced, there would be no opportunity to withdraw.
Norman then requested that they begin with "the head" only. Peter agreed, but warned that if the journey began, there would be no turning back.
Norman assured them that the first part would be made available once the payment was confirmed, while the offshore part went smoothly.
This chat supports the WhatsApp conversation by confirming:
· The price was £5 million
· The deal would happen offshore
· Delivery would happen step by step, starting with "the head" (which seems to be the payment trigger)
· They would stop all contact after the deal was finished
One big question remains unanswered. Emma's phone was used to access the "Peter Dover" account, but the account is not registered in Emma's name.
There are two possible explanations:
1. Emma created a fake account to negotiate with Norman directly, while still using Joe as the middleman.
2. The account is shared or linked between multiple people, and this has not been investigated yet
[image: ]
Figure 13a – Facebook Messenger conversation, Peter Dover ↔ Norman Smith 

[image: ]
Figure 13b – Facebook Messenger conversation, Peter Dover ↔ Norman Smith 
2.5.4 Co-Location of Joe and Norman in South Wales

The most interesting piece of information in this investigation is a correlation of Joe's and Norman's devices on the same day. A travel ticket found on Norman's Nokia C2 shows he was travelling to Swansea, and his GPS also shows a location in South Wales (Neath/Swansea/Port Talbot area) at 12:38 UTC on 4 September 2024. At 22:07 on that day, UTC, Joe takes a picture of a picture on his Samsung cell phone. 
Two separate devices owned by two people put their subjects in the same area of South Wales on the same day, one taking a photograph, which they call 'A Symbol', on the evening of that day. It's in line with this having been an in-person meeting and/or physical exchange – his payment was made then and “the head” was released when payment was confirmed (some time in September – the staged-transfer terms were negotiated in January), so it's a lead that corroborates further (travel bookings, hotel records, CCTV) but not a closed fact. 
Norman's device also displays an earlier location on 17 August 2024 in Southern Africa (about 21.2°S, 27.5°E), which suggests that Norman had travelled internationally prior to the deal speeding up, as well as a photo of Norman's face that could aid in the identification of the suspect.[image: ]
Figure 14 – Nokia C2 location, South Wales, 04/09/2024

[image: ]
Figure 15 – “You Got the Key” image, Samsung device, 04/09/2024









2.6 Investigation Timeline

The digital evidence recovered was correlated and analyzed in chronological order, by using the timestamps of the WhatsApp messages, Facebook Messenger conversations, call logs, GPS location history, file metadata, as well as by forensic artefacts collected through Cellebrite UFED and Physical Analyzer. The timeline below tells the story of the suspected corporate espionage case, using a narrative of key events to illustrate the digital evidence gathered by multiple independent sources that supports the investigation results.
	Date
	Evidence Source
	Event

	16–17 Aug 2024
	Huawei Call Logs
	Emma repeatedly contacts Joe to initiate communication.

	21 Aug 2024
	WhatsApp (Emma ↔ Joe)
	Emma tells Joe she possesses highly valuable confidential technology and asks him to find a buyer.

	26 Aug 2024
	WhatsApp
	Joe reports unsuccessful contact with a potential buyer.

	29–31 Aug 2024
	WhatsApp + Samsung GPS
	Joe claims to travel to Glasgow. Device GPS confirms Glasgow location.

	4 Sep 2024
	Samsung & Nokia Location Data
	Joe and Norman are located in South Wales on the same day, suggesting a possible in-person meeting.

	14 Oct 2024
	WhatsApp + GPS
	Joe states he is travelling to Paris. GPS metadata confirms Paris location.

	20–21 Nov 2024
	WhatsApp + GPS
	Joe reports meeting a client in Manchester. Device location confirms travel.

	31 Jan 2025 (Morning)
	WhatsApp
	Emma and Joe negotiate the sale price (£5 million), offshore payment and delivery arrangements.

	31 Jan 2025 (Later)
	Facebook Messenger
	Peter Dover and Norman discuss staged delivery of the "blueprint".

	31 Jan 2025
	Nokia File System
	Open.7z archive received via WhatsApp containing password-protected Open.docx.





2.7 Conclusion
The evidence collected in this investigation leads to the same conclusion: Emma attempted to sell confidential company information to a buyer on Joe's behalf and via Norman. Several important factors have led to this conclusion: 
· Emma asked Joe for some help, and she emphasized the importance of keeping it quiet. Emma asked Joe for some help and emphasized the need to keep it quiet.
· His location data on his phone was used to show that Joe was a middleman – he went to meet people who might be interested in buying. 
· Emma's friend "Peter Dover" (linked to Emma's cell phone) and Norman exchanged Facebook messages about "terms of sale" and the delivery process 
· Joe and Norman were in the same area of South Wales on the same day 
A word of advice: You should not assume that information is secure when you send it via WhatsApp. A password protected file was also sent to Norman's phone at the same time as the final negotiations. There were also references to an offshore delivery and a payment of approximately £5million.











2.8 Recommendations
For Quantum Tech
1. If not already taken, suspend Emma's access to company systems. Maintain all internal accesses, VPN usage and building entries of her for the period 1 Aug 2024-31 Jan 2025. 
2. Examine Emma's USB flash drive as soon as possible. This should be the highest of the rest of the items.
For the Investigating Examiner and Law Enforcement
1. Open the encrypted file – With the proper legal authorization, use the forensic password-recovery tools to unlock Open.docx (which is included in Open.7z on Norman's phone). This is the easiest way to determine what files you transferred.
2. Identify who the "Peter Dover" is – Review information on Facebook profile and cross-check with details about the Emma and Joe's account and devices.
3. Identify the owner of the Note 14 phone – Decide whether or not this phone should be considered evidence. Also check if the phone number in WhatsApp contact corresponds to the phone number in the phone's database under "Joe Marsh". 
4. Review additional evidence of the South Wales meeting – Conduct a search for travel bookings, hotel records and CCTV footage from 4 September 2024 to support the co-location finding. 
5. Go over Emma's email – Make sure that her email address is the same as the "offshore" email and the payment information is the same in both chats.
After going through all the above, meet with legal counsel to determine if the evidence is sufficient to charge Emma, Joe and Norman with attempted theft of trade secrets and corporate espionage.
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