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[bookmark: _Toc1810931385]Introduction 
This report will cover the various threats facing FinSecure LTD (FSL), both internally and externally, and cover various policies along with methods to mitigate threats, with monitoring and response plans. It will also include training for members of staff.
[bookmark: _Toc1069991267]Threats
[bookmark: _Toc1035554052]Internal Threats
There are a variety of internal threats (threats originating from within the company) that FSL could face. These include, but are not limited to [1]:
· Insiders (Malicious / Non-malicious)
· Abuse of privileges
· Data Breaches (Accidental)
· Employee Negligence
Insider threats refer to threats stemming from employees or past employees, who (intentionally or unintentionally) harm the company. These range from minor policy violations to deliberate sabotage. Common examples include a disgruntled current/former employee attempting to release information or damage systems to disrupt the company.
Abuse of privileges would relate to users having elevated access for their job within the company, then using those privileges in ways that harm the organisation, such as a network administrator attempting to access sensitive information or install malicious software.
Data breaches are a major threat for FSL, as the data they hold is sensitive and must be protected to ensure that laws are followed and no issues arise. A data breach occurs once sensitive data is exposed, potentially as little as giving information to an incorrect email, or as large as exposing information to a large group of people unintentionally through some form.
Negligence from employees is a major internal threat for most companies, including FSL. Employees who disregard policies or protocols put in place pose a risk to the company, as negligence such as weak passwords or poor practices like leaving a door to a room with devices containing sensitive information unlocked can result in breaches of data or a large variety of other impacts. 
[bookmark: _Toc431119601]External Threats
Regarding external threats (threats originating from outside the company) facing FSL, the following would be the most likely / common given what other companies have struggled with [1]:
· Malware / Viruses
· Phishing
· DDoS Attacks
· Software Vulnerabilities
Malware and viruses would usually refer to malicious software that is placed on a system, either to cause damage, steal information, or other such actions that would overall harm the company, potentially including ransomware.
Phishing is one of the most common threats that exist and involves attackers impersonating another person or company sending emails and calls to try gain information from employees, typically including financial information, credentials, or such alike.
DDoS attacks refer to distributed denial of service, where attackers overwhelm networks via traffic so that it becomes inaccessible and can be harmful to the users of a service or a company.
Software vulnerabilities refer to exploitation of vulnerabilities within software, where some software may be vulnerable to attacks, which can allow varying level of threats, from capturing sensitive data to controlling a system that has the software on it. If the software is one provided by the company to clients / users, then this could result in users exploiting the software if it has vulnerabilities. This threat is harder to protect against but is still a prevalent one when dealing with software.
[bookmark: _Toc441596922]Policies
Below are a handful of policies implemented to prevent and secure against threats, and layout guidelines for employees to follow. These were created utilising SANS Information Security Policy Templates [2] for guidance, which is used widely throughout cybersecurity spaces as a proven framework for the development of policies.
[bookmark: _Toc1085226414]Access Management
[bookmark: _Toc1050932322]Purpose
This policy ensures the minimisation of unauthorized access, data breaches, and insider threats, implementing authentication systems, access reviews, and role-based access. This will limit access of sensitive information to only authorised users, helping reinforce the confidentiality and integrity of both data and systems in general.
[bookmark: _Toc2054461096]Scope
This policy will apply to every employee, stakeholder, and contractor, encompassing the management of user privileges and access to any systems or data within the infrastructure. It will ensure all accounts / credentials for authentication of access for a user, including guidelines for ensuring that access is appropriate based on job responsibilities. Compliance is mandatory, and approval would be necessitated for exceptions. 
[bookmark: _Toc1034553080]Safeguards
· Document roles and responsibilities for all employees
· Access Control Lists (ACLs) used for every system with user roles
· Utilises principles of least privilege, and is reviewed bi-monthly by IT team, including reviews of role memberships
· Systems log all access to systems and any changes made

[bookmark: _Toc493886045]Privileged Account Management
[bookmark: _Toc561170932]Purpose
This policy ensures secure management of any privileged accounts, providing guidelines for both the assigning and monitoring of accounts with elevated privileges. Authentication mechanisms and regular reviews of accounts and their privileges will be implemented. 
[bookmark: _Toc458954790]Scope
This policy will apply to all employees, contractors, and stakeholders, and will encompass every aspect of accounts with elevated privileges within the IT systems. This includes system admins, network admins, or any other role that has elevated privileges. It ensures that the monitoring and handling of the accounts, along with the protection, has clear guidelines to follow, and will include password management, reviews, and more.
[bookmark: _Toc1630418992]Safeguards
· Document all privileged accounts for any systems
· Ensure that accounts are not shared unless documented cases
· Ensure all accounts are secure, and not using any default passwords
· [bookmark: _Int_pTxiHHuj]Ensure that the accounts require changed and unique passwords every set time frame
[bookmark: _Toc1716735876]Data Management
[bookmark: _Toc766980500]Purpose
This policy will cover the management of data, aiming to instruct on the documentation of different data types, including locations and sensitivity level, along with covering accountability and ownership. Classification standards and regular audits will minimise risks.
[bookmark: _Toc1855137091]Scope
This policy will apply to all employees, contractors, and stakeholders, including the identification and management of all data. This will cover all form of data, which includes sensitive data, personal data, confidential data, and any other data. It will create guidelines for classifying data to understand its overall sensitivity and its ownership but also includes things such as data retention periods and disposal, to keep in line with data protection acts.
[bookmark: _Toc1347534606]Safeguards
· Maintain a data management system, including ownership, categories, sensitivity, and other information
· Ensure that the location of all managed data is documented, and that the data is properly classified and categorised
· Ensure there are logging systems and alerts for anything related to the data
· Ensure data retention periods are defined and adhered to
[bookmark: _Toc1385676845]Vulnerability Management
[bookmark: _Toc1506439342]Purpose
This policy will cover the identification and handling of any vulnerabilities within the IT infrastructure and organisation itself, ensuring that there are procedures in place to monitor and mitigate any vulnerabilities so that the risk of exploits as a result are reduced. This will implement vulnerability scanning, penetration testing, and remediation.
[bookmark: _Toc138683717]Scope
This policy will apply to all employees, contractors, and stakeholders, encompassing the locating and assessing, along with fixing / mitigating, the various vulnerabilities. It will cover every system that has any potential of being vulnerable to any flaws, weaknesses, or exploits. There will be guidelines for scanning for vulnerabilities, risk assessments, penetration testing, and the processes for remedying any found vulnerabilities.
[bookmark: _Toc1982475969]Safeguards
· Ensure a system is maintained for the detection and tracking of vulnerabilities
· Ensure that detection uses authenticated scans and dedicated employees
· Ensure that all vulnerabilities are reported to the designated employee / team
· Ensure that all vulnerabilities are mediated, and that any exceptions approved are logged and tracked
[bookmark: _Toc1452249138]Sanctions
Non-compliance will result in disciplinary action in line with other company procedures, with consequences ranging from mandatory training, up to termination. If illegal activities are involved the individual may be subject to legal ramifications.
[bookmark: _Toc1877624087]Mitigation
[bookmark: _Toc1601954921]Email Security
Email security is crucial, particularly due to phishing, which is common within financial sectors, involving attackers utilising emails containing links to malicious websites, potentially with malware [3]. To mitigate these, email security systems should be used that filter and check for suspicious activities, helping to reduce emails coming from unauthorised sources. These can be setup so employees can allow emails through if blocked unnecessarily or so administrators have control over allowing emails through.
[bookmark: _Toc839430605]Malware
Malicious software is a major point to mitigate, as this software can cause issues ranging from damage of systems to theft of data, to ransomware, which would require payment to try recover access to files or the entire system [4]. To mitigate the risk of these attacks, downloads would only be allowed from trusted sources, and most employees will be disallowed from running applications unless necessary. All downloads would be checked with an anti-virus, and in cases where extra testing is required, virtual environments could be used.
[bookmark: _Toc70661794]Monitoring & Response
[bookmark: _Toc1000168672]Monitoring
Monitoring is crucial to ensure any issues are found as soon as possible, along with complying with regulations, and cover various aspects, from networking aspects to application aspects. Any monitoring system implemented would require logging and a real-time alert system in case of serious issues. End-point monitoring would help to check for suspicious activity on systems including users and processes, whilst intrusion detection systems monitor network traffic for any potential issues. These and other monitoring aspects can then trigger alerts allowing for quicker and more accurate responses to any issues that do occur.
Responding
Response plans are needed along with the monitoring to allow for fast responses to identified incidents and can be updated to reflect new threats or issues. The plans should include responsibilities of individuals that could respond to incidents and contact lists should be kept and maintained for fast communication. These should work in tandem with monitoring so that if an issue is detected the correct person is alerted immediately. There should be documentation in place for responding to issues, which can be updated and maintained so that issues are dealt with as effectively as possible. Every issue should be logged and reported so that it can be tracked.
[bookmark: _Toc826693082]Training & Awareness
All employees should be trained on the various policies and procedures implemented at FSL, along with general cybersecurity information, as this training will help to prevent and minimise the chances of phishing or other attacks succeeding, making it a priority [5]. 
Mandatory and role-specific training should be implemented during initial employment training and should be repeated at regular intervals, typically annually. This training should cover things including secure password creation and maintenance practices, incident reporting, phishing, etc.
Regular training should be accompanied by other efforts to raise awareness, including regular phishing / social engineering simulations to test employees, and any results can be used to improve upon training. Internal communications such as newsletters and reminders could also promote awareness and any related events or help increase knowledge and awareness of cybersecurity.
[bookmark: _Toc1771198383]Conclusion
[bookmark: _Int_NcCMAqHQ][bookmark: _Int_KDb1Qryt]Overall, the cybersecurity concerns for FinSecure Ltd are essential considerations, with a large range of threats, from internal aspects such as insiders to external ones such as malware. To protect against these, various policies have been displayed, along with mitigation techniques and monitoring and response plans. There is also work on training and awareness for employees to reduce the risks of social engineering and ensure employees can react appropriately. This in total should help secure FSL against a large range of threats and secure any sensitive data, systems, or similar.
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Mitigation

EMAIL SECURITY

Email is a major weakness for organisations,
largely due to tactics such as phishing attacks.

Mitigation for these risks will include email
filtering systems along with employee training,
accompanied by restricting external emails
unless verified by an automated system or
approved personnel.

MALWARE

Malware and viruses are a serious risk for an
organisation, with risks from ransomware to
damage to systems / data.

Different tools and software to mitigate these
risks will be implemented, such as antivirus
software, and other protection that monitors
the system.
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Response

Response plans are used to ensure that if an incident occurs it
can be dealt with swiftly and effectively. The plans would
include set roles and responsibilities within certain events,
along with contact details.

The monitoring tools would send alerts to the necessary
designated individuals, and all incidents are logged and
reported for regular review.
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Monitoring is critical for the detection of threats before they
cause irreparable damage to systems or the organisation,
and multiple tools should be used.

Monitori

Real-time monitoring of user activity and end devices, along
with network monitoring including intrusion detection
systems, should track network activity and user behaviour.





imagea.jpg
As a result of the large variety of threats facing
FSL, an approach involving the implementation
of policies and methods of mitigation is
necessary to reduce the risks of any incidents
occurring.

Along with this, plans relating to the monitoring
and response to issues, accompanied by
training and awareness plans for employees,
should reduce the impact of any potential
incidents.

As threats evolve, re-evaluating cybersecurity
implementations is crucial to staying protected
and secure.
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Cybersecurity awareness would be constantly
maintained through various efforts, including
regular phishing simulations along with other
social engineering tests to ensure employees
are vigilant and do not succumb to these
attacks.

There will also be newsletters and internal
communications informing and reminding
employees of varying cybersecurity aspects
including new threats they must be aware of.
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Introduction

Cybersecurity is crucial for FinSecure Ltd, especially due to the
sensitive nature of the data, and this presentation will outline
the following aspects:

* Threats
* Policies

Monitoring / Response

Training / Awareness
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Policies

To protect against threats, policies should be
put in place to be followed by every employee
to protect the organisation, with repercussions
if policies are not followed:

= Access Management — Controls access and
logging

* Privileged Account Management — Strict control
of accounts with raised privileges

Data Management — Clear information regarding
data, logging, and similar

* Vulnerability Management — Protection against
numerous forms of vulnerability
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Training

All employees at FSL require training to reduce risks of human error
or similar. Cybersecurity training will occur during the initial training
and regularly refreshed.

This training will also include aspects such as phishing awareness,
passwords and best practices, and any similar things necessary for
their role to ensure no issues.
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Threats

FSL faces threats both internally and externally that could

compromise varying aspects of the organisation, with each one
being serious and requiring consideration:

Internal Threats: External Threats:

* Insiders * Malware

* Abuse of privileges * Phishing

* Data Breaches * DDoS Attacks

* Employee Negligence * Software Vulnerabilities





