Student name: 
Gabai GABAI
Student ID number: 2407055
Model: Networks and Cyber Security Essentials
Module code: ACCA4024
Lecturer: Muhammad Azeem 
Assignment Title: Synthesize a solution to a potential real-life scenario






Contents
1. Introduction:	4
2. Cybersecurity Threat Assessment:	4
2.1 Internal Threats	4
2.2 External Threats	5
3. Security Policies and Data Governance Framework:	6
3.1 Access Control Policy	6
3.2 Password and Authentication Policy	6
3.3 Data Governance Policy	6
3.4 Acceptable Use Policy	7
3.5 Cloud Security Policy	7
3.6 Incident Reporting Policy	7
4. Threat Mitigation Measures	8
5. Network Monitoring and Incident Response Plan	9
5.1 Monitoring Strategy	9
5.2 Incident Response Process	9
6. Cyber security Training and Awareness Programme	10
6.1 Objectives of the program	10
6.2 Training modules	10
6.3 Training methods	11
6.4 Programme evaluation:	11
6.5 Importance of continuous awareness	11
7. Conclusion	11
References:	13
Appendix: Board Presentation	15



[bookmark: _Toc233373023]1. Introduction:
Cybersecurity has become a significant concern for modern day organisations as incorporation of technology driven systems have led towards formation of security risk. Despite the advance technologies optimises connectivity and boost efficiency, it is noted that a scope for potential cyber-attacks is provided, creating vulnerabilities and security risks for the organisation involved.
 SteelForm Manufacturing Ltd (SFM) uses automated machinery, IoT enabled sensor and obliges with production management system across the cloud platform to upscale their manufacturing process. Compliance to these technologies improves efficiency and streamline the productivity but also creates risk of cyber-attacks.
 This report focuses to develop a robust cyber security framework by virtue of which data governance practices can be aligned at SFM. Focus will be given to identify an external and internal threat that affects the security systems. Security policies as well as strategies of risk mitigation will be proposed to address gaps in the security framework with the firm. Moreover, a monitoring and incident response plan will be developed and suggestions for effective training and evaluation program will be documented in this report.
[bookmark: _Toc233373024]2. Cybersecurity Threat Assessment:
[bookmark: _Toc233373025]2.1 Internal Threats
Internal cyber risks are encountered by SFM due to their interconnected infrastructure associated with production system, IoT, cloud platforms and employee network. These threats can lead towards breach of sensitive data affect confidentiality. 
	Internal Threats
	Implications on SFM

	Insider misuse  
	Theft of confidential production data, business secrets and sensitive customer data

	Weak passwords
	Unauthorised access to sensitive company information 

	Privilege abuse
	Disrupted production systems and misuse of critical resources

	Use of unauthorised USB devices
	Introduction of virus and malware within operational networks

	Human errors
	Malware infection, security breach and accidental exposure of information



Manufacturing organisations like SFM are vulnerable to insider risks since employees, suppliers and contractors have access to production systems these systems comprises of sensitive production and business data. Formation of human errors like clicking of malicious link or utilisation of weaker password can lead towards security weakness (Nobles, 2022). Insider misuse is also deemed to be a significant threat which leads to a theft of customer data, production information or confidential design. Apart from this, malware can also get introduced within the system due to using unauthorised USB device and can spread across the operational network, further interrupting the entire manufacturing system (Shahana et al., 2024). These incidents can be highly challenging as it creates financial losses, downtime and reputational damage of the firm.
[bookmark: _Toc233373026]2.2 External Threats
	External Threat

	Implication on SFM

	Ransomware attack
	Affecting production system, creating operational downtime

	Supply chain attack
	Compromised system through 3rd party partners and vendors

	Industrial espionage
	Stealing of confidential manufacturing design and compromised intellectual property

	Exploitation of the IoT network
	Interconnected devices and the technology networks get manipulated, affecting the automated machinery.

	Attacks in the cloud system
	Significant data breaches and vulnerability towards unauthorised access

	Phishing attacks
	Leakage of employee credentials and sensitive business data



 Common external attacks can be in the form of Ransomware or DDoS attack which highly threatened the existing network of the SFM by halting the production activities. Apart from this, cloud attacks and Phishing attacks are also common which breaches the confidentiality layer, leading towards data theft (Ghelani, 2022) .Exploitation of IoT networks as well as industrial espionage creates significant amount of risk to the technology infrastructure by manipulating system and leaking valuable manufacturing designs. With introduction of industry 4.0 technologies innumerable amount of entry points for cyber-criminals are developed (Torens et al., 2022). Thus compliance to strong security protocols is required to help SFM in maintaining operational continuity and minimise further disruption of their services.
[bookmark: _Toc233373027]3. Security Policies and Data Governance Framework:
[bookmark: _Toc233373028]3.1 Access Control Policy
SteelForm Manufacturing Ltd (SFM) should incorporate Role-Based Access Control (RBAC) policy through which employees can access systems that are only associated with their job roles. The NIST principal should be should be applied to limit redundant permissions. Consideration of Multi-Factor Authentication (MFA) should also be regarded for all the critical components and systems (ico.org.uk, 2023). These measures are assistive to lower risk of unauthorised access.
[bookmark: _Toc233373029]3.2 Password and Authentication Policy
It is imperative from the SFM’s employees to use strong password comprising of a mix of numbers, letters as well as symbols and special characters. Passwords should be regularly changed and should be never shared with others (Nelson et al., 2025). Consideration of Multi-Factor Authentication (MFA) shall be mandated while accessing cloud services and production system (onelogin.com, 2022). With proper implementation of this policy, data theft related risk can be lowered.
[bookmark: _Toc233373030]3.3 Data Governance Policy
Classification of the organisation data should be accordingly done based on its sensitivity. The data ownership responsibilities shall be assigned to specific department. Clear retention periods should be developed and every critical data shall be securely disposed when they are not needed (Ghelani, 2022). Incorporating this control measures as a form of data governance policy helps in protection of customer data and sensitive production related information.
[bookmark: _Toc233373031]3.4 Acceptable Use Policy
Focus should be given on responsible utilisation of company email, internet access and the devices involved from the employees. Unauthorised software installation and using personal USB drives shall be restricted by SFM (Torens et al., 2022). By virtue of development of this policy, likelihood of malware infection can be lowered and potential security breaches can be eliminated.
[bookmark: _Toc233373032]3.5 Cloud Security Policy
Highest level of encryption should be prioritised to secure the data stored in the cloud systems. Access to cloud network should be continuously monitored and backup should be thoroughly regarded as a part of the protocol (ico.org.uk, 2025). Compliance to these security measures ensure a robust protection to the cloud oriented production system, helping the management of SFM to secure sensitive business information.
[bookmark: _Toc233373033]3.6 Incident Reporting Policy
Prompt incident reporting protocol should be mandated to all the employees. As a part of the process, escalation procedure, document requirement and reporting timeline should be defined with utmost level of clarity (Nelson et al., 2025). Immediate reporting is assistive to lower damage and supports suitable incidence response within the firm.

Figure 1: Security Governance Framework Flowchart
[bookmark: _Toc233373034]4. Threat Mitigation Measures 
	Threat
	Mitigation Process
	Method of implementation 

	Ransomware
	Protection of endpoint
	Implement EDR systems and anti-malware systems 

	Data theft
	Strong encryption  
	Encryption of data at rest and in transit

	IoT attacks
	Segmentation of the network  
	Use of VLan to separate IoT device

	Phishing attacks
	Developing email security control  
	Filtering and securing email gateways

	Supply chain attacks
	Assessment of the vendor  
	Security reviews of the 3rd party involved

	Insider threats
	Protecting access controls  
	Implementation of multi factor authentication




Critical Evaluation
Compliance to a structured approach to address cyber security threats shall be regarded at SFM. Elimination of Ransomware risk can be done through applying response tools, endpoint detection and also maintaining proper backups facilitate faster recovery. Phishing threats on the other hand, can be lowered with incorporation of advanced filtering systems across the emails and promoting awareness training to the staffs continuously (Shahana et al., 2024). To mitigate insider threats focus should be given on using Role Based Access Control (RBAC) alongside Multi-Factor Authentication (MFA) and periodic access reviews. As a part of protecting sensitive company data, encryption process should be regarded during rest and transit to maintain the desired confidentiality level (Kitsios et al., 2023). Additionally, any kind of supply chain vulnerabilities can be lowered with vendor security assessment and making thorough compliance with the necessary cyber security standards. To protect the IoT devices from any kind of cyber-attacks, they should be properly isolated with the network segmentation process, further preventing unauthorised access.
[bookmark: _Toc233373035]5. Network Monitoring and Incident Response Plan 
[bookmark: _Toc233373036]5.1 Monitoring Strategy
SFM should develop a framework of continuous network monitoring, by virtue of which identification and responses to cyber threats can be made. Based on this framework, a Security Information and Event Management (SIEM) tools can be applied that can gather and analyse security incidents from different devices integrated within the network. Consideration of firewall monitoring should also be done for detection of suspicious traffic and blocking unauthorised access items that are unauthorised. Utilisation of Intrusion Detection and Prevention Systems (IDS/IPS) should also be assistive to automatically monitored network activity and preventing any kind of malicious activities (Moustafa et al., 2023). Apart from this, consideration of log management can be effective to store and review different security activities, helping security teams in incident investigation.
[bookmark: _Toc233373037]5.2 Incident Response Process
Thorough compliance with NIST Incident Response Lifecycle can be looked upon by SFM while responding to different security events. The first stage is preparation, in which security policies, tools and response teams are formed (Nelson et al., 2025). Detection is the second stage in this life-cycle in which potential security incidents are identified through in-depth monitoring. The next phase involves containment in which the affected systems are totally isolated to lower the damage. Next stage is the eradication step that is related to lowering malware and security weaknesses from the ecosystem. In the next phase, that is recovery, restoration of the system add done and are monitored to evaluate further issues (Kitsios et al., 2023). The lesson learned is the final step, involving comprehensive review and documentation of the findings leading towards improved security controls and prevention of similar incidents in the future.

Figure 2: Flowchart of Incident Response Plan
[bookmark: _Toc233373038]6. Cyber security Training and Awareness Programme 
[bookmark: _Toc233373039]6.1 Objectives of the program 
· To incorporate effective cyber security training and awareness practices 
· To develop security culture and increase compliance with security policies
· To lower human error and promote secure behaviour to protect organisation data
[bookmark: _Toc233373040]6.2 Training modules
Different forms of training program should be included in different modules that are described in the following section
· Data protection training will be delivered to the regular office staffs who are handling sensitive data regularly.
· IoT security training will be offered to engineers who are handling manufacturing devices (Joy, 2022).
· Phishing awareness and password security training will be provided to every staff associated with the organisation, as weaker passwords and emails are considered to be common forms of security incidents (ico.org.uk, 2025).
[bookmark: _Toc233373041]6.3 Training methods 
Workshops, classroom sessions and simulation related with phishing campaigns should be looked upon as effective training methods. The simulated phishing attacks are helpful for employees in identification of potential threats, by means of which proactive responses can be conducted (Djenna et al., 2021). Apart from this, monthly awareness newsletters are helpful to keep the staff updated on the emerging risks and promote knowledge on the best practices.
[bookmark: _Toc233373042]6.4 Programme evaluation:
Appropriate measurement of the success of training practices should be done regularly. Compliance to Key Performance Indicators (KPI’s) like security quiz results, phishing click rates and rates of incident reporting should be regarded in the process. Reduction in phishing and better quiz score outline enhanced awareness (Dave et al., 2022). Increase in security reporting incidents and receiving positive security audit results demonstrate compliance with security system policies from the employees.
[bookmark: _Toc233373043]6.5 Importance of continuous awareness 
Continuous awareness supplemented with regular training is assistive to promote responsible behaviour within the SFM employees. When employee behaviour are aligned with security policies, a security culture is formed, reflecting on lesser vulnerability and lower rates of cyber risk incidents.



[bookmark: _Toc233373044]7. Conclusion
It is essential from SteelForm Manufacturing Ltd (SFM) perspective to comply with robust cyber security practices to address internal and external cyber threats. Through this report, different forms of cyber risk like insider misuse, phishing attack, IoT vulnerabilities are identified. As a part of prevention of these threats, suggestions of security policies based on NIST, UK GDPR, and ISO 27001, has been formulated, helping SFM to develop a robust foundation to secure organisational data and systems. It is believed that complying with continuous network monitoring and developing proactive incident response mechanism can lower potential cyber security risks. As a result, operational disruption can be avoided. Apart from this, compliance to cyber-security training is deemed to be necessary as it promotes security awareness among employees, leading towards improved security awareness and improved business resilience.
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Since SFM has incorporated advanced technological tools, IoT devices and automatic machinery there is risk of cyber security challenges. In the recent years SFM have encountered phishing attacks, unauthorized attempts and malware attacks that demands stringent cyber security policies with effective implementation. Lack of obliging to cyber security measures can create reputational damage and affect the production system, resulting into huge financial loss
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Internal threat has resulted from access of production related information to contractors and suppliers. Apart from this insider misuse, human errors and weak passwords introduce malware within the system. These internal security risks damage company's reputation disrupts production process and causes financial problems
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Ransomware, phishing attack, breach of the cloud network as well as industrial espionage are considered to be primary external threat encountered by SFM. These forms of cyber threats can lead towards stealing of confidential data and compromise connectivity within the network infrastructure. Thus, compliance to robust cyber security protocols is needed for securing the company assets, helping to maintain the business continuity
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To strengthen the cyber security structure, it is essential from SteelForm Manufacturing Ltd (SFM) to incorporate security policies based on ISO 27001 and consider NIST Cybersecurity Framework, alongside principles documented in the GDPR regulations (Kitsios et al., 2023). Obliging to this framework helps in integrating a guided approach that protects confidentiality, promotes integrity and provides access to organisational data while supporting legal and operational needs.
[image: ]
Risk mitigation measures are associated with reduction of cyber risk through incorporating endpoint protection. As a result, malware are detected while Multi-Factor Authentication blocks unauthorised access. Consideration of strong encryption is assistive to secure sensitive data consideration of network segmentation is done to protect IoT devices from getting compromised. As a form of supply chain risk management, regular assessments of the vendors are looked upon. Moreover, compliance with data backups is helpful to restore business operations after cyber incidents or Ransomware attacks
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Continuous monitoring strategy is regarded, based on utilisation of SIEM tools through which evaluation of security incidents from the network can be promptly done before they become severe incidents. Considerations of firewall monitoring and identification of suspicious activities are done and proactive blockages are made. Compliance to regular log reviews also is effective for the IT security team to make investigation and respond quickly to the growing cyber security issues
[image: ] Obligation to NIST Incident Response Lifecycle is made while tackling cyber incidents. This process is initiated through preparation and detection phases and then is followed by containment to prevent to prevent spread of the attack. Next phases of this response plan involves eradication for threat removal and recovery through which normalcy is restored. The learnt lessons are documented based by means of which knowledge on future response tactics are gained, resulting on increased strength of the firm cyber security structure
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To develop a robust cyber-security framework, mix of different training methods and practical sessions are needed to keep the employees aware and vigilant. Combination of these approaches in training enhances secure behaviour and makes employees at SFM confident to apply cyber security principles in their daily tasks
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It is essential from SteelForm Manufacturing Ltd (SFM) perspective to incorporate standardised cyber security measures to enhance security awareness across every layer at the organisation. Compliance to regular monitoring, prompt incidence response systems and implementation of effective security policies can be helpful to address cyber risk and maximise operational resilience. Based on these recommendations, production downtime can be minimized and security towards confidential information can be ensured. As a result, customer confidence towards the firm security capabilities will be increased
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The references used is shown in this slide
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Thank You for your time for this presentation
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Current Security Challenges

Key threats facing SteelForm Manufacturing Ltd







Cloud & IoT Vulnerabilities

Increased use of cloud technologies and IoT systems creates new system vulnerabilities that expand the attack surface.







Ransomware & Malware Threats

Growing rate of ransomware and malware incidents causing direct financial losses and operational disruptions.







Data Breach Risk

Potential data breach events can create severe reputational damage and regulatory exposure under UK GDPR.







Production Downtime

Unauthorised access to production systems causes costly operational downtime and disrupts manufacturing workflows.
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Since SFM has incorporated advanced technological tools, IoT devices and automatic machinery there is risk of cyber security challenges. In the recent years SFM have encountered phishing attacks, unauthorized attempts and malware attacks that demands stringent cyber security policies with effective implementation. Lack of obliging to cyber security measures can create reputational damage and affect the production system, resulting into huge financial loss
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Internal Threats & Their Impact

Risks originating from within the organisation

		Internal Threat		Implications on SFM

		Insider Misuse		Theft of confidential production data, business secrets and sensitive customer data

		Weak Passwords		Unauthorised access to sensitive company information and production systems

		Privilege Abuse		Disrupted production systems and misuse of critical resources, causing downtime

		Unauthorised USB Devices		Introduction of virus and malware within operational networks

		Human Errors		Malware infection, security breach and accidental exposure of sensitive information
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Internal threat is resulted from access of production related information to contractors and suppliers. Apart from this insider misuse, human errors and weak passwords introduce malware within the system. These internal security risks damage company's reputation disrupts production process and causes financial problems
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External Threats & Their Impact

Risks originating outside the organisation

		External Threat		Implication on SFM

		Ransomware Attack		Affecting production system, creating operational downtime and financial loss

		Supply Chain Attack		Compromised system through 3rd party partners and vendors

		Industrial Espionage		Stealing of confidential manufacturing designs and compromised intellectual property

		IoT Network Exploitation		Interconnected devices and technology networks get manipulated, affecting automated machinery

		Cloud System Attacks		Significant data breaches and vulnerability towards unauthorised access

		Phishing Attacks		Leakage of employee credentials and sensitive business data
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Ransomware, phishing attack, breach of the cloud network as well as industrial espionage are considered to be primary external threat encountered by SFM. These forms of cyber threats can lead towards stealing of confidential data and compromise connectivity within the network infrastructure. Thus, compliance to robust cyber security protocols is needed for securing the company assets, helping to maintain the business continuity
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Security Policies

ISO 27001 / NIST / UK GDPR aligned framework







Role-Based Access Control (RBAC)

Application of RBAC to ensure users only access resources appropriate to their role, limiting internal exposure.







Data Governance Policies

Implementation of data governance frameworks to protect sensitive operational and customer data across the organisation.







Restricted USB & Device Access

Strict controls on unauthorised USB use to prevent introduction of malware into the production network.







Strong Passwords & MFA

Enforce strong password policies and Multi-Factor Authentication (MFA) to secure cloud platforms and network access.







Incident Reporting Mechanism

Immediate and structured reporting process for all security incidents, ensuring rapid escalation and response.
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To strengthen the cyber security structure, it is essential from SteelForm Manufacturing Ltd (SFM) to incorporate security policies based on ISO 27001 and consider NIST Cybersecurity Framework, alongside principles documented in the GDPR regulations (Kitsios et al., 2023). Obliging to this framework helps in integrating a guided approach that protects confidentiality, promotes integrity and provides access to organisational data while supporting legal and operational needs.
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Mitigation Measures

Proactive cyber risk reduction strategies

		Threat		Mitigation Process		Method of Implementation

		Ransomware		Endpoint Protection		Implement EDR systems and anti-malware solutions

		Data Theft		Strong Encryption		Encryption of data at rest and in transit

		IoT Attacks		Network Segmentation		Use of VLANs to isolate IoT devices from core infrastructure

		Phishing Attacks		Email Security Controls		Filtering and securing email gateways with anti-phishing tools

		Supply Chain Attacks		Vendor Assessment		Security reviews of all 3rd party partners and vendors

		Insider Threats		Access Controls		Implementation of Multi-Factor Authentication and privilege management
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Risk mitigation measures are associated with reduction of cyber risk through incorporating endpoint protection. As a result, malware are detected while Multi-Factor Authentication blocks unauthorised access. Consideration of strong encryption is assistive to secure sensitive data consideration of network segmentation is done to protect IoT devices from getting compromised. As a form of supply chain risk management, regular assessments of the vendors are looked upon. Moreover, compliance with data backups is helpful to restore business operations after cyber incidents or ransomware attacks
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Monitoring Strategy

Continuous threat detection and response







SIEM Tools

Utilise Security Information & Event Management (SIEM) tools to monitor threats and security incidents in real-time across the network.







Firewall Monitoring

Continuous inspection of firewall traffic to detect suspicious connection attempts and block unauthorised network access proactively.







IDS & IPS Solutions

Deployment of Intrusion Detection (IDS) and Intrusion Prevention (IPS) systems to identify and automatically respond to security breaches.







Security Log Reviews

Regular review of security event logs enables the IT team to investigate patterns and respond quickly to emerging threats.







Real-Time Alerts

Generate automated real-time security alerts to notify the SOC team immediately when anomalies or threshold breaches are detected.
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Continuous monitoring strategy is regarded, based on utilisation of SIEM tools through which evaluation of security incidents from the network can be promptly done before they become severe incidents. Considerations of firewall monitoring and identification of suspicious activities are done and proactive blockages are made. Compliance to regular log reviews also is effective for the IT security team to make investigation and respond quickly to the growing cyber security issues
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Incident Response Plan

NIST Incident Response Lifecycle







01

Prepare

Establish policies, tools, and teams ready for incident response.





›







02

Detect

Identify threats and suspicious activity through monitoring.





›







03

Contain

Isolate affected systems to prevent spread of the attack.





›







04

Eradicate

Remove threat, patch vulnerabilities and clean systems.





›







05

Recover

Restore operations and validate systems are secure.





›







06

Learn

Document lessons to improve future incident handling.
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Obligation to NIST Incident Response Lifecycle is made while tackling cyber incidents. This process is initiated through preparation and detection phases and then is followed by containment to prevent to prevent spread of the attack. Next phases of this response plan involves eradication for threat removal and recovery through which normalcy is restored. The learnt lessons are documented based by means of which knowledge on future response tactics are gained, resulting on increased strength of the firm cyber security structure
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Training Programme

Building a security-aware workforce at SFM









Data Protection Training

Goal: Ensure protection of sensitive data



Employees are trained on UK GDPR principles, secure data handling practices, and the correct disposal of sensitive records. Regular assessments reinforce compliance.









IoT Security Training

Goal: Proactive threat response and safety systems



Staff operating IoT-enabled machinery learn to identify device anomalies, apply firmware updates, and implement safety protocols to prevent IoT exploitation.









Phishing Awareness & Password Security

Goal: Boost threat awareness and staff vigilance



Simulated phishing campaigns, password hygiene workshops and MFA guidance to build a vigilant workforce capable of identifying and reporting social engineering attacks.
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To develope a robust cyber-security framework, mix of different training methods and practical sessions are needed to keep the employees aware and vigilant. Combination of these approaches in training enhances secure behaviour and makes employees at SFM confident to apply cyber security principles in their daily tasks
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Recommendations & Potential Benefits

Strategic priorities for SFM







Adopt ISO 27001 & NIST Practices

Incorporating ISO 27001 and NIST-based practices gives SFM a certified, globally-recognised security posture that meets regulatory requirements.







Improve Network Monitoring

Upgrading monitoring and response systems ensures faster detection of intrusions, reducing the window of exposure and minimising business impact.







Ensure Business Continuity

A focus on compliance and security resilience protects production operations from disruption, ensuring uninterrupted delivery for clients.







Build a Security Culture

Regular training at every organisational level transforms staff from a vulnerability into a first line of defence against cyber threats.
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It is essential from SteelForm Manufacturing Ltd (SFM) perspective to incorporate standardised cyber security measures to enhance security awareness across every layer at the organisation. Compliance to regular monitoring, prompt incidence response systems and implementation of effective security policies can be helpful to address cyber risk and maximise operational resilience. Based on these recommendations, production downtime can be minimized and security towards confidential information can be ensured. As a result, customer confidence towards the firm security capabilities will be increased
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