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Computing and Digital forensics is evolving with every Operating system and technical advancement and whilst the concepts of computer forensics don’t change; the tactics, techniques, and procedures (TTP) adapt to the tools available. There are a variety of tools and forensics platforms that are available to forensic investigators, some are open source whilst others require a purchased license to use. Each forensics investigator will have a toolset consisting of a variety of Forensics platforms and forensics tools in both a physical and digital medium. 
The main threats for an organisation can be categorised into insider and outsider [1], whilst they can cover a vast array of threats to be investigated most organisations don’t have the capability to forensically do root cause analysis on all incidents – the majority investigate major threats such as Malware detection or a compromised account. Therefore, depending on the organisation and the type of incident there will be varying and liming factors when performing digital forensics and incident response (DFIR). 
Locard’s exchange principle dictates that whenever “two objects come into contact with each other something is exchanged and taken away by both objects” [8]. This principle forms the basis for all fields of forensics and “one of the main challenges that security professionals have faced recently is to find ‘electronic equivalents’ to replace the social mechanisms” [6] This evokes the challenges that are in digital forensics in comparison with handwriting or crime-scene forensics. To combat this a digital forensics investigator will have an arsenal of tools at their disposal to capture, analyse and recover data that can aid in an investigation.
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Autopsy is a versatile analysis and recovery tool that can run on Windows, Linux, or OS X. It can analyse, carve, and extract information from images once a case is created although it does depend on the additional modules that are installed. Autopsy itself is free, open-sourced tool that can be utilised and integrated with other forensics tools. This makes is a versatile tool as it could be mounted into a custom forensics image to be used alongside other forensics tools. It is primarily an image investigation tool which has the ability to identify, recover and report on it’s the findings.
As mentioned, Autopsy is primarily used as an analysis tool as it can create cases based on the images and files that are imported. This allows for a digital chain of custody and offers the option for the disk image to be validated prior to commencing the analysis.
 Once an evidence image has been analysed, Autopsy offers a variety of viewing options, from a timeline to communications and image gallery modes. The Timeline viewer can be used to identify when web activity occurred and whether any resulted in modified files, when external devices were connected, and when pictures with an Exchangeable Image File (EXIF) were added [3].
Autopsy can also analyse LNK Files, emails by parsing MBOX format messages and offers Android Support which can extract data such as SMS, contacts, and call logs from a device. One of the beneficial features of Autopsy is that it allows you to search by expression patterns or by file types if you know what you directly need to drill into. It can also flag artefacts that it thinks could be suspicious based on signatures or file extension mismatches, this can help an investigator quickly identify artefacts that may require additional investigation.
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Encase, created by Opentext Security and you will need an encase license for each device that it is installed on and depending on when the license was purchased it may need to be renewed or upgraded to the latest versions and offers several variations to suit the organisation including endpoint investigator and Mobile investigator to name a few.
Encase is popular in organisations as it has a Graphical User Interface (GUI) and has been used in several prolific cases since it was initially released in 1998. Encase enables data acquisition, forensics investigation and a variety of reports which are stored in a court-approved case file formats. Whilst it has got some similarities to the other Forensic tools that are discussed within this report it also utilises AI powered visual threat intelligence technology to ascertain the confidence levels of the files that are being analysed.
With the newer advancements in technology the newer versions of Encase can leverage credentials to access cloud repositories such as SharePoint and Microsoft O365. This data is stored separately so that the chain of custody can be used when the data is acquired.
Another possibility with encase is the use of EnScripts, which are automated code commands [10] that can be used to improve efficiency and streamline the forensics process. However, whilst Encase does offer the additional features for cloud and mobile forensics, it is still primarily an image investigation tool which has the ability to identify, recover and report on it’s the findings with the exception that the reports can be edited and customised.

[bookmark: _Toc101902217]FTK

FTK toolkit and FTK Imager are prolific tools within the digital forensics’ scene, they are versatile and can mount an image, which can then be used to add an item as evidence for a case. Whilst they are primarily an investigative tool with analysis and report generation, FTK Toolkit has a few additional features that makes it a prime tool to have in a forensics arsenal of tool. The benefit of using such programs is that FTK and FTK imager is more user friendly than most forensic tools especially as it is somewhat intuitive to use. Also, it has the ability to recover deleted files from a system with ease and export them should they need to be used or analysed in additional software. 
FTK Toolkit indexes data to speed up searches when an investigator is looking for specific files, it also hosts the ability to identify encrypted files and crack the passwords on them as well as recovering the passwords – this is applicable for both files and encrypted drives through McAffee Drive Encryption [11]. The main difference between FTK Toolkit and FTK Imager is the cost, FTK toolkit requires a license subscription whilst the pared down FTK imager is free to download.
FTK Imager is very much a pared down version of FTK Toolkit as FTK imager can create images of hard drives, USBs, or discs to be mounted and analysed. The imager, much like the toolkit can create a perfect bit-by-bit copy and verify the forensics image by generating hash reports – these hash reports can be run at any time in the investigation to ensure that the image that is being analysed has not been altered. [12]
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The SANS Investigative Forensics Toolkit also known as SIFT is a Linux computer forensics platform. A forensics platform typically contains several tools that a forensic investigator can use or have in their arsenal. SIFT uses an Ubuntu LTS 64-bit base system ad was designed to be a digital forensics and incident response tool
As a forensics platform SIFT contains a vast array of software that enables a forensic investigator to appropriately react and investigate an incident as depending on the type of incident there may be more time essential activities. 
The use of a forensics platform can be more beneficial than having separate tools on different device or images. As a forensic platform, SIFT contains the following types of software that can be used as part of an investigation.
· Timeline Generation tools such as Plaso
· Memory Analysis such as Volatility
· Anti-virus such as ClamAV
· Analysis tools such as SleuthKit
· Image capture and mounting tools
· Terminal and GUI Analysis.
Above is just a selection of the types of tools that SIFT possesses as it also has hundreds of additional tools that can be installed and configured so that the forensics platform can be customised to suit the forensics analyst and their preferences. 
SIFT is also compatible with REMnux which is a dedicated toolkit for reverse-engineering and analysing malicious software. Similarly, REMnux is also free and can be added into the forensics platform. [13]
Whilst SIFT might not currently be as widely used as CAINE, it is up and coming due to its GUI and available tools and has similar principles to CAINE as it is also a Linux based forensics platform. SIFT is also becoming more prominent in security operation centres (SOCs) as an investigation and forensics platform. 
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Volatility is an open-sourced memory forensics and was created in 2007 and is used to grab a snapshot of the volatile memory which is usually the RAM but it can also consist of the RAM cache on graphics cards and hard drives with the advancements in technology. Volatility is typically used on a live system, preferably once the incident has occurred although, if it is in the investigation of persistent malware, volatility can be used at any time. Once a system is classified as “dead” it means that it has been turned off – whilst it is possible to extract a pc and keep it in a live state, this is often easier for laptops which are more portable.
When volatility takes a screenshot of the volatile memory it dumps the process ID (PID), name, along with additional details such as when it was started or ended and if it is being used in any systems. Primarily Volatility is run in a terminal environment but it can be a powerful tool to use especially with malware analysis as typically malware persists by mimicking a process, and the psxview command can be used to list all the processes and identify malicious artefacts which can then be further investigated.
Volatility can also be used to identify the Local and Remote IP addressed that the device has or still is connected to, these details can then be used with other tools such as Talos intelligence or cnet robtex to identify the status of the IP. [14]
	Function | Tool
	Autopsy
	Encase
	FTK
	SIFT
	Volatility

	Forensic Platform
	No
	No
	No
	Yes
	No

	Processes OS X images
	 Yes
	No
	Yes
	Yes
	Yes

	Processed Windows images
	Yes
	Yes
	Yes
	Yes
	Yes

	Processes Linux Images
	Yes
	Yes
	Yes
	Yes
	Yes

	Captures Volatile data
	No
	No
	No
	Yes
	Yes

	Can capture from Cloud Storage
	No
	Yes
	No
	No
	No

	Customisable Reports
	No
	Yes
	FTK Toolkit can
	Depends on Application
	No

	Hard Drive Image analysis
	Yes
	Yes
	Yes
	Yes
	No

	Decrypt Data
	No
	No
	FTK Toolkit can
	No
	No

	Uses GUI
	Yes
	Yes
	Yes
	Yes
	No
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All the tools discussed are each unique in their own ways, apart from SIFT as it is a forensics platform rather than an individual tool. There are many ways that these tools can be compared against each other however, the use and application of the tools are often down to the choice of the individual forensics investigator they each have their own preference and skillsets with different tools. 

The table below (Table 1) shows some of the elements that these tools can be compared on. 

Table 1- Comparison of Forensic Tools
This table depicts some of the more popular software and forensics platforms that are currently in use in the digital forensics’ specialism. Whilst it is unfair to compare a forensics platform against an individual application, the above table does convey that SIFT currently does not have the ability to capture from cloud storage devices, however this is something that a forensics investigator may have worked upon and added into their own personal forensics’ platform.
Between, Autopsy, Encase, and both FTK toolkit and FTK imager, I would personally opt to use FTK toolkit due to its inbuilt decryption features as it saves time versus trying to use a password cracker such as john the ripper which may take a while to crack the password as it depends on rainbow tables and dictionary attacks. Whilst encase is a professional tool, much like autopsy it does not have the most intuitive GUI however this probably wouldn’t be an issue with additional time spent within the application. 

Out of all the tool’s compared Volatility is the only one that is primarily used within a command line shell or terminal – depending on the system that is being used. Nevertheless, Volatility is a powerful tool to have in a forensic investigators’ arsenal. The SIFT forensics platform also uses Volatility as one of the memory forensics tools available for use. 
Volatility is the only tool that does not produce a report as such on its own. It can be used to export its findings but its not as legible as a report when compared to the reports that the other tools can produce. For the most customisation and control when it comes to producing reports Encase and FTK toolkit are the tools to utilise, whilst the remaining tools can produce reports, they would need to be provided to either technical users or presented with an expert witness to ensure that the captured information is represented and interpreted correctly.

For cases where tampering of a cloud storage medium may be involved, Encase is the only software identified in this document that can capture and analyse information from systems such as SharePoint of Microsoft O365. That being said, most organisations may have tools that could be utilised to cover this gap and would have to be analysed as a log excerpt. 
In the digital forensics field, there is no absolute winner or go-to software, as most forensic investigators are likely to have their preferred applications or a tailored lab and set of virtual machines or pre-captured images to install from – this is because each forensics investigator has their own preference or a specific set of TTP’s that works for them. Some may have different set-ups depending on the OS or device that they are investigating. This is because windows OSs are different to iOS OSs which again are different to Linux OS variants, this is also the same with mobile devices, each has a different OS or OS version all which can impact or alter how an investigation is carried out and the artefacts are stored and viewed.
From discussing the tools with comparing and contrasting them, it does evoke the need for a forensic investigator to have a wide skill set with exposure and training in multiple platforms or software as no one tool will be suitable for every job and there is not going to be any investigation that requires just one tool. It would also be prudent to state that some tools will require a dedicated device or virtual machine to run and some may even be mountable from a USB on a device. This can be beneficial for remote or onsite analysis but a system should ideally not be directly interacted with as it could result in any evidence found being discounted as its legitimacy could be called into question if used as part of a legal proceeding. 
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0. [bookmark: _Toc101902222]Abstract

[bookmark: _Hlk98845271]CEC Mobile Manufacturing has requested that Barry Lynch investigate and provide evidence, where found, of any tampering, sabotage, or digital malicious behaviour in relation to the sudden tendering of Rob Jengelley’s contract and joining CEC’s competitor Samtech. The investigation is taking place as part of the gardening leave that Rob should have had prior to his departure.
 As indicated as part of the gardening leave Rob’s digital behaviour will be analysed to ensure that he has not acted maliciously towards CEC resulting in the potential loss of contracts and sales. This report will remain objective and report only the facts to ensure that the evidence is not skewed nor miscommunicated resulting in false accusations or defacement of either Rob Jengelley or CEC. 
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The forensics procedures listed below will use an array of TTP’s to provide evidence that can go forward to use in a legal proceeding should the client, CEC Mobile Manufacturing, wish to take the case further.
· Take pictures of the desk and begin chain of custody. 
· Any post-it notes should also be taken as it is possible that the password was written down physically or could be stored digitally in a txt file or keepass file.
· Identify if a web proxy is used within the organisation and if there is get a copy of all the users weblogs for the duration required.
· This can show any usage of file upload or transfer sites during the given time.
· Could also show any webmail portals that were accessed unless they bypassed the web-proxy.
· Identify how they logged onto the device to verify the files had gone or been tampered with.
· This should be explored as it could indicate that password and account sharing was ongoing which could affect the validity of the evidence.
· Note the SID’s and account names to ensure the correct profile is being investigated. This could also be used to search on similar to the user logon ID.
· Power down the device and use antistatic bags to transfer the equipment to the lab.
· If the device had not been powered down between Rob leaving, then Volatility would be run whilst the system is live to capture any processes that are running.
· Connect a Read/Write Blocker.
· Create a bit-by-bit image copy and label as master copy once the MD5 Hashes have been verified and match.
· Use this to then create the working copies and compare the MD5 hash.
· This ensures that the original drive is kept as a master copy and can be used should a full criminal investigation be required.
· Use a Forensics analysis system that has:
· The internet off.
· prevent callouts and reduces risk of accidental data exposure.
· Run on a Segregated Internal Network.
· Devices could be networked together to share resources or connect to common files.
· Connect to a Secure Storage.
· Have a high-bandwidth connection to secure evidence storage which reduces bottlenecks and ensures that all devices’ forensics analysis system can use all the available resources.
· Consist of High-Powered systems.
· Forensics software can often be resource hungry, so high-powered systems allow for time-sensitive investigations to be investigated quickly.
· Myriad of Forensics Software.
· Often a mix of open and closed source, a wide array of tools can then be used to extract, parse, and assist in the interpretation of the evidence.
· Have Forensic Precautions.
· Can include the creation of dedicated ports that are read-only, or use write blockers integrated with the hardware.
· Using a forensic Lab VM that has been previously configured such as SIFT with no internet connections, on an isolated machine.
· Load captured bib-by-bit copy of the image into the analysis software.
· For any suspicious files scan and run them in a vanilla build VM with the same OS as the device. Be sure that the VM is up to date with its anti-virus (AV) signatures and heuristics.
· This prevents the image being corrupted if malware was embedded in the files.
· Have a known good and clean environment VM snapshot of the environment so that rollbacks can be done when required
· Import the image onto a separate image to retrieve the following items
· NK2 files – this shows the frequently contacted users in a unique address book.
· Use ShellbagsView.exe
· Shows the external devices that have been connected
· Beneficial for proving physical data exfiltration
· Used with the Registry Editor you can find the serial number of the external device connected
· Thumbscache_viewer.exe
· Shows the recently viewed files on the systems
· Identify Emails
· Check the OST, PST as well as the OLK and Content.Outlook folder
· Check Alternative Data Stream (ADS) Zones
· This will show if anything was downloaded and indicate whether it was trusted, from the internet or from an untrusted data source.
· Check the System Resource Usage Monitor (SRUM) 
· Windows Security Events
· Login/logout time failures
· Identify how and when they tried accessing the device and found the files missing – could compromise data integrity and validity of report if criminal proceedings are being taken further
· Shadow and Temp Files of Maya
· Temp files have username and time/date title and can be recoverable from this if the temp files still exist.
· Identify USB Devices
· Check the First/Last times
· This can be used to help build a timeline of what was used and when.
· Volume Serial Number
· Can be used to identify the device connected unless the device is issued with a $ as this would indicate that a random identifier has been assigned to the device
· Shortcut (LNK) files
· This shows the files that have been recently access or loaded
· Identify elements of Browser usage
· Cache, cookies and history
· This would confirm any browsing that the user performed and could identify any files that were downloaded from the internet too.
· This is only viable if the history, cookies and cache are not set to wipe at the closing of every browser session.
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The Forensics Reports can be found in the additional uploads called: 
1. Timeline_Date_Data.png
2. Timeline_Snapshot_Files.png
3. Report.html

Some elements have been marked to follow up and others have been marked as potentially notifiable. This has been identified based on file-types, and the Report.html also shows that the data in the unallocated space has also been reviewed.
Due to the time required brute forcing the password via additional passwords was not an option, however this issue could have been avoided by using FTK toolkit as it has a decryption tool inbuilt.
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The Forensics Invoice can be found in the additional uploads called: “Forensics_Invoice_CEC.docx”
The majority of Fee’s quoted were a flat rate however the advice and support are charged at an hourly rate as they would be provided as an ad-hoc basis and would not be required in every circumstance.
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To perform the analysis a variety of tools have been used to ensure that there are no anomalies in the data as each of the tools can focus in different areas because some are web based such as the MX toolbox email header analyser whilst the others listed require installation to be used.
· FTK Imager
· Autopsy
· Disk Drill
· MX Toolbox email header analyser
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