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WHERE R U?

First, the Internet made the worid
flat. Location no longer mattered. You
could find and purchase products
around the world just as easily as ones

in your hometown. Now with the advent

of GPS chip and software technology that
enables your smart phone to track your exact posi-
tion, where you are located has once again becorne
important to Internet entrepreneurs and marketers.
Manufacturers of netbooks and laptops are adding
similar location functionality to their products as
well. With these new capabilities come new business
opportunities, accormpanied by some familiar con-
cerns about privacy and security.

For instance, Loopt is a free social networking
application that alfows you to share your status and
track the location of friends via smart phones such
as the iPhone, BlackBerry, Goagle Android, and
gver 100 other mobile devices. Loopt has more than
1 million users. Loopt deesn't sell informatjon to
advertisers, but does post ads based on user loca-
tiom: its privacy policy allows it to disclose "some
personally identifiable, registration, profile, or loca-
tion information to subsidiaries, affiliated compa-
nies, or other businesses or persons ... in order fo
serve relevant advertisements." Loopt's target is to
deal with advertisers at the walking fevel (within
200 to 250 meters).

Although the mobile advertising market is cur-
rently small (3760 million), it is fast-growing (up
17% from last year and expected to grow to over
$3.3 billion by 2013}, as more and more companies
seek ways to exploit new databases of location-spe-
cific infarmation. For example, In May 2009, Alca-
tel-Lucent announced a new service to be managed
by 1020 Placecast that will identify cell phone users
within a specified distance of an advertiser's nearest
outiet and notify them of the outlet's address and
phone number, perhaps including a link to a coupon
or other promotion. 1020 Placecast's clients include
Hyatt, FedEx and Avis Rent A Car. Burger King
and Suburu have recently run trial campaigns using

Useful Networks' Store Finder application ths
allowed users to click a mobile banner ad to find the
nearest store location. The trial showed that th’éﬁ;
location-enabled campaign significantly increase__a\“
Store Finder conversion rates compared to usef
who had to manuaily enter zip codes to find locg
tions.
While there's no denying the potential useful
ness of such a service, the specter of "Big Brother!
fike location tracking has privacy advocates rais
the alarm. Privacy experts such as Lauren Gelma#
executive director of Stanford Law School's Cen
for Internet and Society wonder, "How are we go
to get all the benefits that come from doin§ g
location without sacrificing people's privacy?”
< To date, wireless location-based servi
remain largely unregulated. The Wireless Comni
nications and Public Safety Act {often called
"911 Act") added the term “location” to the defi
tion of customer proprietary network informati
{CPNI} held by telecommunication carriers,
make it efigible for certain privacy protectio
offered by the Communications Act of 1934, T
911 Act also reguired that the Federal Commu
cations Commission (FCC) establish rules regardi
how telecommunications carriers treat CPNI. Tl
FCC did so in July 2002, adopting an approach that
requires an individual's affirmative consent {opt-in)
for some circumstances and assuming consent

granted uniess an individua! indicates otherwise
(opt-out) in others. i

The 2003 CAN-SPAM Act required the FCE
to issue rules to protect wireless subscribers frg
unwanted mobile service commercial messages, &
provides that consumers can list their ceil pho
numbers in the National Do Not Call Registry. I
August 2004, the FCC proposed regulations, mo t’;
of which went into effect in October 2004. The FC
prohibits sending wireless commercial e-mail m?
sagés unless the individual addressee has given t
sender express prior authorization, The FCC ak

created a publicly available list of wireless domd



hames list used for mobile service messaging so that
f;genders of commercial mail could more easily deter-
EZ;,_ﬁi_ne which addresses are directed at mobile serv-
‘ices. In 2009, the law was used to force three firms
: Es_ponsible for the infamous "car warranty" scam

el phone calls to cease and pay restitution to con-

umiers.

" Congress continues to debate how to protect
wireless subscribers further, but thus far no laws
‘have passed since CAN-SPAM in 2003. Europe and
{ apan, in contrast, have strong govérnment privacy
wotection policies forbidding the use of lscation-
ased data without user consent, and there are
t Jimitaticns on selling the information to third
. The wirgless industry, mindful of the pri-
sues raised in the online e-commerce context,

Choice and consent: Opt-in consent should
¢ obtajnéd and a simple opt-out process provided.
ustomnization and constraint: Customer
ould be handled responsibly and only used

for the purpose of providing relevant and valu-
able services. )

= Security: Sufficient security o protect con-
sumer data from unauthorized thirdApart’y access
and use, should be provided.

* Enforcement and accountability: MMA
members are expected must comply with the code of
conduct, and should self-certify that they are doing
S0,

In addition, some companies are offering tech-
nological solutions. For instance, WaveMarket pro-
vides a location aggregation platform called
Veriplace that serves as middleware between
mobite agplication developers and wireless carriers.
The platform allows developers to access real-time
user lotation data in their application. WaveMarket
fdentifies the platform's "Privacy Engine” as one of
its core features. The Privacy Engine allows end
users full control over disclosure of their focation.
For instance, an end user can decide to share or not
share location information based on days of the
week or hours of the day, or to generalize iocation>
information from street=coriier level fo zip code or
city level. End users can also view a higtory of all
location requests, so they can always see who is try-
ing to tocate them. Whether consumers will actually
use these capabilities to protect their location and
cther personal information is a question whose
answer remains to be séen, however.
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