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Lab: IPv4, Subnetting, VLSM and IPv6 Addressing


Understanding IPv4 and IPv6 addressing (word count 1000) 
This part of lab worksheet require you research and write a report on “Features of IPv6”. You may discuss but not limited to structure, address types, advanced functionalities and security.  
Subnetting and VLSM

NOTE: To complete this part you would need full understanding of Lab 10 to 14. 
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Using the Network address 172.16.2.0/24, VLSM the network to support the following requirements: 
Subnet A: 16 hosts       
Subnet B: 2000 hosts  
Subnet C: 6 hosts
Subnet D: 500 hosts
Subnet E: 60 hosts
Subnet F: 180 hosts and Serial links between routers
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Table 1
	Subnet
	Network Address
	Subnet mask
	First Address
	Last Address
	Broadcast Address

	B
	172.16.2.0
	255.255.248.0
	172.16.2.1
	172.16.9.254
	172.16.9.255

	D
	172.16.10.0
	255.255.254.0
	172.16.10.1
	172.16.11.254
	172.16.11.255

	F
	172.16.12.0
	255.255.255.0
	172.16.12.1
	172.16.12.254
	172.16.12.255

	E
	172.16.13.0
	255.255.192.0
	172.16.13.1
	172.16.13.62
	172.16.13.63

	A
	172.16.13.64
	255.255.224.0
	172.16.13.65
	172.16.13.94
	172.16.13.95

	C
	172.16.13.96
	255.255.248.0
	172.16.13.97
	172.16.13.102
	172.16.13.103

	Serial Link 1
	172.16.13.104
	255.255.252.0
	172.16.13.105
	172.16.13.106
	172.16.13.107

	Serial Link 2 
	172.16.13.108
	255.255.252.0
	172.16.13.109
	172.16.13.110
	172.16.13.111
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IPv6 is short for Internet Protocol version 6, which has followed on from Internet Protocol version 4, as version 5 was never actually published. IPv6 is 'a network layer protocol that enables data communications over a packet switched network'. [1]
These protocols are a set of specifications that are created by IETF, which is the internet engineering task force. The IETF works by assigning a working group to a specific topic, in this case it would be a networking working group, with an aim to develop the internet architecture in the most suitable and efficient way.  
The reason for the development of IPv6 is that IPv4 was becoming outdated and actually running out of IP addresses. With the popularity of mobile devices, tablets and even gaming systems, we need the capacity for many more addresses. IPv6 can host up to 340 undecillion addresses, compared to IPv4 which is only able to host up to 4.3 billion addresses. 

IPv6 Structure 
 
An IPv6 address can have one of two structures; a normal structure or a dual structure.  
 
A normal structure is made up of 8 segments that can be any hexadecimal value between 0 and FFFF.  It is made up of 128 bits, divided into 8 16-bit blocks. These blocks are then converted into 4-digit hexadecimal numbers, see below for example:  
 
1234:0000:3434:DFE1:0099:9876:0001:DEDF 
 
As this IPv6 address is still 128 digits long, there are rules in place to shorten the address: 

Rule one: Discard leading Zero(es) 
Rule two: If two or more blocks contain consecutive zeroes, omit them all and replace with double colon sign. [2]
 
A dual IPv6 address structure is a combination of an IPv4 address and an IPv6 address. 
 
This time there are a total of 10 segments, the first 6 is the IPv6 address and the last 4 is the IPv4 address. The same rule applies for the IPv6 segments – it can be any hexadecimal value between 0 and FFFF and the short notation can be applied where the rules are applicable. The IPv4 segments are known as an octet and must be a decimal value between 0 and 255.  Another difference between the normal and the dual structure is the separation; we use a colon for normal structure and a period of full stop for dual structure.  

IPv6 Address Types  
 
There are 12 different address types used in IPv6. Most address types have equivalents in IPv4, but some do not.  For example, the benchmarking address type which is reserved for use in documentation and not to be used for any other purpose is equivalent to 198.18.0.0/15 in IPv4. However, an orchid address type in IPv6 which is used for any fixed-term experiment, and not for source of destination address, does not have an equivalent in IPv4. 

This table gives detail of the explanation of all of the different IPv6 address types, and the IPv4 equivalent. 

IPv4 Versus IPv6

The key differences between IPv4 and its successor IPv6 are:  
· Expanded addressing capabilities  
· Header format simplification 
· Improved support for extensions and options  
· Flow labelling capability  
· Authentication and privacy capabilities [3]
 
IPv6 has a bigger address space compared to IPv4, using four times as many bits to address a device. This will allow for 'approximately 3.4 x 10^38 different combinations of addresses'. [4] 
 
The auto configuration feature as part of IPv6 means host devices can configure themselves when connected to another IPv6 device. This auto configuration includes the ability of devices to configure their own IP addresses.  
 
The header format simplification as part of IPv6 meant that the IPv4 header was reviewed and any unnecessary items were moved to the end of the new IPv6 header or removed entirely. This simplified header also helps to improve the efficiency of routing decisions.  
 
Another feature of IPv6 not found in IPv4 is better support for mobile devices, encouraged by the ever-growing reliability we all have on our mobile devices. IPv6 enables a mobile device as the host device, to maintain the same IP address and therefore maintain all communication that has taken place, regardless of physical location. This is done by the use of a 'care-of address'.  
 
As mentioned as one of the key differences between IPv4 and IPv6, IPv6 has improved authentication and privacy capabilities. IPv6 has embedded IPSec security into the specification, as a tool to manage authentication between hosts and also encryption. This tool keeps data secure between hosts, during data transfer. This will ensure that packets will get to the correct destination without the potential of getting intercepted. 
 
IPv6, unlike IPv4, does not have any broadcast support, instead it uses multicast to communicate with multiple hosts, and unicast to communicate with one host.  
 
IPv6 allows multiple interfaces over the internet to be assigned to the same Anycast IP address. This anycast support is a mode of packet routing, so routers will send the packet to whatever interface is closer.  
 
Improved support for extensions and options means IPv6 allows you to add more information to the IPv6 header. This provides more space for options.  

The two main beneficial features of IPv6 is the efficiency and the security. All of the features listed above describes how the processes are becoming more automated and simplified to allow for more time to be spent on the moving of data. Also, with the huge amount of IP addresses now available to use, there should not be a problem regarding address conflicts which was a known problem in IPv4. 
IPv6 has a huge focus on security, as this is a problem that affects all areas of technology these days. These security changes may have been lessons learned from IPv4 security issues, which have now been made into mandatory requirements in the set up of IPv6. One mandatory requirement is the use of IPSec or IP Security. IPSec provides security services for traffic at the IP layer. This includes ‘providing authenticity, integrity, confidentiality and access control to each IP packet through the use of two protocols: AH (authentication header) and ESP (Encapsulating Security Payload).’ [5]
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