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National Institute of Standards and Technology (NIST) is a set of comprehensive guidelines to help organisations improve their cybersecurity measures, often referred to as the NIST Cybersecurity Framework. It is a series of recommended standards which allow businesses to be prepared for identifying and detecting cyber-attacks [1]. The NIST Cybersecurity Framework was formulated to assist private sector organisations within the United States to establish a plan for safeguarding against cyber threats. Since then, the framework has been adopted by governments worldwide [2]. 
The objective of the NIST Cybersecurity Framework is to help organisations understand the cyber security risks to their business. By providing a framework for understanding, managing, and expressing cyber security risk it enables organisations to better prepare themselves to address cybersecurity threats effectively and mitigate potential risks to their digital assets [2]. This empowers organisations to develop a robust cybersecurity strategy which they can tailor to the specific needs of the organisation. 
The NIST Cybersecurity Framework focuses on risk management principles such as identify, protect, detect, respond, and recover. Identify is the stage for developing an understanding of the management of security risks to systems, assets, data, and other resources within the organisation. Protect is the safeguarding process of critical infrastructure services. Detect is identifying a cyber security event. Respond is the actions taken after a threat is discovered. Recover is how an organisation deals with the aftermath of a cybersecurity attack [3].
The risk-based approach allows organisations to prioritise their efforts so that resources can be allocated to where threat is located. By identifying and analysing cybersecurity risks, organisations can optimise their resource utilisation by focusing on the most critical threats first. This maximises cybersecurity resilience within organisations. This approach manages the potential impact of a cyber attack on an organisation, preventing financial losses [4]. 
Training and awareness when implementing the NIST framework effectively is vital for organisations. It is important that the implementation process is done correctly, and all employees have the cybersecurity practices ingrained into their day-to-day work. By investing in ongoing skill development for employees will ensure that cyber security practices are being upheld throughout the organisation and reduce the risk of data breaches and cyber-attacks.
With the NIST framework organisations can work together and share vital information on threat intelligence and collaborate defence strategies. Organisations can exchange insights on emerging treats learn from each other’s experiences and help each other to better protect themselves in future cyber-attacks [5].
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Reconnaissance is the first stage of the ‘cyber kill chain’, this is where attackers identify a vulnerable target and identify how to exploit it. Nmap and Wireshark are tools commonly utilized by cybercriminals in the reconnaissance stage of a cyber-attack. Both tools can be used to gather critical information about an attacker’s target [6]. 
Nmap (Network Mapper) is a network scanning tool designed to discover networks and security auditing. It is used to probe target networks to identify active hosts and ports, using techniques such as TCP/UDP [6]. Nmap helps cybercriminals in mapping out the structure of a target network topology and identify potential entry points for exploitation. For example, by conducting a TCP SYN scan (-sS), Nmap sends a packet to the target and waits for a response. If the target responds with a SYN/ACK packet the port is considered open and ready and accessible for connection [8]. If the target responds with a different type of packet the connection is closed. This communication does not display in logs enabling the attacker to stealthily probe a range of IP addresses to determine which hosts are active and which ports are open, providing valuable insights into the network's topology and potential vulnerabilities to exploit.
Wireshark is a commonly used network protocol analyser. Unlike Nmap, which focuses on host and service exploration, Wireshark focuses on the details of a networks traffic, allowing attackers to capture and analyse packets in real time [7]. Wireshark allows its users to filter live data to obtain specific information needed and allows the user to visualise the entire conversation and network streams [9].  Network packets contain user information such as usernames and passwords, meaning that attackers eavesdropping on communications can capture sensitive data being transmitted across the network [10].
To summarise, during in the reconnaissance stage of a cyber-attack, Nmap and Wireshark play vital roles in enabling cyber criminals to pinpoint and capitalize on weaknesses within a target network. Nmap assists with discovering active hosts and access ports, wile Wireshark helps to examine network traffic therefore both tools together enable attackers to obtain crucial data to pursue with the attack.
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WannaCry is a ransomware worm which rapidly spread throughout several computer networks in 2017 [11]. It encrypts valuable files on the PCs hard drive so that the user is unable to access them and holds them ransom until a bitcoin payment is made to release them. WannaCry targets computers using a Windows operating system. It arrives on the target computer, using the EternalBlue exploit which was a security flaw in the Server Message Block (SMB) protocol implementation of Windows [12]. Those who did not perform the update on Windows in 2017 were vulnerable to being targeted by WannaCry. One of the primary ways WannaCry used to deliver was through phishing emails using a run file, after that files begin encryption, and a ransom demand is displayed often asking for a bitcoin cryptocurrency payment in return for the decryption key to restore access to encrypted files. Machines infected with WannaCry would scan the internet for other vulnerable machines to infect [13].
Moving forward, mitigating WannaCry infections could be solved by keeping computer systems up to date on new security patches from Operating systems [13]. Users should make regular offline back-ups of their important files kept in a different location to recover from an attack [14]. Organisations should educate employees about risks such as phishing emails and suspicious attachments to prevent risk of attacks. The WannaCry attack served as a wake-up call for the importance of software patching. Organisations and users learned the hard way that not performing routine security updates on their devices could leave them vulnerable to attacks such as WannaCry.
TeleRat is a remote access trojan primarily targeting android devices. It typically disguises itself as a legitimate app or hides within third party app stores and phishing links. Once installed, it allows attackers remote access to the infected device, granting the attacker control over the functions of the device [15]. This leaves the users personal messages and files at risk. 
Only downloading apps from the official app stores and avoiding third party app stores can mitigate some of the risk when downloading apps on a mobile device. Keeping devices up to date with latest security patches and downloading a reputable antivirus software to remove any malware infections [16]. This strengthens defences against malware infections such as TeleRAT. By implementing these mitigation strategies, users can significantly reduce the risk of falling victim to TeleRat and safeguard their personal data and privacy.
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Whaling and pharming are types of phishing attacks, often aimed at high profile targets. In a whaling attack, attackers will impersonate a trusted source, sending emails that appear to be legitimate [17]. These messages create a sense of urgency or necessity, further pressuring the victim to comply without questioning the request. The victim will often be asked to share sensitive information such as payroll information, or they may be asked to click a spoofed website link where information can be collected. In this type of attack, attackers often abuse social engineering techniques, targets feel reluctant to refuse a request from the attacker as they are usually impersonating someone, they deem to be of importance [18]. 
Pharming redirects victims to fake websites to steal personal information such as credit card details. Pharming attacks are particularly dangerous as they can affect multiple targets at a time. This can be carried using many techniques, one common strategy attackers use is DNS based pharming. This is where attackers manipulate the domain name system (DNS) to redirect users to fraudulent websites. From there attackers can harvest data from the victims [19].
Pharming and whaling can be prevented in several ways, firstly keeping up to date with the latest cyber security updates is vital in implementing best cybersecurity resilience. Using trusted Wi-Fi networks and securing the networks you are using. Avoiding public networks wherever possible to minimise the risk of falling victim to phishing attacks. Organisations can implement employee cybersecurity awareness programs that can educate employees about phishing attacks and how to recognise them, this will greatly reduce risk in the workplace [18]. 
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In figure 1 shows an example of an enterprise achieving high availability.
In the network diagram, each device has redundant connections to multiple switches and routers, ensuring that if one device fails, traffic can reroute through alternate paths. This mitigates any serious impact on revenue if there is a system or hardware failure. The redundancy at each layer of the network, from the core to the access layer, ensures that there is no single point of failure that exists within the network. If a device or link were to fail, traffic can utilise alternate paths to reroute data, minimizing downtime and ensuring uninterrupted access to network resources [21].
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An essential component of network security is a firewall, these are used both for personal and enterprise use. The firewall is the first line of defence against cyber threats, they filter traffic between networks and can block unwanted access to the network [22]. However, a firewall is not sufficient in protecting a network alone therefore using an Intrusion Prevention System (IPS) compliments using a firewall, an IPS monitors network traffic in real time analysing packets in order to detect suspicious behaviours that might indicate an intrusion [23]. Together these technologies provide a multilayer level of security to safeguard against cyber-attacks. Using the firewall as the first line of defence and IPS as a threat detection tool.
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