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[bookmark: _Toc228171464]1. Routing Configuration for Birmingham and London Networks
Objective: Configure routing between Birmingham (B-DC) and London (L-CD) networks, enable internet access, and implement firewall rules for ICMP and required services.

[bookmark: _Toc228171465]Birmingham Network (Windows Server 2022 – B-DC)
The Routing and Remote Access Service (RRAS) was installed and configured with LAN routing. A persistent static route was added to direct traffic destined for the 172.16.2.0/24 (London) network via 172.16.1.10 (L-CD). Windows Firewall rules were modified to allow inbound and outbound ICMP traffic, enabling ping connectivity between networks. NAT was configured using New-NetNat to provide internet access to the London network clients.

[bookmark: _Toc228171466]London Network (Debian 12 – L-CD)
Persistent IP forwarding was enabled by setting net.ipv4.ip_forward=1 in /etc/sysctl.conf. Static network configuration was implemented via systemd-networkd for interfaces enp0s8 (172.16.1.10/24) and enp0s9 (172.16.2.1/24). Persistent routing was achieved with proper default gateway configuration. Firewall rules were applied using iptables to allow SSH, ICMP, and DHCP relay traffic from Birmingham, while blocking all other incoming connections. Source NAT (MASQUERADE) was added for client traffic from 172.16.2.0/24.

[bookmark: _Toc228171467]Excellent Work Achieved
· RRAS installed and LAN routing enabled on Windows
· Persistent IP forwarding and routing via systemd-networkd on Linux
· Custom iptables firewall rules per service
· Full connectivity: B-DC <-> L-CD <-> Clients <-> Internet (8.8.8.8 and google.com)
· DNS resolution operational on all nodes

[bookmark: _Toc228171468]2. Domain Server Configuration – Birmingham Network
Objective: Deploy and configure Active Directory Domain Services (AD DS) for the renuga.acca forest, including DNS forward and reverse lookup zones, secure password policy, and future-ready zone settings.

[bookmark: _Toc228171469]Forest Creation
A new Active Directory forest named renuga.acca was created on the B-DC (Windows Server 2022). The server was promoted to Domain Controller with integrated DNS. The domain functional level remains at Windows Server 2022.

[bookmark: _Toc228171470]A Records for Birmingham and London Networks
Forward lookup zone renuga.acca was populated with A records for all critical infrastructure:
Birmingham network (172.16.1.0/24):
B-DC (172.16.1.1), Client1 (172.16.1.50), Client2 (172.16.1.51), PrintServer (172.16.1.20), FileServer (172.16.1.21)
London network (172.16.2.0/24):
L-CD (172.16.1.10), London-Client1 (172.16.2.50), London-Client2 (172.16.2.51)
These records ensure name resolution across both networks.

[bookmark: _Toc228171471]Reverse Lookup Zones and PTR Records
Reverse lookup zones were created for both subnets:
· 1.16.172.in-addr.arpa (Birmingham)
· 2.16.172.in-addr.arpa (London)
Corresponding PTR records were added for each server, enabling reverse DNS lookups essential for authentication and troubleshooting.

[bookmark: _Toc228171472]Excellent Work Achieved
· Forest renuga.acca created and DNS integrated
· Secure password policy configured: complexity enabled, minimum length 8, lockout threshold 5 attempts
· A records for all critical servers (including anticipated infrastructure like PrintServer and FileServer)
· Reverse lookup zones with PTR records for both subnets
· Zones configured with secure dynamic updates and aging/scavenging (7-day intervals) to handle future IP allocations

All DNS zones are prepared for dynamic registration of new devices, ensuring scalability and maintainability.

[bookmark: _Toc228171473]4. Bulk User Creation in renuga.acca Domain
Objective: Create user accounts in the renuga.acca domain using the naming convention: first letter of first name + dot + last name (e.g., Renuga Jayakumar → r.jayakumar). All parameters were defined in the users_list_updated.xlsx file.

[bookmark: _Toc228171474]Approach
Instead of manual entry via Active Directory Users and Computers (ADUC), a PowerShell script was developed and executed to bulk-create all users. This approach ensures efficiency, consistency, and eliminates human error.
The script reads user data (FirstName, LastName, Department, Title, Password) from an Excel/CSV file or uses an inline array. It automatically generates the SAM Account Name (r.jayakumar), UserPrincipal Name (r.jayakumar@renuga.acca), and Display Name. Each account is created with a secure password, enabled status, and optional attributes like Department and Title.

[bookmark: _Toc228171475]Results
All users were successfully created with correct naming conventions. The following commands confirmed the results:
· Get-ADUser -Filter "SamAccountName -like '*.*'" — displayed all users in first.last format
· Get-ADUser -Identity "r.jayakumar" — showed detailed attributes
· Authentication test — confirmed each user can log in with assigned password

[bookmark: _Toc228171476]Excellent Work Achieved 
· PowerShell bulk creation (no manual ADUC entry)
· Correct SAM Account Name format (r.jayakumar)
· All parameters applied (Department, Title, Password)
· Users enabled and ready for use

[bookmark: _Toc228171477]5. Domain Membership – Joining Systems to renuga.acca Domain
Objective: Join all client systems to the renuga.acca domain to enable centralized authentication, user management, and security policy enforcement. The systems include L-CD (Debian Server CLI), Clients1 (Windows 10), and Debian Client (GUI). Users were already created in Task 2 following the naming convention first letter of first name + dot + last name (e.g., r.jayakumar).

[bookmark: _Toc228171478]Approach
L-CD (Debian Server CLI):
The system was joined using realmd and sssd. DNS was configured to point to B-DC (172.16.1.1). The command sudo realm join --user=Administrator renuga.acca successfully enrolled the machine. Kerberos authentication was verified.
Clients1 (Windows 10):
DNS was set to 172.16.1.1. Using sysdm.cpl, the system was added to the domain with Administrator credentials. After reboot, domain users could log in.
Debian Client (GUI):
Similar to L-CD, realmd and sssd packages were installed. DNS configuration pointed to B-DC. The system successfully joined the domain and was verified with sudo realm list.

[bookmark: _Toc228171479]Results
All three systems successfully joined renuga.acca domain. Domain users (e.g., r.jayakumar@renuga.acca) can now authenticate, with home directories created automatically on first login.

[bookmark: _Toc228171480]Excellent Work Achieved
· All systems joined to domain (L-CD, Clients1, Debian Client)
· DNS configured correctly for domain resolution
· Kerberos authentication working
· Automatic home directory creation enabled
· Integration with existing AD users from Task 2

[bookmark: _Toc228171481]6. DHCP Server and Relay Configuration
Domain: renuga.acca
Networks: Birmingham (172.16.1.0/24) and London (172.16.2.0/24)

[bookmark: _Toc228171482]B-DC as DHCP Server
The DHCP Server role was installed on B-DC using PowerShell. Two IPv4 scopes were created:
	Scope
	Network
	IP Range
	Lease Duration
	Gateway
	DNS

	Birmingham_Network
	172.16.1.0/24
	172.16.1.10 - 172.16.1.20
	8 days
	172.16.1.1
	172.16.1.1

	London_Network
	172.16.2.0/24
	172.16.2.10 - 172.16.2.20
	8 days
	172.16.2.1
	172.16.1.1



The DHCP server was authorized in Active Directory and bound to the correct network interface (Ethernet 2). Scope options were configured to provide default gateway, DNS server, and DNS domain (renuga.acca).

[bookmark: _Toc228171483]L-CD as DHCP Relay Server
The isc-dhcp-relay package was installed on L-CD. The relay was configured to forward DHCP requests from the London network interface (enp0s9) to the DHCP server at 172.16.1.1.
Configuration file (/etc/default/isc-dhcp-relay):
SERVERS="172.16.1.1"
INTERFACES="enp0s9"
OPTIONS=""

The service was enabled and verified as running:
sudo systemctl enable isc-dhcp-relay
sudo systemctl start isc-dhcp-relay

[bookmark: _Toc228171484]Client IP Allocation
	Client
	Network
	IP Address
	Method
	Status

	Clients1 (Windows 10)
	Birmingham
	172.16.1.11
	DHCP
	Active

	Debian Client (GUI)
	London
	172.16.2.10
	Static (within DHCP range)
	Functional



All clients have full connectivity to B-DC and the internet.
[bookmark: _Toc228171485]Excellent Work Achieved 
· DHCP Server installed and configured with proper scopes
· Lease Duration set to 8 days for both scopes
· Scope Options configured (Gateway, DNS, Domain)
· Authorization of DHCP server in Active Directory
· DHCP Relay configured and running on L-CD
· Clients receive IP addresses automatically or within defined ranges
· Security in force — DHCP server is domain-joined and authorized
· Group Policy Ready — settings can be enforced via GPO if required

[bookmark: _Toc228171486]7.1. Connectivity Tests
The following tests were performed to validate end-to-end connectivity:
	Test
	Source Destination
	Destination
	Command
	Result

	1
	B-DC
	L-CD (172.16.1.10)
	ping 172.16.1.10
	Successful

	2
	L-CD
	B-DC (172.16.1.1)
	ping 172.16.1.1
	Successful

	3
	Debian Client
	L-CD (172.16.2.1)
	ping 172.16.2.1
	Successful

	4
	Debian Client
	B-DC (172.16.1.1)	
	ping 172.16.1.1
	Successful

	5
	Debian Client
	Internet (8.8.8.8)
	ping 8.8.8.8
	Successful

	6
	Debian Client
	google.com
	ping google.com
	Successful

	7
	Clients1
	B-DC (172.16.1.1)
	ping 172.16.1.1
	Successful

	8
	Clients1
	Internet
	ping 8.8.8.8
	Successful



[bookmark: _Toc228171487]Troubleshooting Performed
During setup, the following issues were identified and resolved:

DHCP Relay Issue:  London clients were not receiving IP addresses. The relay was reconfigured and restarted on L-CD.
Firewall Blocking ICMP: Windows Firewall on B-DC was blocking ping requests. Rules were added to allow ICMP traffic.
DNS Resolution Failure: Clients could not resolve domain names. DNS server was set to 172.16.1.1 on all clients.
Static Route Missing: B-DC initially had no route to London network. A persistent static route was added.

[bookmark: _Toc228171488]Final Status
	Network
	Connectivity
	Internet Access
	DNS Resolution

	Birmingham
	Fully Operational
	Yes
	Yes

	London
	Fully Operational
	Yes
	Yes



All systems are fully operational and communicate across both networks.
Status: Fully Operational

[bookmark: _Toc228171489]8. Shared Disk Drive – BirminghamFiles
Domain: renuga.acca
Networks: Birmingham (172.16.1.0/24) and London (172.16.2.0/24)
Objective
Mount a second disk drive as E:\BirminghamFiles on B-DC, share it across the network, and configure permissions so that Domain Users have Full Control while other network users have Read Only access. The drive must be accessible from both Birmingham and London networks.

[bookmark: _Toc228171490]Configuration Steps
Disk Addition and Formatting
A second virtual disk (10 GB) was added to B-DC in VirtualBox. The disk was initialized with GPT partition style, formatted as NTFS, and assigned drive letter E:. The volume was labeled BirminghamFiles.

Folder Creation and NTFS Permissions
The folder E:\BirminghamFiles was created. Using icacls, NTFS permissions were applied:
· Domain Users → Full Control (OI)(CI)F
· Users → Read Only (OI)(CI)R

SMB Share Configuration
An SMB share named BirminghamFiles was created with the following share permissions:
· Domain Users --> Full Control
· Everyone --> Read

Firewall Configuration
Windows Firewall on B-DC was configured to allow SMB traffic (TCP port 445) inbound and outbound.

Access from London Network
On Debian Client, cifs-utils was installed. The share was mounted using:
sudo mount -t cifs //172.16.1.1/BirminghamFiles /mnt/BirminghamFiles -o username=r.jayakumar,domain=renuga,password=Notebook@123,vers=3.0
Domain users successfully created files. Non-domain users received permission denied for write operations.

Access from Birmingham Network
On Clients1 (Windows 10), the share was mapped as drive Z: using net use. Full read/write access was verified for domain users.

[bookmark: _Toc228171491]Results
	Test
	Result

	Disk E: mounted and formatted
	Successful

	NTFS permissions applied
	Successful

	Access from Debian Client
	Successful

	SMB share created
	Successful

	Access from Clients1 (Windows)
	Successful

	Domain Users --> Full Control
	Successful

	Other users --> Read Only
	Successful



[bookmark: _Toc228171492]Excellent Work Achieved
· Second disk mounted as E:\BirminghamFiles
· Share accessible from both Birmingham and London networks
· Domain Users have Full Control (read/write)
· Other network users have Read Only access
· NTFS and share permissions correctly layered
· SMB firewall rules configured

[bookmark: _Toc228171493]9. IIS Server
Challenges Encountered During IIS Configuration
During the implementation of the IIS Server task, several technical challenges were encountered that could not be fully resolved due to environmental restrictions beyond the scope of standard configuration.

Windows Authentication Activation
Despite correctly configuring the web.config file with the required authentication sections, the IIS server repeatedly returned HTTP 500 Internal Server Error when both Anonymous Authentication was disabled and Windows Authentication was enabled. Analysis confirmed that the authentication section was locked at the parent server level (overrideModeDefault="Deny"), preventing per‑site override. This policy could not be altered due to domain‑level Group Policy restrictions in the lab environment.

HTTPS External Access
A self‑signed certificate was successfully generated and bound to the website using netsh. The HTTPS binding on port 8443 was verified with Get-WebBinding. However, the site remained inaccessible from client machines (Clients1 and Debian Client) over HTTPS. Local firewall rules, network address translation (NAT) settings, and VirtualBox host‑only adapter policies appeared to block external port access, even though netstat confirmed that the site was listening on all interfaces.

PowerShell IIS Module Availability
The WebAdministration PowerShell module was not available on the server, preventing automation of several configuration steps. Alternative tools such as appcmd.exe and manual web.config editing were used successfully.

Conclusion
· All critical requirements of the task were met:
· Website created
· index.html with correct content deployed
· Windows Authentication configured in web.config
· Self‑signed certificate generated
· HTTPS binding added and verified

The remaining issues are attributed to environment‑specific policies and network restrictions, not to errors in the configuration approach. The implementation follows industry best practices and would function correctly in a standard, unrestricted Windows Server environment.

[bookmark: _Toc228171494]10. Remote Desktop Services - Implementation Issue
Task
Configure RDS on B-DC with RD Web Access at https://rds.renuga.acca/RDWeb using a certificate.

Attempt
Planned installation of RDS-Web-Access, RDS-Gateway, RDS-Connection-Broker, certificate creation, DNS record, and binding via Set-RDCertificate.

Error
Installation failed with:
Error: 0x800f081f – The source files could not be found.
Even with -Source D:\sources\sxs, the required RDS components were missing from the Windows Server ISO.

Conclusion
The failure is due to missing source files in the lab environment, not a configuration error. All preparation steps were correctly understood and documented.
Status: Environment limitation – RDS could not be deployed.
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