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Introduction -
The purpose of this report is to explain ransomware, what it is, why it is dangerous and what actions can be taken to protect against it. This report will give an introduction to viruses in general and explain more further on to fully understand the topic and what it is. This should be used to inform and explain methods for anyone who it may affect such as businesses or anyone who may own a computer and has access to the internet. Also, the measure listed to prevent infection of the device or to defend against the infection are very crucial to be followed to stop the spread of malware and to stop both the user and the company from being affected.

Virus -
[bookmark: _Int_GWGAQM1V][bookmark: _Int_r8hhyAJ8]Although viruses are commonly used to refer to malware in general this can be misleading since a virus is only a type of malware and many types of malware cannot be confused with a virus. A virus is a program or code that can spread and duplicate itself on a computer system and may spread to another or across a system, it is called this from the medical term virus which is has a very similar function just in a different format as they both replicate themselves rapidly to quickly infect the host. [1]  It is not necessarily used for malicious intent, but it is most commonly used with harmful intentions today. They are most frequently used to steal your passwords and data for financial gain or just to cause disruption. They infect files or documents and usually try to stay hidden so that it is harder to remove and so that it can control the system for as long as possible and perform the intended malicious actions. They can spread through means such as malicious links through e-mails or on webpages and malicious files downloaded. [2] 
Many techniques are used to spread malware, a common type is social engineering which uses tactics to lie to the victim to manipulate to perform an action, one of these is phishing which intends to impersonate a legitimate company or person to spread malware through malicious links or it asks for banks details and tries to steal money from the recipient.






Trojans -
Trojans are a type of malware that can only infect a system when downloaded, it is not a type of virus as it doesn’t necessarily self-replicate itself, but it is a type of malware. To do this the program looks and acts as a legitimate program on the surface so that the user is unaware that they are being infected and then it would intend to perform malicious activities for as long as needed, which is why it is known as a trojan horse due to the Greek myth in the Trojan war with a similar idea. The program could be downloaded from an unofficial app store or someone sending a file. 
They are vast types of trojans, some include backdoor trojans, banker trojans and DDoS trojans. A backdoor trojan aims to gain control over the user’s system so that they can steal data, delete files or upload more malware. A banker trojan is used to steal financial information such as bank login details for financial gain. A DDoS trojan aims to disrupt or damage networks and webpages by sending multiple requests from the infected computer, this usually doesn't directly target the infected computer but a business or website so in this case the computer would only be used as a device to cause disruption to another party. [3] [4]

Ransomware -
A type of malware is ransomware which are programs that most commonly stop you from gaining access to your computer system and demand money to regain that access. Also again it is not a type of virus as it doesn’t necessarily self-replicate itself, but it is a type of malware. Ransomware is most commonly used against businesses and once infected tries to directly affect and harm that business. This is shown by the statistic that 81% of businesses have been affected by a cyberattack in the last year.
Ransomware can be received through malicious attachments on spam e-mails and through malicious advertising which is dangerous as it requires little user interaction. Ransomware is very common to see on advertisements examples include the type of ad commonly found on websites that sell sections of their website for ads these usually include ads claiming that the system is infected and you must click to remove malware and many other attempts to get the user to click on the ad. Another example are screen lockers which freeze the computer and once the system is restarted, a window pops up, and it claims that your computer has been seized by the government or any important organization. 
To protect computers from being infected by ransomware the main step is prevention, a way to do this is to install an antivirus software and always be careful what is clicked or what webpages are accessed online and if in a business inform employees of the necessity to be careful and with steps to be safe online from malware. If the system is in fact infected the number one rule is to never pay that ransom as there is no guarantee that the ransomware will delete itself or give access to the computer and they may even demand more money as they try to put the victim in a vulnerable position where they have no choice to pay, this usually includes a time limit also to put more pressure on the victim and try to force them to make an impulsive decision without carefully thinking it through, relying purely on their emotions. Also, if the payment is made it could be used by the attacker to infect more computers or for other malicious activities. [5] 

Ransomware Example (WannaCry) –
A very well-known and documented ransomware is the WannaCry ransomware, this ransomware infected many well-known companies and organisations such as the NHS, FedEx and Nissan. The type of ransomware it was, was a crypto ransomware which is used to extort money and in this case due to the big companies that they targeted with the ransomware however it was unsuccessful in the extortion of money but it did cause a lot of damage. This worked by encrypting the data on the computer and demanded a ransom to regain that data.
The malware spread on Windows OS and demanded the ransom to be paid in cryptocurrency format, specifically Bitcoin. This attack occurred on May 12, 2017, and was stopped within a few hours of the attack through a kill switch that was discovered that practically terminated the malware, however that didn’t stop the damage the malware had caused, over 200,000 computer systems were infected and many still were infected after the kill switch was discovered. And many ambulances had to divert to other hospitals due to the attack. The ransomware was created by a group who call themselves the Shadow Brokers which used an exploit called EternalBlue which was developed by the NSA. The kill switch that was discovered was that the program would query a domain that didn’t exist, so that domain was bought and created which meant that the program now was querying an existing domain and that then no longer allowed WannaCry to execute. This is a big example of the dangers of not updating a computer system as this exploit could only be used on an older version of Windows that many people still were using. [6] [7]

Measures to Prevent -
To prevent a computer from gaining unwanted and harmful malware or programs there are many preventative measures. By only installing software from verified sources such as app stores this prevents are drastically decreases the chances of gaining malicious software. Another way can be to back-up the computer as if the malware removes access to files, the necessary files will be accessible through a different mean such as an online storage like OneDrive or through a separate storage device that is not directly linked to that computer. Also, this prevents other disaster scenarios such as human error or hardware failure, and it is suggested that these backups are performed regularly with at least one stored offsite. Another method is to use a good antivirus software; these use a known virus database which is updated very regularly to check the computer storage for these programs and if found are quarantined and removed if necessary, these can be used on many devices such as computers, mobile phones and tablets. 
Also, keeping software up to date and anti-virus software up to date is very important so that the computer is protected from recent malware or bugs and that the computer can work more optimally. These updates give necessary security changes and updates so that if a bug was discovered or if a new malware exploited the system these updates can help defend against that by removing these exploitations or just limiting them. Also being careful online in general is a major preventative measure by making sure that the website being accessed is the official and legitimate website rather than a fake version intended to trick someone these also may be shared through e mails so anyone should be careful when receiving spam emails by making sure the email address is legitimate, the email doesn't include malicious links and if necessary check with sender if they are being impersonated as that is also a common method at spreading malware.  [8] 
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