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[bookmark: _Toc227410394] Abstract
This report covers containerisation, cloud scaling, and serverless computing. It starts with virtualisation fundamentals and Docker-based containerisation, working through practical examples: building Dockerfiles, publishing images to DockerHub, managing volumes, and configuring container networking. The second part examinesth the foundational principles of virtualisation and Docker based containerisation, the report walks through practical examples load balancing, scalability, and application gateways using Microsoft Azure as the main example, and explains why these three features go together. The final section examines what has driven cloud adoption and compares serverless (FaaS) with containers. IEEE numeric referencing is used throughout.
[bookmark: _Toc227410395]1.Introdution
[bookmark: _Toc227410396]The process of software provision by organisations has grown considerably in the last twenty years. Cloud portal can provision what used to take dedicated physical servers in the data centres. Behind this change are two closely allied technologies; virtualisation, which enables a single, physical machine to execute lots of isolated software environments at the same time; and containerisation, which pushes the concept further by wrapping up an application with all of the software it needs to execute. Docker is a publicly released containerisation platform by Docker released in 2013, which made it the most used because of its simple interface in building, executing and distributing containers [1]. Instead of transferring a virtual machine image, which might be several gigabytes, a developer could specify a container in a text file so brief a text file, known as Docker file, and anyone who has Docker installed can re-create that environment. This report takes us through the fundamental practical principles of Docker, which include: Docker files, images, volumes, and networking, and then extends to the three concepts at the cloud level, which are load balancing, scalability, and application gateways. It concludes by exploring the reasons why cloud computing is continuing to rise, a comparison of containerised workloads with the new serverless paradigm
[bookmark: _Toc227410397]2. Docker and Containerisation
[bookmark: _Toc227410398]2.1 Principles of Virtualisation
Virtualisation is the act of developing a software abstraction of a physical computing resource. A hypervisor, alternatively known as a virtual machine monitor, lies between the hardware and the guest operating systems, which execute on it, and provides each guest with a seemingly dedicated processor, memory and storage [2]. The virtual machines (VMs) are separated at the operating system level but share the underlying hardware. Hypervisor has two kinds. A Type 1 hypervisor (such as VMware ESXi or Microsoft Hyper-V) runs directly on physical hardware with no host operating system underneath. Type 2 hypervisor (e.g. VirtualBox or VMware Workstation) is an application that executes on top of an operating system. Type 1 hypervisors are much more prevalent in production cloud environments since they add less overhead and provide the virtualisation layer with a direct control of the hardware [3]. Server consolidation was the practical value of virtualisation that rendered it commercially valuable. Occasionally to prevent conflicts before wide use, a data centre could have one application using each physical server in idle mode allowing processors that used half a day. Virtualisation helped organisations to stack dozens of lightly loaded servers atop a single physical host, radically enhancing the utilisation of the hardware. Gartner gave an estimated cost of 50 to 70 percent of savings on data centre hardware spent by early adopters to server virtualisation [4].
[bookmark: _Toc227410399]2.2 Principles and Benefits of Containerisation
Containerisation operates at the OS level rather than the hardware level. A container bundles an application with its libraries, configuration files, and runtime into a single unit that shares the host OS kernel. Because there is no guest OS, containers are much smaller than VMs and start in seconds rather than minutes. Docker, released in 2013, became the default tool for this work: it handles building, shipping, and running containers, and uses Linux kernel namespaces for process isolation and groups to limit resource usage [6].
	Feature
	Virtual Machines
	Containers

	Size
	Gigabytes (full OS)
	Megabytes (app + libs only)

	Start-up time
	Minutes
	Seconds or milliseconds

	Isolation
	Hardware-level (strong)
	OS-level (lightweight)

	Portability
	Good
	Excellent

	Performance
	Near-native (some overhead)
	Near-native (minimal overhead)

	Resource use
	High (each VM needs RAM/CPU)
	Low (kernel is shared)

	Use case
	Running different OS types
	Microservices, CI/CD, cloud-native apps



[bookmark: _Toc227410400]2.3 key Benefits of Containerisation
[bookmark: _Toc227410401]A container virtualises the operating system, where hardware is virtualised by a virtual machine. Containers are similar to the host machine sharing their kernel, but isolate the user process in the user Space by using two Linux kernel features, namespaces and control groups (groups). Namespace isolates provide each container with its perspective of the system; its own process table, network interfaces, and file system mount points. Control groups restrict and explain what a container is capable of consuming in terms of CPU time, memory and disk I/O [5].The implication of sharing a kernel is that containers are extremely lightweight compared to VMs. A VM needs a complete guest operating system which can increase a gigabyte or more of overhead by a few hundred megabytes; a container just adds the program itself and its dependencies over a base image. This results in container start up times being brief, often less than a second, in contrast to the minutes a VM would require booting [6]. This difference is pertinent to services that must scale quickly and react to demand. One more advantage that is often mentioned is consistency. A container image is self-contained and immutable: It includes the application required runtime, libraries, and configuration. Provided the container executes on a laptop of a developer it will act the same in a staging server and in production, due to the fact the environment is included within the package. That gets rid of the notorious works on my machine issue and makes continuous integration and continuous delivery (CI/CD) pipelines simpler. Docker overlays user-friendly layer over these primitives of Linux. Through its image registry, Docker Hub, developers can share images in a similar fashion as JavaScript packages distributed by npm. Docker CLI is easy to use to create, run, and examine containers and Docker Compose to multi-containers applications defined by a single YAML file.
[bookmark: _Toc227410402][bookmark: _Toc227410403]2.4 Docker Architecture 
Docker uses a client-server model with three main components: Docker Daemon (docker): The background service that manages images, containers, volumes, and networks. Docker Client (docker): The CLI tool users interact with. Commands are forwarded to the daemon. Docker Registry: A store for Docker images. Docker Hub is the default public registry; private registries are common in production.
2.4 Docker Image
A Docker file is simply a plain text file that includes a list of instructions to be followed by Docker to make an image. Every command adds another layer of read only in the image. Layers are cached No authentically new instruction needs to be sent: when the instruction has remained the same since the last build, and the underlying layers are also the same, the layer gets reused by Docker instead of being rebuilt, greatly accelerating iterative development. The next one is the Docker file applied in class to create a simple web server on which a custom HTML page is served based on Nginx.




Create HTML file  
YouTube video
 https://youtu.be/K8QnZZyTWcc 
[image: ]
Docker File 
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Build the Image from the Docker File
The -t flag assigns a name and version to the image. The period (.) sets the current directory as the build context. Docker reads the Dockerfile instructions top to bottom: pulling the nginx: latest base image, copying the HTML file in, and configuring the container to start Nginx on launch.
docker build -t my-docker-app
[image: ]


[bookmark: _Toc227410404]2.5 Docker Hub Publishing 
A Docker file is a plain text file containing a sequence of instructions that Docker follows to build an image. Each instruction adds a read-only layer to the image. These layers are cached: if an instruction has not changed since the last build and neither have the layers beneath it, Docker reuses the cached layer rather than rebuilding it, which speeds up iterative development considerably.
· Docker Hub Image 
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Running the Container Locally
The application Container was executed using:
 Docker run -d -p 8080:80 my-docker-app
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 Creation of Docker Network
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Web Browser Output of Containerised Flask Webpage
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[bookmark: _Toc227410405]2.6Container Volumes
Container file systems are temporary: when a container is deleted, any data stored inside it is lost. For stateless applications such as a web server serving static content, this is fine. For databases, file uploads, log archives, or any data that must survive the container lifecycle, a persistent storage mechanism is needed. Docker volumes address this. A volume is a storage area managed by the Docker daemon that lives outside the container's writable layer and persists independently of any container. Data written to a volume is not lost when the container that created it is stopped or removed. A single volume can be mounted by multiple containers, which provides a way to share state between them. Volumes are stored on the host, typically under /var/lib/docker/volumes.[image: ]

Docker run -d -p 8080:80 -v my-volume:/usr/share/nginx/html nginx
[bookmark: _GoBack][image: ]
[bookmark: _Toc227410409]3.1 Load Balancing
A load balancer spreads incoming network traffic over numerous backend servers, preventing any one server from becoming a bottleneck [11]. There are two load balancing levels offered by Azure: 
• Azure Load Balancer (Layer 4): TCP/UDP-based. Connections are distributed using a 5-tuple hash (source IP, source port, destination IP, destination port, and protocol). It is ideal for high-throughput, non-HTTP tasks because to its extremely low latency [11].
• Azure Application Gateway (Layer 7): This system uses HTTP. For instance, it may redirect /api /* traffic to one backend pool and /static/* traffic to another based on the URL path, hostname, or cookies [12].
Azure Load Balancer uses health probes to determine whether a backend VM is healthy. If a VM fails its probe, the load balancer automatically stops routing traffic to it, providing resilience without manual intervention [19].
[image: ]

[bookmark: _Toc227410410]3.2 Scalability
Scalability means growing a system's capacity by adding resources. This can be vertical (scaling up: more CPU and RAM on existing machines) or horizontal (scaling out: more instances). Cloud workloads generally favour horizontal scaling because it grows capacity linearly, improves fault tolerance, and is not constrained by the limits of any single machine. Azure supports autoscaling via Virtual Machine Scale Sets (VMSS) for IaaS and built-in scaling in App Service and AKS for PaaS. VMSS lets operators set a minimum and maximum instance count along with scaling rules, triggering scale-out or scale-in based on metrics such as CPU usage, memory pressure, or custom application metrics.Microsoft Azure App Service and Microsoft Azure Kubernetes Service (AKS). VMSS also enables operators to set a minimum and maximum number of instances, and auto scale rules, which cause scale-out or scale-in when a metric like CPU utilisation, memory pressure, or application-specific metrics goes below or above the limits. Azure auto scale uses a rules engine. A typical rule set might read: if average CPU across the scale set exceeds 75% for five minutes, add two instances; if it drops below 30% for ten minutes, remove one instance, with a minimum of one [13]. Cooldown periods are built in to prevent rapid thrashing between scale-out and scale-in. In the e-commerce scenario, the VMSS might be configured for three to twenty instances. During a flash sale where traffic surges tenfold, the autoscale engine detects rising CPU and response times and spins up new VMs within minutes. After the sale, instances are gradually removed as load drops. This is one area where cloud infrastructure has a clear advantage over on-premises: there is no need to provision for peak capacity year-round.
[bookmark: _Toc227410411]3.3 Application Gateways
An application gateway is a Layer 7 load balancer. Unlike a Layer 4 balancer which routes by IP and port, a Layer 7 gateway inspects the request itself URL path, hostname, headers, cookies to decide where traffic should go[12]. Beyond routing, application gateways typically offer URL-based path routing, session affinity, SSL/TLS termination, and a Web Application Firewall (WAF). Azure Application Gateway is Microsoft's managed offering. It terminates SSL at the gateway, so backend servers handle unencrypted traffic and are relieved of the associated CPU cost. The WAF component is driven by the OWASP Core Rule Set and scans incoming requests for common attack patterns: SQL injection, XSS, and remote code execution attempts are all caught and blocked before reaching the application. Path-based routing is one of the more useful features of Azure Application Gateway. Different URL paths can be routed to different backend pools, letting a single gateway front an entire microservices architecture where each service handles a distinct set of routes. This kind of content-aware routing is what makes application gateways essential to modern microservices and API-gateway patterns. A basic Layer 4 load balancer has no visibility into request content. Azure Application Gateway also supports multi-site hosting, allowing a single gateway instance to serve multiple domain names, each with its own routing rules and backend pool.

[bookmark: _Toc227410412]3.4 Why Load Balancing and Scaling and Complementary
Load balancing and scaling are often confused, but they do different jobs and need each other to be effective. Scaling adds capacity by bringing up new server instances. Without a load balancer, those extra instances would sit idle because clients would still hit the same endpoint. Load balancing distributes traffic across all available instances, making sure each new instance actually handles its share of requests. But load balancing alone cannot add capacity. If all backend instances are saturated, redistributing the same volume of traffic more evenly does not help you still need more instances[14]. The two features also interact directly during scaling events: when autoscale provisions a new VM, the load balancer detects it via health probe and starts routing traffic to it immediately. When an instance is decommissioned, the load balancer drains its connections gracefully before it goes offline. This coordination makes the whole process invisible to end users.


[bookmark: _Toc227410413]3.5 combined Benefits for service Delivery
Combining load balancing, autoscaling, and application gateways produces something none of them can achieve independently. The integrated request lifecycle in the e-commerce example shows how these pieces fit together. A customer request arrives at the Azure Application Gateway, which terminates SSL and runs the request through the WAF. The gateway then inspects the URL path: browsing requests go to the web frontend VMSS, cart operations go to the API pool on AKS. Within each backend pool, the Azure Load Balancer routes traffic only to healthy instances. As CPU and request rates rise during a sale, the autoscale engine provisions new VMs and registers them with the load balancer automatically; as traffic falls, instances are removed. Throughout the checkout flow, the Application Gateway maintains session affinity so that a customer's cart requests always reach the same backend. The outcome is an architecture that is fast (layer-7 optimisation and geographic routing), resilient (health probe failover across multiple instances), secure (WAF at the edge), and cost-efficient (you pay for the compute you actually use) [14].
[bookmark: _Toc227410414]4. Cloud Computing and Serverless Functions

[bookmark: _Toc227410415]4.1 Key Driving Forces
Cloud computing has grown quickly over the past two decades, driven by several interconnected forces.
[bookmark: _Toc227410416]4.1.1 Cost Reduction
Running an on-premises data centre requires significant upfront capital: hardware, power, cooling, and facilities. Cloud computing turns that into an operational expense pay by the hour, or per request, only for what is used [15]. Gartner recorded over $591 billion in global public cloud spending in 2023, reflecting how broadly organisations have moved workloads off their own infrastructure.
[bookmark: _Toc227410417]4.1.2 Flexibility and Elasticity
Cloud platforms let teams add or remove resources in minutes. A startup can run a globally available service without owning a single server, and an enterprise can absorb a sudden traffic spike without buying extra capacity in advance. This is particularly useful where demand is irregular or hard to predict [16].
[bookmark: _Toc227410418]4.1.3 Online Revolution and Telecommuting.
The COVID-19 pandemic accelerated remote working and drove sharp demand for cloud-hosted collaboration tools. Organisations already on cloud infrastructure adapted quickly; those still relying on on-premises setups found the transition much harder.
[bookmark: _Toc227410419]4.1.4 Innovation Velocity
Cloud providers offer managed ML, IoT, analytics, and database services out of the box. Teams can consume these as building blocks rather than building them from scratch, which speeds up the development of new products considerably [6].
[bookmark: _Toc227410420]4.2 Serverless Functions (Functions as a Service)
[bookmark: _Toc227410421]Functions as a Service (FaaS), also known as serverless computing, is an execution model where the cloud provider takes charge of full provisioning, scaling, and maintenance of the infrastructure. The programmer only provides the code of the functions and the circumstances that it ought to operate in. The popular commercial implementations are AWS Lambda, Azure Functions and Google Cloud Functions.A function is a single-purpose code that is deployed in a serverless model, which executes when the trigger is invoked. Examples of triggers include HTTP requests, queue messages, updates to a database entry, a scheduled time or activity in another cloud service. The function is executed, gave out an output, and finished. The provider will provide this execution environment on demand and is only charged on the execution time (in milliseconds) and the number of invocations [14].
[bookmark: _Toc227410422]A serverless function has a limited architecture. Functions are stateless: they may not make the assumption that an environment that existed on a previous call still remains. Persistent state has to be stored on outside in a database or object store. The time spent on execution is restricted (AWS Lambda supports up to 15 minutes; Azure Functions supports default 5 minutes in a consumption-plan function). The time needed to start a cold start, when a function is being called, and after several minutes of no operations, or when a provider must give an execution environment, may take hundreds of milliseconds to the first request [15].An example of a serverless e-commerce platform is based on Azure Functions: a product image uploaded to Azure Blob Storage triggers a function call, which then processes the image to display it in various sizes as a web, mobile, and thumbnail images, and stores the outputs. No long-lasting server that caters to image processing is present; the functionality only works when work is required.

[bookmark: _Toc227410423]4.3 Containerisation vs Serverless: A Comparison
Serverless and containerisation are interrelated. They are not mutually exclusive; lots of architectures employ both. They nonetheless make diverse trade-offs among the motive forces which have rendered cloud computing appealing. Cost model. Serverless is less expensive with intermittent or periodic workloads. The processing of 10,000 images per day, each taking 200 milliseconds, at an image processing function costs a fraction of a penny a day to perform on AWS Lambda at the present price. It was much more expensive to maintain a container running 24/7 and processing the same amount of work, even a small container on a shared node, than it would have been to process the same amount of work in a container running once daily. But in high-volume cases where the services are highly utilized, the per-invocation costs of serverless can be more than dedicated containers [16]. This is sometimes referred to as the serverless cost cliff: after a certain scale of invocation, containers will get cheaper. Flexibility and control. Containers provide the developers with a much greater control over the execution environment. A container image can be created to package any system-level dependency, any version of a language, and any runtime. Serverless functions are limited to runtimes that the provider can run - usually a combination of Node.js, Python, Java, Go and. The execution environment is a black box, and the version of NET that the developer cannot inspect or alter. When an application relies on a C library that provides cryptography or image processing capabilities, it is easy to package it into a container and to make it execute in the serverless execution sandbox; there may need to be workarounds to do so. Operational complexity. Here is where serverless has best opportunity. Kubernetes hosted as containerised application takes someone to administer cluster nodes, provisioning networking, resource constraints, enabling monitoring, upgrading node, and troubleshooting scheduling failures. It is a major load on the operation and even though the managed Kubernetes solutions such as AKS ease it, it does not do away with it. With serverless, there is no infrastructure management: write the code, deploy, and the provider manages all the other infrastructure. This is an attractive benefit to small teams or organisations that do not enlist platform engineering personnel. Latency and performance opportunities. Once operational, containers can be expected to respond predictively with low latency. Serverless functions are susceptible to cold-starts: the initial execution after a period of inactivity can take much longer than subsequent executions as the provider must allocate and start up an execution environment. Cold starts are a problem in user facing APIs where the 99th percentile response time is important. Some mitigation strategies are offered by providers in terms of AWS Lambda provisioned concurrency or Azure Functions Premium plan pre-warm instances, however, at the cost of the impacted function cost-effectiveness of serverless [15]. Portability. Container images that are built to the OCI (Open Container Initiative) standard can execute on any conforming container runtime, in any cloud service or on-premises location. An image developed on a laptop is exactly the same when deployed to AWS ECS or Azure AKS or even a bare-metal Kubernetes cluster. Serverless functions are also fundamentally linked to a provider-run time, events system, and IAM model. To bring an Azure Functions application to AWS Lambda, it is necessary to re-write the triggers of the functions, the IAM settings, and frequently the code handling the events. It is a genuine fear of organisations that would like a possibility of transferring workloads among providers or able to make bargains on price [17]. The real-world scenario of most organisations is that containers and serverless functions are complimentary. Containers are more suitable to meet the needs of long-term, latency-sensitive and high-throughput services. Serverless are especially appropriate to short-lived, event-driven, irregularly invoked, tasks such as file processing, notification sending, and pipelines of data transformation. In a mature cloud architecture, both options are generally employed, choosing the appropriate model in each case against standardisation on either of them [18].







[bookmark: _Toc227410424]5.Conclusion
This report has followed a trajectory of the initial principle of virtualisation, then the practicalities of containerisation using Docker, then the cloud theory of load balancing, scalability and application gateway and lastly the economic and technological factors behind the adoption of cloud computing and the next step in the cloud evolution. The tutorials illustrate that Docker, despite its perceived simplicity, reflects a number of significant design principles: build artefacts cannot be changed, there is no configuration vs. code, dependency declaration, and isolation of services running on a network. These principles render containerised applications closer to reproducibility, portability, and simplifying them to reason about in production.  The ensemble of load balancing, autoscaling, and application gateways at the cloud platform level offers the reliability, performance, and security that a production service need. The implementation of Azure as analyse   indicates that they are not single features- they are a system in which every part relies on and supports the others.  The containerisation vs. serverless functions comparison demonstrates that none of the approaches is universally better. The decision is based on the characteristics of workload, team size, price sensitivity, and characteristics of latency need and the extent to which portability is relevant. The similarity between the two approaches lies in the fact that they make cloud computing accessible: they bridge the divide between code and reliable scale execution of the code, the eventual result of cloud computing that has increased dramatically over the last 10 years and is unlikely to cool down soon.
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