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[bookmark: _Toc8164868]Introduction:
This report takes focus on application security vulnerabilities, in particular for games. A review of vulnerabilities regarding multiplayer games and security issues on gaming platforms such as Xbox Live and PlayStation Network are discussed and researched, along with a brief overview of what security vulnerabilities are within the world of software development.
[bookmark: _GoBack]Towards the end of the report are discussions on the design and implementation of a causal 2D game created within the Unity Game Engine named Boulder Drop.

1. [bookmark: _Toc8164869]Application Development Concepts:
1.1. [bookmark: _Toc8164870]Security Vulnerabilities:
Vulnerabilities in software are usually recognized as flaws that have been introduced via errors or bugs in development, they are known to cause potential hazards when exploited [1]. Imperfections in software are a very common problem and can be almost impossible to prevent, this comes down to several reasons that are mainly focused towards design choices, deadlines, development costs, etc [2].
According to cyber-security company Edge Scan [3], 20% of discovered vulnerabilities were either high risk or critical. These statistics were from the networking stand point where the application layer of the OSI model [4] were at risk.
[image: ]
[bookmark: _Toc8164883]Figure 1 - Edge Scan Stats Report 2018
To show how big a threat security vulnerabilities are security company Avast [5] have compiled information from various sources showing some of the biggest data breaches in 2018 [6].
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[bookmark: _Toc8164884]Figure 2 - Top 10 Biggest Data Breaches 2018
1.1.1. [bookmark: _Toc8164871]Risks:
Security vulnerabilities can come in many forms, some of which may not necessarily come down to errors in development, examples of this could be phishing, website attacks, social engineering, etc [7] [8]. Whilst these aren’t directly linked to games, they are common methods that are used by attackers to gain access to online accounts on gaming platforms [9].
Multiplayer games seem to be more susceptible to security vulnerabilities within the gaming industry due to relying on some form of connectivity either through a dedicated server or device that acts as a host [10]. With networks such as PSN and Xbox Live getting hacked [11] [12] the main risks that are associated to multiplayer gaming is compromised accounts, personal data being stolen and cheaters and hackers modifying game data for personal gain [13].
Exploits in games have been abused for a number of years and various programs are available that give easy access for people to create cheats for most games [14]. At a high level, cheat systems tend to disassemble code and modify it before it reaches its destination in memory (prior to being executed on the CPU or GPU) [15], this approach is very similar to a well-known method of attack called “man-in-the-middle”. A man-in-the-middle attack will simply intercept data that is sent from a user’s device by masking themselves as a legitimate source, in most cases the user isn’t aware of this and the attack tends to go unnoticed [16]. Other methods of game hacking are to scan the data that resides in memory, giving access to game-related data and allowing modifications to the data [14].
With online games gaining in popularity, some games are attracting a lot of players [17]. Developers are taking this opportunity to gain further capital from their products by creating new content to keep their games relevant and maintain their player base [18]. This results in a digital economy where in-game items and content can be collected by the player as rewards or in most cases through purchasing downloadable content, this can be seen in popular games such as Fortnite [19] and Rocket League [20].
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[bookmark: _Toc8164885]Figure 3 - Fornite Microtransactions 2018
With the introduction of this, there are known cases where accounts that own a high quantity of virtual goods are now being hacked in order to gain access to steal in-game items for attackers to yield financial gain [21].
1.1.2. [bookmark: _Toc8164872]Impact:
Improper security for games has a big impact as nowadays gamers are now prompted to share personal details with companies for services to online platforms such as PlayStation Network and Xbox Live. 
Looking at an appropriate case study, in April 2011 Sony had a security breach that saw over 77 million users’ personal details stolen, this included addresses, names, credit card details [22]. As a result of the attack the PlayStation Network service was shut down for nearly a whole month, the following was a huge financial loss for Sony not only due to the closure of the PlayStation Network but also due to incurring fines as a result of the security breach [23].
1.1.3. [bookmark: _Toc8164873]Countermeasures:
Technology is becoming very widespread, as an example, mobile devices have a user base in the billions and is consistently growing (Figure 4 - Number of Mobile Phone Users (in the millions) Worldwide). 
Most devices now have the ability to connect to the internet which causes a real threat to cyber-security. This situation is expected to be more of a threat with the advent of IoT [24].
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[bookmark: _Ref7906723][bookmark: _Ref7906860][bookmark: _Toc8164886]Figure 4 - Number of Mobile Phone Users (in the millions) Worldwide
With most devices no longer bound to no connectivity and having the ability to connect to the internet, cyber-security experts say that security vulnerabilities should be developed through iterative firmware updates as opposed to further reinforcing security on a network [25]. In the context of games this happens very frequently where developers’ “patch” their software through continual updates to fix bugs and other reported errors.
An increasingly popular development methodology that surrounds the “Software Development Lifecyle” is “DevSecOps”, this methodology is an approach to software development where security is the primary focus to the design of the software [26]. This is a common framework used in software design that is applied as a countermeasure to prevent any software from becoming insecure during development.


1.2. [bookmark: _Toc8164874]Design Patterns:
In the world of software development it is very common to come across problems that have been solved previously by other programmers, these problems have been compiled into particular patterns that can be reused and applied to reoccurring issues, they are known as design patterns [27].
The aim of design patterns is to apply solutions to repeating problems, the patterns can be applied to any circumstances as long as those circumstances follow object-oriented principles.
The term “low coupling, high cohesion” is thrown around a lot when dealing with design patterns, what this is referring to is that a unit of code can and should be able to exist by itself, this is one of the fundamental principles of object-oriented programming and one of the many reasons most design patterns abide by this technique [28].
1.2.1. [bookmark: _Toc8164875]Observer Pattern:
The original gang of four (authors of the book “Design Patterns: Elements of Reusable Object-Oriented Software” [27])
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[bookmark: _Toc8164887]Figure 5 - Design Patterns: Elements of Reusable Object-Oriented Software
The book categorises patterns into three types:
· Creational
· Structural
· Behavioural
These three categories consist of multiple patterns each aimed at solving a particular problem that can be applied to object-oriented code. One pattern that is used in game development consistently is a behavioural pattern called observer.
This patterns primary goal is to publish any changes to an objects state and allow “subscribers” to be notified when that change happens, if implemented correctly, this separates code between multiple objects maintaining one of the principles of object-oriented programming which is, low-coupling and high cohesion.
The observer pattern is a commonly used design pattern and heavily used for push based notifications where data needs to be shared across multiple classes or certain events happen when a condition is met, the beauty of the pattern is the low-coupling of code where no changes to any classes need to be made to get the desired functionality [27].


2. [bookmark: _Toc8164876]Requirements:
2.1. [bookmark: _Toc8164877]Brief Description
Boulder Drop is a casual 2D game, the objective is simply to break the falling boulders before they hit the wandering caveman below. 
[image: ]
[bookmark: _Toc8164888]Figure 6 - Boulder Drop
The longer the users lasts the quicker the boulders will drop, each boulder is a single point, the caveman will occasionally stop and rest at random intervals. The caveman will be able to survive three hits by a boulder, if he is hit by a fourth boulder the game will end and the players points will be recorded and stored on a leader board.
3. [bookmark: _Toc8164878]Implementation:
Boulder Drop required a spawning system where objects could spawn within the bounds of the screen along the X axis of the 2D game world. The spawning system had to include functionality for creating GameObjects that were instanced within the bounds of the viewport, components that would consider gravity, collisions, rendering were considered when creating the system as these are the essential components that would make up a GameObject that represents an in-game boulder obstacle.
The system features multiple methods that handle particular jobs that make the complete spawning system, below are code snippets for the key parts of the spawner class.
The random position method returns a number within the limits of the screen on the X axis, the Y axis value is above the bounds of the screen to give the effect of objects falling from the sky. Both vector components combined make up a new vector that is return from the method as a random position to be used for spawning the object on the screen.


[bookmark: _Toc8164889]Figure 7 - RandomPosition() method
Create GameObject deals with adding the appropriate components to the GameObject such as RigidBody, BoxCollider, SpriteRenderer, these are required as certain behaviours are needed for the in-game obstacles.


[bookmark: _Toc8164890]Figure 8 - CreateGameObject() method
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// Returns a random position

    privateVector3 RandomPosition()

    {

        // Pick a random number between screen bounds

        floatpositionX = Random.Range(-4.0f, 4.0f);

        floatpositionY = 13.0f;

        // Create new vector with random values

        Vector3 newPosition = newVector3(positionX, positionY, 0.0f);

        returnnewPosition;

    }
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publicvoidCreateGameObject()

    {

        GameObject boulderObject = newGameObject("Boulder");

        // Add components for GameObject

        spriteRenderer = boulderObject.AddComponent<SpriteRenderer>();

        rigidBodyObject = boulderObject.AddComponent<Rigidbody2D>();

        boxCollider2D = boulderObject.AddComponent<BoxCollider2D>();

        // Set the size of the collider

        boxCollider2D.size = newVector2(5.0f, 5.0f);

        // Set the sorting layer

        spriteRenderer.sortingLayerName = "Foreground";

        // Pick a random sprite

        spriteRenderer.sprite = PickSprite();

        // Set the GameObjects RigidBody parameters

        SetRigidBodyObject(rigidBodyObject);

        boulderObject.transform.position = RandomPosition();

    }
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How Many People Affected Disclosed
1|Aadhaar Breach 1,000,000,000 | January 2018

2 | stawood-Marriot Breach 500,000,000 | September 2018
3|Exactis Breach 340,000,000 | June 2018

4| Under Armour-MyFitnessPal Breach 150,000,000 | February 2018
5| Quora Breach 100,000,000 | December 2018
6| MyHeritage Breach 92,000,000 | June 2018

7| Facebook Breach 87,000,000 | September 2018
8 | Elasticsearch Breach 82,000,000 | November 2018
9 [Newegg Breach 50,000,000 | September 2018
10| Panera Breach 37,000,000 | April 2018
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