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INTRODUCTION

This coursework investigates the design and implementation of a secure and efficient network infrastructure for NOSSLONDON 2026, a multinational corporation operating in Birmingham and London. The project focuses on researching a suitable network topology, configuring essential network services, and ensuring reliable communication, scalability, performance, and security across both company locations.
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HYPERVISORS
A hypervisor is a software (or firmware/hardware) that creates and manages virtual machines (VMs) [1]. It allows multiple operating systems to run on one physical computer by sharing hardware resources like CPU, memory, and storage. It is used to create virtual machines, allocate hardware resources, isolates operating systems, manages VM communication and improves hardware utilization.

There are 2 types:

1. Type 1 Hypervisor (Bare-Metal Hypervisor)
This type of Hypervisor runs directly on physical hardware without the need of a host operating system [2]. It is used in enterprise environments, has direct hardware access, better security and faster performance. It is high in efficiency, strong isolation and scalable for cloud computing. However, it has a more complex setup and requires dedicated hardware. Examples are VMware ESXi and Microsoft Hyper-V.

Architecture
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2. Type 2 Hypervisor (Hosted Hypervisor)
This runs on top of an existing operating system. It is easier to install, common for personal use and testing and depends on host operating system (OS) performance. It is user-friendly, good for learning and development and easy to run multiple operating systems (OSs) on laptops and desktops. However, it is slower than Type 1and has a lower performance due to host OS layer.  Examples are Oracle VM VirtualBox, Parallels Desktop and VMware Workstation.












Architecture

[image: ]

IP ADDRESSING
Every device (computers, smartphones, servers, routers, printers) connected to the internet or a local network has a unique IP (Internet Protocol) address. An IP address is a logical address assigned to a device for identification [3], communication and data routing. Example 192.168.1.1. This address helps devices send and receive data correctly.
There are two main versions:
1. IPv4 (Internet Protocol Version 4)
IPv4 uses a 32-bit address. It is most widely used, uses decimal notation and supports about 4.3 billion addresses [4] with the format written in four decimal numbers separated by dots e.g. 192.168.10.5. 
   2. IPv6 (Internet Protocol Version 6)
IPv6 uses a 128-bit address. It is written in hexadecimal. Example 2001:0db8:85a3:0000:0000:8a2e: 0370:7334. It has a massive number of addresses, better security, faster routing efficiency and solves IPv4 exhaustion. IP Address could be public or private.
Static: Has fixed address, does not change and common for servers.
Dynamic: automatically assigned, changes periodically and managed by DHCP.
IP addresses play a critical role in how information travels across the internet. They act like digital addresses that help identify devices and ensure data reaches the correct destination. Without IP addresses, computers and devices would not know where to send data, where data comes from and how to locate other devices on the network.
Subnetting divides a network into smaller subnetworks. The purpose is to improve performance, enhance security and reduce traffic congestion.
Router directs traffic between networks while a switch connects devices within a
network[image: ]. 
Computer A sends data, Router forwards the packet, Computer B receives the information.

ROUTING
Routing protocols are sets of rules that routers use to determine the best path for forwarding data across networks. Their main purpose is to ensure packets travel efficiently from a source device to a destination device, even in large or changing network environments. Routing protocols help routers to discover remote networks, determine the best available path [5], share network information with other routers and adapt to network changes such as failures or congestion. Without routing protocols, administrators would have to manually configure every route on every router, which becomes impractical in large networks. A router examines the destination IP address in a packet and checks its routing table to decide where to forward the packet next.
The routing table can contain routes learned in two ways:
1.Static Routing
This is manually configured by a network administrator. An administrator specifies the destination network, subnet mask and the next-hop IP address or exit interface. It is more secure because routes are not advertised, simple for small networks, predictable routing behaviour and requires no routing protocol. However, it requires manual updates, poor scalability and is time-consuming in large networks. It is commonly used in small networks, default routes, backup routes and stub networks (single exit path).

2.Dynamic Routing
Dynamic routing uses routing protocols to automatically learn and update routes. Routers exchange routing information, build routing tables automatically, select best paths using metrics (hop count, bandwidth, delay, cost, reliability) and update routes when topology changes occur. It 
scales well in large networks, automatically adapts to changes, reduces administrative workload and supports redundant paths. However, it is more complex to configure, uses CPU, memory, and bandwidth and has a potential security risk if not secured.

NETWORK SERVICES
VPN, DHCP, AD DS, and CA are essential components of modern network infrastructure.

A VPN provides secure remote access to private networks by encrypting data transmitted over public networks such as the Internet [6]. Key features include data confidentiality, authentication, and secure communication between users and organizational resources. Best practices include using strong encryption protocols, multi-factor authentication (MFA), and regularly updating VPN software.

DHCP is a network management protocol that automatically assigns IP addresses and other network settings to devices [7]. This simplifies administration and reduces configuration errors. Key features include automatic address allocation, lease management, and centralized configuration. Best practices involve maintaining appropriate IP address scopes, configuring reservations for critical devices, and monitoring DHCP servers to prevent address exhaustion.

Active Directory Domain Services is Microsoft's directory service that centralizes user, computer, and resource management within a network domain [8]. AD DS provides authentication, authorization, and policy enforcement through features such as domains, organizational units (OUs), and Group Policy. Best practices include implementing least-privilege access, organizing resources logically, regularly auditing accounts, and maintaining domain controller redundancy.

Certificate Authorities issue and manage digital certificates that verify identities and enable secure communications through Public Key Infrastructure (PKI). Certificates support encryption, authentication, and data integrity for websites, users, and devices. Best practices include protecting CA private keys, using certificate revocation mechanisms, enforcing certificate lifecycle management, and regularly renewing and monitoring certificates [9].
Together, these technologies enhance network security, automate administration, centralize identity management, and establish trust in digital communications.
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TASK 2:
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Figure 1:Download and set up of Windows Server 2022

The screenshot shows the Oracle VM VirtualBox Manager application open on a Windows desktop. A virtual machine named B-DC is selected, and its Settings window is open on the Network section.
Key features include:
Virtual machine: B-DC
Guest operating system: Windows Server 2022 (64-bit)
Memory allocation: 4096 MB (4 GB)
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Figure 2: Download and set up of Client S1
The screenshot shows Oracle VM VirtualBox Manager with the virtual machine Client S1 selected. The Settings window is open on the Network tab, displaying the network configuration for the client computer in a virtual enterprise network environment.
Key features include:
Virtual Machine Name: Client S1
Operating System: Windows 11 (64-bit)
Allocated Memory: 3072 MB (3 GB)
Internal Network Name: intnet – Birmingham
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Figure 3: Download and set up of Debian Client L1 (GUI)
The screenshot shows Oracle VM VirtualBox Manager with multiple virtual machines configured to simulate a two-site enterprise network. The virtual machine Client L1 is selected, and its configuration details are displayed as follows:
Virtual Machine Name: Client L1
Operating System: Debian (32-bit)
Base Memory: 4096 MB (4 GB)
Internal Network Name: intnet – London
Client L1 represents a workstation located in the London branch of the NOSSLONDON 2026 network. It is configured to connect to the London Domain Controller (L-DC).
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Figure 4: Download and set up of Debian Server (CLI)
The screenshot shows the Debian Server operating system installation running inside Oracle VM VirtualBox at the "Set up users and passwords" stage. In this example, the username Chris has already been created, and a password is being configured. The installation is being performed on the virtual machine L-CD, which represents a Linux client computer for the London office in the NOSSLONDON 2026 network project.
This stage confirms that the Linux client operating system is being configured successfully before installation is completed. This forms an important part of the multi-site network implementation for NOSSLONDON 2026, demonstrating the deployment of a secure Linux client within the enterprise environment.


[image: ]
Figure 5:Microsoft Server Installation Setup in Oracle VirtualBox
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Figure 6: Oracle VirtualBox Manager on a Windows desktop
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Figure 7: Oracle VirtualBox virtual machine displaying the Windows Server Administrator login screen
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Figure 8: Oracle VirtualBox displaying the Windows Server Manager dashboard after successful login
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Figure 9: Oracle VirtualBox displaying the Windows Server Network & Internet Settings for network configuration
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Figure 10: Oracle VirtualBox displaying the Windows Server Network Connections window with multiple virtual network adapters
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Figure 11: Network Adapter Properties window showing the Internet Protocol Version 4 (TCP/IPv4) settings in Window Server running on Oracle VirtualBox
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Figure 12: Manual IPv4 Address Configuration (172.16.1.1/ 255.255.255.0)
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Figure 13: Configuring a Static IPv4 Address (10.0.0.1/ 255.255.255.248)
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Figure 14: Windows 11 Setup - selecting the installation option
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Figure 15: Windows 11 Setup - accepting the Microsoft Software Licence Terms
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Figure 16: Windows Network Configuration - Static IPv4 Settings
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Figure 17: Windows Command Prompt showing failed ping test
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Figure 18: Windows Server Command Prompt showing successful ping test
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Figure 19: shows connectivity between B-DC and Client S1
The command ping 172.16.1.10 on B-DC was successful with the ff:
4 packets sent, 4 packets received, 0% packet loss. This confirms that the server can communicate with the device at 172.16.1.10.  The network connectivity between the two systems is working properly.
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Figure 20: Windows Server Command Prompt displaying IP configuration
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Figure 21: Windows Server Command Prompt displaying multiple network adapter configuration
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Figure 22: Windows Server 2022 virtual machine displaying the ipconfig/all command in command prompt
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Figure 23: Windows Server 2022 Command Prompt showing a successful ping test to a remote host
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Figure 24: Oracle VirtualBox running the Debian 13 installation language selection screen
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Figure 25: Oracle VirtualBox running the Debian 13 installer network interface configuration screen



[image: ]
Figure 26: Oracle VirtualBox running the Debian 13 installer user and root password setup screen
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Figure 27: Debian 13 installation in Oracle VirtualBox - User account setup screen
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Figure 28: Debian 13 installation in Oracle VirtualBox - Password setup screen
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Figure 29: Debian 13 installation in Oracle VirtualBox - Disk partitioning method selection
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Figure 30: Debian 13 installation in Oracle VirtualBox - Disk partitioning summary and write changes to disk
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Figure 31: Debian 13 installation in Oracle VirtualBox - Software selection screen
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Figure 32: Debian 13 installation in Oracle VirtualBox showing the GRUB boot loader installation screen
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Figure 33: Debian 13 terminal login screen in Oracle VirtualBox after successful installation



[image: ]Figure 34: Debian 13 disk partitioning configuration screen in Oracle VirtualBox
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Figure 35: Debian 13 partition formatting confirmation screen in Oracle VirtualBox
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Figure 36: Debian 13 GRUB boot loader installation confirmation screen in Oracle VirtualBox















Figure 37: Debian 13 login screen running in Oracle VirtualBox, showing the user account[image: ]
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Figure 38: Debian 13 Network Settings window showing manual IPv4 configuration in Oracle VirtualBox



[image: ]
Figure 39: Debian 13 Network Settings showing manual IPv4 configuration with a static IP address and subnet mask entered
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Figure 40: Debian 13 terminal displaying network interface configuration (IP address) in Oracle VirtualBox
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Figure 41: Debian 13 terminal editing the /etc/network/interfaces file to configure static network settings




[image: ]Figure 42: Oracle VirtualBox showing network interface configuration with multiple active network adapters
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Figure 43: Oracle Linux VirtualBox terminal displaying the IP address output after restarting the network service
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Figure 44: Oracle Linux VirtualBox terminal displaying the output of the IP address command, confirming network interface configuration and assigned IP addresses after restarting the network service
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Figure 45: Oracle Linux VirtualBox terminal displaying successful ICMP ping test results, verifying network connectivity between hosts
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Figure 46: Windows Server Command Prompt displaying a failed ping test to host 172.16.1.1, indicating network connectivity failure
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Figure 47: showing Windows server B-DC
The screenshot shows a Windows Server B-DC virtual machine running in Oracle VirtualBox. This  demonstrates that the Windows Server virtual machine has successful network connectivity to the device at 172.16.1.1. There is no packet loss.
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Figure 48:  showing Windows Client S1
This screenshot shows a Windows Client computer using the Command Prompt to verify network connectivity to another device on the local network.The successful ping confirms that the Windows 11 client can communicate with the device at 172.16.1.10. The absence of packet loss indicate that the network has been configured correctly and that communication between the client and server is functioning as expected.
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Figure 49:  showing Debian Server (CLI)
This screenshot shows a Windows virtual machine running in Oracle VirtualBox that is performing a continuous network connectivity test using the ping test command. This confirms that there is continuous and reliable communication between the virtual machine and the device at 172.16.2.1. Continuous ping testing is commonly used to monitor network reliability and verify that communication between devices remains available over time.
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Figure 50: showing Debian Client 1 (GUI)
This screenshot shows a Debian Client (GUI) virtual machine running in Oracle VirtualBox. The system is being used to verify network connectivity by continuously pinging another device on the network.
The successful and continuous ping responses confirm that the Debian Linux machine has reliable communication with the device at 172.16.2.10.  This test verifies that the network configuration is operating correctly and that connectivity between hosts has been successfully established.


TASK 3: REPORT
Reflection
The failed ping test in Fig 46 was resolved through a systematic troubleshooting process. 
First, the network configuration on both the Windows Server and Oracle Linux virtual machines was verified using the IP address and ipconfig commands to confirm correct IP addressing. Next, the network adapters in VirtualBox were checked to ensure they were attached to the correct virtual network. The Linux network service was restarted using systemctl restart networking, and firewall settings on both systems were reviewed to allow ICMP traffic. Connectivity was then retested using the ping command. Successful replies with 0% packet loss confirmed that the network issue had been identified and resolved.
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Lease Obtained Saturday, May 3, 1890 2:42:11 AM
Lease Expires . . . . . .. ... : Wednesday, June 10, 2026 1:10:25 AH
Default Gateway . . . . . . . . . : fe88::2%8
10.0.2.2
DHCP Server 10.0.2.2
DHCPvS TAID Ll .. . . : lei187623
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