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This report looks at the basics of SOAP, REST and GraphQL, and discusses some of the differences between their approaches. Using external studies it compares and contrasts each of these three API methods, looking at the tangible benefits between each alongside their potential use cases.
[bookmark: _Toc60855776]Background
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The SOAP (Simple Object Access Protocol) data protocol is the oldest of the three explored in this report. It is a Microsoft protocol originally announced as XML-RPC in 1998 [1] before being submitted to the IETF in 1999 [2] with version 1.1 being noted by W3C in 2000 [3], and was the most widely used protocol of its kind before the arrival of REST. 

SOAP closely couples a client and server [4] to allow communication between the two; this can induce complex programming challenges and means both a client and server need to be upgraded simultaneously to continue communication, but does also allow for tighter controls and a series of WS extensions which allow for increased features and security [5]. Features available include WS-Security which provides message-level security [6]. These features, alongside the formality of the protocol definition and its ability to perform stateful operations, make SOAP well suited to some corporate sectors such as banking and law [7].

SOAP utilises the XML format for data transfer and is consequently relatively verbose [8], which has an impact on both development timelines and live performance. 
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Following shortly after the introduction of SOAP, the concept of REST (Representational State Transfer) was defined in a 2000 dissertation by Roy Thomas Fielding [9]. Rather than being a protocol in itself, REST is an architectural style which lays guidelines for the creation of a web service that can be considered RESTful.

REST service design follows these core principles [9] [10]:
· Resource addressability: The ability to access resources via a unique URI
· Resource representations: The client does not need to understand the format of resources on the server, they are provided representations of the resources as defined by the server.
· Uniform interface: Access to resource is via the standard HTTP protocol methods.
· Statelessness: No interaction records are retained by the server, each request contains all the information required for the server to complete that particular request.
· Hypermedia as the engine of state: The server provides enough information to guide the client through resources by following links. This principle is rarely used in operational RESTful services as it requires the need to create an API specification and provide versioning, which can often be at odds with implementations [11].

REST decouples the client server relationship and provides stateless communication [12], meaning the server does not keep a record of client requests and consequently each request is handled individually. This allows for a more loosely defined structure, providing ease of implementation and development for both the client and the server aspects, and allows either to be updated without affecting the other.

REST web services are not defined by a particular protocol, but almost all operational services utilise HTTP for resource access [13]. 

Whilst it does have the ability to provide results in the XML format similar to SOAP, REST instead tends to utilise the JSON format [14] which has a much smaller footprint. As a result, RESTful services are generally simpler to develop and make use of, and operate with significantly lower performance requirements.

REST offers the ability for caching to store frequently accessed data, which reduces network load and can improve performance latency and server load [15].
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In a further move away from the protocol of SOAP and the architectural style of REST, GraphQL (Graph Query Language) offers a full data query language [16]. Originally created by Facebook in 2012 for internal use, GraphQL was open sourced in 2015 [17] and has since seen continued growth, with an increase In usage of around 50% from January 2020 to December 2020 according to statistics collected from its usage in Drupal projects [18].

With REST, the client does not define the layout of the information, this is defined by the server. This means the client may request a particular ‘record’ from a server, and this record will be returned in full, the client can then pick out the information that it needs. However if we consider an example scenario where a server hosts a list of items for sale, including the name, description, image price etc. and a client only wants the names and prices of all items, this results in excess overhead being sent by the server. GraphQL moves away from the this method of defining data layouts on the server side, and moves the onus to the client to request exactly the data required in the format it requires it [19]. This reduces the transfer of superfluous information between client and server and resultantly lowers bandwidth requirements for directed queries.

Despite being the newest of the standards, GraphQL is not necessarily the right solution for all projects, and the requirements of each project should be individually assessed.
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QraphQL marks a change in the way the layout of data is defined, it has moved away from the previous REST method of having the data defined by the server, to instead having the client define its data requirements.

With REST, a URI is used by the client to specify a data object or resource; a CRUD command is sent via a HTTP call to this URI, and resulting action taken by the server. In the case of a GET command, the server will return the data object in a format such as JSON, containing all fields linked to that object. The server determines the layout of that JSON file and the information contained within, it has no knowledge of the exact fields the client requires and so sends all. The client only points to a particular object, and the server returns all relevant data it has, allowing the client to then pick out what information it requires. This does run the risk of responses being likely to contain either too much or too little information, resulting in redundant data or the need for a secondary or chained call [30].

GraphQL on the other hand moves the onus of defining the data layout onto the client, the client must specify which particular fields it requires, and once the server receives this request it aggregates the data regardless of its server side location, and puts only this data into a response. This has the added benefit of meaning a single call can access a variety of linked data regardless of the server side configuration, suiting queries on data that isn’t flat. The client must define which data is required up front, as it will only receive back the exact data it has requested [34]. 

As explored in this keynote [35], these differences in how requests are handled, alongside multiple other differences discussed in this report and the wider community, mean there are very different challenges when it comes to developing with either of these methods, and that which is the most appropriate choice will depend on the project at hand.
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Compared to both REST and GraphQL, SOAP is widely considered to be more complex to develop, requires tooling and has a steeper learning curve [20].

A recent study [21] looked at development times for crafting API queries with both REST and GraphQL, and found that overwhelmingly GraphQL queries took significantly less development time, regardless of the developers experience using either:

“Our results show that GraphQL requires less effort to implement remote service queries, when compared to REST (9 vs 6 minutes, median times). These gains increase when REST queries include more complex endpoints, with several parameters. Interestingly, GraphQL outperforms REST even among more experienced participants (as is the case of graduate students) and among participants with previous experience in REST, but no previous experience in GraphQL.” - Gleison Brito, Marco Tulio Valente 2020 [21]

However, the above considers new implementations that are not constrained by previous development decisions. Another study [22] primarily looking at performance, consequentially uncovered that due to the different requesting formats (i.e. REST essentially requesting data in a bulk fashion, with GraphQL queries more likely to be more targeted, smaller and more frequent), it is a very labour intensive task to convert from utilising REST to GraphQL for an existing project, requiring considerable reengineering and logic reconsideration.

There is also the consideration that with GraphQL being more modern, there is less expertise available and those looking to utilise a GraphQL approach may face a new learning curve. Although the first study mentioned above does indicate that even with this factored in, development is still faster with GraphQL than REST [21].

It is evident from the above that SOAP is the most development intensive of the three, and it would also appear that development is more efficient in GraphQL over REST. However, for porting existing software from REST to GraphQL, consideration should be given to the complexity of the task and considerable development resource may be required.
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Whilst performance has always been a consideration for developers, new challenges such as the rise of mobile computing mean that performance and stability are now of high importance.

The performance of SOAP vs REST has been compared in multiple studies [13] [20] [23] [24], results show SOAP to perform more slowly and with higher packet sizes, at a difference of 4-7ms slower and 1-2mb larger per average request as measured by this study [13]. These findings are further backed up in this study [25] which reports REST timings to be three to five times shorter than SOAP. In terms of stability, one study showed REST to be more stable [23], however another [13] indicates higher reliability for SOAP overall due to its inbuilt failure retry logic . 

A 2019 practical study [22] involved migrating multiple API clients from REST to GraphQL, and findings showed a reduction of 94% to the size (by number of fields) of JSON documents returned, this translated to a 99% size reduction in bytes. Whilst all applications are of course different in their data requirements, these results show the huge overheads of RESTful API results returning full data records when a client only actually requires a small subset of the information; most of this information is discarded by the client but has used processing power on the server as well as bandwidth to transport the data unnecessarily. 

A similar study [26] instead looked at REST vs GraphQL from the lens of developing brand new comparable queries, allowing comparison between each without outside constraints. This different methodology allows for a more direct comparison theoretically by providing like-for-like benchmarks, but removes real world use cases. Comparable findings from this study showed results from GraphQL queries to be 21% to 71% lighter (in terms of bytes) than REST equivalents. It also found that on the whole GraphQL queries were completed 35% to 46% faster.

However, in scenarios where complex or detailed data is requested by the client, for example where more than a partial subset of a record is required by the client, REST can prove to be less resource intensive. Another study [24] shows that whilst packet sizes may be smaller for GraphQL, processing times can be significantly longer which can offset this in total transaction speeds. Results showed that in many test cases REST queries returned results at a higher overall speed, with the difference becoming especially evident as query length and complexity increased. This study however does note that it was completed on a network with a high transmission rate, so results are likely to differ once lower rates (such as traffic on mobile networks) are taken into account. This study also showed that in most test cases REST and SOAP perform similarly, however REST was determined to be more stable and with reduced packet sizes.

Findings from these studies indicate that:
· SOAP shows both slower processing and higher packet sizes.
· GraphQL returns smaller data packets that REST in the majority of cases, significantly so in real world use cases.
· REST generally has faster server side processing times than equivalent GraphQL queries.

As a result, SOAP is shown to be the slowest performing of the three, and depending on the network in use, the above components can result in differing outcomes for total speed for REST and GraphQL.
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Neither SOAP nor GraphQL offer caching functionality natively, and as a result any caching is to be left up to individual developers on the client side. However as REST makes use of HTTP, it can reuse caching features by default which can bring performance benefits on both the client and server side. Caching can reduce response times, server load, and network bandwidth usage [15].
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For SOAP based web services, a message security module has been defined in the WS-Security standard [27], offering inner transaction integrity and privacy by providing message level encryption. One study [28] concludes alongside expert statements [29] that SOAP offers advanced security over REST. Due to its rigidity and security features, SOAP is widely utilised in industries such as banking [30].

RESTful services do not by nature follow strict guidelines and therefore do not have a specific security model to follow. RESTful APIs tend to rely on the transport layer security of HTTPS [28], or bespoke, ad-hoc message protection measures - however some approaches have been taken to promote a standardised methodology for enabling message security for RESTful APIs [31].

With GraphQL being the newest it might be assumed that it is the most secure, however there is much discussion [32] around security best practices for GraphQL looking at query authentication as well as backend checks and complexity. Like SOAP and unlike REST, GraphQL utilises a single individual endpoint which can provide security benefits [33].

Another consideration is the way the APIs return data, with a RESTful API call all data pertaining to a particular object will be returned, meaning if a client can access a particular object, they will receive back all data pertaining to that object. Whereas in GraphQL only the data requested is returned so access can be more flexible and selective - it is not an all or nothing approach [30]. Correct server side data management and access control in either approach are likely to make this a minor issue.
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All three of these approaches have their own individual use cases, and it can’t be said that any are overall better than any other; they each have their benefits and drawbacks in multiple areas. From the evidence discussed in this report, it can be said that in general SOAP provides the most robust security and reliability, REST provides server side performance gains for complex queries alongside widespread compatibility and caching, and GraphQL offers the smallest packet sizes, more backend flexibility and faster development. 

All of these will have different sectors where their benefits weigh above others such as banking where SOAP might provide the required security, complex public APIs where REST may pull ahead on widespread compatibility, or mobile development where GraphQL could be the best fit with its small packets. Ultimately, when making a decision between implementing either SOAP, REST or GraphQL, the choice will come down to which offers the better fit for the project in question based on the variety of factors discussed above.
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