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[bookmark: _Toc234825920][bookmark: _Toc235797578][bookmark: _Toc234825921]Task 1: The Zero Trust Architecture: A Critical Analysis of Its Principles, Implementation Challenges, and Efficacy Compared to Traditional Security Models
[bookmark: _Toc235797579]Introduction
Organisations are embracing the cloud, remote working, mobile devices and digital platforms, driving a rapid transformation in cybersecurity. These changes have brought about new opportunities for attackers to access vital systems and sensitive information. Traditional security models have focused primarily on securing the network perimeter and rely on user and device trust after they become part of the network. This is no longer effective against threats like ransomware, insider attacks and stolen user credentials. Organisations require a security model that will assess each access request before granting access, as cyber risks are increasing. Zero Trust Architecture (ZTA) is based on the idea of ‘never trust, always verify' and offers constant protection for users, devices, applications and data. This report critically analyses the principles of Zero Trust Architecture, discusses the major challenges of the same and compares its effectiveness with the traditional security architecture. It also explores the role Zero Trust plays in fostering robust, resilient cybersecurity strategies for organisations. 
[bookmark: _Toc234825922][bookmark: _Toc235797580]Evolution of Enterprise Cybersecurity
[bookmark: _Toc234825923][bookmark: _Toc235797581]Traditional Perimeter-Based Security
Cybersecurity for enterprises was initially structured around the concept of a castle and a moat, with the idea that a secure outer barrier should defend the enterprise's network. Network filtering was done by Firewalls and Virtual Private Networks (VPNs) were used to provide secure remote access to authorised users. This strategy had the premise that after users and devices entered the internal network, they were safe and the network perimeter was the first line of defense. The model proved to be effective as a majority of employees worked from their offices and business applications were run within the organisation's own data centres [1]. 
[bookmark: _Toc234825924][bookmark: _Toc235797582]Why Traditional Security Fails
Today's businesses rely on cloud computing, remote working, and Bring Your Own Device (BYOD) policies, all of which have usurped the traditional network perimeter that security relied on [13]. Employees will interact with business applications from various devices and locations on a regular basis, which means more attack paths. Insider threats, ransomware, stolen credentials and supply-chain attacks are also methods used by cybercriminals to penetrate perimeter defenses and traverse trusted networks. The changes illustrate how the single-walled security boundary approach will no longer work for modern organisations. This makes organisations need a security approach that constantly re-authenticates all users, devices, and access attempts before granting access to valuable resources [25]. 
[image: ]
[bookmark: _Toc234825842]Figure 1 Evolution of Enterprise Security Timeline
[bookmark: _Toc234825925][bookmark: _Toc235797583]Zero Trust Architecture: Principles and Core Components 
[bookmark: _Toc234825926][bookmark: _Toc235797584]Definition of Zero Trust 
Zero Trust Architecture (ZTA) is a modern approach to cybersecurity that removes the notion that users, devices, and applications can be trusted. The philosophy of Zero Trust is "Never Trust, Always Verify any access request is verified before being granted, which is a premise of NIST Special Publication 800-207 [24]. Unlike traditional security models that concentrate on securing the network perimeter, Zero Trust starts by presuming threats can come from inside or out of the organisation. All requests must be authenticated by user identity, device state, location and access type. This helps to reduce the chances of unauthorised access and will limit the attackers movements on the network. The traditional implicit trust model [2] is more simple than Zero Trust security model for organizations in cloud and hybrid environments [35].  
[bookmark: _Toc234825927][bookmark: _Toc235797585]Core Principles of Zero Trust
The Zero Trust principles enhance security and reduce cyber risk. Continuous verification refers to the ability to verify users and devices on per-session basis instead of verifying them during login time [14]. Explicit authentication requires all requests for access to be authenticated as to valid identity and device information before being granted access.  The concept of ‘least privilege' means that users have the least amount of access necessary to accomplish what they need to do, thereby limiting unnecessary exposure to sensitive resources. Zero Trust is also about the theory of assume breach, in which organisations assume that attackers are already in the network and do not let them move any further. Finally, risk-based access adapts security decisions based on the level of risk, letting organizations offer stronger security and a secure and efficient way to access business resources [12]. 
[bookmark: _Toc234825928][bookmark: _Toc235797586]Core Components
Zero Trust Architecture secures multiple components of an organisation's resources rather than relying on a single network boundary to protect them. Identity verifies that each user is a legitimate user before granting access and ensures that the device complies with the security requirements and is not known to pose risks. The network is secured with segmentation, limiting unnecessary communication between systems and minimising the spread of attacks [15]. Applications are secured by verifying all access requests and preventing unauthorised access requests. Data stored securely with encryption and access control measures to ensure confidentiality and integrity. Last but not least, workloads, such as cloud services and virtual machines, are constantly monitored for any irregular activity and security risks. These components work together to provide a multi-layered security strategy that enhances the resilience of an organisation against today's cyber threats [3]. 
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[bookmark: _Toc234825843]Figure 2 Zero Trust Architecture Framework
[bookmark: _Toc234825929][bookmark: _Toc235797587]Critical Comparison Between Zero Trust and Traditional Security Models 
[bookmark: _Toc234825858]Table 1 Traditional Security vs Zero Trust Comparison
	Security Aspect
	Traditional Security Model
	Zero Trust Architecture

	Trust Model
	Users and devices are trusted after a successful login.
	Every access request is verified continuously before permission is granted.

	Primary Access Method
	Relies mainly on Virtual Private Networks (VPNs) for remote access.
	Uses Zero Trust Network Access (ZTNA) with identity-based verification.

	Network Design
	Uses a flat network where attackers may move freely after gaining access.
	Applies micro-segmentation to isolate systems and reduce lateral movement.

	Security Focus
	Protects the network boundary through firewalls and perimeter defences.
	Protects identities, devices, applications, and data regardless of location.

	Authentication
	Authentication usually occurs once during the login process.
	Authentication and authorisation are performed continuously throughout the session [26].

	Access Control
	Users often receive broad access after entering the network.
	Least-privilege access limits users to only the resources they require.

	Security Policies
	Uses static security policies that change infrequently.
	Uses dynamic policies based on user identity, device health, and risk level.

	Threat Response
	Primarily prevents attacks from outside the network.
	Assumes a breach may occur and limits attacker movement inside the network.

	Business Impact
	Suitable for traditional office environments but less effective in cloud and remote work.
	Better supports cloud computing, hybrid work, and modern digital business operations.

	Implementation Complexity
	Easier to deploy and maintain because of a simpler architecture.
	More complex to implement because it requires modern identity management, continuous monitoring, and infrastructure changes [4].



[bookmark: _Toc234825930][bookmark: _Toc235797588]Implementation Challenges of Zero Trust Architecture
[bookmark: _Toc234825931][bookmark: _Toc235797589]Legacy Infrastructure
There are many organisations today that still use perimeter based legacy systems. These systems typically cannot accommodate ongoing verification and new identity controls, and can complicate Zero Trust implementation. The effect can be mitigated by incremental upgrades and planning for migration [5]. 
[bookmark: _Toc234825932][bookmark: _Toc235797590]Cost
 Investments in new technology, infrastructure, and training are needed for the Zero Trust approach. These expenses may deter people from adopting, particularly for smaller organizations. In a phased implementation, the costs are paid out in stages in an organisation [16]. 
[bookmark: _Toc234825933][bookmark: _Toc235797591]Organisational Change
Zero Trust is altering the manner in which employees engage business resources, which is leading to resistance to new security methods. Running regular security awareness campaigns and communicating well, along with leadership support, can help improve user acceptance [36]. 
[bookmark: _Toc234825934][bookmark: _Toc235797592]Identity Management
One of the core tenets of Zero Trust is strong identity management, and that's where all access requests rely on the identity of the user. Multi-Factor Authentication (MFA) and Identity and Access Management (IAM) add further security and limit access by unauthorized individuals [23]. 
[bookmark: _Toc234825935][bookmark: _Toc235797593]User Experience
In the absence of a proper balance of security controls, frequent authentication requests can impact productivity. The risk based authentication has a better security level for trusted users without being complicated and hassle [34]. 
[bookmark: _Toc234825936][bookmark: _Toc235797594]Skills Gap
Not all organizations have a subject matter expert on Zero Trust technologies, cloud security, and identity management. This is being addressed through continuous training of staff and recruitment of specialists [18]. 
[bookmark: _Toc234825937][bookmark: _Toc235797595]Scalability
Organisations need to scale security policies as they grow in order to support more users, more devices and more cloud services, while still keeping performance at the right level. Automated security tools and cloud-based solutions extend scalability and provide enterprise-wide security [7]. 
[image: ]
[bookmark: _Toc234825844]Figure 3 Zero Trust Implementation Roadmap
[bookmark: _Toc234825938][bookmark: _Toc235797596]Governance, Risk Management and Compliance
[bookmark: _Toc234825939][bookmark: _Toc235797597]Governance Frameworks
Good governance is a vital part of good cyber security practice and can help ensure that an organisation's security efforts are aligned with its purpose. The NIST Cybersecurity Framework (CSF) 2.0 gives instructions to companies for identifying, securing, detecting, reacting to, and recovering from cyber threats [4] and ISO/IEC 27001 sets forth the requirements for managing information security with a structured Information Security Management System (ISMS) [22]. These are used to construct explicit security policies, accountability and to aid decision making within organisations [17]. 
[bookmark: _Toc234825940][bookmark: _Toc235797598]Risk Management
Zero Trust enhances risk management by always verifying users, devices, and applications before access is given. Unlike the traditional security method, in which security is assumed to be secure, it tries to restrict the movement of the attackers by giving them the least privilege of access, and by keeping a close watch on the situation. This can be done in an proactive manner, thereby helping organizations spot, evaluate and neutralize security risks, even before they turn into a serious threat that might impact enterprise functioning [19]. 
[bookmark: _Toc234825941][bookmark: _Toc235797599]Compliance and Business Resilience
The General Data Protection Regulation (GDPR), the Network and Information Systems Directive 2 (NIS2), and the Digital Operational Resilience Act (DORA) are also key regulations that Zero Trust respects. Organisations can secure their sensitive data and comply with regulations with continuous authentication, comprehensive access controls, and comprehensive activity tracking. Simultaneously, the same security controls can make a business more resilient to a successful attack, can make response to an attack faster, and can assure that critical business services are available in the event of a security incident [6]. 
[bookmark: _Toc234825859]Table 2 Comparison of Zero Trust Alignment with NIST CSF 2.0, ISO/IEC 27001, GDPR, NIS2, and DORA
	Framework / Regulation
	Primary Focus
	How Zero Trust Supports It
	Business Benefit

	NIST Cybersecurity Framework (CSF) 2.0
	Managing cybersecurity risks through the functions of Govern, Identify, Protect, Detect, Respond, and Recover.
	Continuous verification, least-privilege access, and continuous monitoring strengthen all core security functions [27].
	Improves cyber resilience, strengthens risk management, and supports faster incident response.

	ISO/IEC 27001:2022
	Information Security Management System (ISMS) for protecting organisational information assets.
	Identity-based access control, policy enforcement, encryption, and continuous monitoring support ISMS requirements.
	Improves information security governance and protects the confidentiality, integrity, and availability of data.

	General Data Protection Regulation (GDPR)
	Protecting personal data and ensuring privacy rights within the European Union.
	Strong authentication, access control, encryption, and detailed audit logs reduce unauthorised access to personal information.
	Supports regulatory compliance, reduces privacy risks, and increases customer trust.

	Network and Information Systems Directive 2 (NIS2)
	Strengthening cybersecurity and operational resilience for essential and important organisations.
	Continuous monitoring, risk-based access, and rapid threat detection improve organisational security and resilience.
	Reduces cyber risks and supports compliance with mandatory security requirements.

	Digital Operational Resilience Act (DORA)
	Improving digital operational resilience within the financial sector.
	Zero Trust limits unauthorised access, strengthens identity verification, and supports continuous monitoring of critical systems.
	Improves operational resilience, minimises service disruption, and enhances business continuity during cyber incidents [29].


[bookmark: _Toc234825942][bookmark: _Toc235797600]Critical Evaluation of Zero Trust Adoption
The continuous verification of Zero Trust Architecture has emerged as one of the most effective ways to secure the modern organisation and has replaced implicit trust. A lot of researchers believe that this method decreases the possibility of unauthorised access, restrict lateral movement, and give better protection against modern cyber threats. It's also ideal for cloud computing, hybrid working and digital transformation—because security decisions occur by identity, device health and risk, rather than network location [10]. 
These benefits might sound incredible, but it is not suitable for every organisation. They are the subject of several studies, which demonstrate that implementation can be challenging and costly, especially for legacy dependent organisations. To ensure successful adoption, it is necessary to have skilled cybersecurity professionals and ongoing monitoring as well as good identity management. These features can lead to higher costs and delays for businesses [21]. 
 There are also significant compromises between ease of use and security. Frequency of checks improves security, but it may also detract from productivity if there are too many. Organisations should use risk-based authentication and access policies to achieve a balance between security and user experience [8]. 
The existing research validates the notion that Zero Trust is a more effective security model than perimeter security.  However, there is still limited evidence on its long-term performance in small organisations and highly complex multi-cloud environments. Research into implementation strategies to decrease the cost, complexity and yet not compromise security is needed [37]. As per the evidence, Zero Trust offers clear business value when implemented through a planned and phased approach, and it will help to enhance cyber resilience, regulatory compliance, and mitigate the negative effects of a successful cyberattack [20]. 
[bookmark: _Toc234825943][bookmark: _Toc235797601]Future Trends and Emerging Technologies
Zero Trust Architecture will continue to develop as organisations adopt new digital technologies and face more advanced cyber threats. Large volumes of security data will be analysed by Artificial Intelligence (AI) to detect potential threats more rapidly. Behaviour analytics will enhance security by identifying unusual user behaviour, and passwordless authentication will minimize threats stemming from stolen passwords [28]. There will be access decisions that depend on the evolving risk levels, rather than set security rules, due to continuous adaptive trust. Modern technologies like Secure Access Service Edge (SASE), Extended Detection and Response (XDR), and cloud-native security will help make Zero Trust more effective for the future of enterprise cybersecurity by enhancing visibility, automated threat response, and protection across distributed environments [9]. 
[image: ]
[bookmark: _Toc234825845]Figure 4 Future Zero Trust Ecosystem
[bookmark: _Toc234825944][bookmark: _Toc235797602]Recommendations
Implementing Zero Trust Architecture should be done in phases to mitigate implementation risks and cost. To minimise unauthorised access and lateral movement, priority should be given to Strong Identity and Access Management (IAM) and micro-segmentation. Continual risk assessment and monitoring using AI should be implemented for heightened threat detection and response. Organisations should also incorporate their security programmes into the NIST Cybersecurity Framework (CSF), 2.0 to improve their security governance, regulatory compliance, and security resiliency within the changing digital environment [11].  
[bookmark: _Toc234825945][bookmark: _Toc235797603]Conclusion
This report critically examined Zero Trust Architecture and compared it with the existing perimeter-based security models.  The findings confirmed that Zero Trust provides stronger protection when implemented through continuous verification, least-privilege access and identity-based security, and is well-adapted to the existing cloud and hybrid environment. There are a number of issues to consider, such as legacy systems, cost and organisation change, but these can all be managed with planning and a phased roll-out. Zero Trust offers improved business resilience, increased regulatory compliance and improved cyber risk management. Given the expected evolution of threats, Zero Trust will most likely remain a pillar of enterprise cybersecurity.  





 


[bookmark: _Toc235797604]Task 2: Designing a Structured Zero Trust Cybersecurity Programme for Equifax Following the 2017 Data Breach
[bookmark: _Toc235797605]Introduction
Equifax had a major data breach in 2017 that exposed significant cybersecurity governance, vulnerability management, and accountability deficiencies with the bad guys exploiting an unpatched software vulnerability to breach Equifax's customers' personal information. This incident showed that the traditional approach to security was inadequate to cover the modern enterprise environment. The growing number of cyber threats requires an organised and forward-looking cybersecurity programme that can strengthen governance, reduce organisational risk and improve operational resilience. This report offers guidance on a cybersecurity program for implementation with the goal of practicing Zero Trust Architecture and offers practical recommendations to enhance governance, security controls, risk management, regulatory compliance and long-term business resilience at Equifax [33].  
[bookmark: _Toc234825948][bookmark: _Toc235797606]Organisational Structure and Accountability
[bookmark: _Toc234825949][bookmark: _Toc235797607]Cybersecurity Governance Structure
The governance necessary to ensure that the cyber decision matches the organizational goals and that the cyber risks are minimized. The Board of Directors should offer strategic guidance, approve cybersecurity policies, and review security performance and ensure cyber risks are managed in a similar manner as financial and operational risks [13].  A dedicated Cybersecurity Committee should be kept up to date on security strategies, regulatory compliance, and new security threats, and should report directly to the Board. The Chief Information Security Officer (CISO) should be the head of the cybersecurity programme, be responsible for writing cybersecurity policies, and manage cybersecurity efforts in all areas of the business. The Security Operations Centre (SOC) should continuously monitor systems, detect security incidents and respond promptly to suspicious activities to limit the impact on the organisation [1]. 
[bookmark: _Toc234825950][bookmark: _Toc235797608]Security Roles and Responsibilities
Governance is enhanced through clearly stated responsibilities which facilitate consistency of security controls. The Security Architect is responsible for designing and maintaining the Zero Trust security architecture, and the Security Engineers are responsible for implementing and maintaining technical security controls in enterprise systems [4]. The Incident Response Team should be responsible for researching security incidents, limiting threats, and assisting in the recovery of the system following an attack. Responsibilities to identify risks, conduct compliance testing and security practices should meet regulations, should be done by Risk and Compliance Team. Security issues should be considered throughout software development to minimize vulnerabilities before deployment [2].   
[bookmark: _Toc234825951][bookmark: _Toc235797609]Reporting and Accountability
The right reporting structure assures timely decisions and senior management support for cyber security. The CISO should report to the Board through the Cybersecurity Committee, keeping the Board updated on the security risks, compliance status, and the resilience of the organization [22].  Operational teams should report security incidents to the CISO through appropriate channels and ensure timely and relevant action and decision making.  This accountability system enhances governance, transparency and clarity of responsibilities for all departments in order to reinforce responsibility for protecting organisational information and facilitating ongoing improvement [5]. 
[image: ]
[bookmark: _Toc234825846]Figure 5 Proposed Cybersecurity Governance Structure for Equifax

[bookmark: _Toc234825860]Table 3 Cybersecurity Roles and Responsibilities
	Role
	Key Responsibilities
	Contribution to Zero Trust Architecture

	Board of Directors
	Approves cybersecurity strategy, allocates resources, and oversees cyber risk management.
	Ensures cybersecurity is aligned with organisational objectives and long-term resilience.

	Cybersecurity Committee
	Reviews security performance, monitors compliance, and advises the Board on strategic cyber risks.
	Provides governance oversight and supports continuous improvement of the Zero Trust programme.

	Chief Information Security Officer (CISO)
	Leads the cybersecurity programme, develops security policies, manages cyber risks, and reports security performance to executive management.
	Directs the implementation of Zero Trust principles and ensures consistent security governance across the organisation.

	Security Architect
	Designs secure enterprise architecture, identity controls, and network segmentation strategies.
	Develops the technical foundation for Zero Trust using least-privilege access and micro-segmentation.

	Security Engineers
	Deploy, configure, maintain, and monitor security technologies across enterprise systems.
	Implements technical controls such as Multi-Factor Authentication (MFA), encryption, and endpoint protection.

	Security Operations Centre (SOC)
	Continuously monitors security events, detects threats, investigates alerts, and coordinates incident response activities.
	Supports continuous monitoring and rapid detection of suspicious behaviour in Zero Trust environments.

	Incident Response Team
	Investigates cyber incidents, contains attacks, performs system recovery, and documents lessons learned.
	Reduces attacker dwell time and strengthens organisational resilience through coordinated response actions [25].

	Risk and Compliance Team
	Conducts risk assessments, monitors regulatory compliance, and evaluates security controls against recognised frameworks.
	Ensures Zero Trust implementation supports NIST CSF 2.0, ISO/IEC 27001, GDPR, NIS2, and DORA requirements.

	Secure Software Development Team
	Integrates security controls throughout the software development lifecycle and performs secure code reviews.
	Reduces software vulnerabilities and supports secure application development within the Zero Trust framework.



[bookmark: _Toc234825952][bookmark: _Toc235797610]Policies and Procedures
[bookmark: _Toc234825953][bookmark: _Toc235797611]Vulnerability Management Policy
Equifax should develop a formal vulnerability management policy that will help identify, assess, and address vulnerabilities before attackers can exploit them. The activities of vulnerability scanning, risk prioritisation and verification of remediation activities should be carried out regularly, to minimise organisational exposure and enhance enterprise security [23]. 
[bookmark: _Toc234825954][bookmark: _Toc235797612]Patch Management Policy
A patch management policy should be in place and systems and applications should be patched on time to ensure that security patches are applied to all systems and applications. Vulnerabilities should be addressed at the earliest time that they pose a risk, and should be deployed in a controlled testing process to ensure that it has minimal impact on services and is stable [14]. 
[bookmark: _Toc234825955][bookmark: _Toc235797613]Secure Software Development Lifecycle (SSDLC)
Security must be integrated at every phase of the Software Development Lifecycle (SDLC): design, deployment and maintenance. Secure coding, code reviews, vulnerability testing and security validation should be done prior to software release. This approach contributes to the security of applications in enterprises and makes software less vulnerable [32]. 
[bookmark: _Toc234825956][bookmark: _Toc235797614]Asset Management and Visibility
Ensuring current inventory of hardware, software, cloud resources and connected devices is crucial for proper cybersecurity management. By implementing continuous asset discovery and classification, organisations can better identify and track important assets, determine ownership, and apply security measures uniformly throughout the company [38]. 
[bookmark: _Toc234825957][bookmark: _Toc235797615]Continuous Security Monitoring
Collect and analyse security events in real time from networks, endpoints, cloud services and applications. Security Information and Event Management (SIEM) and Endpoint Detection and Response (EDR) solutions should help rapidly detect threats and alert and time accelerate response efforts to help mitigate the impact on organisations [5]. 
[bookmark: _Toc234825958][bookmark: _Toc235797616]Data Protection Policy
The aim of the data protection policy is to ensure that sensitive organisational and customer information is protected from unauthorised access, disclosure or loss. The policy is needed because Equifax processes massive amounts of personal information that is confidential in nature and must be protected and subject to regulatory requirements. Implementing properly encryption, role-based access control, data classification, backup procedures, and Multi-Factor Authentication (MFA) should bolster confidentiality, integrity, and availability. These steps help to instill trust in customers, aid business continuity, and lower the risk of future data breaches [15]. 
[bookmark: _Toc234825861]Table 4 Enterprise Cybersecurity Policies and Procedures
	Policy
	Objective
	Implementation Approach
	Expected Organisational Benefit

	Vulnerability Management Policy
	Identify, assess, prioritise, and remediate security vulnerabilities before they can be exploited.
	Perform regular vulnerability scanning, risk assessment, and timely remediation based on risk severity.
	Reduces organisational exposure to cyber threats and strengthens overall security posture.

	Patch Management Policy
	Ensure security updates are applied promptly to operating systems, applications, and network devices.
	Test patches before deployment, prioritise critical updates, and monitor patch compliance across all assets.
	Minimises security weaknesses and reduces the risk of successful cyberattacks.

	Secure Software Development Lifecycle (SSDLC) Policy
	Integrate security into every stage of software development to prevent vulnerabilities.
	Apply secure coding standards, code reviews, security testing, and vulnerability assessments before deployment.
	Improves software security, reduces development risks, and prevents security flaws from reaching production systems.

	Asset Management and Visibility Policy
	Maintain a complete and accurate inventory of enterprise hardware, software, cloud resources, and connected devices.
	Use automated asset discovery, asset classification, ownership records, and regular inventory verification.
	Improves asset visibility, supports risk management, and ensures consistent security control implementation.

	Continuous Security Monitoring Policy
	Detect, investigate, and respond to security threats in real time across the enterprise [31].
	Deploy Security Information and Event Management (SIEM), Endpoint Detection and Response (EDR), continuous log analysis, and automated alerting.
	Enables early threat detection, faster incident response, and reduced attacker dwell time.

	Data Protection Policy
	Protect sensitive organisational and customer information from unauthorised access, loss, or disclosure.
	Implement encryption, Multi-Factor Authentication (MFA), role-based access control, data classification, secure backups, and continuous access monitoring.
	Strengthens confidentiality, integrity, and availability of data while supporting regulatory compliance and customer trust.


[bookmark: _Toc234825959][bookmark: _Toc235797617]Governance and Strategic Alignment
[bookmark: _Toc234825960][bookmark: _Toc235797618]Cybersecurity Governance
An effective cyber security programme must have a governance structure in place that supports a consistent decision making process and a continuous improvement cycle. NIST Cybersecurity Framework (CSF) 2.0 provides a structured approach to the management, identification, protection, detection, response, and recovery from cyber threats. These functions help Equifax manage the cyber risks and improve security performance in a systematic manner. This is accompanied by ISO/IEC 27001, which outlines an Information Security Management System (ISMS) that encompasses information security policies, roles and duties, and routine risk assessments. All these are a strong governance framework that will help to ensure accountability, regulatory compliance and continuous monitoring of the organisation [6].

[bookmark: _Toc234825961][bookmark: _Toc235797619]Business Alignment
Cybersecurity must align with the business goals, not be a technical function. The objective of the security strategies should be to ensure the continuous availability of the essential services, to maintain customer's trust and to protect critical business processes. Good governance also supports business continuity by minimising disruptions to businesses in the event of a cyber incident. Securely handling sensitive data and efficiently mitigating risks contribute to digital trust, while strategic risk management enhances the organisation's resilience by enabling rapid recovery from security incidents and the provision of trustworthy services [16].
[bookmark: _Toc234825962][bookmark: _Toc235797620]Zero Trust Integration
Zero Trust Architecture enhances governance through application of security controls throughout all activities of an organization. Identity-first security ensures that each and every user and device is confirmed before access is given which helps in lowering the risk of unauthorised access. Instead of relying on a single logon to verify access, continuous verification occurs throughout each session, enabling security decisions to be made based on ever-changing risk conditions. These principles help to govern by increasing visibility, enhancing access control, and helping to respond to security incidents more quickly. The combination of Zero Trust and well-established governance frameworks results in a more robust and comprehensive cybersecurity strategy that better aligns security goals with organizational objectives [7]. 
[image: ]
[bookmark: _Toc234825847]Figure 6 Zero Trust Governance Framework Based on NIST CSF 2.0

[bookmark: _Toc234825862]Table 5 Alignment of Zero Trust with Business Objectives
	Business Objective
	Zero Trust Strategy
	Implementation Approach
	Expected Business Outcome

	Protect Sensitive Information
	Identity-first security and least-privilege access
	Implement Multi-Factor Authentication (MFA), Identity and Access Management (IAM), and role-based access control.
	Reduces unauthorised access and improves data confidentiality.

	Strengthen Business Continuity
	Continuous verification and continuous monitoring
	Deploy Security Information and Event Management (SIEM), Endpoint Detection and Response (EDR), and automated threat detection.
	Improves incident response and minimises operational disruption during cyber incidents.

	Support Regulatory Compliance
	Continuous access control and audit logging
	Align security controls with NIST CSF 2.0, ISO/IEC 27001, GDPR, NIS2, and DORA requirements.
	Demonstrates regulatory compliance and reduces legal and financial risks.

	Improve Organisational Resilience
	Assume breach and micro-segmentation
	Isolate critical systems, restrict lateral movement, and implement regular risk assessments.
	Limits the impact of cyberattacks and supports faster organisational recovery.

	Enhance Digital Trust
	Continuous user and device verification
	Verify every access request using identity, device health, and risk-based authentication.
	Increases customer confidence and protects organisational reputation.

	Support Secure Digital Transformation
	Cloud-native Zero Trust security
	Apply Zero Trust controls consistently across cloud services, remote users, applications, and enterprise devices [17].
	Enables secure adoption of cloud computing, hybrid work, and future digital technologies.


[bookmark: _Toc234825963][bookmark: _Toc235797621]Risk Management and Assessment
[bookmark: _Toc234825964][bookmark: _Toc235797622]Risk Identification
The first step in risk management is to identify the security risks that can impact critical business operations. The resources that are accessible by the internet like web applications and public servers are the usual targets because they can be accessed directly from attackers. Organisations face risk with legacy systems as they might no longer be supported with state-of-the-art security controls or receive security updates [18]. Known security weaknesses that are not corrected for extended periods of time add further vulnerabilities due to patch management failures. There are also risks in the supply-chain where weaknesses in third-party software or service providers can impact the internal systems of the organization. Insider threats, whether by accident or design, are also a serious threat as authorised users can misuse or expose sensitive information [8]. 
[bookmark: _Toc234825965][bookmark: _Toc235797623]Risk Assessment
The identified risks should be assessed based on the probability, the impact on the business and the overall risk score. High severity and high probability risks should be given the highest priority for mitigation. Periodic risk assessments help organisations to recognise potential threats, assess the value of existing security measures and prioritise resources towards the area that presents the most organisational risk. This framework facilitates decision-making and enhances the cybersecurity governance [9]. 
[bookmark: _Toc234825966][bookmark: _Toc235797624]Risk Mitigation Strategy
The Zero Trust Architecture also includes a number of security aspects which reduce the risk and enhance cyber resilience for the organisation. Routine monitoring can enable the identification of suspicious activity at an early stage and improve the response to incidents. Micro-segmentation can be used to restrict communication between systems and make it more challenging to traverse the network once a successful attack occurs [24]. Multi Factor Authentication (MFA) will increase user authentication and decrease the likelihood of users having their accounts hacked. Vulnerability scans can be performed from time to time to spot possible weaknesses before they are exploited, which can help prevent them. Additional layers of security and business continuity – when used together, these controls help reduce the likelihood of successful cyberattacks or regulatory compliance issues [19]. 
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[bookmark: _Toc234825848]Figure 7 Enterprise Cyber Risk Assessment Process


[bookmark: _Toc234825863]Table 6 Cybersecurity Risk Assessment Matrix
	Identified Risk
	Likelihood
	Business Impact
	Risk Rating
	Recommended Mitigation Strategy

	Internet-facing assets exposed to external attacks
	High
	High
	High
	Implement Zero Trust Network Access (ZTNA), Web Application Firewall (WAF), continuous monitoring, and regular vulnerability scanning.

	Legacy systems with unsupported software
	High
	High
	High
	Upgrade or replace legacy systems, apply security hardening, and isolate critical systems through micro-segmentation.

	Patch management failures
	High
	High
	High
	Establish a risk-based patch management programme, automate patch deployment where possible, and regularly verify patch compliance.

	Supply-chain compromise through third-party software or services
	Medium
	High
	High
	Assess supplier security, monitor third-party access continuously, and enforce least-privilege access for external vendors.

	Insider threats and misuse of privileged accounts
	Medium
	High
	High
	Deploy Multi-Factor Authentication (MFA), Privileged Access Management (PAM), user behaviour analytics, and continuous access monitoring.

	Compromised user credentials
	High
	High
	High
	Enforce MFA, strong Identity and Access Management (IAM), passwordless authentication where appropriate, and continuous identity verification.

	Ransomware attacks
	Medium
	High
	High
	Implement endpoint protection, secure backups, network segmentation, vulnerability scanning, and rapid incident response procedures.

	Cloud configuration errors
	Medium
	Medium
	Medium
	Perform regular cloud security assessments, apply secure configuration standards, and continuously monitor cloud environments.


[bookmark: _Toc234825967][bookmark: _Toc235797625]Compliance, Incident Response and Protection Controls
[bookmark: _Toc234825968][bookmark: _Toc235797626]Regulatory Compliance
The proposed cybersecurity programme should be compliant with the relevant regulations and standards to enhance governance and safeguard sensitive information. GDPR has robust provisions for access controls and privacy protection for personal information, while NIS2 provides strengthened cybersecurity risk management and incident reporting for critical organisations. DORA enhances operational resiliency by ensuring continued operation of critical digital services during cyber incidents. Compliance with such regulations reduces legal risks and increases trust in the organizations [11]. 
[bookmark: _Toc234825969][bookmark: _Toc235797627]Incident Response Plan
A robust incident response plan enables Equifax to respond quickly and effectively to a cyber security incident. Preparation, detection, containment, eradication, recovery and lessons learnt should be addressed under this programme. These are then followed to limit attacker dwell time, minimise disruption to business and to facilitate continual improvement after each security incident [20]. 
[bookmark: _Toc234825970][bookmark: _Toc235797628]Technical Protection Controls
Several technical controls should be integrated within the cybersecurity programme, for multi-layer security. Evolutionary detection and incident analysis is supported by Endpoint Detection and Response (EDR) or Security Information and Event Management (SIEM). Sensitive information is protected during storage and transmission through encryption and Multi-Factor Authentication (MFA) enhances identity verification. Automated Vulnerability Scanning and Continuous Monitoring can identify security vulnerabilities early and allow for security gaps to be filled in in time before the attackers exploit them [12]. 
[bookmark: _Toc234825971][bookmark: _Toc235797629]Disaster Recovery and Business Continuity
[bookmark: _Toc235797630]Business Impact Analysis and Recovery Planning
Equifax should create a comprehensive disaster recovery and business continuity plan to ensure that it can continue to provide critical services during and after a cybersecurity incident. A Business Impact Analysis (BIA) should first be conducted by the organisation to identify critical business processes, information systems and customer information and priorities for recovery. The Recovery Objectives such as RTO (Recovery Time Objective) and RPO (Recovery Point Objective) should be set to identify acceptable service interruption and data loss [30].
[bookmark: _Toc235797631]Backup and Recovery Strategy
Equifax should keep backups off-site and on-site, backed up securely, encrypted and tested on a regular basis to ensure data can be recovered from any disaster. Documenting clear recovery procedures enables the rapid restoration of critical systems and services after a cyber attack or system failure. It is also a good idea to verify the backs up periodically to ensure recovery data is accurate and available if a disaster occurs [39].
[bookmark: _Toc235797632]Roles, Testing, and Continuous Improvement
The roles and responsibilities of the Chief Information Security Officer (CISO), IT teams, and Incident Response Team (IRT) should be clearly defined to ensure effective coordination during recovery activities. Regular disaster recovery practices, backup restoration tests and business continuity simulations should be performed to ensure that recovery processes continue to work and that employees know what to do. The plan should also be regularly updated and reviewed to include new cyber threats, new technology developments, new business requirements, and lessons learned from cyber incidents occurring. These measures can help make the organisation more resilient, reduce downtime of the operations and help get critical business services back up and running after a cybersecurity incident [21].
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[bookmark: _Toc234825849]Figure 8 Enterprise Incident Response Lifecycle

Figure 8 shows the enterprise incident response lifecycle comprising preparation, detection, containment, eradication, recovery and lessons learned. The phases facilitate continuous monitoring and improvement in effective handling of incidents, helping organisations to reduce cyber risks, restore normal operations quickly, and enhance their cybersecurity resilience against future threats.
[bookmark: _Toc234825972][bookmark: _Toc235797633]Recommendations 
Equifax must implement Zero Trust Architecture step by step and strengthen their governance, executive and identity management. Vulnerability assessments should be done regularly, timely patching should take place, continuous monitoring and automated threat detection should be implemented [10]. The cybersecurity programme should be aligned to NIST CSF 2.0 and ISO/IEC 27001 by regular staff security awareness and risk assessment training. 
[bookmark: _Toc234825973][bookmark: _Toc235797634]Conclusion 
The recommended cybersecurity programme is designed to assist the application of Zero Trust principles within the governance, risk management and organizational resilience framework. Effective security controls are complemented by recognised frameworks, and provide a more robust defence against a shifting and dynamic cyber threat landscape. This will ensure Equifax is compliant with regulations, safeguard critical business operations, and be as ready as possible for cyber attacks.
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6 LESSONS LEARNED

+ Review incident response
B activities

Identify strengths and gaps
Document lessons learned
Update policies, controls

and playbooks

+ Improve processes and tr
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+ Restore systems and services |-
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’ « Monitor for abnormal activity

+ Gradually return to normal
operations
« Communicate with stakeholders
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1 PREPARATION

Establish incident response policy
and procedures

Define roles and responsibilties
Build and train response team
Develop playbooks and runbooks
Conduct regular drills and exercises

CONTINUOUS
MONITORING
& IMPROVEMENT

4 ERADICATION

+ Identify root cause
+ Remove malware and threats
Close vulnerabilties

Revoke compromised access
Validate system integrity
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+ Monitor systems and networks
+ Detect and analyze security events
Use SIEM, EDR and threat lligence
Validate and classify incidents
Escalate confirmed incidents
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+ Isolate affected systems

« Limit spread and prevent
lateral movement

+ Apply temporary controls

« Preserve evidence





