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During this report the topic of BYOD will be discussed in relation to the consultant company – Hyper-fort. The following will be discussed;
· User Polices
· Device management polices
· Security Policies
· Mobile device management
· General advantages and disadvantages 
There will also be a display of;
· Data flow diagram displaying security of BYOD on the company’s network
· An implementation of design
· The findings and discussion
· Conclusion
· Appendices section displaying packet tracer and a bibliography 
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Using the Cisco packet tracer software, Jenny has developed a BYOD network for Hyper-fort; the network will allow employees to bring their own devices and connect to the network securely and efficiently. 
BYOD is an acronym for Bring your own device; it is also referred to as BYOT (bring your own technology), BYOPC (bring your own personal computer), it is a reference to a policy that allows employees to bring in their own personal wireless devices such as; laptops, smart phones and tablets, to use as work devices, the employees will have access to company data via applications provided by the company. [1]
The policies for the bring your own device based network are down to the company itself but they tend to generally follow the same guidelines, the policy will also depend on what position the employee has in the company; this again is completely down to the company to make a decide. [2]
Mobile device management software is another aspect that is discussed as it is very important that all devices are up to date; in order to avoid any potential threat to the network, that could harm the sensitive data within it.
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Below are the user policies Jenny thought would be best for Hyper-fort;
· Relatable work activity, that is going to assist the employee with their work on the network, a small amount of personal use will be accepted, user’s activity will be monitored to assure this policy is respected.
· Hyper-fort claims ownership of all employee’s research.
· Employees must communicate appropriately when doing so on the network (keep it clean and work related).
· Employees must keep in mind when online that they are representing the company.
· Downloads and certain content may be blocked if deemed inappropriate.
· Applications on devices should be limited to work base whilst in work
· User must only access company data whilst in work and must not download any data unless necessary. [3]
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Below are the device management policies Jenny thought would be best for Hyper-fort;
· Employees are responsible for maintenance of their own devices, this includes;
· Software 
· hardware
· Employees need to have the ability to produce work using listed software by Hyper-fort.
· All devices should have an active and effective antivirus, provided by company.
· All programs will be accessible to all devises no matter the OS platform, or brand of devices, as programs used will be multiplatform.
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Below are the security policies Jenny thought would be best for Hyper-fort;
· Employees should only access data that they require to complete their work,
· Nothing should be downloaded without approval or permission of a higher authority, and technician.
· Data should not be used maliciously.
· Only recommended software should be used, provided by the company, as safety measure.
· All devices must have a suitable antivirus installed, supplied by company.
· All devices must have a password to unlock, the password requirements are;
· Minimum of 8 characters
· At least one symbol
· Mixture of lowercase and uppercase letters
· At least one number
· Employees personal data should be separate to any company data
· If a device is stolen, report instantly.
· If there is a fault with the device, the company’s technicians are the only ones that can attempt to fix it due to the company’s data being on the device.
· Any device that has been jailbroken will not be accepted onto the network.
· If an employee leaves the company, ensure that all company data is removed from device.
[4]
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Below is a dataflow diagram created by Jenny, that displays the data process for Hyper-fronts bring your own device-based network;
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[bookmark: _Toc534860145]Mobile Device Management

It is important for Hyper-fort to manage the workface; Microsoft office 365 has a built-in mobile device management software; it is well known for its user-friendly interface, it works cross platform and has an array of controlable office applications, it also has an online database which is useful as it coincides with OneDrive meaning all the data can be backed up automatically and safely. Another reason as to why Office 365 is the ideal software for the company is because it has built in security that searches for any content that could be viewed as a threat and removes it, this is an important aspect especially when dealing with large amounts of sensitive data.
[5]
A suitable OS would be Windows 7 Pro, as it is cheaper than windows 10; the specifications required for a device to use it are lower therefore the device will be cheaper. Windows 7 Pro has a more fitting user policy, it is cross compatible with iOS, Android and uses cloud; it also conveniently works well with the CISCO servers. 
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With device purchases there is not only the upfront cost; but the continuous upgrades both software and hardware that are required to keep the device most efficient. By using the bring your own device system, Hyper-front has the potential of saving a large amount financially due to the fact they don’t have to fund a device for each employee; especially when taking into consideration the earlier mention fact that it isn’t just the upfront cost for the devices, with this method the only funding would be the software.
Another advantage of using bring your own device, is that the employees will be familiar with their own devices, meaning they will have a much better understanding of how to use the hardware and software, and will be able to do so faster than if they were to use an unfamiliar device. An example of where familiarity is a positive; is if the employee is familiar with apple and are unable to work windows, by using their own device they will not have the issue of being unable to use a work windows device, or taking longer to do so, therefore can proceed with work fast and effectively. 
As the employees own devices are portable, this allows another depth to work productivity as the employee doesn’t necessarily have to be sat at a desktop PC to complete their work, they are able to work on the go effectively working more and getting more work done; for example they could work on their commute, or from the coffee shop where the environment may help the employee produce work more efficiently than their usual setting.
There is less strain on employers and the IT support team, as the employees will be responsible for their own device and will tend to be more careful with them. The IT staff are then able to spend their time more productively and enhance other areas of the company that require their attention. [6]
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As not every employee will have the same device, there is the potential issue of their devices not having the correct specifications or operating system for the required programmes to run efficiently on. It is difficult for a company to find an effective and affordable program that runs across different platforms.
Employees are unlikely to have the required high levels of security on their devices to protect the company’s data. General security on non-work devises tend to only cover everyday security such as light browsing; as the employee will have a large volume of customer’s sensitive data, this low level of security could lead to major data breach or potential loss, corruption or theft if the devices is broken into or virus ridden.
Due to the cost of the device being down to the employees, those without devices suitable for the workplace would require purchasing one; not everyone will feel comfortable doing this. The extra usage of the devices and transportation; would lead to the depreciation rate of the devices to increase, the device will also be prone to more accidents that the employees might not be happy covering the whole costs for when the device needs repairing or replacing. [7]
[bookmark: _Toc534860149]Implementation of Design

Jenny built a framework in Cisco Packet Tracker version 7.1 that is displayed in the appendices; the framework consists of five rooms that are explained below;
Main lobby – This consists of a Hyper-fort router that has a password (cisco), it is connected to the ASA0, and a Hyper Connection point. The ASA0 is a firewall that stops anyone that isn’t authorized to connect to the network from connecting to it. The Hyper Connection Point is a switch that connects the router and the webserver to devices on the network. The webserver is connected to the switch to allow users to access the internet.
Offices 1,2 and 3 – These rooms are all in the same building as the lobby and consist of a switch, and several wireless devices. (wireless devices as previously mentioned, consist of laptops, mobile phones and tablets)
Office 4 – This room is in a separate building to the main lobby, it has a router in a coffee shop as a public network, that connects to the main lobby through the firewall that prevents anything malicious getting through the main office building. The public router connects to a switch that allows wireless devices to connect to the network.
All the routers have a password (cisco) that prevents any unauthorised users from connecting to the network.
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Data retained

[bookmark: _GoBack]When the employee’s device connects to Hyper-forts network, they will retain the company’s sensitive data the employee must assure that they are following the policies above so that they don’t breach data protection acts or mistreat the data.
Data Leakage

If an unauthorised application is used to share the companies data, the employee could potentially share the sensitive data to the wrong source; in order to prevent the data from leaking this way, the company should have created ta policy similar to the one displayed earlier in the report, to only allowing employees access to certain data and also preventing them from using applications that are unauthorised. Another way data can be leaked is via applications being exploited to certain malware, upon research it was discovered that 40% of companies are not securing their devices as they should be. [8]
Personal and business

As displayed earlier in the user policy, users should separate their business data from their personal data on their devices to avoid breaching any data protection acts; employees should spend a minimum amount of time using their devices for personal use whilst in work.
Different brands/OS

With the device management software chosen for the network all programs will be accessible to all devises no matter the OS platform, or brand of the devices, as the programs that are used will be multiplatform.

Different applications

As mentioned in the policies above the applications required by the employees will be available on all types of device, any applications required will be provided by the company. Only authorised applications should be used on the network when handling data; the users are monitored to ensure they are not breaching the policy also to ensure the data is kept secure and only being used for its purpose.
Device no longer in use

When an employee leaves the company their device should be logged out of any programs that hold company data, the devices should not be allowed back on the network unless the employee joins the company again, the device will need to be handed to the companies technicians so that they can erase company data completely ensuring the device only consists of the users personal data. If the device is lost or stolen as mentioned in the policies, it should be immediately reported to the company’s technicians, so they can disable the devices access to the networks and data until it is back in the employees’ position. If the employee’s device fails, their only option is to see if the company’s technicians can fix it due to the sensitive data it cannot be taken anywhere else to be fixed, as mentioned in the policy the device is the responsibly of the user therefor the company most likely won’t replace it.
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In conclusion the bring your own device system may seem simple, but when looked into there is actually a lot of planning and precautions that need to be taken into consideration, it is a lot of work and there is a lot of security to be put into place; but it seems to be worth the time and effort as it results in a better flowing company, as the efficiency increases due to employees being comfortable using the devices they are familiar with to produce their work. If the policies are put in place correctly from the beginning, and taken seriously by the employers and employees, there is no reason for the bring your own device system to not be a complete success, obviously there will be some trial and error to begin but nothing major. The important aspects for a successful bring your own device network discovered were; assuring the device management software was compatible, set up and understood by everyone involved, all devices are up to date and suitable for the tasks at hand, and once again to mention how important it is that all devices are secure and free of threats, it is important that if any issues arise that the user knows what steps to take so that they can resolve the issue quickly with minimum damage. 
There have been many findings throughout this report, mainly on the detail that must go into implementing a successful bring your own device system. Due to there being so many risks with security of sensitive data when bringing in employees devices companies have had to result in developing tailored policies in order to protect their data. Research has led to many advantages and disadvantages of using the bring your own device system, again mainly revolving around security. Many companies may not opt for this option as it may be too much of a risk if they aren’t completely certain on what they are doing, or simply don’t have the correct technical support team to start the process.
Although it may seem like a lot of expensive devices for the network to be secure to function, the long-term savings from not having to purchase devices and upgrade them make the system well worth the investment and risk, it is just a matter of getting everyone on board with the changes. 
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