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[bookmark: _Toc133363457]Abstract
Social engineering has become a nuisance to UK businesses and the wider economy, as these attacks drain resources from Information Technology (IT) departments. Organisations are constantly fighting a losing battle to protect their assets from hackers and keep hold of the perception of good cyber security. Organisations are now forced to find the best ways to mitigate social engineering attacks, however cyber security experts come at a high price. The publics’ lack of knowledge on cyber security is a concern across all businesses, as the social engineering attacks pray on human errors. Attackers exploit a person’s arrogance and emotion, capitalising on the instinctual reactions of the people they interact with, to successfully get what they want. 
This mixed method report will complete a qualitative literature review analysing social engineering methods, attack vectors, attack channels and other aspects of social engineering that will also support the methods used in the experiment. The report will also include a quantitative field experiment, which the results will be analysed and compared with literature to create mitigation strategies a company could implement.  With the aim of proving the hypothesis: “Social engineering attacks can be mitigated through a combination of technical solutions, security awareness training, and strong policies and procedures.”
The conclusion of the report is that social engineering attacks are difficult to defend and damaging to an organisation. In the experiment, the methods used for physical social engineering attacks were successful. They required little technical expertise but did require confidence and understanding of the way in which people perceive others. There is no perfect mitigation however, staff training and strong policies and procedures are some of the best mitigation strategies. One of the best defences would be to raise awareness and understanding of social engineering, keeping it at the forefront of the employees’ mind, with regular updates and training.
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1. [bookmark: _Toc133363460]Introduction
In the modern world there are many tools at the disposal of a hacker. Among the many possible methods, social engineering attacks are becoming increasingly common [1]. These attacks create major disruption for businesses as cybercrime costs the UK economy £27 billion annually [2]. This number globally estimates at $10.5 trillion and causes financial damage and sensitive data loss, which harms the organisation and customers [2]. Around 79% of organisations have been subject to at least one successful attack per year. 99% of cyber security threats were executed through human interactions and done with the use of social engineering methods [3] [4]. Social engineering has become the largest initial attack vector. 39% of UK businesses that identified a cyber security attack confirmed that the initial attack was some form of phishing, 83% of UK businesses have been targeted by phishing attacks [5]. 
This report will analyse the way in which people and organisations react to social engineering attacks. This experiment will produce mitigation strategies to avoid future real attacks. The aim is to answer the question; can social engineering attacks can be mitigated through a combination of technical solutions, security awareness training, and strong policies and procedures? To answer this, this report’s objectives are to research up-to-date, relevant, and reliable literature regarding social engineering methods. In addition to this, the physical experiment will use these methods to analyse and compare findings. The report will then discuss mitigation strategies from the findings.


2. [bookmark: _Toc132409886][bookmark: _Toc133363461]Background
2.1. [bookmark: _Toc132409887][bookmark: _Toc133363462]What is Social Engineering?
Social engineering (SE) attacks are attempts by an attacker to convince people to reveal sensitive information, without alerting them of dishonest activity. Attacks are designed so the attacker(s) remains anonymous, often impersonating a member of the organisation or a reliable external organisation [6]. There are few technical protections available for this type of attack, and most individuals believe they would not fall victim to such an attack. However, research suggests that people are not skilled at detecting lies and deception [7].Victims often have false confidence and reveal sensitive information such as login details, financial data, or sensitive personal information. These attacks can be damaging to an organisation, causing devastating effects, impacting brand loyalty, and 0causing financial loss, including fines for inadequate security practises [8].
2.2. [bookmark: _Toc132409888][bookmark: _Toc133363463]Attack Vectors
There are a variety of SE attacks that can be used against a victim, attackers often use more than one of the below attacks against a victim. This chapter aims to discuss what available attack vectors a SE engineer could use and discuss how some are used before others.
2.2.1. [bookmark: _Toc133363464]Phishing	
Phishing is the most common form of SE attack [9]. These attacks are usually malicious emails sent on mass that attempt to convince a victim to click a link and give some kind of personal or confidential data [10].  Personal data could be names, email address, home address, or any data that could identify the individual [11]. The data itself is not high value however it can allow for more advanced attacks, by using the personal data. Confidential data could be answers to security questions, various pin codes, passwords/passphrases, and/or two factor authentication codes [12]. This kind of data is often the attackers end goal data as it will typically allow the attacker to gain some sort of access to take whatever they’re after [13]. An example of this is gaining access to banking apps or websites to take money. Phishing emails are easy to create with various tools freely available and easy to send, however with personal and enterprise email security, there is real skill in getting these malicious emails to a user’s inbox [14]. 
2.2.1.1. Spearphishing
Spearphishing is a more direct phishing attack, often only focusing on an individual or small group as the attack is tailored with specific information that has likely been collected via other means [15]. Spearphishing emails are more difficult and time consuming to create, as they require the attacker to have gained information on the victim [16]. Information used in these types of attacks are usually taken in other attacks such as phishing, dumpster diving, shoulder surfing and waterholing [17]. However, information can also be collected from various social media sources. A victims LinkedIn, Facebook, Instagram, and/or website often has enough information to conduct a spearphishing campaign.  A study conducted by, using data available via social media, they increased their success rate from 16%to 72%, a 66%increase in successful spearphishing email campaigns [18]. 
2.2.1.2. Vishing 
Vishing or voice phishing is a variation of phishing where an attacker uses a voice call to collect the same data a phishing email is after [19]. An attacker will either use their own voice or use voice distortion tools to mimic trustworthy individuals, convincing the victim and often instructing them to act quickly to carry out various tasks, such as passing on information, transferring funds or signing into fake sites to harvest credentials [19] [20].
2.2.1.3. Smishing
Smishing or SMS phishing is also a variation of phishing where an attacker uses text messages with compromised links to fake sites, in an attempt to harvest credentials or personal information [19].  
2.2.1.4. Whaling
Whaling is a similar attack as spearphishing, where the target is a specific individual. However, with a whaling attack, the victim is a person of significant authority in an organisation i.e., a CEO, CFO, IT Director, or HR Director [21]. These attacks are always to one individual target and the communication will be specific to the target. As with spearphishing, this attack requires prior information that’s collected in the same way as mentioned above [17]. 
2.2.2. [bookmark: _Toc133363465]Dumpster diving
Dumpster diving is one of the physical attack vectors. As the name suggests, this attack requires the attacker to go through rubbish bins and other waste containers to find valuable information that a person or business may have thrown away, not knowing the significance of the information [22]. Attackers often find printed emails that they can use to get information about a person or project and email addresses. They could find passwords that have been written down then discarded. They can find information that they can use to make themselves more credible to the victim when using other SE attack vectors [22]. 
2.2.3. [bookmark: _Toc133363466]Shoulder Surfing
Shoulder surfing is another physical attack where an attacker (this could be anyone who should not see the content on the screen or desk of the victim) hovers discreetly around a victim’s workstation and attempts to read and digest information that’s laying around or left on screen [23]. Often attackers pose as IT engineers or contractors and suggest that they have work to do around the victim’s workstation [23] [24]. This gives them ample opportunity to look over the victim’s shoulder or wait for the victim to leave and see content that they would otherwise be unobtainable. Gathering information in this way often does lead to the information being used against then in other attacks [23].
2.2.4. [bookmark: _Toc133363467]Reverse social engineering.
Reverse social engineering is an attack that the attacker usually already has established trust between and the victim [25]. The attackers then will put the victim in a situation in where the victim requires help in some way and then give the victim the opportunity to consider they are someone who can both solve their problem and is allowed to receive privileged information. The attacker tries to choose an individual who they believe has information of value [25] [26].
2.2.5. [bookmark: _Toc133363468]Waterholing 
This is when an attacker creates a fake webpage or compromises a website that the victim will likely access, they will wait for the victim to then use this website and harvest data that they will likely give up freely to a supposed ‘secure website’ [27]. This technical approach requires some skill and work to create or compromise a pre-existing website. 
2.2.6. [bookmark: _Toc133363469]Baiting
Baiting is a combination of physical, social, and technical approaches. When an attacker loads a storage medium with malicious software, to then leave it laying around a site where it may be picked up by their victim [28]. They often have files that auto-run or are activated when clicked. [28] The files that run when clicked are files disguised as office files with attractive wording like “company bonuses” or “promotion candidates”. Once these files run, they act in a similar way to links in phishing email, they can direct the user to fake websites designed to harvest information and login credentials [29]. 
2.3. [bookmark: _Toc133363470]Social Engineering Approaches 
SE attacks incorporate a number of approaches, such as social, technical, and physical. These approaches are used in various stages of an attack.  This section will explain what these approaches are and how are they used. 
2.3.1. [bookmark: _Toc132409889][bookmark: _Toc133363471]Social
 Attackers rely on this approach widely as they use socio-psychological techniques found in Cialdini’s principles of persuasion. In Cialdini’s article, he says “although the six principles can be treated separately, they should not be employed separately” [30] this is important to keep in mind when using these principles. SE attackers apply these principles each time they successfully gain from an attack. These six principles are reciprocity, scarcity, authority, commitment and consistency, liking and consensus [30]. 
Reciprocity, or the reciprocation principle, can be described as the human need to repay a dept back no matter the value. This principle is typically used to trick the victim into believing that they owe the attacker something of value, for something they have done for them [30]. An example of this being applied in an everyday situation would be waitstaff giving a mint or sweat with the bill. According to Cialdini, waitstaff would see a “23% increase” in tips after the small gift or gesture for example, of an attacker applying this principle could gain access to restricted areas simply by waiting for someone to open a door then flagging them down, pretending that they dropped a £5 note. The victim then is more likely to hold the door for the attacker after this small, good deed.  
[image: A screenshot of a phone

Description automatically generated with medium confidence]Scarcity principle is when someone manipulates the value of an item or service because it is limited in some way. Cialdini writes “opportunities seem more valuable to us when their availability is limited”. A real-world example of this is when an online retailer runs an advert for a product (see figure 1) suggesting that the user only has a short time to react before missing out. A SE attacker will use this principal in phishing emails, these types of phishing emails would look similar to the figure. It would offer something almost too good to be true to the victim and suggest that they only have a short time to redeem this offer before the offer ends. [bookmark: _Toc133363531]Figure 1 - Example popup ad.


Authority principle relies on a human’s default trust in authority. People see those with authority as a credible source and often will divulge information to those more senior. This principle is mostly effective when others promote authority of an individual, regardless of their relationship with the individual. However, confidence and notable knowledge on a subject also helps an individual seem more authoritative. An example of this principle would be medical professionals wearing lab coats as a reminder of their position. In a context of an SE attack, an attacker could wear common personal protective equipment i.e., high visibility clothing or a uniform and/or have tools or a clipboard. Individuals seen in these types of clothing often do not get questioned. [31]
The commitment / consistency principal works by the attacker developing a relationship or a rapport with an individual by asking small favours that lead to greater requests. In the context of an SE attack, an attacker who contacted and developed a conversation with their victim will ask small favours, such as asking meaningless information. This leads to an escalation in the value of this information, as eventually the information collected adds up. 
Liking principle is the most recognisable principle, as most people can realise that they have been influenced by a person they admire. This is why companies pay social media influencers and celebrities to endorse their products, it is human nature to be influenced in this way. Attackers often attempt to be kind and relatable in some way, to persuade the victim into divulging more information or carry out tasks for them. 
Consensus principle works on the base of a human’s natural ability to socialise and seek out a group. Humans will almost always relax their social defences if they are seen to be the odd one out. People will follow what they believe is the group consensus and act on it, even if they would not normally do so if presented with the same situation whilst alone. Attackers use phrases such as “seen by 100s of your mutual friends” or “the team need you to read this article” in phishing attacks to lead victims into the false sense of consensus among their peers. [32] [33] [34] [20] [35] [36] [37] [38]
2.3.2. [bookmark: _Toc132409890][bookmark: _Toc133363472]Technical
As described by the title, technical approaches are carried out using internet connected devices. Attackers use various freely available tools to collect data on their victim however, people are often surprised by how much data can be found by simply using search engines and social media sites [39]. Though it is important to note, that there are tools available that can help an attacker gather this information such as SpiderFoot [40], sn0int [41], and blackbird [42]. All these applications are free and opensource and blackbird is freely available as a website. [43].  
2.3.3. [bookmark: _Toc132409891][bookmark: _Toc133363473]Physical
Physical approaches are used to further gather information on their target. These are not sophisticated attacks; however, they are difficult and pose a greater risk of getting caught. These attacks also do include criminal acts such as theft, extortion, and trespassing, and those willing to conduct in this way would have access to a vast range of information. Attackers find physical documents, by gaining access to buildings using piggybacking methods or shoulder surfing whilst in offices unescorted. They may use methods like dumpster diving to find information thrown into bins. Also, whilst shoulder surfing in an office space attackers may see passwords on sticky notes and see confidential information on unlocked screens [44]. 

2.3.4. [bookmark: _Toc132409892][bookmark: _Toc133363474]Combined Approaches 
SE attacks do however rarely only involve one approach. An attacker is likely to use a combination of approaches to accomplish their goal. An important combination to note is the socio-technical approach because it is such an effective approach, attackers find a lot of success via these means. 
2.3.4.1. Socio-technical
Socio-technical approaches use attack vectors like baiting. This approach is successful because it plays on people’s curiosity, ignorance, and greed. Using the attack vector; baiting, we can draw an example; people often find storage devices such as USB sticks or SD cards and will immediately be curious of its contents, in the same way people want to open a gift early before their birthday. Then to further entice people, attackers add labels such as ’confidential’ or ’private’. So, scattering infected storage devices will eventually find their way into the target company computers. This is also because people are ignorant to the dangers of even just connecting a random storage medium. There is malware available that can abuse the ‘Autorun’ function built into windows and automatically run executable (.exe) files without user knowing. Now these devices are connected to the victim’s machine, they will be able to see the directory inside, which attackers will take advantage of human curiosity and greed again. The attackers give the files inside enticing names to encourage the victim to click and run them. These file names would likely have generic names like “passwords”, “payroll 2023” or “staff bonuses”. However, if the attacker has done some research and information gathering on the target company, they could use more company specific names to further spark curiosity among the targets. Now these files could do anything to the user’s machine if run by the targets. 
Another popular use of the socio-technical approach is spearphishing. This type of attack requires the attacker to use information gathered whilst investigating the target, then apply Cialdini’s principles of persuasion and technical knowledge to craft an email system that will bypass email security systems. Even in cases of mass phishing, more sophisticated attacks use automated attacks that add some personal information in their emails. Therefore, making the standard phishing email more powerful and persuasive. [44] [45] [46] [18]


2.4. [bookmark: _Toc132409893][bookmark: _Toc133363475]Attack Channels
Attack channels are the platforms of which attacks are carried out. In this chapter these channels will be discussed and how attacks use these platforms. 
2.4.1. [bookmark: _Toc133363476]E-Mail
Email is the most used medium of communication in organisations [47]. US workers answered a survey which suggests in most office-based roles the average worker spend 3 hours a day reading emails [48].These statistics play into the reasons why hackers and scammers across the globe use email as an attack channel for attacks like phishing and its variants and reverse engineering attacks. 
2.4.2. [bookmark: _Toc133363477]Instant messaging and social networks
Instant messaging is a direct and personal form of communication, with the introduction and huge growth of communication platforms in organisations like Microsoft Teams, Slack, WhatsApp, and Google Workspace [49]. Also, the popular social media platforms such as Facebook, Twitter, and Instagram, attackers have more ways to introduce attacks like phishing and reverse engineering to their victims. Plus, these platforms can be manipulated to impersonate others who victims may trust and freely give information to. These social pages are then expertly crafted to push phishing attacks to others whilst hiding their real identity.  [50] [51]
2.4.3. [bookmark: _Toc133363478]Voice calls (Telephone/ Voice Over IP) 
Social engineers can use various platforms that offer voice communication with a seemingly massive list of tools that can help these attackers trick their victim in vishing scenarios.
2.4.4. [bookmark: _Toc133363479]Cloud services
Attackers can use cloud storage and collaboration services to hide malicious files and folders, also these services offer great opportunities for attackers send links to cloud collaboration sites and then mimic their login pages in order to harvest login credentials [52]. 
2.4.5. [bookmark: _Toc133363480]Websites
Attackers use websites for various attacks. Waterholing requires an attacker to compromise a frequently visited site to harvest various data. Attackers also use websites in conjunction with phishing, spearphishing, vishing, smishing and whaling attacks where users are sent links to compromised websites to also have their credentials harvested. [27]

2.5. [bookmark: _Toc133363481]Social Engineering Lifecycle
SE attacks often follow a pattern or cycle. This chapter aims to discuss the lifecycle that most attacks follow when attacking their victim. 
2.5.1. [bookmark: _Toc133363482]Investigation
In this phase of the SE lifecycle, the attacker identiﬁes the victim, gathers background information about the target, and decides on the attack method. The attacker will ﬁrst investigate the target, they will find material such as personal information via social media sites. If the attack is a physical one, they will find as much as possible about the building as they can. After gathering this information, they will decide what attack will yield the most return. As an example, they would choose a spearphishing campaign if they were to collect enough information on the target that they could be specific in their phishing email. 
2.5.2. [bookmark: _Toc133363483]Deception
At this point, the attacker makes some form of contact to begin the process. The attacker aims to gain trust from the communication. As an example, a spearphishing email would be crafted and sent or the attacker would make contact in a vishing attempt where they would try to build trust. 
2.5.3. [bookmark: _Toc133363484]Attack
Once the attacker has convinced the victim that they are trustworthy, they will exploit the information gathered. This is when the attacker executes the attack on the system. They attempt to do this quickly to avoid detection. The attacker may use this time to disrupt business systems and steal additional, higher-value information. As an example, the attacker has successfully had a victim click the malicious link in the spearphishing email, and they have filled in and unknowingly sent the attacker their credentials. The attacker now has a limited time to use these credentials to gain access to the system and take whatever they want or can take. 
2.5.4. [bookmark: _Toc133363485]Exit
In this final stage, the attacker brings their attack to an end. The attacker will do everything possible to ensure no distrust from the victim. The attacker ensures that all malicious tools and code used is cleared and the attacker checks and clears any logs they can. This is to avoid recognition and any repercussions of the intrusion.
[53] [54][image: Diagram, text

Description automatically generated]
[bookmark: _Toc132409894]
[bookmark: _Toc133363532]Figure 2 - The social engineering life cycle

2.6. [bookmark: _Toc132409895][bookmark: _Toc133363486]Real SE attack examples
In this chapter, the aim is to discuss examples of real SE attacks. However, it is worth noting that unfortunately, due to the nature of social engineering attacks, finding reliable real-life examples is difficult. Organisations would rather keep the security breach a secret in fear of embarrassment and damage to the organisation’s reputation, or they are simply unaware they have been targeted.  It is also common for organisations to poorly document security breaches therefore the means of attack is unknow.
An attack executed by Evaldas Ramanauskas, from Lithuania, targeted the world’s biggest companies: Google and Facebook. Evaldas worked with a team to execute a spearfishing campaign against certain company employees. Him and his team set up a fake company that worked with both targets. They created bank accounts in the name of this company then the campaign began. Phishing emails were sent to these employees posing as invoices with the fake companies’ bank details as the payment account. This campaign lasted from 2013 to 2015 with an estimated total of $100 million dollars. This was the largest reported social engineering attack of all time. [55]
Another attack, discussed by Kapil Raina, a security expert [39]. 
A few years ago, a group of people walked into a large shipping firm and walked out with access to the firm’s entire corporate network. They had been obtaining small amounts of access, from employees in that firm. 
The attack followed the SE lifecycle. First, the preparation phase, they researched the company for two days before attempting to enter the premises. They learned key employees’ names by calling HR, who gave them the information. 
Next, they began phase two of the lifecycle, the deception. They attended the site and pretended to lose their key they never had at the front door to an employee that then let them in They claimed they lost their identity badges when entering the third-floor secured area, smiled, and another employee opened the door for them. Here they projected confidence and authority. At this point, the employees have no reason to believe they do not belong. 
The attackers discovered through their research that the CFO was away. Now they had access, they moved to phase three of the lifecycle, the attack. They were able to enter the CFO’s office and collect financial information from his unlocked computer. They dug through the corporate waste bins and discovered useful documents. 
Then the group moved to phase four of the lifecycle, exit. They asked an office cleaner for black bags which were supplied, so they easily carried all this data out of the building. 
In a second attack the attackers had studied the CFO's voice, they managed to execute a vishing attack, pretending to be the CFO, in a rush, desperately in need of his network password. This applies a combination of Cialdini’s principles of persuasion (scarcity and authority). From this point, they used technical hacking tools to gain super user access into the system.
In this case, the group of attackers were network consultants performing a penetration test for the CFO without any other employees' knowledge. They were never given any information from the CFO but were able to obtain all the access they wanted through social engineering. 

2.7. [bookmark: _Toc133363487]Conclusion
Through this section discussing what social engineering is and how it is used against people, the main point that almost all research agrees on is that the general hacker uses clever persuasion and manipulation of the ways humans trust each other [56]. They exploit many of a person’s natural reactions, to obtain information and access to restricted and sensitive information. There are (nearly) impenetrable systems out in the world, and these attackers use the weakest link (humans) to bypass all these security measures, then continue to steal information, money, and cause disruption [57].


3. [bookmark: _Toc133363488]Research methodology
3.1. [bookmark: _Toc133363489]Methodology
The research methodology used in this report will be a mixed method approach. A mixed method approach is when a researcher will analyse and collect both quantitative and qualitative aspects in the same report. This report will complete a qualitative literature review analysing social engineering methods, attack vectors, attack channels and other aspects of social engineering that will also support the methods used in the experiment. There will also be a quantitative field experiment that will aim to confirm the information found in the literature review. The field experiment will help analyse findings from a real-life setting.  [58] [59] [60]
3.1.1. [bookmark: _Toc133363490]Advantages [59] [60]
The advantages of this method are:
· Allows for greater interaction in the study and gives the opportunity to prove or disprove theories that may be suggested in other literature.
· Increase in flexibility as there are little ties to the traditional methods of research. 
· By using multiple methods to collect and analyse data, mixed methods research helps to enhance the validity of the research findings.
· Qualitative data helps to provide a richer understanding of the experiences, perceptions, and attitudes of the research participants, while quantitative data provides a more objective measure of the phenomenon being studied.
· 

3.1.2. [bookmark: _Toc133363491]Disadvantages [59] [60]
The disadvantages of this method are:
· Research can be complex and time-consuming, requiring a high level of expertise in both quantitative and qualitative research methods.
·  Can be more resource-intensive than purely quantitative or qualitative research, requiring more time, effort, and resources to collect and analyse data from multiple sources.
· Mixing quantitative and qualitative data can introduce bias if the researcher is not careful in their data collection and analysis.

3.2. [bookmark: _Toc133363492]Hypothesis 
My hypothesis for this research is: [61] 
Social engineering attacks can be mitigated through a combination of technical solutions, security awareness training, and strong policies and procedures.
Social engineering attacks rely on manipulating human behaviour to gain unauthorised access or information. Technical solutions such as firewalls, antivirus software, and intrusion detection systems can help detect and prevent these attacks, but they are not fool proof [17]. Security awareness training can help employees learn how to recognise and avoid social engineering tactics such as phishing emails or vishing phone calls. In addition, strict policies and procedures can provide clear guidance on how to handle sensitive information and reduce the risk of human error. By combining these approaches, organisations can better protect themselves against social engineering attacks and reduce their impact if they do occur [44].
3.3. [bookmark: _Toc133363493]Hardware and Software
During the experiment, there will be a number of tools that are required.
In this experiment, the following hardware and software will be used.
Hardware
· One personal computer with access to the internet –to host the Virtual Machines (VM) and for information gathering. 
· One mobile phone, with access to the internet via WIFI and 4G/5G – to send smishing messages. 
· One laptop with a USB to ethernet adapter and Cat5e cable – to test the active ports at Company A

Software
· 64-bit Oracle VM Virtual Box – this application manages the creation and management of VMs. 
· Kali Linux – this a Linux OS design, to be used for cyber security and ethical hacking. This VM was a premade VM available on Kali’s website. 
· Google Chrome search engine. 
· PyPhisher – this is a Python 3 script made by Github user KasRoudra – to create the phishing sites and links.
· Bitly URL shortener service – to shorten URLs and to make them look less suspicious. 
· Microsoft Outlook Personal – to create the fake mail accounts. 
· Gmail – to create some fake mail accounts.
· Microsoft Office Word – to capture events as they happen and to write the report. 
· Microsoft Office Excel – to capture data found online and to track targets from Company A


3.4. [bookmark: _Toc133363494]Limitations. 
PyPhisher is powerful and easy to use, however, if the script crashes and/or the window is closed, the phishing link breaks and a new link has to be generated and re-sent. To overcome this, Bitly URL shortener has the option to update the original URLs. This could be used to hide the original URL and update it if the python script were to crash unexpectedly.
3.5. [bookmark: _Toc133363495]Experiment plan
In the experiments the aim is to develop, plan and implement attacks using social engineering (SE) methods. Each attack will be aimed at the target company, which will be referred to as ‘Company A’ in this report. The final aim is to analyse the response from the company and to use the findings to write a strategy the company could implement to improve security to better protect the organisation. Considering any security that slows down or prevents the attack, I will make recommendations how to mitigate attacks. 
The planned objectives for each attack would be to follow the first two phases of the SE lifecycle and with the following objectives: 
· Investigate the organisation for any information that could prove useful for each of the planned SE attacks. 
· Prepare the attacks using the information gathered. For example, create the phishing sites, host the phishing sites, create the phishing emails with links and prepare the USB drives, directories, and batch scripts.  
· Execute the deception phase. This would be when the method is sent to the user. 
· Further objectives are to visit the site after the investigation phase of the physical SE attack vectors. 
· After these phases, I would analyse the results and determine if they were a success and if they could continue to the next lifecycle phase. Where the attacker could use the outcomes of the deception phase to disrupt the business for their gain. 
· Prepare the attacks using the information gathered. For example, create the phishing sites, host the phishing sites, create the phishing emails with links and prepare the USB drives, directories and batch scripts.  
· Execute the deception phase. This would be when the method is sent to the user. 
· Further objectives are to visit site after the investigation phase of the physical SE attack vectors. 
· After these phases, I would analyse the results and determine if they were a success and if they could continue to the next lifecycle phase. Where the attacker could use the outcomes of the deception phase to disrupt the business for their gain. 

4. [bookmark: _Toc133363496]Attack on Company A 
Parts of this chapter will be written in the first person to describe the events as they happened. 
This chapter will outline each experiment that is performed, and the results of each experiment will be discussed with appropriate evidence. The aim is to discuss the expected results and compare against the actual result. For the protection of the company involved, the report will refer to the company as “Company A”.
The SE lifecycle states that there are four stages to the life cycle. In this experimentation, the attack and exit phases are not acted upon. This is because the aim is to see if capturing information via social engineering means is possible.  
4.1. [bookmark: _Toc133363497]Experiment 1: Phishing
Phishing the most common attack when discussing social engineering as expressed. These attacks are usually emails sent in order trick the recipient into sharing information. Phishing attacks are generally broad attacks on a large quantity of people, generally at random. [10]
In this experiment, the aim is to send as many emails to Company A’s domain as possible, with the intention to measure the number of clicks and/or data collected. This will be done by running the mass mailer attack on a list of emails that could be harvested from social media sites (Facebook, LinkedIn) and Company A’s own website. 
The expected results from this are that we will get some clicks and possibly a small number of credentials. These will be recorded and captured in a .txt files stored on the virtual machine (VM).
4.1.1. [bookmark: _Toc133363498]Investigation/Preparation 
To begin the attack, a basic email was sent to all the company’s publicly available email addresses sales@comapanya.com, personnel@companya.com and careers@companya.com. An alias name and email address has been created to use in all the experiments. 
 The result of this yielded a reply from a member of the company as of this a template of an employee’s email address was captured. The users email address was the users first name and first letter of their last name therefore if the users name was John Smith, their email address would be johns@comapnya.com. 
Now Company A’s email structure can be assumed, it is now possible to search social media sites for users that claim to work for the company. During this search, I confirmed two directors’ email addresses, which matched the structure seen above and one of the directors’ mobile phone number. Most of this information was publicly available with a quick search of LinkedIn, Facebook and their own website. It should be noted at this point 29 names were collected from social media sites. In the interest of avoiding a phishing email being sent to an ex-employee of the company, I had the list confirmed by the company contact, before emails were sent. The contact confirmed that of the 29 names, 20 are currently working for the company.
The next step in this phase is to build the email. The plan for this is to have a simple email with a link inside. The aim is to blend in as an automated email from Microsoft with a link inside that would direct the user to a phishing website created by the tool ‘PyPhisher’ and hosted on a VM running kali Linux operating system (OS). I created a fake email address (South Wales Mail Server southwales06012023@outlook.com) to use as an origin point. Below are screenshots of the email and python script running ready. 
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Description automatically generated]
[bookmark: _Toc133363533]Figure 3 - Alias "Dylan Ian Jones" sending dummy email.
Once this python script is running and the links seen in the above figure are available, the above link for ngrock was converted into a bit.ly shortened URL that would look less suspicious in the phishing email. 
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[bookmark: _Toc133363534]Figure 4 - phishing email used in experiment.
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[bookmark: _Toc133363535]Figure 5 - PyPhisher script waiting for clicks.
4.1.2. [bookmark: _Toc133363499]Result
At this point, the emails were sent as a test to the fake ‘Dylan’ account (see figure 4). This test was successful; therefore, the email was sent to all the email addresses captured. After a day and some communication with Company A, it was discovered that the company’s email security had been capturing the emails and dropping them before they could be delivered.


4.2. [bookmark: _Toc133363500]Experiment 2 - Spear Phishing
This type of attack is similar to phishing; however, these are more planned and though through. The attack is crafted for the specific target. The information used in these attacks is generally taken from other information gathering tactics or attacks for example regular fishing, smishing or vishing attacks. These generally target one or two people with carefully crafted emails, that have more specific content to the individual. [15]
In this scenario, the aim is to spear phish one of the human resource personnel. The end result that is expected is to at least receive a click, this will suggest that they have read the email and, in some way, have been convinced.
“Social Engineering Attacks: A Clearer Perspective,” International Journal of Computer Applications, vol. 184, no. 8, pp. 53-62, 2022. 
4.2.1. [bookmark: _Toc133363501]Investigation/Preparation
During my investigation, an email from the fake ‘Dylan’ account was sent and seen in figure 4 of the phishing experiment above. That email had a response from someone in HR, this person will be referred to as the ‘HR target’ in this scenario. The investigation also found the name of several employees, including the Sales Director. This would be useful information to use whilst crafting a spear phishing email. The email will be directed to the HR target and will include their name and the name of the Sales Director, it will suggest that a mistake has happened with a suggestion to act. The email will include a phishing link to the same login pages that was used for the phishing email, however a new bitly link will be crated.
[image: ]
[bookmark: _Toc133363536]Figure 6 - Spearphishing email to be sent to HR.
During the investigation, I also found that there were a number of roles available in the organisation including some sales roles. The email will suggest that Dylan (fake identity) has not had any contact after being offered a role in sales. The email will have a link that Dylan has said his signed contract is situated.
4.2.2. [bookmark: _Toc133363502]Results
The email was sent to the target. However, disappointingly, after a day and some communication with Company A, it was discovered that the email security the company was using had been capturing the emails and dropping them before they could be delivered.
4.3. [bookmark: _Toc133363503]Experiment 3 – Whaling
Whaling is a form of spear phishing, however usually an attack on a high-profile target in an organisation, such as CEO or Director. [17]
In this experiment the aim was to use this method to gather sensitive information from a Director of Company A. Through information gathering for the phishing experiment, a director of the company was identified. For the purpose of the experiment, my contact within the organisation agreed not to speak to any other member of staff, this includes the Director who is the target for this experiment. To consider this experiment a success, the goal would be to gather valid user credentials for their network.
4.3.1. [bookmark: _Toc133363504]Investigation/Preparation
[image: ] During the investigation for Company A, one of the Directors had direct methods of communication freely available on their LinkedIn profile. Their profile contained their work email and mobile number. A decision was made at this point to phish this Director via a smishing message, in the hopes that they would tap the link and enter their credentials. Once again PyPhisher will be used to track clicks and capture credentials.  I crafted the below message seen in the figure.
The redacted name in the message is the first name of the Managing Director. This was in hopes to convince the Director that the link is trustworthy. The message was sent on a Sunday. This was an attempt to justify the informal means of communication. If this message was sent on a Monday, the Director could have used email or Teams to contact each other to confirm the message.  In hopes of keeping the attack anonymous, a cheap 99 pence sim card with purchased to send the SMS. The original link looked like the following: https://823f601e1d57.ngrok.app. This link looked suspicious, so in order to make it less so, the Bitly service was used to shorten the link and make it a little less suspicious. https://bit.ly/3oEhUx8.
4.3.2. [bookmark: _Toc133363505]Results 
The SMS was sent. Unfortunately, the attack failed, the Director did not enter their credentials on the phishing site. However, two clicks were on the link was recorded. The Director made contact with the Managing Director via their old (real) number. The Managing Director confirmed the message was not him.
[image: ]
[bookmark: _Toc133363537]Figure 8 - two confirmed clicks from the director.


4.4. [bookmark: _Toc133363506]Experiment 4 – Baiting 
Baiting is the physical act of dropping storage mediums with malicious software installed around areas that a victim would likely visit; in the hope the victim will pick up the device and use it in their computer. In this experiment, the aim was to visit the company site and drop 10 USB sticks with phishing links pre-installed.  The expected result of this was to capture at least one recorded click and one recorded credentials. [28]
4.4.1. [bookmark: _Hlk132999721][bookmark: _Toc133363507]Investigation/Preparation
There was little information to gather in preparation for this attack. This attack was simple to prepare for. 10 USB storage devices were purchased, and the following batch directory installed on them.
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[bookmark: _Toc133363538]Figure 9 - Baiting USB File Structure
Please note, in the figure where 'Company A’ is written, the true name of the company was written. The company name has been redacted. As it may be obvious to an IT professional, these files were all windows batch script files that were copied and renamed to imitate a USB drive that could have been used by anyone at the company. The hope is that the people who picked up the USB sticks did not have knowledge of batch files and their functions. The file names have been written to entice the victim to click on the scripts.
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[bookmark: _Toc133363539]Figure 10 - Baiting Batch file script.
The batch script seen in the figure above is a simple one. The script uses a simple command to open Microsoft edge on the target's machines computer, then the operator at the end of the command navigates the browser to the phishing website created to capture clicks and credentials. The phishing site resembles the authentic Microsoft account login page which will help convince the users to sign in with their work Microsoft account details. The figure below is what the users would see.
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[bookmark: _Toc133363540]Figure 11 - phishing sign in page.
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[bookmark: _Toc133363541]Figure 12 - PyPhisher sample data capture.
4.4.2. [bookmark: _Toc133363508]Deception
At Company A’s site, the storage devices were distributed. They were distributed just before lunch time, with the aim of capturing as many people wandering around the office as possible. In order to avoid non-company persons falling victim to this, they were distributed among the staff only corridors. None were dropped in the car park or in reception where there could be an unsuspecting member of the public. As the ground and first floors mirrored each other, it was decided that a 50/50 split of the USB sticks was the best option. It was requested of the IT Director, if devices were handed in to him, to then re-deploy them up to 10 more times. For example, if seven were returned, he would redeploy all seven. Later if 5 more were returned, only three would be redeployed. This was decided, so staff would not be too suspicious of all the storage devices appearing.
4.4.3. [bookmark: _Toc133363509]Results
The USB devices were deployed successfully. This happen at roughly 11:45am. Out of the 10 USB’s were deployed, five were returned in the first 20 minutes. These were redeployed. Then over the next few hours, there were seven clicks on the file’s links. Had this been a real-life situation, the attack and response from staff would have been a major issue for the company. These files could have included harmful malware and would only require one person to run one file, one time. The positive for Company A is that they did not have anyone input their credentials into the phishing site.  


4.5. [bookmark: _Toc133363510]Experiment 5 – Piggybacking / Pretexting / Shoulder Surfing
In this experiment, the aim was to compromise the physical security of Company A’s site. This included accessing the building using social engineering, then continue to navigate the building until an employee questions’ my identity, or it is deemed that enough time had been spent. To further test the network security, it was logged where there had been opportunities to connect a device to a computer or to a patched network point.  If any machine were to be successfully accessed, it was noted. All the above outcomes would be considered a positive result for this experiment.
4.5.1. [bookmark: _Toc133363511]Investigation/Preparation
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Description automatically generated with medium confidence]Whilst gathering as much information on Company A as possible, one piece of information found became vital. There was an image on their website of which included several of the directors and stakeholders holding up a plan of the ground floor. The context of the post was an update on the progress of an office renovation. The imaged was not the highest of detail however the basic floorplan of the building was easily extrapolated. The layout of the building made it clear that once past the reception and a left turn, there would be a narrow corridor with one large open plan office on the left with stairs at the end of the corridor. There was an assumption that the first floor would be a similar layout to the ground floor. Before attending the site, considerations would be made on attire and props. A background story would also require legitimising a reason to be on site. The background is that I was invited as network contactor to carry out network test. The outfit chosen was a plain navy-blue polo shirt, with a navy pullover and black fabric cargos trousers and safety boots. (See figures below for examples). To help the look, a laptop and a cat5 e cable was in hand.
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[bookmark: _Toc133363542]Figure 13 - Outfit example.




4.5.2. [bookmark: _Toc133363512]Deception
 I attended site at 9:30am, this was to avoid the rush of staff arriving. I then walked in and confidently walked towards the door at the back of the reception area, passed the reception desk. As discussed previously, a floorplan was found online, so I was sure of the direction where to go. I was not questioned by reception or the two members of staff having a conversation in the reception area. Through the door, the entrance to the open plan office was on my left. Down the corridor and on the right, I was able to see through a window of a door. The room on the other side had lights so and I was able to make out that it was a patch room, possible server location. The door was code locked. 
Moving past down the corridor, I decided to head straight upstairs as the downstairs office was fairly busy. At the top of the stairs, at the end of the hall, there was an office with a name written on it. I looked through the window and saw no one inside, so I attempted to open the door. The door had a code lock on it however, it had been left on the latch. I entered the office. It had a large desk, cluttered with paperwork and a computer that was on. There was notable information on the desk however, it was for a sister company, therefore I refrained from reading further as I did not have consent from these companies. From a quick look on the computer lock screen, I could see that the device was connected to the network. So, I traced the network cable back and was able to connect my device to the wired network. I noted this and continued. Next, I plugged a USB into the machine and windows gave the new device connected sound which confirmed that the machine would allow USB connections. I then looked through the bins in this room and found nothing of value. After a quick reference back to companies’ house records, I was able to work out that this office was the office of the now ex-managing director. 
I continued to the next office, which was unlocked. This office had been leased to another company. However, the member of staff in that room paid little notice of me. I introduced myself as a networking contractor and that I would be testing network ports. I tested some at random but found no live ports. 
The next office along was purchasing and accounts department. There were three staff members in this office, all but one at their desk. I again introduced myself as a networking contractor and that I would be testing network ports. I tested some at random but found no live ports. However, there were company machines in this room. I was able to interact and add a USB to the one unoccupied machine, the staff paid no notice. I noted that I was able to potentially compromise this and continued around the room. The unoccupied machine had been locked, though I was able to stand behind one person at their desk. I connected my laptop to ports on the wall behind them and then continued to look around and read their screen and some paperwork on their desk.
I left this room and continued down the corridor. The next rooms were the IT office, which was occupied, and the IT Director was aware of who I am and why I was there, so I continued. The next office was health and safety and had an ongoing meeting, so I skipped this office also. Then, the next room was a conference room, holding interviews, as there were members of the public here, I also skipped this room. 
At the end of this corridor is the mezzanine above the reception area. Following the wall around was human resources, then the managing director’s office. I walked past HR and peered into the window of the managing director’s office and entered, it was empty. About three people saw me, but no questions were asked. The office had been left unlocked. In this room was a secretary’s desk and the MD’s desk. After a quick inspection of the secretary’s desk, I found a code to the first office I accessed and the code to a confidential cupboard, both labelled as such. There was nothing useful on the MD’s desk, however his machine was unlocked. Before I could attempt anything, the MD returned. The MD is aware of me, as my contact, and what I was doing, he was understandably frustrated that he had left the machine unlocked. We agreed that I would continue. 
I left this office and continued back to the HR office, in this office there were two desks but only one was occupied. I again introduced myself as a networking contractor and that I would be testing network ports. In this office I walked around each desk. Desk one had no user, and I was able to get access to the PC and adjacent ports while the other member of staff was present. I noted this and continued. I asked the user if I could access the network ports behind them and they agreed. Again, the user continued working as I stood behind them. They had HR related applications open, which I was able to make out some names and addresses. 
I went back the way I came and then walked back downstairs to the main corridor; I was able to access a quiet corner of the open plan office, out of view. There were two machines there. I looked around and found nothing of use, however I was able to plug a device into an active network port. The rest of the office was too busy to wander through. 
I went back upstairs to see if the meetings had finished in the occupied rooms. I looked in the health and safety office where I was finally questioned by a member of staff, they asked me who authorised me to be here. They became very suspicious of me and asked me if had signed in and where my visitors badge was. I was unable to produce one, so he took me down to reception and told the receptionist to sign me in. At this point, he did leave me with the receptionist who I said that I was unaware that I needed to sign in. When she asked me to fill in the visitor’s log, I gave a fake name and company. No ID was checked. Now that I had been questioned, I decided that the experiment ended.
4.5.3. [bookmark: _Toc133363513]Results
This attack was very successful from a social engineering point of view. All three methods were used successfully in this experiment. 
As described, the initial entrance was a form of piggybacking, a confident entrance and the right aesthetic will make people less suspicious. A conversation with the receptionist after the fact revealed that she “saw you walk past like you knew where you were going and figured you had signed in already”.  
The pretexting scenarios in the above worked to enable the overwhelming access to office spaces and computers. The outfit and the explanation of the reason for being there matched and allowed for further access. 
Shoulder surfing has been the most successful in combination with the pretexting. In the given example, it is clear that there was enough information on screens and on desks that a social engineer could have used this against the company in the attack phase of the life cycle causing disruption to the company.
4.6. [bookmark: _Toc133363514]Conclusion 
Due to the complications included in the phishing and spear phishing scenarios, only one conclusion could be drawn. Creating the phishing email, adding links to compromised sites and creating those sites have been made to easy by freely available tools. However, there is a fairly high technical skill requirement when handling phishing attempts against small to medium companies and their emails security systems. The biggest challenge is mass sending these emails and having them pass through even Google or Microsoft’s basic email filters. 
As with the physical social engineering attacks, success was found. The conclusion drawn from these scenarios suggested that unsuspecting people are vulnerable to SE attack. Having the confidence, a prepared look, background story and prior information gathered is key to the success of these attacks. The professional look was praised by the director of IT stating that “I knew you were coming but I still felt I did not know you or feel like you did not belong”. The combination of these factors allowed the attacks to be so successful. The moment that hesitation was shown, people got suspicious.


5. [bookmark: _Toc133363515]Mitigation strategies
In this chapter, I aim to outline the best practises and strategies for defending against the social engineering attacks discussed in this report and what Company A could have done better. 
5.1. [bookmark: _Toc133363516]Phishing
In this section I will discuss phishing and its’ variants, including spear phishing, whaling, smishing and vishing. Whilst the experiments executed in this report did not go according to plan, there are still points that can be made and lessons learnt. To begin, a large amount of information was available online, that was useful in these attacks. The most useful information found was publicly available on social media. To remain relevant and increase brand awareness for any business, it is a necessity to have a social media presence. This includes individuals who use sites such as LinkedIn, to promote themselves and their business. However, caution is advised when curating the information that a business or individual makes available. It took a short amount of time to confirm the email address structure. This is because two of the company’s Directors had their work email addresses available on LinkedIn. With a single search of people who worked at Company A, there was a substantial list of email addresses available for the phishing attack. In many businesses, it is advised in the first instance that all employees are to only give email addresses to trusted sources. It is also advised that Directors and others who have their emails public in this way to replace it with a company information email inbox or department shared mailbox. i.e., info@copanya.com, sales@companya.com. This will make it more difficult to find personal information. 
The whaling attacked used a smishing attack vector. This was possible again because one of the company Directors had their mobile number listed, which is just as dangerous. Smising messages have been growing in popularity, likely due to their success rate. Traditional phishing emails may be more common in comparison, but people are familiar with email spam compared to SMS, so it is often deleted or ignored.  SMS messages are newer form of communication and is still considered more secure than other forms of communication. There has been an increase in awareness campaigns for smishing, where it is advised to always stay alert when receiving SMS messages. Do not trust every message you receive. Do not click links, even those from trusted contacts, unless you confirm its content.
Another suggestion that should be considered would be regular training and test phishing campaigns. The organisation could utilise built in tools in the Office 365 environment to send and track phishing emails internally. This would help track internal contacts who fall for these attacks and offer further training and guidance. The organisation should also restrict the use of social networking sites and personal email portals as they are not secure and more likely to receive compromised emails, SMS and voice messages. 
Routine cyber security training should be carried out, educating staff of the above risks. Phishing is difficult to combat, however training employees to spot even the basic signs will reduce the risk of successful attacks. 
In addition to the above, policy changes should be implemented, to make users more accountable and responsible of security. Users are more likely to engage if they feel responsible for their own security. Also introducing a formal way to track who has completed the training would be beneficial, using the records to inform line managers and audit regularly.

5.2. [bookmark: _Toc133363517]Baiting 
During the experiment, the majority of the USB sticks were handed in, no questions asked. Which is a positive outcome for the company. However, there were seven clicks on these links. There is readily available malware on the internet that only requires the user to run the file, for it to cause damage. This puts the whole network at risk. To mitigate this, consideration should be made that USB ports should be disabled and only to be available for mouse and keyboards. As discussed with phishing, further staff training on the risks of portable storage devices should accompany phishing training.   
5.3. [bookmark: _Toc133363518]Piggybacking / Pretexting / Shoulder Surfing
There are a few ways of combating physical social engineering attacks. Company A had damaging physical security flaws, as demonstrated in the experiment. Here are the suggestions to further protect the organisation from social engineering attacks like these: 
5.3.1. [bookmark: _Toc133363519]Clear name badges 
It was not difficult to walk around the organisation, no person there displayed a name badge or work identification. If employees were required to wear an identification badge or lanyard to show they are authorised to be in that area, then employees will be more likely to spot an unauthorised person present not wearing a visitors’ badge. This could be in addition to physical access control, so that the lanyard or badge is used as the authentication method to gain physical access. [62] It is also important that employees are trained to engage with people who do not carry visitor badges. They should be escorted back to reception where they must sign in, and only if they have a legitimate reason to be there. The sign in procedure should also include checking a person’s ID against the information written in the visitors’ book. This will avoid false information when auditing the records. 
5.3.2. [bookmark: _Toc133363520]Escorted access 
All visitors should be escorted to and from the arears of work. As an example, if there was a legitimate contract network engineer at site then IT should escort the persons to and from the work site. They should never be allowed in areas considered sensitive unaccompanied i.e., HR office, purchasing, management offices, server room, etc. 
5.3.3. [bookmark: _Toc133363521]Robust access control 
Company A should expand the physical access control to the building by implementing the card/fob/biometric access on external and internal workspaces. This will provide two very important aspects of security; it will first stop unauthorised persons accessing Company A staff-only workspaces. Secondly, it will allow for an ‘access log’ to areas, as the access control method should have user specific access. This would be used in cases where an authorised or previously authorised persons access requires auditing [63] [64].  This would protect against internal threats also, such as disgruntled employees and contractors [62].
5.3.4. [bookmark: _Toc133363522]Clear desk policy 
Company A should implement a ‘clear desk policy’. This means that the owner of the desk space must keep their work area clear when they are not present at the desk, this includes removing all documents, sticky notes etc. from the desk. They are also required make sure that they lock cabinets and log out of any devices belonging to that desk space, however this should also be a part of the device usage policy and security policy. This rule should be enforced on both management and employees. Directors should lead by example in this issue. 
5.3.5. [bookmark: _Toc133363523]Confidential waste disposal 
‘Dumpster diving’ wasn’t specifically reviewed as part of the experiment. However, with the number of sticky notes and other items found on desks, plus the previous rule requesting these be disposed of, it is safe to assume confidential notes would have been found. Confidential waste disposal bins should be in all offices. A trusted and accredited waste management firm should be deployed to remove this waste. 
Additionally, it is important to restrict all physical and virtual access immediately for any terminated employees or contractors, regardless of the reason they are no longer employed. This again avoids the danger of disgruntled staff or contractors to return and cause disruption. 
[65] [28] [66] [67]
 


6. [bookmark: _Toc133363524]Evaluation
In this chapter, the aim is to discuss further the conclusions of the experiments performed. To discuss how the results compared to the research, if objectives and aims were met and how the process would be improved if it were to be done again. 
The overall conclusion of the report is that social engineering attacks are difficult to defend and damaging to an organisation. In the experiment, the methods used for physical social engineering attacks were successful. They required little technical expertise but did require confidence and understanding of the way in which people perceive others. Attackers will have to understand Cialdini’s principles of persuasion and how to apply them. Using these methods on Company A, allowed for the audit of their security and subsequent suggestions, in order to better protect the organisation against these types of threats. 
After analysing the results and comparing them to the research, it is clear the available literature confirms and backs up the results of the experiment. The methods found in literature are as effective as they suggest and were completed by an inexperienced social engineer. The results of the phishing and spear phishing scenarios did however disappoint and if anyone were to recreate and document these methods again, a suggestion would be ensured that preparations were made with the organisation to either run the phishing scenarios internally or prepare the infrastructure needed to bypass this security.  
In this report, it is believed that most of the objectives were successful. The phishing and spear phishing required further work to create a system that could bypass the security of the email filter. However, the time available was limited and an alternative method could not be planned. The whaling attack was somewhat different, the execution was successful, however the results were not as expected as the director saw past the smishing message and never input their credentials.
The overall aim of the report was met, even with the issues that arose with experiment. The aim was to analyse and offer mitigation strategies that could better protect Company A from attacks like these in the future. The literature review sections aim was also met. The report aimed to have research that is relevant, up-to-date, and reliable. Good sources of information and materials is used to conduct the research that was applied to the outcomes of the literature review and the experiment. In the experiment itself, the aims were met when some of the methods were used successfully against Company A, the results of these methods were recorded correctly and summarised in the report which was used to provide feedback that the organisations Managing Director received and praised as they felt its value was worth the risks they took.

7. [bookmark: _Toc133363525]Conclusion and Recommendations 
7.1. [bookmark: _Toc133363526]Conclusion 
This report has covered the literature relating to social engineering. The report has discussed what social engineering is, and the types of attack methods that are used. These methods include phishing and its variants, dumpster diving, shoulder surfing, reverse social engineering, waterholing and baiting. Then the discussion led to social engineering approaches that are used in attacks. Approaches such as social, technical and physical, with further discussion on how this work most effectively when combined. Further to this, research was conducted into literature discussing attacks and the different channels utilized, along with what the lifecycle of SE attacks looks like. This research concludes with real examples of social engineering attacks. 

This report then covers the research methodology that is used, and why it was chosen for the social engineering experiments. It also covers the aims and objectives of the experiment, along with the predicted outcome. In the experiment phase there were five experiments, phishing, spear phishing, whaling, baiting, pretexting, piggybacking and shoulder surfing. The phishing and spear phishing experiments unfortunately did not produce the results that were expected due to the technical skill needed to bypass the email security filter the company uses. Although the physical attacks and the whaling attack had results which reiterated the research literature found in chapter 2. With the analysis of the results of these attacks and literature available, a mitigation strategy was created that could be used by Company A.
7.2. [bookmark: _Toc133363527]Recommendations
Further research into the topic of this report is advised, with the use of artificial intelligence (AI) becoming more common in the context of cyber security. Research into the effects of AI in the would likely reveal important results, that were actionable by a medium-sized company. The use of AI in the defence against SE attacks would also be a suggested research avenue. Further research into techniques and tactics that social engineers use in their attack methods would be beneficial, these tactics are always evolving and continuous research in this area is advised. Another possible research avenue could be cross-cultural differences. Social engineering tactics and responses may differ across cultures, business sizes, trade and location, therefore studying these differences could provide relevant views into effective prevention and defence mechanisms. Research could highlight what social engineering attack methods are used within similar styles of business, and which preventative methods are most effective.
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[*] Browser
[*] Location
[+] GeoLocation(lat, lon)
[+ Currency : British Pound Sterling

Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/112.0.0.0 Safari/537.36
10.0;

: Chrome

ondon, United Kingdom, Europe

[+] saved in ip.txt

[+] Waiting for next..... Press Cirl:C to exit

[V1 Victim login info found!

[*] Microsoft Username: testemailadomain.com
[*] Password: testpassword

[7 PyPhisher Data

[-] saved in creds.txt

[+] Waiting for next..... Press Cirl:C to exit
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