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1. [bookmark: _Toc223883297]Introduction
1.1. [bookmark: _Toc223883298]Key Concepts and Definitions
Informal digital communication defines the use of consumer messaging platforms by the practitioners to share information about patient care beyond formal clinical information systems (Khan and Gladwin, 2025). This communication is usually realised by mobile applications that enable fast messaging, multimedia exchanges, and discussions at a group level (Johns, Matamoros-Fernández and Baulch, 2023). The tools are often not a part of formal healthcare records, and they often serve to assist ordinary communication between professionals.
The term care coordination can be described as the planning and coordination of patient care across various healthcare providers in providing services in an effective and timely manner (Khatri et al., 2023). This is especially true in the more complex systems of health and social care where patients can be assisted by several professionals over organisational boundaries.
WhatsApp is one of the most popular encrypted messaging applications that started as a mobile application that gives users the ability to share messages, images, documents, and voice messages in real-time (Johns, Matamoros-Fernández and Baulch, 2023). Even though WhatsApp was not initially aimed at clinical communication, it has emerged as the tool that healthcare professionals rely on to distribute the information quickly within a team.
In the UK, secure digital structures employed by the NHS are anticipated to be used in formulating formal communication among health care professionals (NHS Confederation, 2025). Nonetheless, it has been found that practitioners frequently resort to informal communication tools when they find official systems to be slow or inefficient (Tso, 2022). Messaging apps thus can be used as additional communication platforms through which professionals can organise care faster.
With these practical advantages come some ethical and professional issues with the use of informal messaging platforms. These are the problems of patient confidentiality, data control, and professional responsibility (Jeyaraman et al., 2023). Consequently, the growing adoption of WhatsApp in medical practice has brought about controversy on determining whether these communication activities are consistent with professional and regulatory practices.
1.2. [bookmark: _Toc223883299]Rationale for the Study
The increased use of digital communication technologies in healthcare practice has brought both opportunities and ethical issues. Social networking applications like WhatsApp can provide practitioners with a fast way of sharing information, which could enhance collaboration and decision-making among multidisciplinary teams (Hazra and Stephen, 2024). Khan and Loh (2022) claim that informal digital communication has the potential to make healthcare delivery more efficient through mitigating the delays in the professional consultation and information exchange.
Garg et al. (2026) distinguished that end-to-end encrypted communication is offered by WhatsApp, but the application was not created with healthcare communication in mind and may not be compatible with clinical governance structures. On the same note, Tofani et al. (2025) claim that the fast use of messaging applications in the context of the COVID-19 pandemic smoked the line between the formal and informal communication practices within a healthcare organisation. Although these tools facilitated quick coordination in the case of a public health emergency, they also cast doubt on issues of data protection and professional responsibility.
Though the use of WhatsApp by healthcare professionals has been examined at the individual level, there is still a lack of synthesis of studies that specifically examine the experiences of practitioners within the UK health and social care environment. Existing evidence should thus be mapped to know how the practitioners view the advantages and disadvantages of the informal messaging areas.
The scoping review is especially appropriate to this end since it makes possible the identification and synthesis of available literature in a nascent field of study. The review can highlight key themes associated with communication practices, ethical issues, and professional boundaries by reviewing the experience of practitioners in various studies.
1.3. [bookmark: _Toc223883300]Review Question
How is health and social care practice in the UK affected by the use of WhatsApp to support informal care coordination, and what are the ethical and professional boundary-related issues reported in the literature?
1.4. [bookmark: _Toc223883301]Objectives
The objectives of this scoping review are:
· O1: To investigate the informal communication through WhatsApp in health and social care practitioners in UK.
· O2: To determine ethical concerns that have been reported in literature such as confidentiality and data protection.
· O3: To investigate the effects of WhatsApp usage on the perception of professional boundaries and accountability.
2. [bookmark: _Toc223883302]Background
The digital communication technologies have been increasingly integrated into the modern health and social care practice. Mobile messaging apps enable practitioners to share information very fast and this can facilitate the interprofessional and interdisciplinary working relationships (Lee et al., 2023). According to Mustafa et al. (2022), messaging services like WhatsApp have become appealing to health professionals as this is an immediate and convenient mode of communication in settings where time-related crises play a major role. Nonetheless, Sabri and Kausar (2024) indicate that a rise of informal messaging tool use could also bring about ethical and governance issues that organisations in healthcare should tackle.
A number of studies point to the expediency of WhatsApp in enhancing quick interaction among health care workers. According to Zou et al. (2023), messaging programs allow therapists to get the care better organised, especially in multidisciplinary teams where quick information sharing is necessary. Thakur et al. (2025) assert that despite the fact that messaging platforms may improve speed of communication, they can also disrupt organisational boundaries and cause confusion regarding accountability. It implies that the technology will probably contribute to the growth of the operational efficiency, nevertheless, its informality may destabilize the established communication flows within healthcare systems.
There is also a controversy with WhatsApp and the impact of this system on patient confidentiality and data protection. Alpers et al. (2022) argue that end to end encryption on the platform offers a degree of security, which could give comfort to practitioners in the process of sharing information. Nonetheless, other researchers focus on the fact that encryption cannot ensure the adherence to the standards of healthcare data governance. According to Fede et al. (2023), the saved clinical conversations on personal computers can contribute to the risk of data breach or unauthorised access to personal data. This comparison illustrates the existence of tension between purported technological convenience on the one hand and on the other hand official regulatory expectations.
In the UK, legislation regulating digital communication practices includes the Data Protection Act 2018 that implements the principles of the General Data Protection Regulation (GDPR) (Carmi, Zohar and Riva, 2023). These guidelines demand the healthcare organisations to make sure that personal information is handled efficiently and solely by approved systems. The professional regulatory bodies also stress on confidentiality and professionalism in discussing patients. The Nursing and Midwifery Council and the General Medical Council underscore the importance of ensuring that practices even in digital communication preserve patient privacy and uphold professionalism by the practitioners (Gallagher and Saleem, 2022; Dickerson, 2022).
The COVID-19 pandemic also expedited the implementation of digital communication tools in a healthcare setting. Fatani, Shamayleh and Alshraideh (2024) claim that practitioners often used messaging platforms to organise care when organisations were experiencing disruption. Nevertheless, these authors also mention that informal communication tool adoption regarding the emergency situation was sometimes done without proper governance structures. This means that healthcare organisations are still grappling with the concern of balancing the effectiveness of medical digital communication with the necessity to ensure strong data protection and professional accountability guidelines.
3. [bookmark: _Toc223883303]Methods
3.1. [bookmark: _Toc223883304]Scoping Review Framework
This research used the scoping review approach developed by Arksey and O'Malley (2005) to develop a systematic mapping of the available heritage pertaining to the application of WhatsApp in informal communication in the UK health and social care practice. Scoping reviews are specifically appropriate when an objective of the study is to examine the depth, nature, and nature of research evidence in a developing area as compared to gauging the efficacy of an intervention (Peterson et al., 2017; Peters et al., 2021). The current evidence on the digital communication practices within the field of healthcare is splintered based on its varied professional settings and research designs. That is why a scoping method enabled the systematic investigation of the experience of practitioners and ethical issues related to the use of WhatsApp.
The review adhered to the five major stages outlined by Arksey and O'Malley (2005). The initial phase was to identify a concise research question that dedicated its attention to the experiences of practitioners using WhatsApp to coordinate informal care and the ethical and professional boundaries issues related to this aspect. The second phase consisted of the search of literature in the form of peer-reviewed publications in databases. During title and abstract screening in the third phase, titles and abstracts were filtered according to set inclusion and exclusion criteria to judge their relevance to the research question. The fourth phase was associated with mapping the chosen research through the derivation of the main features of the research, including the design, population, and results. Lastly, the fifth phase entailed concluding and summarising the results under a thematic analysis to establish common trends in the literature. This systematic review process was important in making sure the review was transparent and systematic and in mapping major evidence that was relevant to the research objectives.
3.2. [bookmark: _Toc223883305]Search Strategy
An organised search engine was executed to find the pertinent literature in the field of research. It was chosen to use three academic databases, CINAHL, Scopus, and PubMed (Frandsen et al., 2025). These databases were selected as they offer a good cover to the literature on health, nursing, and social care research information and are also popular in health sciences research. The search was performed with the help of Boolean operators to investigate the combination of keywords that concern digital communication, practitioners, and the use of WhatsApp. The search was limited to the period 2021-2026 as it aimed to identify current pieces of evidence that would represent the digital communication norms post-COVID-19. Table 1 provides the primary search queries employed in the chosen databases.
Table 1: Database Search Strategy and Boolean Strings
	Database
	Example Boolean Search String
	Purpose

	CINAHL
	“WhatsApp AND healthcare professionals AND communication AND UK”
	Identify practitioner experiences of WhatsApp use in healthcare settings

	Scopus
	“WhatsApp AND care coordination AND healthcare communication AND UK”
	Capture studies examining team communication and coordination

	PubMed
	“digital messaging AND healthcare professionals AND professional boundaries AND UK”
	Identify research exploring ethical and boundary concerns



3.3. [bookmark: _Toc223883306]Inclusion and Exclusion Criteria
Table 2 shows the criteria employed in the screening.
Table 2: Inclusion and Exclusion Criteria
	Criteria Type
	Details
	Justification

	Inclusion
	Peer-reviewed journal articles, English language, published 2021–2026, UK-based studies involving practitioner experiences
	Ensures relevance, methodological quality, and contemporary context

	Exclusion
	Non-peer-reviewed sources, non-UK studies, purely quantitative studies without experiential data, opinion papers
	Maintains methodological consistency and focuses on practitioner perspectives


After the screening process, four articles were found to be eligible according to the inclusion criteria and were chosen to be analysed in more detail (Table 4; Appendix). The studies were pertinent to the review objectives because they explored the use of WhatsApp by healthcare practitioners to communicate, ethical implications, and professional boundary concerns.
3.4. [bookmark: _Toc223883307]Data Charting
The selected research studies were systematically extracted and tabulated in such a way that the data can be compared with the findings of other studies. Details obtained comprised author and publication year, research design, involved participants, healthcare context, and findings that are significant to WhatsApp application in care coordination. This has been summarised in a structured study charting table provided in the appendix. Table 4 (Appendix) shows the short-listed studies and how they will be relevant to the objectives of the review. The charting procedure facilitated the determination of similarities and differences among studies and contributed to the further thematic synthesis.
3.5. [bookmark: _Toc223883308]Thematic Analysis
The simplified method of thematic analysis that was followed during data analysis is outlined by Aveyard (2023), a method commonly used when synthesising findings in literature review in health and social care research. First, the chosen studies were read several times to get acquainted with the presented findings. Important concepts in connection with the communication practices, ethical issues, and professional boundaries have then been marked and coded. The similar codes (Table 5; Appendix) were clustered to determine overarching themes that appeared in the literature. This procedure enabled formulation of broad themes that describe general practitioner experiences with the use of WhatsApp in healthcare communication.
3.6. [bookmark: _Toc223883309]Ethical Considerations
Since this study was in form of a literature review, it did not necessitate the formal approval of ethical considerations. Ethical research principles were however upheld during the review. References were made appropriately based on the sources to provide due credit to the original authors to avert plagiarism (Zhang et al., 2024). Determining the studies was done transparently and based on pre-defined criteria to ensure that the review process was systematic and unbiased. Moreover, the analysis was concerned with providing the accurate presentation of the findings of the reviewed studies without misinterpretation and partial reporting. This measure ensured that the scoping review rooted in acceptable research practice standards in the field of secondary research.
4. [bookmark: _Toc223883310]Results
This section summarises the findings of the scoping review, having four chosen peer-reviewed research works. The studies discussed digital communication in the practice of healthcare staff and underscored the problems associated with informal messaging, governance, and professional behaviour in the context of UK health and social care. The identified articles feature detailed specifics of the chosen studies in Appendix Table 4. By using the simplified method of thematic analysis by Aveyard (2023), two major themes were distinguished through the analysis of the reviewed studies. The end results of the coding process are the final themes that have been identified in Table 3.
Table 3: Themes Identified in the Literature
	Theme
	Description
	Contributing Studies

	Theme 1: Informal Digital Communication Supporting Clinical Coordination
	Healthcare professionals use messaging tools like WhatsApp to promote quick communication, exchange of information and coordination in clinical and educational settings.
	Salam et al., 2021; Bakhai et al., 2022

	Theme 2: Ethical Risks, Data Governance and Professional Boundaries
	The application of personal messaging platforms also poses questions of confidentiality, professionalism, data safety, and regulatory adherence in the field of healthcare communication.
	John, Heavin and Roberts, 2025; Ryan-Blackwell and Astin, 2025; Bakhai et al., 2022



4.1. [bookmark: _Toc223883311]Theme 1: Informal Digital Communication Supporting Clinical Coordination
Two studies analysed indicated the importance of messaging applications like WhatsApp in communication and teamwork among medical professionals. Findings relate to the O1, which dwells on the informal communication procedure through WhatsApp among health and social care practitioners.
The study by Salam et al. (2021) explored the concept of WhatsApp in medical education and practice. The researchers discovered that messaging tools facilitated fast interaction between medical students and clinicians so that information could be shared fast in clinical settings. Respondents indicated that the use of WhatsApp groups enabled the exchange of clinical knowledge, case discussion, and organisation of learning processes. This means that messaging systems may serve as informal communication tools, which serve to support professional contact and learning in the medical setting.
Bakhai et al. (2022) reviewed digital communication related to work in NHS employees during the COVID-19 pandemic. According to the research, messaging websites, including WhatsApp, were popular communication channels at the work place. Such platforms enabled healthcare professionals to organize operations, communicate with each other and share information and interact with fellow professionals not in formal organisational setups. This kind of reliance on digital communication was a sign of the need to have fast communication under the pressure of a clinical final situation.
There are signs in both studies that WhatsApp and other messaging applications are adopted to coordinate the work of healthcare professionals. Informal communication channels allowed sharing of information efficiently among the staff especially at a time when official channels of communication were slow or inaccessible.
4.2. [bookmark: _Toc223883312]Theme 2: Ethical Risks, Data Governance and Professional Boundaries
The issues in ethical and professional implications of using messaging platforms in health care communication were detected in three studies. The findings apply in O2 and O3, which are concerned with confidentiality, data safety, and professional boundary.
John, Heavin and Roberts (2025) examined guidance in connection to the use of personal devices and messaging applications in regards to clinical communication in the UK and Ireland. They have discovered that healthcare organisations are grappling with the issue of controlling the use of third-party communication tools, including WhatsApp. This analysis showed that the available guidelines tend to be contradictory and therefore practitioners are unable to be certain about what they accept as suitable communication practices. Issues of patient confidentiality, handling of data securely and adhering to data protection laws were raised.
Ryan-Blackwell and Astin (2025) studied hearings of misconduct cases of nursing and midwifery practitioners in the UK. Their discussion found that there were a number of instances in which improper digital communication was also cited as a factor in professional misconduct proceedings. The results concluded that social media and messaging sites have the potential to cause harm when health care workers post data or communicate beyond the set boundaries of professional conduct standards.
Bakhai et al. (2022) focused on how online communication influences staff workload and professional expectations. Medical staff stated that work-based communication prolonged communication time than the usual working days. This also imposed more strains and obscured the line between personal and professional life.
5. [bookmark: _Toc223883313]Discussion
The subject of this scoping review was to determine what lived through and what should have been an outcome of the implementation of messaging apps such as WhatsApp in healthcare communication. The results stated two influential themes, i.e., informal digital communication and its usage to assist in coordinating clinical activities and the ethical and professional hazards of such communications. Such findings illuminate in relation to the role that the digital messaging plays within the UK healthcare setting into professional practice.
Theme 1 highlights greater involvement of informal communication technologies to assist in coordinating clinically. The articles incorporated in the review suggest that messaging applications enable medical practitioners to share information quickly and work together effectively. Under settings where clinical judgements sometimes need to be relayed within a relatively brief time frame, practitioners seem to embrace readily available digital means to counteract deficiencies in formal communication platforms. Salam et al. (2021) and Bakhai et al. (2022) propose, based on their results, that the use of messaging systems facilitates sharing knowledge, collaborative efforts, and coordination of clinical actions. This is part of a wider digital transformation trend in health care systems, where mobile communication has a rising dependency in traditional organisational communication pathways.
Nevertheless, the results demonstrate that there are also serious conflicts between the effectiveness of communication and professional responsibility. The second theme shows that though messaging platforms are used to communicate, they pose ethical and regulatory issues. As John, Heavin and Roberts (2025) note, direction on the use of personal devices and third-party messaging applications is not consistent throughout healthcare organisations.This ambiguity may contribute to the ambiguity surrounding the ability to employ communication across recognizable limits by different practitioners. When patient information can be communicated in an informal context, the risks associated with confidentiality and data protection become especially critical.
Another finding that is concerning the issue of professional boundaries in digital communication is the findings. As it is proven by Ryan-Blackwell and Astin (2025), any misuse of social media or messaging applications may lead to professional malpractice disciplinary actions on the regulatory plane. The cases show how digital communication technologies can blur the lines between personal and professional relationships. Bakhai et al. (2022) also indicate that work-related messaging may expand communication outside the working hours, introducing further stress to the healthcare personnel and influencing work-life balance.
This is of special interest to policy and governance in the UK healthcare system. The overview of the legislation, such as the Data Protection Act 2018 (GOV.UK, 2018) and the principles of the GDPR, demands that patient information in healthcare organisations is safely handled. These may not necessarily be achieved on informal messaging platforms. Consequently, healthcare organisations need to weigh the potential of digital communication practices, thus not restricting the functional advantages of messaging platforms in clinical coordination (Fitzpatrick, 2023).
The results of this review reflect the use of governance arrangements in highly regulated health systems like the NHS compared to the wider international literature on digital health communication. Although the communication opportunities presented via messaging can be efficient, the lack of uniform organisational policies can enhance the chances of dealing with ethical or professional risks (Saini et al., 2024). The reviewed articles hence posit that healthcare systems need to strike a balance between technology flexibility and high-level regulations.
6. [bookmark: _Toc223883314]Conclusion and Recommendations
This scoping review investigated the ways in which messaging apps, like WhatsApp, are implemented in the healthcare system and analysed the ethics and professionalism of this mode of communication. The use of scoping review framework by Arksey and O'Malley (2005) and thematic analysis methodology by Aveyard (2023) provided a platform to analyse four peer-reviewed articles to extract primary themes in the literature.
The results show that messaging applications are significant to facilitate communication among healthcare professionals. Informal digital communication allows prompt exchange of information, collaboration within a clinical team, and coordination of work in a time-stressed setting. These results respond to O1, and evidence is found that messaging applications are commonly utilised by health care professionals and are considered useful communication channels.
Nevertheless, other issues of major concerns identified in the review are confidentiality, data protection, and professional boundaries. Research focuses on the importance of personal messaging platform use in developing ambiguity about regulatory compliance and professional accountability. These problems directly touch on O2 and O3, which dwell on the ethical risks and professional behaviour in digital communication. Depending on regulatory cases and governance reviews, it can be argued that the lack of proper use of messaging platforms can result in professional malpractices and possible violation of confidentiality.
These findings therefore indicate that there are opportunities and challenges that digital communication technologies pose to a healthcare practice. Although messaging tools can be productive in clinical communication, they can create a conflict between the laws of a profession and data security needs because of their informality.
Additional studies are necessary in the future to assess how healthcare professionals in various clinical environments use messaging services. Greater scopes of empirical research might offer a more profound understanding of the role of digital communication practices in shaping teamwork, decision-making, and professional relationships in healthcare systems (McGuier et al., 2024).
On policy, it can be advised that healthcare organisations in UK should come up with clearer directions on how messaging platform can be used in professional communication. The practising programmes can also help practitioners to realise the ethical and legal duties that relate to digital communication. Enhancing governance and acknowledging the feasible advantage of digital messaging can assist healthcare systems in developing a responsible and consultative attitude towards communication technologies.
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Table 4: Selected Studies Included in the Scoping Review
	Citation
	Study Design
	Participants and Data Source
	UK Context and Setting
	Key Focus
	Relevance to Review Objectives

	Bakhai et al. (2022)
	Survey study
	NHS healthcare staff across multiple services
	UK NHS healthcare system
	Work-related digital communication and its impact on staff wellbeing
	Explores how messaging platforms such as WhatsApp are used in professional communication and their effects on workload and professional expectations (O1, O3)

	Salam et al. (2021)
	Educational research study
	Medical students and healthcare professionals
	Clinical training and medical education context
	Use of WhatsApp to support  clinical communication and learning
	Examines how WhatsApp facilitates information sharing and collaboration in healthcare environments (O1)

	John, Heavin and Roberts (2025)
	Review of policy and guidance
	Analysis of UK and Ireland healthcare communication guidance
	Digital health governance context
	Regulation of messaging platforms and BYOD communication practices
	Identifies ethical, governance, and data protection issues relating to informal messaging applications (O2, O3)

	Ryan-Blackwell and Astin (2025)
	Content analysis
	Nursing and Midwifery regulatory misconduct cases
	UK professional regulatory environment
	Professional misconduct linked to social media and digital communication
	Examines risks associated with digital communication practices and professional boundary violations (O2, O3)





Table 5: Coding Framework Supporting Theme Development
	Code
	Evidence from Studies
	Study Source
	Resulting Theme

	Rapid communication between professionals
	Messaging platforms allow healthcare staff to communicate quickly regarding work-related issues and patient care coordination
	Salam et al., 2021
	Theme 1

	Digital messaging supporting collaboration and information sharing
	WhatsApp enables exchange of knowledge and support among healthcare professionals and trainees
	Salam et al., 2021
	Theme 1

	Increased digital workload from messaging communication
	Work-related digital communication contributes to additional professional demands and staff workload
	Bakhai et al., 2022
	Theme 1 and Theme 2

	Lack of clear guidance for messaging platforms
	Health systems struggle to regulate the use of personal devices and messaging applications for clinical communication
	John, Heavin and Roberts, 2025
	Theme 2

	Data protection and confidentiality concerns
	Informal messaging applications may create risks related to privacy and regulatory compliance
	John, Heavin and Roberts, 2025
	Theme 2

	Professional boundary violations through digital platforms
	Regulatory cases highlight risks when healthcare professionals use social media or messaging platforms inappropriately
	Ryan-Blackwell and Astin, 2025
	Theme 2
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