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	Title
	Brimstone 2: Air-launched dynamic firing of a Brimstone Mk2 from a Eurofighter Typhoon GR4 
	Division
	Munition Development Wing
	Date of Issue
	12/07/2024	Group
	Air Munitions Evaluation group	Overall Residual Risk 
	Medium
	Location
(Site, building, etc.)
	Pendine, Wales, SA33 4UA, United Kingdom	Review Date
	12/06/2025	Type of Assessment
	Operation Firing
	Please provide a brief description of the task / activity only
	A single Brimstone Mk2 missile system will be mounted on the Eurofighter Typhoon GR4 air platform. The aircraft will operate in close proximity to the target area. A dynamic firing scenario will be conducted under the remote supervision of ground staff positioned under hard cover. This operation will take place under near-perfect conditions, including clear skies, no precipitation, and low wind speeds. Prior to the commencement of the trial, permission to fire must be obtained from the air traffic regulatory body and the range controller. Final authorization to fire will be delivered as verbal instructions by the Trials Conducting Officer via integrated communications equipment.
Please note that this is a multi-exercise activity; the risks assessed in this document pertain specifically to the dynamic firing of the Mk2 Brimstone missile system. Additional risk assessments conducted by the RAF will address specific details regarding the storage, transport, and attachment of munitions to the aircraft, as well as in-flight procedures. Furthermore, QinetiQ Pendine's range has specific rules governing conduct and range activities, which must be adhered to in conjunction with this document.
	Persons involved in conducting the assessment:
	Max Fisher, Natalie Coplin, Luke Malcolm, Gareth James, & Stephen McAngus



	Breakdown of task into brief steps. This should be designed in reference to the supporting trials plan.  

	Step
	Description

	
	1
	TCO and trials staff are to set up the target area with all instruments required, blast gauges, Anemometer’s, in the days prior to launch.

	
	2
	TCO to check trials set up, and approve step complete, TCO will also check again on day of launch. 

	
	3
	Range observers must check range clear through CCTV cameras, and report to TCO on status.

	
	4
	TCO to Seek permission from Range Authority, and Air Traffic Control body to commence trial.

	
	5
	TCO to notify RAF of permissions granted.

	
	6
	RAF to instruct TCO of aircraft departure, TCO to establish communication with Fast Jet. 

	
	7
	TCO to monitor testing environment of correct launch parameters

	
	8
	RAF Pilot – to signal when 50 miles from target area.

	
	9
	TCO to instruct trials team to ready equipment, and ensure range is clear, and staff are in hard cover. 

	
	10
	RAF Pilot to maintain altitude of 15,000ft above sea level, and target splash area.

	
	11
	TCO to instruct launch of missile if launch parameters are met.

	
	12
	RAF Pilot to launch system, trials staff are to observe the splash. 

	
	13
	TCO and trials staff are to observe soak time of 30 minutes after detonation

	
	14
	TCO to observe trials area, and ensure trials site is clear, TCO to give all clear, if site is clear. 

	
	15
	Trials staff to undertake data collection, and begin trials tidy down process. 

	No
	Hazard Description 
	How could harm occur (causes)? 
	Who/what  could be harmed 
	Initial Risk Rating
	Control Measures
	Residual Risk Rating

	
	
	
	
	Likelihood
	Severity
	L, M, H
	
	Likelihood
	Severity
	L,M,H 

	1

	Unintended launch of munition and subsequent detonation of warhead. 
	ESD-  discharge from the air Platform. 
	Platform, munition, Ground Personnel, infrastructure, public.  
	









3
	









5
	









15
	Preexisting controls – Brimstone is mounted to launch rails, which ensure continuity between the Air platform and munition. RAF documentation will plan out procedural plans, and check stops to ensure that this has been achieved. 
Hard cover – All staff will remain in hard cover once the TCO has contacted the RAF to approve departure of airframe. 
Flight plan – RAF will conduct surveys to establish a flight plan that minimises risk to the public.  
	









1
	









5
	









5

	
	
	RF – Signals from radio frequencies could impart an impulse signal to the munition. 
	Platform, Ground Personnel, infrastructure
	
	
	
	Preexisting controls – The Brimstone Mk2 missile system retains several safety factors to minimise this risk, first and foremost, all initiation systems retain twisted pair cables reducing the attenuation of loose radio waves. 
Use of authorised radio equipment – Trials team will engage with the RAF and the systems manufacturer to understand what radio source should be used. This may include wide band encrypted radio systems such as the Harris PRC152A. 
Procedural – all other sources of RF that are not essential to the trial will be prohibited from the entire site, this includes laptops with wireless functionality enabled, mobile phones will be strictly prohibited in accordance to local contraband lists. See QinetiQ Pendine’s Range SOP documentation for further instruction. 
	
	
	

	
	
	Mechanical – in air object strikes, such as bird strikes. 
	Platform, Ground Personnel, infrastructure
	
	
	
	Preexisting controls – RAF will follow manufacturer technical specification, to ensure that the systems has been properly affixed to the platform, this documentation will stipulate torque requirements. 
	
	
	

	
	
	Human Factor – system launches through misinputs. 
	Platform, Ground, Personnel, 
Infrastructure. 
	
	
	
	Preexisting – the Typhoon GR4 airframe has several physical check-safes in place to prevent accidental launch of the munition. To launch the munition, the pilot will have to select the munition to fire, will have to arm the system, will have to target an area, prior to firing. 
Procedural – The Trials conducting officer (TCO) will give direct strict instruction to the RAF pilot when firing can take place. If communication cannot be established, or is lost at any point of the trial, abort operations are to take place, and the fast jet is to return to airdrome. 
	
	
	

	2
	Unintended detonation of warhead in flight. 
	Human factor – Incorrect storage of munition over time, incorrect fitment to airframe, pilot misinput.
	Platform, Flight Crew, Public.
	


3







3
	


5







5
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15
	Preexisting controls – minimum of two safety arming features is a standard for all NATO munitions. Subsequently, the munition will have to reach two levels of stimuli to achieve detonation.  These may include isolation of triggering system, out of alignment of energetic materials, set back forces. Additionally, the air-platform includes several layers of failsafe to prevent launches from misinput. 
RAF will stipulate that the munition must be fitted to the system in accordance to technical specifications supplied by manufacture. At some point in the weapon systems life cycle the missile will have been radiographically checked RAF will have ensured that the system has not been sensitized by ensuring that the system has been stored in appropriate storage conditions, in appropriate packaging. C
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1
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5
	



5






5

	
	
	ESD – Build up of static discharge upon the surface of the munition in flight, weather conditions such as lighting strikes. 
	Platform, Flight Crew, Public.
	
	
	
	Preexisting controls – the munition is designed to share continuity with the airframe. Subsequently this dissipates electrostatic charges, reducing the risk of initiation. 
Procedural – RAF will ensure that the munition share continuity with the airframe by adhering to the manufacturers technical specification, additionally to this the RAF will conduct recordings of continuity by resistance checks through the typhoons weapon control system. 
Administrative controls – This trials activity will only take place if weather is permitting. Forecast checks will be taken in alignment to Pendine’s range SOP. The RAF will be asked to also conduct forecast checks on then proposed flight plan, reducing the chance of weather related ESD strikes. ALL ACTIVITY TO CEASE IN THE EVENT OF THUNDERSTORMS. 
	
	
	

	
	
	Mechanical – Misalignment of missile to carrying rail, leading to increase in ESD, and mechanical risks.
	Platform, Flight Crew, Public.
	
	
	
	Preexisting – The munition is designed in a manner where there are tolerances to account for variation in fitment. However, these tolerances are also suitable enough to retain the system to launch rails. 
RAF ground crew are to follow the proper procedures that are always stipulated by the manufacturer’s technical specification when fitting function to the airframe. RAF must use tools that are supplied with the munition, and that are stipulated in the technical documentation.  
	
	
	

	3
	Manual handling of trials equipment.  
	Human Factor’s – failure 
	Trials team, trials equipment
	


4
	


2
	


12
	Trials team will be instructed on manual handling practises. Spot checks within the team to be encouraged. 
Administrative – all members of the trials team must have attained manual handling training. This training must be in date. 
	


2
	


2
	


4


	
	
	Drops and slips of equipment. 
	Trials team, trials equipment
	
	
	
	Assistive - Where applicable the trials team will use equipment weighing more than 10kg, if it is not practical to use this equipment due to terrain staff are permitted to work together to move the item if they feel comfortable doing so.
PPE – Staff are advised to wear adequate PPE for the task, for movement of items it is advised that staff are to use Steel toe capped shoes rated to  EN20345-SB-SRA.  In addition to this, staff must wear mechanical gloves that are rated to a minimum of EN388 – 3121X. Staff are encouraged to consult the trials management team should they not have this PPE two weeks prior to kick off of trial.
	
	
	

	5
	Slips trips and falls on a range environment. 
	Mechanical – Wet surfaces 
	Trials Equipment, Trials staff
	




4
	




2
	




8
	Staff are advised to stick to firm ground wherever applicable, should staff have to step onto loose ground/ wet & muddy conditions, staff must not carry excessive weight, where applicable, staff must use cross country/ 4x4 vehicles to transport equipment. As outlined in the trials plan, there will be a temporary ground grip placed from hard standing, to the trials site, this will be removed prior to firing. Additionally, staff must wear adequate footwear
	




2
	




2
	




4

	
	
	Uneven terrain
	Trials Equipment, Trials Staff. 
	
	
	
	Staff are advised to take care when conducting any manual handling whilst on a range environment. Temporary ground grip must be used by staff on foot as walkways to the hard target pad area. To prevent injury to staff adequate footwear must be worn at all time when on the range. 
	
	
	

	
	
	Poor housekeeping
	Trials equipment, trials staff. 
	
	
	
	Administrative – Should there be clutter from previous trials obscuring the trials site, the trials manager is to raise a request with the range control office to clean the area. Staff are not to enter the area unless they are deemed suitable qualified and experienced, as there may be parts of unexploded ordnance in situ.  
Physical/ procedural – Staff are reminded that it is essential to keep the workplace free of slips trips and falls during trials set up. All waste must be removed from the trials site, and placed into the waste bins provided by Range control. 
	
	
	

	
	
	Post firing – debris
	Trials equipment, trials staff. 
	
	
	
	Post firing there will be significant quantities of debris on the firing platform. All staff are advised that they must wear the appropriate PPE as stipulated in the trials plan. Care should be taken by staff when navigating the terrain. 
	
	
	

	6
	Failure to deliver to Target – hang fire
	Human Factor/ Mechanical – Incorrect tooling used in installation to air frame.
	Platform, Flight Crew, Collateral damage
	



2
	



5
	



10
	Procedural – RAF ground crew are to refer to technical documentation on the installation of this missile system to the airframe. A C
Physical – Only the tools permitted by the task will be available during the installation of the munition, preventing any chance of incompatible tools being used during the install to airframe procedure.
	



1
	



5
	



5

	
	
	Mechanical – Rail jams
	Resulting in loss of life, loss of air platform & damages to infrastructure. 
	
	
	
	Procedural – should splash not occur upon launch, the fast jet will hold a holding pattern over the sea, in the meanwhile ground teams and pilot of airframe will identify if the weapon has detached from air frame or not. In the unlikely event of it not separating from airframe ground crew will advise the pilot. 
Mechanical – Over the sea, the fast jet will attempt to jettison the munition by utilising the fail-safe rail detachment feature of the airframe. This will jettison both the rail hanger, and the munition. Ground crew and pilot will observe detachment and note location of drop for EOD to collect and render safe the muntion post jettison. 
	
	
	

	7
	Failure to deliver effect on target – no explosion upon delivery
	Human error – Check safes/ safety pins remain aboard munition. 
	Resulting in loss of life & damages to infrastructure. 
	

3
	

4
	

12
	Procedural – RAF will conduct checks of airframe and affixed munition prior to departure, in accordance to their SOP’s. This will check for any flags/ safety pins remaining. 
In the event of a misfire/ failure to detonation event, all staff are to remain in hard cover. Qinetiq Pendine’s Range control will be informed of the event by the appointed TCO. Staff are to await instruction from Range control on evacuation steps. TCO is to liaise with Range control to establish render safe proceedings. EOD is to be contacted, as per QinetiQ’s Explosive working SOP. 
	

1
	

4
	

4

	8
	Weather conditions effecting staff working conditions, and explosion hazard from ESD -  Severe rain, heat, thunderstorms
	Weather – Hot, cold, wet, lightening. 
	Trials staff, trials equipment, trials vehicles. 
	



5
	



3
	



15
	Administrative - Trials activity is planned to take place in the peak of British summer time, as such it is advised that the trials manager, and trials conducting officer should consult weather forecasts prior to trial kicking off. QinetiQ Pendine range control will be in contact with the MET office the day before and on the day of firing. Should thunderstorms be within 10km of the firing area all trials activity will be mothballed, and staff will vacate the range as soon as practicable. 
Administrative – wildfires caused by explosions – in the event of a wildfire Staff are to immediately vacate the working area if safe to do so. TCO must notify range control, and emergency services by calling 999 and asking for the fire services. 
Trials staff will be advised to wear appropriate clothing in relation to weather, in the event of excess heat and sun, staff will be encouraged to wear sunscreen, drink plenty of water and take frequent breaks in sheltered locations. 
	


1
	


2
	


2

	9 
	Use of tool/ equipment during set up of trial.  
	Mechanical 
	Trials Staff
	
4
	
3
	
12
	Administrative - Some trials equipment being used on this activity is heavy, staff are advised to follow good manual handling practises, as advised from their manual handling training. Additionally to this, 
Protective – Some items being arranged on this trial may have jagged edge, where every effort has been made to reduce the quantity of these, staff must still wear appropriate PPE when handling items, this includes steel toe capped boots, and mechanical cut resistant gloves. 
Administrative – any and all tools being used must be recorded by the Visitors centre, waivers for all equipment being used on this range must be obtained from range control. 
	
2
	
2
	
4

	10. 
	Medical conditions and illness and injury. 
	Illness
	Trials staff
	



3
	



5


	



15
	Administrative – Trials manager and Trials conducting officer will have line of sight of all Occupational health sign off documentation no less than two weeks prior to the trial. Staff will receive a brief by Qinetiq Range control on emergency procedures in the event of injury, this will detail first responders, contact details. 
In the event of sudden illness, if able, staff are to remove themselves from the working area, and retreat to hard cover, additionally staff must inform the trials management team who will seek medical care. In the event any person is unable to extract themselves due to illness, then the scenario must be treated as catastrophic in alignment to DSTL’s SOP’s. The immediate processes are notify range control who will dispatch a Trauma trained responder, and to contact the emergency services on 999 and ask for an ambulance. 
First aid kits and defibrillators will be available from range control, and the hard cover emplacement at QinetiQ Pendine. Additionally, all trials 4x4 capable vehicles will carry a minor injuries first aid bag.
	



1
	



4
	



4
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[bookmark: _Toc171497325]ALARP Justification  
[bookmark: _Toc171497326]Introduction: 
In managing risks associated with munitions and military operations, the principle of As Low As Reasonably Practicable (ALARP) is crucial. This concept, defined by the Health and Safety Executive (HSE), requires that risks be reduced to a level where further risk reduction would involve costs grossly disproportionate to the benefits [1]. This essay justifies how the proposed risk mitigations for the munition and the Brimstone Mk2 missile system meet the ALARP criteria through a detailed cost-benefit analysis [2].
[bookmark: _Toc171497327]Preexisting Controls:
· [bookmark: _Toc171497328]Munition Design and Electrostatic Charge Dissipation
The munition is designed to share continuity with the airframe, which dissipates electrostatic charges and significantly reduces the risk of unintended initiation. According to HSE guidelines, inherently safer designs are the most effective risk control measures as they address hazards at their source [3].
The cost of integrating this design feature is justified by the substantial reduction in electrostatic discharge (ESD) risks. This measure prevents potential catastrophic outcomes, such as accidental detonation. The cost-benefit analysis clearly supports this control, as the safety benefits far outweigh the implementation costs. This alignment with the ALARP principle ensures a high return on investment in terms of risk reduction.
· [bookmark: _Toc171497329]Munition design and Radio Frequency interference:
The Brimstone Mk2 missile system retains several safety factors to minimize risks. Primarily, all initiation systems use twisted pair cables, which reduce the attenuation of loose radio waves. According to HSE guidelines, incorporating inherently safer designs is the most effective risk control measure as it addresses hazards at their source.
This design solution provides substantial safety benefits at a relatively low incremental cost compared to alternative modifications. The cost of integrating twisted pair cables into the missile's initiation systems is justified by the significant reduction in RF interference risks [4], which could otherwise lead to unintended initiation. The cost-benefit analysis supports this measure, as the benefit of reducing the risk of initiation far outweighs the design implementation costs. This aligns with the ALARP principle by providing a high return on investment in terms of risk reduction.
[bookmark: _Toc171497330]Procedural Controls:
· [bookmark: _Toc171497331]Ensuring Continuity with the Airframe
The Royal Air Force (RAF) will ensure that the munition maintains continuity with the airframe by adhering to the manufacturer’s technical specifications. Additionally, the RAF will conduct resistance checks through the Typhoon’s weapon control system to record continuity. Procedural controls are essential when design measures alone are insufficient, as highlighted by HSE [5].
Implementing these procedural controls incurs minimal costs since they involve routine checks and adherence to established procedures. The benefits, however, are substantial, ensuring continuous verification of the safety features and significantly reducing ESD risks. The cost-benefit analysis demonstrates that the relatively low cost of these procedures is far outweighed by the high safety benefits they provide. This approach adheres to the ALARP principle by integrating practical, low-cost measures that offer significant risk reduction.
· [bookmark: _Toc171497332]Prohibiting Non-Essential RF Sources
All other sources of RF that are not essential to the trial will be prohibited from the entire site. This includes disabling wireless functionality on laptops and strictly prohibiting mobile phones in accordance with local contraband lists, as specified in QinetiQ Pendine’s Range SOP documentation [6].
The implementation of these procedural controls incurs minimal costs related to enforcement and monitoring. The benefits, however, are substantial, as they significantly reduce the likelihood of unintended RF interference. By removing non-essential RF sources, we ensure a controlled environment, greatly enhancing safety. The cost-benefit analysis supports these procedural controls, as the low cost of enforcement is vastly outweighed by the high safety benefits they provide. This approach adheres to the ALARP principle by incorporating low-cost, high-benefit measures into the operational framework.
[bookmark: _Toc171497333]Administrative Controls:
· [bookmark: _Toc171497334]Weather-Dependent Trials Activity
This trials activity will only take place if weather conditions are favourable. Forecast checks will be conducted in alignment with Pendine’s range Standard Operating Procedures (SOP). The RAF will also perform forecast checks on the proposed flight plan to minimize the chance of weather-related ESD strikes. All activities will cease in the event of thunderstorms. Administrative controls, crucial for managing residual risks, are emphasized by HSE [7].
These controls involve minimal additional costs, primarily related to weather monitoring and decision-making processes. The benefits are significant, as they prevent operations under high-risk conditions, thereby ensuring safety. The cost-benefit analysis clearly supports these administrative controls, as the negligible cost of monitoring and responding to weather forecasts is vastly outweighed by the benefit of avoiding high-risk scenarios. This approach ensures compliance with the ALARP principle by incorporating low-cost, high-benefit measures into operational planning.
· [bookmark: _Toc171497335]Use of Authorized Radio Equipment 
The mitigation strategy includes engaging with the RAF and the missile system's manufacturer to identify and use authorized radio sources, such as wide band encrypted systems like the Harris PRC152A. Procedural controls are essential when design measures alone are insufficient [8].
Utilizing authorized radio equipment involves some additional costs related to procurement and coordination, but these are minimal compared to the benefits. Authorized, encrypted radio systems ensure secure, reliable communication while minimizing the risk of RF interference. The cost-benefit analysis clearly supports this measure, as the cost of using specified equipment is relatively low, and the benefit of reduced interference risk is significant. This strategy fits well within the ALARP framework by balancing practical implementation costs against substantial safety benefits.
[bookmark: _Toc171497336]Justification of ALARP:
The combination of preexisting design controls, procedural checks, and administrative safeguards ensures that ESD and RF interference risks are reduced to ALARP. According to HSE guidance, achieving ALARP involves implementing risk reduction measures where the benefit significantly exceeds the cost.
The preexisting design controls, such as continuity with the airframe and twisted pair cables, offer high returns on investment by significantly reducing risks at modest costs. Procedural controls ensure continuous verification and adherence to safety features, while administrative controls address external risk factors efficiently. Each mitigation measure has been selected based on a detailed cost-benefit analysis, ensuring that the benefits of risk reduction are not disproportionately costly.

[bookmark: _Toc171497337]Conclusion:
The proposed risk mitigations effectively reduce ESD and RF related risks to a level that meets the ALARP criteria, which would supported by a thorough cost-benefit analysis. The combination of robust design features, stringent procedural adherence, and vigilant administrative controls creates a comprehensive risk management approach. This ensures that all potential hazards are addressed through practical, cost-effective measures. Furthermore, the risk mitigations effectively reduce RF interference risks to a level that meets the ALARP criteria, supported by a comprehensive cost-benefit analysis. The combination of robust design features, careful selection of authorized radio equipment, and stringent procedural controls creates a comprehensive risk management approach. This ensures that all potential hazards are addressed through practical, cost-effective measures. By balancing the cost of these mitigations against their substantial safety benefits, these strategies fulfil the ALARP principle, ensuring the highest standard of safety for this operation.
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[bookmark: _Toc171497339]Appendices (Risk Matrix):
	Likelihood
	Probability of occurrence
	Severity
	Health & Safety
	Property & Equipment
	Environment

	1 – 
Very Low
	May occur but only in exceptional circumstances
	1 -
Minor
	No likely injuries or Injuries requiring First Aid 
	Non-disruptive unplanned property damage or programme disruption
	Small-scale contained spillage

	2 – 
Low
	Not likely to occur in normal circumstances
	2 - 
Moderate
	Minor non-disabling injury requiring professional medical advice
	Minor unplanned property damage or programme disruption
	Minor localised spillage or release requiring action at local level to contain and clear effectively.

	3 – 
Medium
	May occur at some time
	C – 
Major
	Superficial Injuries or acute illness resulting in temporary discomfort or disability 
	Damage or plant and equipment up to £5k causing disruption to programme 
	Uncontained spillage or release causing with pollutant confined to the site. No damage to the local environment and no breach of any statutory limit. 

	4 – 
High 
	Expected to occur at some time
	D - 
Severe
	Lacerations, burns, concussion, sprains, chronic illness or permanent disablement. RIDDOR reportable injuries /diseases 
	Extensive damage or loss of plant, equipment, and/or facilities, up to £50k causing extensive disruption to programme 
	Localised contamination with limited intervention required to remediate. Breach of statutory limits, with potential for enforcement action.

	5 – 
Very High
	Expected to occur regularly under normal circumstances
	E - 
Critical
	Fatality or serious life changing injury with major effect on quality of life. 
	Complete loss of equipment, plant and/or infrastructure greater than £50k with loss of programme
	Significant / permanent or long-term damage to the environment.  Significant sustained remediation required.   Regulatory enforcement action likely.



	[bookmark: _Hlk169082522]
	Probability of Likelihood

	
	(1) Improbable (1x10-6)
	(2) Unlikely (1x10-5)
	(3) Occasional (1x10-4)
	4 High (1x10-3)
	5 Very High (1x10-2)

	Severity
	(5) Critical
	Medium (5)
	Medium (10)
	High (15)
	High (20)
	High (25)

	
	(4) Severe
	Low (4)
	Medium (8)
	Medium (12)
	High (16)
	High (20)

	
	(3) Major
	Low (3)
	Medium (6)
	Medium (9)
	Medium (12)
	High (15)

	
	(2) Moderate
	Very Low (2)
	Low (4)
	Medium (6)
	Medium (8)
	Medium (10)

	
	(1) Minor
	Very Low (1)
	Very Low (2)
	Low (3)
	Low (4)
	Medium (5)

	Risk Acceptance criteria
	Very Low (G) – The risk is considered to be broadly acceptable by the business, additional risk reduction methods may be implemented should they lead to the benefits of efficiency.
Low (Y) – The Risk has been considered tolerable and ALARP, this has be demonstrated that further risk reduction is impracticable to fulfil this level of risk. This can be accepted by the Health and Safety Lead, or under line management discretion. 
Medium (A) – The Risk has been considered tolerable and ALARP, this level of risk can only be accepted by the executive board.
High (R) – This level of risk is considered intolerable; this work can only proceed if government dispensation has been assigned to the work. 
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