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[bookmark: _Toc197775417]1.Introduction

This report documents the configuration and management of a virtualised network as part of the Network Operating Systems and Services module. The work built upon an existing network topology and focused on implementing critical infrastructure services across two distinct networks—Swansea and Cardiff. Tasks involved configuring routing, firewalls, DHCP, DNS, VPN connectivity, Active Directory, file sharing permissions, IIS web services, and Remote Desktop Services. This document shows supporting evidence, including screenshots and test outcomes, as part of the final deliverables. 
The assignment aimed to evaluate practical skills in deploying secure and resilient network environments aligned with real-world operational standards.



[bookmark: _Toc197775418]2. Swansea Network

[bookmark: _Toc197775419]2.1 Install Routing and Remote access Service and modify firewall rules to allow ICMP Traffic
Installed and configured Routing and Remote Access (RRAS). Selected VPN, Demand-dial, and NAT roles in the RRAS setup wizard and started the Routing and Remote Access service.
[bookmark: _Toc197943462]Figure 1: Routing and Remote Access Server Setup Wizard on S-DC, showing VPN, demand-dial, and NAT services selected, with the service ready to be started
[image: Picture]

Modified Windows Firewall to allow ICMP traffic. Created an inbound rule in Windows Defender Firewall titled “ICMP Traffic” and set the rule to “Allow the connection” and confirmed it was enabled.






[bookmark: _Toc197943463]Figure 2: Windows Defender Firewall Inbound Rule for ICMP Traffic on S-DC, configured to allow incoming ping requests and marked as enabled
[image: A screenshot of a computer
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[bookmark: _Toc197775420]2.2 Configure Site-to-Site VPN to London Network. Set the connection type to “persistent connection”
A WireGuard VPN tunnel was installed and configured on the S-DC to establish a secure site-to-site connection with the Cardiff network. A tunnel named SCvpn was created using the WireGuard interface, with the S-DC assigned the VPN IP address 10.200.200.1/24 and a listen port of 51821. The peer, representing the C-Server in Cardiff, was defined using its public key and endpoint address 210.103.5.2:51821. Routing was configured to allow traffic between the networks 10.1.1.0/24 and 10.200.200.2/32. To maintain a stable and continuous connection, PersistentKeepalive was set to 25 seconds, ensuring the tunnel remained active and responsive behind NAT.
[bookmark: _Toc197943464]Figure 3: WireGuard tunnel configuration for the site-to-site VPN to the London (Cardiff) network on S-DC, showing the interface and peer settings, including PersistentKeepalive = 25
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The status shows as Active with a successful handshake and confirmed data transfer between peers.
[bookmark: _Toc197943465]Figure 4: Active WireGuard tunnel status on S-DC (SCvpn), confirming a live connection with the Cardiff peer, successful handshake, and ongoing data transfer across the VPN
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[bookmark: _Toc197775421]2.3 Create a forest named yourname.acca
Active Directory Domain Services (AD DS) was installed on the domain controller Windows Server to build wayne.acca. Launching the AD DS Configuration Wizard promoted the server to a domain controller after installation. Adding a new forest and setting the root domain name to wayne.acca were done during configuration. Domain and forest functional levels were applied, and DNS was installed. Also defined was a DSRM password. The new forest wayne.acca was created after configuration and server reboot. The Active Directory Users and Computers console showed wayne.acca as the root domain and S-DC under the Domain Controllers container.
[bookmark: _Toc197943466]Figure 5:Active Directory forest wayne.acca successfully created with domain controller S-DC promoted and listed under Domain Controllers
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[bookmark: _Toc197775422]2.4 Create all appropriate A records for all servers on 10.1.1.0/24 and 172.16.1.0/24
A records were created for all key servers in 10.1.1.0/24 and 172.16.1.0/24 for internal name resolution. The wayne.acca forward lookup zone was updated using PowerShell for S-DC (172.16.1.254). Each record mapped hostnames to IP addresses, guaranteeing accurate DNS resolution across Swansea and Cardiff networks. 
[bookmark: _Toc197943467]Figure 6: PowerShell script used to create A records for all servers in the 10.1.1.0/24 and 172.16.1.0/24 networks within the wayne.acca DNS zone
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DNS Manager validated these A records for wayne.acca.
[bookmark: _Toc197943468]Figure 7: DNS A records created for all servers in both the Swansea (172.16.1.0/24) and Cardiff (10.1.1.0/24) networks under the domain wayne.acca
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[bookmark: _Toc197775423]2.5 Create a reverse lookup zone creating PTR records for all servers
Reverse lookup zones were created for the 172.16.1.0/24 and 10.1.1.0/24 networks to enable reverse DNS resolution. The same PowerShell script used for A records also created PTR records for key servers like S-DC and CServer. The Add-DnsServerResourceRecordPtr cmdlet was used to link each IP address to its hostname, ensuring accurate and reliable reverse DNS lookups.
[bookmark: _Toc197943469]Figure 8: DNS Manager showing the reverse lookup zone entries, including PTR records, confirming successful reverse DNS configuration
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[bookmark: _Toc197775424]2.6 Create user accounts for yourname.acca domain
A PowerShell script imported CSV user data to generate wayne.acca user accounts. The script combined each user's first letter with their surname in lowercase to create their SAM account name (e.g. a.how). The script automatically added a numeric suffix (e.g. a.how1, a.how2) to create unique names for duplicate users. It gave each user a UPN and email address based on this naming scheme. 
[bookmark: _Toc197943470]Figure 9: PowerShell script used to import users from a CSV file and create Active Directory accounts with sequential SAM names for duplicates
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The Active Directory Users and Computers interface showed that the script created all Active Directory Users container user accounts.
[bookmark: _Toc197943471]Figure 10: Active Directory Users and Computers view showing successfully created user accounts in the wayne.acca domain
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[bookmark: _Toc197775425]2.7 Mount second disk drive to D:\SwanseaFiles
To mount a second disc drive to D:\SwanseaFiles on the S-DC server, Oracle VirtualBox's Hard Disc Selector was used to generate and attach Swansea.vdi. 
[bookmark: _Toc197943472]Figure 11: Oracle VirtualBox Hard Disk Selector showing Swansea.vdi attached
[image: A screenshot of a computer
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After adding the.vdi file, Windows Disc Management initialised, formatted, and assigned the drive letter D: to SwanseaFiles.

[bookmark: _Toc197943473]Figure 12: Disk Management showing SwanseaFiles (D:) as a healthy NTFS partition
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File Explorer was used to access the mounted device and save a test file.
[bookmark: _Toc197943474]Figure 13: File Explorer confirming access to SwanseaFiles (D:) with a test file present
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[bookmark: _Toc197775426]2.8 Configure DHCP Services
S-DC was configured for DHCP services by installing the DHCP Server role in Server Manager. The service was authorised in Active Directory to issue domain IP addresses after installation. 2 scopes were configured in IPv4, DHCP_Linux and DHCP_Windows.
[bookmark: _Toc197943475]Figure 14:  DHCP role installed and scopes shown on S-DC
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[bookmark: _Toc197943476]Figure 15: DHCP_Linux address pool (10.1.1.75 – 10.1.1.80)
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[bookmark: _Toc197943477]Figure 16: DHCP_Windows address pool (172.16.1.20 – 172.16.1.29)
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The scopes were activated and then authorised. This setup allowed the S-DC server to manage IP allocation for both the Swansea (Windows) and Cardiff (Linux) networks centrally, ensuring devices on both subnets received valid, managed configurations.

[bookmark: _Toc197775427]2.9 Join the ClientS1 to yourname.acca domain
In the PC System Properties wayne.acca set as the domain. After authentication with domain administrator credentials, the machine was restarted to apply modifications. 
[bookmark: _Toc197943478]Figure 17:Domain join configuration on ClientS1
[image: A screenshot of a computer

AI-generated content may be incorrect.]

On S-DC, Active Directory Users and Computers showed CLIENTS1 under the Computers container, verifying its domain infrastructure registration.
[bookmark: _Toc197943479]Figure 18: Verification of ClientS1 in AD on S-DC
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[bookmark: _Toc197775428]2.10 Assign ClientS1 with DHCP IP Address
To assign ClientS1 with a DHCP IP address, the network adapter settings on ClientS1 were configured to "Obtain an IP address automatically", allowing it to receive an address from the DHCP scope configured on the S-DC server. 
[bookmark: _Toc197943480]Figure 19: ClientS1 network settings set to automatic IP assignment
[image: A screenshot of a computer
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Once the client initiated a DHCP request, the server used the correct DHCP_Windows scope and assigned 172.16.1.22 to ClientS1.wayne.acca, as shown under the Address Leases section of the DHCP console.
[bookmark: _Toc197943481]Figure 20: DHCP lease confirmed on S-DC for ClientS1 with IP 172.16.1.22
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[bookmark: _Toc197775429]3.Cardiff Network

[bookmark: _Toc197775430]3.1 Install Routing and Remote access Service (equivalent) and modify firewall rules to allow ICMP Traffic
The /etc/sysctl.conf file on the Debian-based C-Server was edited to enable IPv4 packet forwarding by uncommenting the line: net.ipv4.ip_forward=1 and then saved.
[bookmark: _Toc197943482]Figure 21: Edited /etc/sysctl.conf file showing IPv4 forwarding enabled on C-Server
[image: A screenshot of a computer
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To allow ICMP the following code was used:
sudo iptables -A INPUT -p icmp --icmp-type echo-request -j ACCEPT
and then saved (to make it persistent) via the code
sudo netfilter-persistent save

[bookmark: _Toc197943483]Figure 22: iptables output confirming DHCP and ICMP traffic is permitted across relevant interfaces
[image: A screenshot of a computer screen
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[bookmark: _Toc197775431]3.2 Configure Site-to-Site VPN to Swansea Network. Set the connection type to “persistent connection”
The C-Server was configured with WireGuard to connect to the Swansea S-DC for a site-to-site VPN tunnel. The C-Server interface (wg0) was assigned 10.200.200.2/24, and a peer entry was made using the S-DC's public key and endpoint IP 210.103.5.1 on port 51821. For optimal traffic routing, the AllowedIPs field includes the Swansea VPN IP (10.200.200.1/32) and its internal subnet. For tunnel continuity and NAT timeout prevention, PersistentKeepalive was set to 25. 
[bookmark: _Toc197943484]Figure 23:WireGuard configuration file on the C-Server showing Swansea peer setup and persistent keepalive
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‘Sudo wg show’ showed a recent handshake and successful data transmission, confirming the VPN tunnel's persistence and functionality.
[bookmark: _Toc197943485]Figure 24: sudo wg show output confirming live VPN tunnel with S-DC using persistent connection
[image: A screenshot of a computer
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[bookmark: _Toc197775432]3.3 Join devices in this network to the yourname.acca domain
Connecting Cardiff network devices to the wayne.acca Active Directory domain on the S-DC (Swansea) ensures centralised control, security, and consistency across the organisation's network infrastructure. 
A successful site-to-site WireGuard VPN configuration allowed safe routing between the two networks (10.1.1.0/24 and 172.16.1.0/24). Cardiff clients (e.g. ClientC1) can communicate with the Swansea domain controller as if on the same local network over the permanent VPN tunnel.
Benefits include:
· Centralised Domain Management
· Seamless Authentication Across Sites
· Persistent Connectivity
· DNS Forwarding and Routing Support
· Cost and Efficiency
To join the C-Server to the wayne.acca domain, the required packages were first installed using the command “sudo apt install realmd sssd sssd-tools samba-common krb5-user packagekit adcli -y”.
During installation, the Kerberos realm was set to WAYNE.ACCA, and default values were accepted for the remaining prompts.
The domain was then discovered using “realm discover wayne.acca”.
which confirmed that the domain configuration was accessible. Following this, the server was joined to the domain using “sudo realm join -U administrator wayne.acca”.
To allow domain users to authenticate on the server, “sudo realm permit –all” was executed.
[bookmark: _Toc197943486]Figure 25: Output of realm list on C-Server confirming successful join to the WAYNE.ACCA domain using Kerberos authentication
[image: A screenshot of a computer
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[bookmark: _Toc197775433]3.4 Configure DHCP Services
The isc-dhcp-relay package was installed on the C-server. During configuration, the relay was pointed to the S-DC’s IP address as the DHCP server, and the relay interface was set to enp0s3
[bookmark: _Toc197943487]Figure 26: DHCP relay configuration file (/etc/default/isc-dhcp-relay) on C-Server, showing DHCP requests are forwarded to the S-DC (172.16.1.254) via interface enp0s3
[image: A screenshot of a computer program
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[bookmark: _Toc197775434]3.5 Join ClientC1 to appropriate domain and assign DHCP IP address
ClientC1 was joined to the domain with the same method as the C-server. 
[bookmark: _Toc197943488]Figure 27: SSSD configuration file (/etc/sssd/sssd.conf) on ClientC1 showing domain integration settings for joining the wayne.acca Active Directory domain using adcli
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DCHP was configured by  navigating to Settings > Network, selecting the appropriate adapter (enp0s3), and enabling “Obtain IP address automatically” under the IPv4 settings. 
[bookmark: _Toc197943489]Figure 28: IPv4 network settings on ClientC1 GUI, configured to automatically obtain an IP address via DHCP from the Windows Server through the DHCP relay
[image: A screenshot of a computer
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[bookmark: _Toc197943490]Figure 29: Network connection details on ClientC1 showing a successfully assigned IP address via DHCP, with the default gateway and DNS set to the S-DC server
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[bookmark: _Toc197775435]4.Test the network for Connectivity
ping test for DNS Resolution from S-DC
[bookmark: _Toc197943491]Figure 30: Successful DNS resolution and ICMP reply from clients1.wayne.acca confirming network connectivity and name resolution
[image: A screenshot of a computer program
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[bookmark: _Toc197943492]Figure 31: Successful DNS resolution and ICMP reply from cserver.wayne.acca verifying that the domain name correctly maps to the Cardiff Linux server
[image: A screenshot of a computer program
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[bookmark: _Toc197943493]Figure 32: Successful DNS resolution and ICMP reply from clientc1.wayne.acca confirming that the hostname is registered in DNS and reachable over the network
[image: A computer screen shot of a program
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Pings from ClientS1
[bookmark: _Toc197943494]Figure 33: Ping tests from AD User m.baker2 using ClientS1 confirming successful network communication
[image: A screenshot of a computer program
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Pings from S-DC
[bookmark: _Toc197943495]Figure 34: Ping tests from S-DC confirming successful network communication
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Pings from C-Server
[bookmark: _Toc197943496]Figure 35: Ping tests from C-Server confirming successful network communication
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Pings from ClientC1
[bookmark: _Toc197943497]Figure 36: Ping test from ClientC1 confirming successful network communication
[image: A screenshot of a computer program
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5. Share D:\\SwanseaFiles to Cardiff and Swansea Network
To enable shared access to D:\SwanseaFiles from both the Swansea and Cardiff networks, several key steps were implemented on the domain controller (S-DC):
A security group named ‘AllUsers’ was created using PowerShell, and all user accounts from the default Users container were added to it.
[bookmark: _Toc197943498]Figure 37: PowerShell script to create the 'AllUsers' security group and add all user accounts from the 'Users' container in Active Directory.
[image: A screenshot of a computer
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Network discovery and file and printer sharing were turned on in the Advanced Sharing Settings, allowing the S-DC to be visible to other computers across the VPN.
[bookmark: _Toc197943499]Figure 38: Advanced sharing settings on S-DC showing network discovery and file and printer sharing enabled for the domain network profile.
[image: A screenshot of a computer
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The folder D:\SwanseaFiles was shared using Advanced Sharing, and the share name ‘SwanseaFiles’ was assigned.
[bookmark: _Toc197943500]Figure 39: Advanced Sharing settings for the SwanseaFiles folder on S-DC, showing the folder has been shared and configured with the specified share name.
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The ‘Everyone’ group and had the ‘Read’ permission assigned. 
[bookmark: _Toc197943501]Figure 40: Default share permissions for the D: drive on S-DC, showing the Everyone group assigned with read-only access
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The ‘AllUsers’ group had ‘Full Control’ granting access at the file system level.
[bookmark: _Toc197943502]Figure 41: Share permissions for the SwanseaFiles folder on S-DC, showing the AllUsers group granted Full Control, Change, and Read access
[image: A screenshot of a computer
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A Group Policy drive map was created under User Configuration > Preferences > Windows Settings > Drive Maps, which automatically mapped the shared folder to drive D: for all domain users.
[bookmark: _Toc197943503]Figure 42: Group Policy configuration on S-DC showing a drive mapping policy that connects \\s-dc\SwanseaFiles as drive D: for all domain users.
[image: A screenshot of a computer
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[bookmark: _Toc197943504]Figure 43: Group Policy Management Editor showing the configured drive mapping policy for drive D:, pointing to the shared folder \\s-dc\SwanseaFiles for domain users
[image: A screenshot of a computer

AI-generated content may be incorrect.]

Access to the shared folder was then successfully tested from a remote client (ClientC1) over the WireGuard VPN and ClientS1 in the Swansea Network to confirming availability across both networks.
[bookmark: _Toc197943505]Figure 44: View from a Linux (ClientC1) confirming successful access to the SwanseaFiles shared folder on S-DC, demonstrating cross-network file sharing functionality.
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[bookmark: _Toc197943506]Figure 45: View from a Linux (ClientC1) confirming successful access to the SwanseaFiles shared folder on S-DC, demonstrating cross-network file sharing functionality
[image: A screenshot of a computer
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[bookmark: _Toc197775436]6. Configure ISS Server

[bookmark: _Toc197775437]6.1 Create https://webs. yourname.acca website and enable windows internal authentication
A new website named webs.wayne.acca was created using IIS Manager on the S-DC server. The site was assigned to port 443 with a hostname of webs.wayne.acca, and a Self-Certifying SSL certificate was applied to secure the connection.
[image: A screenshot of a computer

AI-generated content may be incorrect.]

Windows Authentication was enabled, and all other authentication methods, including Anonymous Authentication, were disabled. This ensured that only users who are part of the Active Directory domain could access the website using their Windows credentials, enforcing internal-only secure access and identity verification.

[image: A screenshot of a computer
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[bookmark: _Toc197775438]6.2 All the users can be authenticated

Users entering the site need to authenticate their detail via username and password.
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[bookmark: _Toc197775439]6.3 All authenticated users should be presented a text “Welcome to Swansea Website”.

Authenticated users will have access to the site
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[bookmark: _Toc197775440]7. Configure Remote Desktop Services
Remote Desktop Connections were enabled via the System Properties > Remote tab and “Allow remote connections to this computer” enabled alongside Network Level Authentication (NLA) to ensure that only authenticated users could initiate remote sessions.
[bookmark: _Toc197943507]Figure 46:  Remote Desktop settings enabled in System Properties on S-DC, allowing connections from devices using Network Level Authentication (NLA)
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WAYNE\Domain Users group was added to allowed all users in the domain to connect remotely to the server.
[bookmark: _Toc197943508]Figure 47: Remote Desktop Users window showing 'WAYNE\Domain Users' group granted access to log in remotely
[image: A screenshot of a computer
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Website access is limited to AD users only
[bookmark: _Toc197943509]Figure 48: Domain user authentication prompt when accessing RD Web Access via https://rds.wayne.acca/RDWeb
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Users will then need to sign in and authenticate to gain access to the S-DC remotely. 
[bookmark: _Toc197943510]Figure 49: Remote Desktop Web Access (RDWeb) login page, confirming secure user authentication for domain access
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[bookmark: _Toc197943511]Figure 50: Remote Desktop warning prompt on Windows when connecting to S-DC.WAYNE.ACCA, indicating the publisher is not identified
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[bookmark: _Toc197943512]Figure 51: Remote Desktop session successfully connected to the Windows Server 2022 desktop environment on S-DC.WAYNE.ACCA
[bookmark: _Toc197775441][image: A computer screen shot of a blue screen
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Figure 48: Domain user authentication prompt when accessing RD Web Access via https://rds.wayne.acca/RDWeb	33
Figure 49: Remote Desktop Web Access (RDWeb) login page, confirming secure user authentication for domain access	33
Figure 50: Remote Desktop warning prompt on Windows when connecting to S-DC.WAYNE.ACCA, indicating the publisher is not identified	34
Figure 51: Remote Desktop session successfully connected to the Windows Server 2022 desktop environment on S-DC.WAYNE.ACCA	35
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root@Cserver:™# sudo wg show
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rootecserver:™# realm list
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root@cserver:™# cat /etc/default/isc-dhcp-relay
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# Additional options that are passed to the DHCP relay daemon?
DPTIONS=""!
Footacserver: ¥
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nmand Prompt

Microsoft Windows [Version 16.6.20348.587]
(c) Microsoft Corporation. All rights reserved.

C:\Users\Administratorsping clients1
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Minimum = @ms, Maximum - ems, Average = 6ms
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ticrosoft Windows [Version 16.9.20348.587]
(c) Microsoft Corporation. All rights reserved.

C: \Users\Administrator>ping cserver

binging cserver.uayne.acca [16.1.1.1] with 32 bytes of data:
Reply from 16.1.1.1: bytes=32 time<ims
Reply from 16.1.1.1: bytes=32 time-lms
Reply from 16.1.1.1: bytes=32 tim
Reply from 16.1.1.1: bytes=32 tim

bing statistics for 10.1.1.1:
Packets: Sent = 4, Received = 4, Lost = © (8% loss),
approximate round trip times in milli-seconds:
Minimum = @ms, Maximum = 2ms, Average = ims

C:\Users\Administrator>
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ticrosoft Windows [Version 16.6.20348.587]
() Microsoft Corporation. All rights reserved.

C: \Users\Administratorsping clientcl

pinging clientcl.wayne.acca [172.16.1.28] with 32 bytes of data:
Reply from 172.16.1.28: bytes-32 time<ims TTL-64

Reply from 172.16.1.28: bytes=32 time<ims
Reply from 172.16.1.28: bytes=32 time<ims TTL-64
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nmand Prompt

icrosoft Windows [Version 16.6.19845.2606]
(c) Microsoft Corporation. All rights reserved.

:\Users\m.baker2>ping 172.16.1.254
Pinging 172.16.1.254 with 32 bytes of data:

Reply from 172.16.1.254: bytes=32 time<ims TTI
Reply from 172.16.1.254: bytes=32 time<ims TTI

ping statistics for 172.16.1.254:
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ontrol-C
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Reply from 16.1.1.1: byte:

ping statistics for 16.1.1.1:
Packets: Sent = 2, Received = 2, Lost = @ (8% loss),

ppproximate round trip times in milli-seconds:
Minimum = ims, Maximum = 2ms, Average = ims

ontrol-C

e

:\Users\m.baker2>ping 172.16.1.28

pinging 172.16.1.28 with 32 bytes of data:

Reply from 172.16.1.28: bytes=32 time=ims TTL-64
Reply from 172.16.1.28: bytes=32 time<ims TTL-64

ping statistics for 172.16.1.28:
Packets: Sent = 2, Received = 2, Lost = @ (8% loss),
ppproximate round trip times in milli-seconds:
Minimun = @ms, Maximum - ims, Average = 6ms
ontrol-C
e
:\Users\m.baker2>
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:\Users\Adninistrator>ping 172.16.1.22

Pinging 172.16.1.22 with 32 bytes of data:
Reply from 172.16.1.22: bytes=32 time<ims TTL=128
Reply from 172.16.1.22: bytes=32 time<ims TTL=128

Ping statistics for 172.16.1.22:
Packets: Sent = 2, Received = 2, Lost = @ (8% loss),
Approximate round trip times in milli-seconds:
Minimun = @ms, Maximum = ems, Average = 6ms
Control-C

X

:\Users\Administrator>ping 16.1.1.1

Pinging 16.1.1.1 with 32 bytes of data:

Reply from 10.1.1.1: bytes=32 time<ims
Reply from 16.1.1.1: bytes=32 time-2ms
Reply from 16.1.1.1: bytes=32 time-ims

Ping statistics for 10.1.1.
Packets: Sent = 3, Received = 3, Lost = @ (8% loss),
Approximate round trip times in milli-seconds:
Minimum = @ms, Maximum = 2ms, Average = ims
Control-C

X

:\Users\Administrator>ping 172.16.1.28

Pinging 172.16.1.28 with 32 bytes of data:

Reply from 172.16.1.28: bytes=32 time<ims TTL=64
Reply from 172.16.1.28: bytes=32 time-ims TTL=64
Reply from 172.16.1.28: bytes=32 time<ims TTL=64

Ping statistics for 172.16.1.28:
Packets: Sent = 3, Received = 3, Lost = @ (8% loss),
Approximate round trip times in milli-seconds:
Minimum = @ms, Maximum = ims, Average = 6ms
Control-C

X

:\Users\Administrator>
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jrootecserver: ¥ ping 172.16.1.254
PING 172.16.1.254 (172.16.1.254) 56(84) bytes of data

¢ butes from 172.16.1.254: icmp_seq=1 tt1=127 time=2.29 ms
64 butes from 172.16.1.254: icmp_seq=2 ttl=127 time=1.66 ms
¢ butes from 172.16.1.254: icmp_seq=3 tt1=127 time=1.33 ms
°C

--- 172.16.1.254 ping statistics ---

| packets transmitted, 3 received, 0% packet loss, time 483ims
It min/avg/max/mdev = 1.332/1.762/2.291/0.397 ms
rootecserver:# ping 172.16.1.22

PING 172.16.1.22 (172.16.1.22) 56(B4) butes of data

64 butes from 172.16.1.22: icmp_seg=1 tt1=127 time=1.59
64 butes from 172.16.1.22: icmp_seg=2 tt
¢ butes from 172.16.1.22: icmp_sed=3 tt
°C

--- 172.16.1.22 ping statistics ---

[ packets transmitted, 3 received, 0% packet loss, time 2432ms
It min/avg/max/mdev = 1.593/2.106/2.501/0.380 ms
rootecserver:# ping 172.16.1.28

PING 172.16.1.28 (172.16.1.26) 56(84) butes of data

64 butes from 172.16.1.28: icmp_sen=1 tt1=6¢ time=0.642 ms

64 butes from 172.16.1.28: icmp_seq=2 ttl=6¢ time=0.989 ms

¢ butes from 172.16.1.28: icmp_sen=3 ttl=64 time=1.16 ms

°C

--- 172.16.1.28 ping statistics ---

| packets transmitted, 3 received, 6% packet loss, time 2005ms
It min/avg/max/mdev = .642/0.931/1.163/0.216 ms
rootacserver:
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wayne@ClientCt: ~

wayne@ClientC1:~$ ping 10.1.1.1

PING 10.1.1.1 (10.1.1.1) 56(84) bytes of data

64 bytes from 10.1.1.1: icmp_seq=1 ttl=64 time=1.26 ms
64 bytes from 10.1.1.1: icmp_seq=2 ttl=64 tim
AC

566 ms

- 10.1.1.1 ping statistics ---

2 packets transmitted, 2 received, 0% packet loss, time 1109ms
rtt min/avg/max/mdev = ©.566/0.915/1.264/0.349 ms
wayne@ClientC1:~$ ping 172.16.1.254

PING 172.16.1.254 (172.16.1.254) 56(84) bytes of data

64 bytes from 172.16.1.254: icmp_seq=1 tt1=128 time=0.586 ms
64 bytes from 172.16.1.254: icmp_seq=2 tt1=128 time=0.401 ms
AC

- 172.16.1.254 ping statistics ---

2 packets transmitted, 2 received, 0% packet loss, time 1185ms
rtt min/avg/max/mdev = ©.401/0.493/0.586/0.092 ms
wayne@ClientC1:~$ ping 172.16.1.22

PING 172.16.1.22 (172.16.1.22) 56(84) bytes of data

64 bytes from 172.16.1.22: icmp_seq=1 tt1=128 time=0.520 ms
64 bytes from 172.16.1.22: icmp_seq=2 tt1=128 time=0.546 ms
AC

- 172.16.1.22 ping statistics ---
2 packets transmitted, 2 received, @% packet loss, time 1@34ms
rtt min/avg/max/mdev = ©.520/0.533/0.546/0.013 ms
wayne@ClientC1:~$
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5 # Check if the group exists, create if it doesn't

6 Eif (-not (Get-ADGroup -Filter "Name -eq 'SGroup'™)) {

7 { New-ADGroup -Name SGroup -GroupScope Global -Path SOU -Description “Group for all users in Users container”
s 3

9

10

1

# Retrieve all user-type accounts (filtering out computers or other object types)
Susers = Get-ADUser -SearchBase SOU -Filter * -Properties objectClass | Where-Object { S_.objectClass -eq 'user’ }
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