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1.1 [bookmark: _Toc536108545]Risk Management 
[bookmark: _Toc536108546]1.1.1 Risk exposure during development of system
	Risk
	Severity 1-5 
	Probability of Occurrence
	Risk Exposure

	A. University closing 
	5
	0.1
	0.5

	B. Team member dropping out
	3
	0.3
	0.9

	C. Not being able to travel to Uni due to bad weather
	2
	0.1
	0.2

	D. Team members being unable to travel due to illness/family troubles/car problems
	2
	0.2
	0.4

	E. App not being produced in time
	5
	0.3
	1.5

	F. App not working as designed due to lack of knowledge
	5
	0.1
	0.5

	G. Not having a capable device to test the web server.
	5
	0.1
	0.5



A. The risk of the university closing is low. It can’t be managed as only the university can determine whether the university can stay open or not. The likelihood of this occurring however is very slim as the university is currently doing well.
B. The likelihood of team members dropping out is somewhere in the middle of the severity scale. This can be managed by helping the team members through tough patches that they may be going through.
C. Not being able to travel due to weather is a low risk with a medium severity it wouldn’t have a huge impact as it would only impact the team for maybe 1 or 2 days. This risk can be managed by planning around the weather if bad weather is forecast make sure to plan in some extra days to make up for the loss of time.
D. Team members being unable to travel due to illness/family troubles/car problems is a medium risk with a medium severity. Like weather issues this can be managed by planning in extra days to catch up the effected team members. The team member could also join team members from home via social media or discord.
E. The app not being produced in time is a medium risk with a high severity. This can be managed by planning days to produce the app accordingly and allow for any issues which may occur when creating it.
F. App not working due as designed due to lack of knowledge is a low risk as the team is all software engineers and 1 web student and with the team’s fields of knowledge there shouldn’t be a problem in creating the application. To manage this issue the team needs to make sure that the concept of the application is within their knowledge.
G. Not having a capable device to test the webserver is a low risk as for proof of concept the team only needs the server to be capable to allow 5 users at the same time and most devices can do this. To manage this idea the team needs to make sure that they have a capable device or use one of the university machines to run the server as they are more than capable of running it.
[bookmark: _Toc536108547]1.1.2 Risk exposure Calculations during use of system
	Risk
	Potential Damage
	Probability of Occurrence
	Risk Exposure
	Notes

	A. Web Server Crashing
	£1,000
	0.2
	£200.00 
	Based upon a replacement server costing £1000

	B. Natural Disaster occurring during recovery
	£50,000
	0.01
	£500.00 
	Based upon the entire system costing £50,000

	C. Cyber-attack on system
	£1,000
	0.1
	£100.00 
	Based upon repairing the system's infrastructure costing £1,000 to hire a software engineer

	D. Recovery teams’ phones incompatible with system
	£1,000
	0.1
	£100.00 
	Based upon a team of 20 with phones costing £50 each

	E. Interference of signals e.g. from a storm
	£1,400
	0.5
	£700.00
	Based upon two additional microwave transmitters being added to the system costing £700 each

	F. Shard's (repeater stations) damaged due to disaster and or attack
	£10,400
	0.1
	£ 1,040.00 
	Based upon 4 Ubiquiti airFiber Links [1]



A. The risk of the web server is the biggest risk for the S.H.A.R.D project as the entire system relies on it. The risk can be managed by keeping the server local and not opening it to the internet this way the only traffic received on the server will be the team working with S.H.A.R.D. The risk can also be managed by making sure that the device the server is running on can handle the correct amount of team members plus some extra room for additional members.
B. The risk of a natural disaster is slim but would cost a lot if it occurred. This risk can’t really be managed as the weather can’t be controlled, but this can be monitored and if a natural disaster is about to occur the equipment could be packed away.
C. The risk of a cyber attack on the system is slim as this is managed by keeping the server local to the disaster and not opening it up to the internet making attacks only possible locally. In this case security would have to be increased if the recovery effort involved a terrorist attack as it’s possible the terrorists could then target the system.
D. Recovery teams’ phones being incompatible with the webserver is an extremely low risk as all the application requires is a device capable of connecting to a webserver so that is most mobile phones on the market. This can be managed by letting the team members know before hand that they require a device capable of connecting to a webserver.
E. Interference from storm’s is quite a big risk. This can be managed by installing additional repeater stations.
F. Repeater station’s being damaged due to attack/ or additional disaster this is a big risk. This risk can be managed by adding additional protection to the repeater stations and perhaps hiring a security team during terrorist attack recovery efforts.
[bookmark: _Toc536108548]2.1 – Code of practice (sustainability)
When planning for a project the codes of practice need to be considered. 1st, 2nd and 3rd order impacts are one of the main sustainable codes of practice. The shard project has these impacts they are as follows: 
[bookmark: _Toc536108549]2.1.1 - 1st order impact
Microwave frequency’s being used during recovery missions can harm the environment. According to the journal entitled Journal of the Air Pollution Control Association under the section Biological Effects of Microwave Radiation [2] frequencies between 1200MHz and 150MHz cause damage to internal organs. This sort of radiation would not have a positive effect on the environment. It would speed up the process of global warming and possibly cause low level damage to plants and animals in the impacted area.
[bookmark: _Toc536108550]2.1.2 - 2nd order impact
E-Waste is a serious issue [3] according to iFixit 60% of E-Waste ends up in landfills considering that 1.6 billion smart phones were manufactured in 2012 and the average consumer keeps their mobile phone for 18 months that’s a lot of E-Waste. The S.H.A.R.D Project wouldn’t require an E-Waste as old mobile phones could be used for the project which wouldn’t do any harm to the environment instead it would help.
[bookmark: _Toc536108551]2.1.3 - 3rd order impact
The long-term effects of the S.H.A.R.D project would be that the recovery of the disaster would have been completed a lot quicker than normal recovery missions as the team would have much better and effective communication between each other. This way the team can recover as many people as possible quickly and efficiently, with better communication people won’t be going over each other’s work as when an area has been covered everyone will know.











[bookmark: _Toc536108552]3.1 – Code of practice (Ethical and Legal issues)
[bookmark: _Toc536108553]3.1.1 British Computer Society Code of Conduct
The S.H.A.R.D Project needs to be compliant with the BCS Code of Conduct [4]. Under section 1 Public interest the conduct [4] says “You shall: a) have due regard for public health, privacy, security and wellbeing of others and the environment”  this is compliant under the S.H.A.R.D project as the main focus of the project is for the safety of the public and the wellbeing of the environment. The BCS code of conduct [4] also states under section 2 Professional Competence and Integrity “You shall: A. only undertake to do work or provide a service that is within your professional competence. B. NOT claim any level of competence that you do not possess.” This is compliant within the S.H.A.R.D project as within the risks of the project it has been planned that the concept of the application needs to be within the teams’ knowledge.
[bookmark: _Toc536108554]3.1.2 IEEE Code of conduct
The S.H.A.R.D Project also needs to be compliant under the IEEE Code of Conduct [5]. In the code of conduct it states [5] “to hold paramount the safety, health, and welfare of the public, to strive to comply with ethical design and sustainable development practices, and to disclose promptly factors that might endanger the public or the environment;” This is compliant within the shard project as the project is a disaster recovery effort which targets the ‘safety, health and welfare of the public’. 

[bookmark: _Toc536108555]3.1.2 Brexit issues (BCS Digital Brexit Report)
Brexit is a huge underling issue when it comes to any project within Britain within 2019. The BCS Digital Brexit Report [6] ‘plans for a successful digital future outside of the EU’ The BCS report in summary focuses on security, it outline’s that in the future of Brexit it hopes to see higher security within the UK and scalability within projects. For the S.H.A.R.D project to be up to the possible future standards of the BCS the team would need to make sure that the project is scalable in other words the project needs to be made in a way that if they wanted to expand in the future it would be easy to do that. The project would also need to be secure, as the server is hosted locally and not open to the internet this would be easy to manage making the overall project secure, HTTPS would also be an option to make the web sever secure and to use an SSL certificate.








[bookmark: _Toc536108556]4.1 – Quality Assurance 
[bookmark: _Toc536108557]4.1.1 Functionality (Suitability, Accuracy, Interoperability, Security)
For the project to be a success the idea needs to be functional. There is four main aspects of functionality suitability, accuracy, interoperability and security.
The first aspect suitability the product needs to be suitable and for the team to be able to use the product. The team needs to be able to see their device on the map along with other members of the team. 50 members should be able to save their location to the map within a 5km radius for it to be suitable for the project.
The product also needs to be accurate the team members locations on the map must be accurate within a 10-meter radius. The location needs to update on the application every 5 seconds. With the location being within the 10-meter radius and updating every 5 seconds the application should be accurate.
for the application to be interpretable it needs to run on at least 50 devices with no issues and send the data to two servers. One server being the main server and the second being a redundancy just in case the main one goes down.
Security is also a big aspect of the application being functional. The application needs to have HTTPS and be signed with an SSL certificate. The S.H.A.R.D application also needs to be password protected. With password protection and HTTPS, the web application should be secure. For more security the server can remain disconnected from the internet so outside attacks can be prevented altogether.
[bookmark: _Toc536108558]4.1.2 Reliability (Maturity, Fault-tolerance, Recoverability)
For the project to be a success it needs to be reliable. There are three main aspects of reliability: maturity, fault-tolerance and recoverability.
The first aspect to reliability is maturity. Over time the application needs to be monitored and test thoroughly. Over a period of two years bug reports need to be produced to help fault finding in the application. These faults found need to be fixed over the two-year period in monthly updates. After two years the application should be mature with no faults.
The application needs to have a level of fault tolerance. If the application detects a bug this needs to be automatically added to the bug report and fixed within 4 weeks to be on the next monthly update.
If the application were to crash, the server needs to revert to the back up while the main server recovers. The switch between the two servers should take no longer than 20 seconds while the recovery of the main server can be anything up to 30 minutes.




[bookmark: _Toc536108559]4.1.3 Usability (Understandability, learnability, operability)
The application needs to be usable otherwise the project would be a failure. There are three main aspects of usability: understandability, learnability and operability. 
To help understand the usability of the project tests need to be done with a group of 50 people. 50 is the number of people who would use the system when it’s live. With these tests a success rate in the form of a percentage value needs to be recorded. The project will not be useable until this value is 100%
For the application to be easily learned a 2-hour course will be offered to all users to show them how to use the user interface. The user interface will also be easy to use with a basic design so that the overall learnability of the product is easy.
For the operability of the web application to make things easier for the user they shouldn’t have to click more than 3 times to get to where they need to go. For example, the user shouldn’t need to click on home then application then their username then their location then their role then settings. It should be just simple home – settings.
[bookmark: _Toc536108560]4.1.4 Efficiency (time behaviour, Resource utilization)
For the app to be of adequate quality it needs to be efficient. The two main traits of efficiency are time behaviour and resource utilization.
The time behaviour of the application is important if the web app takes too long to load then this could cost lives in recovery missions. Anything less than 2 seconds is an acceptable number and anything more than 5 seconds is too long and extremely inefficient.
The website needs to utilise the resources optimally, it should not use more than 50% of the CPU at any time if the percentage goes higher than this during testing a better CPU needs to be used. And ram usage no more than 2GB of ram should be required for the application to run smoothly.













[bookmark: _Toc536108561]5.1 Appendices
[bookmark: _Toc536108562]5.1.1 Appendix 1 (PID)
[bookmark: _Toc529792987][bookmark: _Toc536108563]1.Background
The concept of SHARD is that a truck would be deployed to the disaster location. The truck will then give off Wi-Fi signals up to 300m, GSM up to 5km and Microwave signals up to 8km. The team would then deploy extender stations (SHARD’s) which extend the above signals. The signals given off by these devices would then be accessed by android devices with SHARD application installed. This android application would have live mapping of all members of the team across the disaster zone with the ability to request more team members in each area when required.
[bookmark: _Toc529792988][bookmark: _Toc536108564]2. Project Description
[bookmark: _Toc529792989]	2.1 Project Objectives.
· Create a solution which aids in the event of a natural disaster.
· Tracking of all members of the rescue/aid teams.
· The ability to map out all members of the teams live.
· The ability to request team members in areas when needed. 
· Push notifications to all devices for the requests for extra team members.
· Each device must have a mounting mechanism I.E a strap, to strap the device to the users’ arm.
· The screen must be always on.
· Create a mesh network using Wi-Fi towers using the users’ devices as Wi-Fi extenders (SHARD’S).
[bookmark: _Toc529792990]	2.2 Project Scope
· The device must run on a Wi-Fi network as the natural disaster may have taken out the GSM towers.
· All devices will run on Android.
· All devices will be on the same Wi-Fi network for easier communication.
· The user interface must be easy to use.
[bookmark: _Toc529792991]	2.3 Project Constraints
· Due to lack of knowledge within the team building the app for Apple devices will not be viable.
· Due to the assignment deadline, there will not be enough time for a completed project only a prototype.
· The budget will be low.
· Due to lack of knowledge in the google maps API, there will need to be some research involved.
[bookmark: _Toc529792992]	2.4 Project Authorities
· Susan Maw – Project Overseer/Manager.
· Ian Wells – Head of SOAC.
· Faculty of SOAC.



[bookmark: _Toc529792993]	2.5 Project Resources
· Android studio – Android Studio will be required for the development of the application [7]
· Google Play Services – Google Play Services will be required for the application to run on the Android operating system. [8]
· Android Devices – Android devices will be required to run the applications on. [9]
· Staff – Staff will be required to use/test the applications.
· Library – the library will be required for project meetings.
· Student Software Licenses – Student Software licenses will be required for the team to design and develop the application.
· Google Maps API – The Google Maps API will be required for the application as this will be the main framework used within the application. [10]
[bookmark: _Toc529792994][bookmark: _Toc536108565]3. Project Stakeholders
[bookmark: _Toc529792995]	3.1 Stakeholders within the project team
· James
· Dylan
· Liam 
· Austin 
· Sarann
· Richard
[bookmark: _Toc529792996]	3.2 Stakeholders within the organisation not on the project team
· Susan Maw 
· SOAC staff
· H.E.L.P 
[bookmark: _Toc529792997]	3.3 Stakeholders outside the organisation
· Government
· Families affected by natural disasters.
· Public Services
· Public 
[bookmark: _Toc529792998][bookmark: _Toc536108566]4. Team responsibilities and roles
· James – Backend Developer
· Dylan – Backend Developer
· Liam – Frontend Developer
· Austin – Frontend Developer
· Sarann – Research
· Richard – Marketing
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[bookmark: _Toc529792999][bookmark: _Toc536108567]5. Project Plan	
[bookmark: _Toc529793000]5.1 Gantt chart
[image: ]
[11] This is the Gantt chart created for the project which overviews the timeframes of each of the tasks and assigns the relevant team members to each task.
[bookmark: _Toc529793001]5.2 Network Diagram
[image: ]This is the network diagram for the project. The critical path is highlighted in red. [12]


[image: ]
[image: ]
[image: ]
[image: ]
[image: ]
[image: ]
[bookmark: _Toc536108568]5.1.2 Appendix 2 Updated Gantt Chart
[image: https://scontent-lht6-1.xx.fbcdn.net/v/t1.15752-9/50279650_379940796102750_7826542831316500480_n.png?_nc_cat=101&_nc_ht=scontent-lht6-1.xx&oh=4dca122b340109b25d651c9e1a9bd5bf&oe=5CF9F671]
[11]
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