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[bookmark: _Toc92308715]ABSTRACT
Data or information security in today's digital age is vital for any business that requires attention. The management of corporate information is one of the components in realizing good corporate governance. The measure of an appropriate level of protection is an indicator in the short, medium and long term for the aspects of cybersecurity awareness of the business processes of an organization, especially in the area of ​​information and communication technology (ICT). To achieve this, a security standard is required that is appropriate and in line with its requirements to help organizations understand the cybersecurity maturity level in protecting their information security. Besides that, low-level security can harm the productivity of an organization. The purpose of this research is to ascertain and know the level of information system security in CoffeeBlue Company. The aim is to identify the most widely used IT security frameworks and models like COBIT, ITIL, ISO and NIST. In addition, it also aims to identify the reasons that lead to the selection of certain frameworks for the company. 
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Information security is the practice of preventing unauthorized access, use, disclosure, disruption, modification, inspection, recording or destruction of sensitive records. The four important roles of information security are: it protects the functioning of the organization, enables the secure operation of applications implemented on the organization's IT systems, protects the data that the organization collects and uses, and protects the technology that the organization uses. Cybersecurity is a part of information security that protects information resources from threats to information that is processed, stored and transmitted by interconnected information systems. Cyber ​​security protection efforts are designed to prevent, overcome, and reduce the effects of damage or damage to the system [1].  
An IT security framework is a set of documented processes that define guidelines and procedures related to implementing and managing information security controls. These frameworks are a blueprint for managing risk and reducing vulnerabilities. Information security professionals use frameworks to define and prioritize the tasks required to manage corporate security. Frameworks are also used to prepare for compliance and other IT audits. Therefore, the framework must support specific requirements that are defined in the standard or regulation. In the first section, various international cybersecurity maturities framework standards such as NIST, ISO, COBIT, ITIL, and others are discussed, analysed and compared, and have also discussed why it is a good practice to constantly have new or updated regulations and standards.  In the second section, based on the scenario of CoffeeBlue, an approach is designed to meet the need of the company’s information system security, governance and compliance utilising the research information from the first section.
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[bookmark: _Toc92308719]1.1	Security Blueprint, Security Model and Security Framework
The purpose of a security management model is to provide a general description of what the organization as a whole should do to keep its environment secure. It is generic in that it describes what to do, but not how, making it flexible enough to be used by a wide variety of organizations. After the organization has selected a security management model, it needs to create a custom version that applies to your organization. That is known as a security blueprint. In the process of developing the security blueprint, there is a need to create an outline that is to be followed, which is the security framework. [2]
A security framework is a collection of state-mandated and international cybersecurity policies and processes to protect critical infrastructure. Specifically, it outlines how companies should handle personal data stored in systems to minimize vulnerability to security-related risks. Furthermore, it was designed to foster risk and cybersecurity management communication across internal and external organizational stakeholders, along with helping organizations manage and reduce risks. Many, if not all, organizations strive to adhere to their mandates when developing security guidelines for their networks because a protection framework has proven helpful to entire industry sectors. 
A solid information technology security framework provides many benefits when it comes to instilling confidence in an industry or establishing a solid reputation with clients and partners. The frameworks allow these agents to understand how to protect their data or services from threat.

[bookmark: _Toc92308720]1.2	Types of Framework and Models
The main goal of any security framework is to reduce the number of threats that can adversely affect an organization and its stakeholders. Here are the most commonly implemented security frameworks in various industries:
[bookmark: _Toc92308721]1.2.1	International Standards Organization (ISO) 27000 Family
The International Standards Organization (ISO) adopted an information security management system from BS 7799 to ISO/IEC 27000 [1]. This is a systematic approach to controlling and managing organizational information systems to maintain three predominant aspects, namely confidentiality, integrity, and availability of information. Because of its broad scope, any type and size of organization can benefit with it from being familiar and adopting its recommendations. The ISO 27000 family is divided into several sub-standards, some of which apply to specific industries, while others are specific to operational decisions (e.g., whether or not you have cloud storage). ISO/IEC 27002 is a derivative of ISO/IEC 27000 that serves as a guide to explain how to implement information security implementation using controls to achieve the stated goals. ISO/IEC 27017 is another derivative dealing with the cloud computing aspect.
[bookmark: _Toc92308722]1.2.2	National Institute of Standards and Technology (NIST) 
Originally known as the Bureau of Standards, NIST's goal was to ensure a unified standard in terms of size and function as laboratory standards. NIST was used extensively in the cybersecurity sector in the 1970s [1]. NIST Cybersecurity Framework (NIST CSF), developed in 2014 [3] is one of the best practices for cyber security management, it provides guidelines for companies with critical infrastructures to better manage and reduce cybersecurity risks. NIST CSF components are better suited for technology companies because of their level of technical control, log analysis, and incidents [4]. The three main parts of the Cybersecurity Framework are the Core, the Profile and the Implementation.
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ITIL is a set of IT service management (ITSM) practices that focus on aligning IT services with business needs. It assists organizations on how to use IT as a tool to enable business change, transformation, and growth. [5] It also provides trusted guidance on how organizations can use their IT services to support their goals and fuel their business growth. ITIL is supported by several official certifications that provide knowledge of best practices in service management and how to apply that knowledge across the entire IT service lifecycle.
[bookmark: _Toc92308724]1.2.4	Control Objectives for Information Technologies (COBIT)
COBIT is a governance framework and information and technology management that is managed as an entire company. It contains the components and design factors for building and maintaining the governance system that the organization needs [1]. COBIT becomes a unique and integrated repository that supports companies from the CEO to the CIOs to the business units in achieving their governance and IT management goals [6]. 
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	                      Features
Model
	Prime focus
	Objectives

	ISO/IEC 27002
	To provide a common basis for the development of organizational security standards and effective security management practices and create trust in inter-organizational dealings.
	1. Application of an information security management system based on ISO / IEC 27001;
2. Development of new management information

	NIST CSF
	1. Cybersecurity standards and risk management
2. Organise and improve cybersecurity programs
	1. Identification
2. Protect
3. Detection
4. Respond
5. Recovery

	ITIL
	Helps organisations to define their IT service, align services with customers’ needs and produce a clear model for success.
	1. To improve service management 
2. To optimize value for customers and the organization

	COBIT
	Helps companies overcome business challenges related to regulatory compliance, risk management, and aligning IT strategy with corporate goals.
	Support organizations that want to develop, implement, monitor and improve IT governance and information management.


Table 1.3.1 Comparison of ISO, NIST, ITIL and COBIT

[bookmark: _Toc92308726]1.4	Benefits of updated Standards and Regulations
Over the years there have been several methods and standards designed to support IT governance and information security in modern organizations to achieve an optimal process for achieving their goals. Large organizations continue to use various mechanisms to ensure that their IT infrastructure is aligned with their business goals and core business and that it complies with local and global IT governance rules and regulations. Many organisations need standards and regulations to maintain fundamentals, secure supply chains, keep business going, protect the information, and many more. Some of the situations when organisations need to review and update standards and regulations are; [7]
i. Opening offices overseas: Different countries have different regulations and standards, especially when it comes to things like data security. All offices must comply with local laws and regulations.
ii. Enforcing bring your own device (BYOD): When employees are allowed to bring their own devices like smartphones or tablets for work, the IT security policies must be updated and measures must be taken to protect business data.
iii. Hiring remote workers: Remote working makes heavy use of cloud-based services. The organisation’s IT policies must acknowledge and address this.
iv. Sudden business growth: When a company is experiencing rapid growth, employees tend to increase. As does the risk of human and employee errors, such as clicking on a malicious link in an email. To avoid such situations, it is important to update the standards and regulations, and ensure that every employee reads them.
v. New laws and regulations: When the law changes, the organisation’s policies and standards must adapt.
Whenever businesses (or business needs) change, organisations need to ensure their security standards and regulations are updated. Organisations do not need to revolutionise their security standards every year, or with every small change in business. Rather, they need to ensure that everything is up to date. Because if not, business is not just left behind. It is at risk. [7]
	
[bookmark: _Toc92308727]CHAPTER 2:  Own Approach for CoffeBlue’s security frameworks
Coffee from the Jamaican Blue Mountain Peak is sold by the company CoffeeBlue. Cloud services are used by the organisation to provide IT services to its employees and clients. Nearly 95% of the company's network is wireless. The firm also maintains a large internet and social media presence to advertise its operations. Because of its big workforce and foreign client base, the firm has recently come under intense pressure to allow both employees and customers to access the company's network/resources via their own devices. The company's main priority is the security of personal and client data. The corporation is also concerned about safeguarding its billion-dollar intellectual property. The corporation prioritises information security, yet everything is in turmoil. To protect the company from thefts and errors, and protect data and information, security frameworks should be used. 
CoffeeBlue uses cloud services to provide IT services to its employees and clients. In the traditional era, resources were managed by companies and were reluctant to share their data with others. Later they started realizing the management of data as congestion and a reason for additional costs. To overcome this burden, they moved to outsource, where they first made their hardware resources available to be managed by third-party service providers and later gave all of their resources, including the data, to those service providers. This gave rise to the concept of cloud computing, in which companies began to use these cloud servers to store, manage and even process data. Cloud computing is a scalable, fast, flexible and inexpensive technology platform for IT-supported services over the Internet [8]. While there are many benefits to cloud computing, ultimately, data must be stored on third-party servers that the data owner is not directly controlled. So, data security is the main concern in cloud computing. 
CoffeeBlue company’s 95% network is wireless. Wireless communication has enabled billions of people to connect to the internet so they can take advantage of today's digital economy. Likewise, agreed standards for cell phones enable people to use their devices anywhere in the world. A wireless network has many advantages as well as disadvantages. Both bandwidth and information tend to be more vulnerable on wireless networks than on wired counterparts. With wireless networks, it is easier for an unauthorized person to either hijack the signal to use it themselves (which can lead to legal problems if they do something illegal with the IP). They are also more likely to gain access to critical information. Additionally, companies with wireless networks do not have full control over which devices are connected to the network, which means that infected devices can access the network and inadvertently transfer malware to the company's devices.
The company CoffeeBlue encourages Bring Your Own Device (BYOD), that is, the organization enables employees and customers to use their own laptops, tablets, smartphones, and other electronic devices for work and otherwise. The biggest issue that concerns companies regarding BYOD policies is security. There can be chances of an attack from the outside when customers are allowed to access the company’s resources and networks using their devices.  
[bookmark: _Toc92308728]2.1	Proposed frameworks
The aim is to cover all the main activities of the CoffeeBlue company and in particular IT, to identify the principles of corporate governance and to identify the processes and best practices to be used to ensure the end-to-end management of information and related technologies with better security deal with exchanges and information management.
ITIL bases its service management strategy on relationships with stakeholders, such as everyday IT service users and project managers. Similarly, COBIT has consistently prioritised the finality of IT services, including satisfying demand and the goal to achieve a balance between supply and demand. Both approaches share the same values ​​when it comes to managing IT services [6].  ISO/IEC 27002, COBIT and ITIL are different, but pooling is possible. The goal of ISO/IEC 27002 is to provide information to the parties responsible for implementing information security in an organization. It can be viewed as a best practice for developing and maintaining security standards and management practices within an organization to improve the reliability of information security in inter-organizational relationships [6].  
Though the pooling of different frameworks is a good option, NIST CSF as a standalone framework for the company is also a good option. One of the main advantages of the NIST Cyber ​​Security Framework over ISO 27001 is its structured and planned format, which makes it easier for organizations to implement it at the enterprise level. This structured format of NIST CSF can also be viewed as more user-friendly and optimized especially for higher management [4]. Another important benefit of CSF is that most of the categories and sub-categories use references to other frameworks like ISO 27001, COBIT, etc., which helps the CSF combine several of the important functions of different frameworks [4].


[bookmark: _Toc92308729]2.2.1	Benefits and Objectives of ITIL
i. Manage business risks and service failure. 
ii. Improve and develop positive customer relationships by delivering efficient services that meet their needs. 
iii. Support business change while maintaining a stable service environment.
ITIL is used as a guide to help groups improve the value of their services by focusing on co-creating business value and solving business issues, rather than just improving IT capabilities. ITIL is used in organizations as a framework for focusing all their activities, components, and resources to implement capabilities that provide specific business value.
It is important to evaluate and apply ITIL guidelines in a way that fits the unique qualities and parameters of its business. The benefits achieved by using ITIL can include cost reduction by optimizing the use of resources, improved service delivery and customer satisfaction, and a stronger alignment between IT and business groups.
[bookmark: _Toc92308730]2.2.2	Benefits and Objectives of COBIT 
i. It concentrates on linking IT with business objectives in such a way that IT's direction and output completely support them.
ii. They may create custom frameworks that are tailored to our priority.
iii. This works well with other frameworks.
iv. Its approach to performance and compliance reduces maintenance costs, improves the alignment between security, risk management-focused experts, and emerging technology, boosts client satisfaction, and helps keep companies safe from attacks. 
COBIT is arguably the most appropriate control framework to help an organization ensures alignment between the use of IT and its business goals, as it emphasizes the business need that is satisfied by each control objective.  
Factors that influence something that will work individually and collectively is governance and management over enterprise IT.  The goal of the COBIT framework is to provide a common language for IT professionals, business executives and compliance auditors to communicate with each other about IT controls, goals, objectives and outcomes.
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i. Increased reliability and security of systems and information
ii. Improved customer and business partner confidence
iii. Increased business resilience
iv. Alignment with customer requirements
v. Improved management processes and integration with corporate risk strategies.
It is designed to promote effective, efficient, and acceptable use of IT in organizations by assuring stakeholders confidence in the organization’s IT Governance, informing and guiding directors in governing the use of IT in their organization and providing a basis for objective evaluation of the corporate IT Governance [4].  ISO 27001 lays a strong emphasis on the documentation that covers incident management, change management, BYOD policy, password policy, access control policy etc. This makes it more suitable as a guideline for building one’s own ISMS (Information Security Management System) [4]. 
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The structured format of NIST CSF can also be viewed as more user-friendly and leaner, especially for higher management. It essentially divides all cyber risk activities into 5 domains: Identify, Protect, Detect, Respond and Recover [4]. These 5 functions provide a systematic way of categorizing security risks, which makes it easier to implement controls.  NIST CSF has the following natures [9]:
i. Focus on high requirements for information security. 
ii. Applicable for the development of information security programs and guidelines. 
iii. Focus on technical and functional controls of information security (customizable). 
iv. Applicable for the development of checklists and the implementation of compliance/audit assessments.
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Rather than preferring one framework over the other, the best approach is to combine the best practices and points of both. Modern risk management is a complex concept in which malicious attackers have access to cutting-edge resources and a variety of attack vectors. Risk assessment is perhaps the critical component to the success of any organization or project. Effective management policies and processes, without a doubt, guarantee that information technology is handled as a common element of daily operations. The use of standards and best practices allows for the quick implementation of effective processes and eliminates lengthy delays in the development of new approaches when reinventing wheels and implementing acceptable techniques. When used together, COBIT and ITIL provide a top-down approach to IT governance and service management. The COBIT management guide gives a complete strategy for managing IT operations' objectives and priorities. COBIT distinguishes between governance and information technology management. When both techniques are utilised together, their strength is multiplied, with a higher possibility of support and direction, as well as more efficient use of resources for execution. 
While COBIT's broad reach might be seen as a positive, it can also be a disadvantage during implementation. Because it is not restricted to a precise area, it frequently results in coverage gaps [6]. ITIL is a higher-level standard than ISO / IEC 27002 since it focuses solely on information security and refers to ISO standards for comprehensive implementation. There aren't many specific implementation specifics [6]. Because ISO / IEC 27002 is solely focused on information security, it is restricted in scope when compared to other standards such as COBIT. NIST, like ISO / IEC 27002, is focused on information security, but COBIT and ITIL are broader in scope [6]. 
The proposed work is the design of a version that integrates most of the subsequent development processes into the IT governance framework and is based on the principles of IT service lifecycles, the safeguarding of which like the service lifecycle proposed by the ITIL methodology, which is also used to define strategies, concepts and processes; COBIT should be used to assess critical success factors and ISO/IEC 27002 should guide IT on IT management and security issues, depending on the business work that requires document security.
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