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[bookmark: _Toc187838200]Introduction

This report will discuss the implementation of NBFM (Narrowband Frequency Modulation) and WBFM (Wideband Frequency Modulation) and critically evaluate system performance when NBFM jamming techniques are intentionally used to degrade system performance. The use of FHSS (Frequency-Hopping Spread Spectrum) as an anti-jamming technique will also be evaluated to assess its effectiveness against NBFM jamming in the frequency domain. All of the above will be simulated and implemented in GNU Radio.
Also considered in this report is the implementation of an SDR, Software Defined Radio, receiver in GNU Radio for the tuning to and subsequent analysis of a real broadcast WBFM radio signal.
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[bookmark: _Toc187838202]FM (Frequency Modulation) Methodology
FM communication refers to the encoding of information onto a carrier waveform through altering the instantaneous frequency of the carrier waveform, shown by Equation 2.
FM is one of the two forms of angle modulation, and it has largely superseded the older AM (Amplitude Modulation) encoding technique for wireless audio communications due to its better noise rejection, through a higher/better SNR (Signal to Noise Ratio) [1]. 
FM is widely used for radio broadcasting, two-way radio, and digital communications. A common form of FM used in digital communications being FSK (Frequency Shift Keying), where the carrier frequency is shifted to represent binary ‘0’ and ‘1’ [2].
In the context of wireless communication, both WBFM and NFBM may be implemented. The difference between the two being WBFM possessing modulation index of greater than 1, see Equation 3, NFBM being less than 1. WBFM is advantageous as it offers a better signal quality, at the expense of greater spectrum usage (wider bandwidth requirement) compared to NBFM [3].
[bookmark: _Toc187838203]Jamming Methodology
Jamming may be considered as an intentional denial of service to a means of wireless communication. The fundamental principle of jamming is to decrease the SNR of the targeted wireless system until only noise may be heard in the channel [4]. Jamming may be conducted in two forms, subtle and overt. 
The overt method of jamming makes it obvious to the users of the affected wireless system that the communications system has been jammed. Examples of this include this would be Chinese Firedrake Jammer, which utilises a commercial AM Broadcast signal which to jam specific radio stations across South Asia which are unfavourable to the Chinese government, playing a sequence of folk songs at the same frequencies at which the target stations broadcast [5].
The subtle method is intended for the users of the affected system to not realise that their system is being actively jammed. These techniques are far more complex than overt jamming techniques. A somewhat well-known subtle jamming technique would be the use of the FM capture effect. Here, only the strongest carrier of two or more signals at a given frequency will be demodulated,  meaning that a simple unmodulated carrier may be used to deny the reception of the modulated FM signal – without any auditory indication that jamming is taking place [6].
[bookmark: _Toc187838204]FHSS Methodology
FHSS, Frequency Hopping Spread Spectrum, is a technique which attempts to avoid jamming/interception (or even interference) in wireless communications applications. It does this through the rapid pseudo-random changing of the carrier wave frequency across a wide spectral band, defined by the lowest and highest frequency bands used [7] [8]. FHSS is commonly used in the unregulated 2.4GHz (802.11) Wi-Fi bands to avoid interference and is also used for military and law-enforcement applications as a mitigation for multipath fading [9].
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The NBFM implementations discussed within this report will require a low modulation index of  and utilise a real audio file, encoded at 44kHz, to evaluate the performance of the modulator and demodulator. A number of ‘sinks’ will be added, the purpose of these being to capture the source, modulated, and demodulated waveforms in real time [10]. As the modulation index is less than 1 (NBFM), it is expected that the bandwidth and frequency deviation will be lower than that of an WBFM setup () at the expense of an inferior SNR, Signal to noise ratio. 

[bookmark: _Toc187838247]Figure 1: NBFM audio message signal
The NBFM implementations will have NBFM jamming added to the channel (between the modulator and demodulator)  to observe the impact of the jamming on the system performance. Following system failure, FHSS will be added to the model to evaluate whether FHSS is capable of restoring system performance even when jammed.
[bookmark: _Toc187838207]RTL-SDR WBFM Receiver 
An SDR is a radio device where physical layer functions are defined in software which able to transmit and/or receive at radio frequency (3kHz – 300GHz) [11] [12]. The SDR utilised for this will be the Nooelec NESDR Mini, which is based on the RTL-SDR (RTL2832 + R820T) platform [13]. 
The design will be tuned to receive from a local radio station to ensure best signal quality and will have a quadrature rate of ~100kHz to allow the receiver to capture the majority of the 100kHz channel spacing used in WBFM radio broadcasting in the UK [14] over the 88.0 to 108.0MHz UK FM Radio Frequency Allotment. 
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[bookmark: _Toc187838209]NBFM Modulation and Demodulation
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[bookmark: _Toc187838248]Figure 2: NBFM Modulator and Demodulator Flowgraph
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[bookmark: _Toc187838249]Figure 3: NBFM Flowgraph with channel AWGN (Jamming)
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[bookmark: _Toc187838250]Figure 4: NBFM Flowgraph with channel FHSS
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[bookmark: _Toc187838251]Figure 5: WBFM SDR Receiver (real component only)
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This section covers the design of both the NBFM Transmitter Receiver (with NBFM jamming and NBFM FHSS anti-jamming) and the design of the RTL-SDR receiver in GNU Radio.
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Figure 6 and Figure 7 shows an implementation of a NBFM modulator and demodulator, designed to playback a 44kHz single channel (mono) encoded audio file (.wav).
The modulated wave is transmitted along the channel until it reaches the receiver, where it is demodulated, removing the carrier from the signal through multiplication, and then filtered (using a Band Pass Filter first, then Low Pass Filter, and then a DC Block Filter), the demodulated waveform being saved as an audio file (.wav). 
A sample rate of 44kHz was used to playback the audio file.
Figure 6 and Figure 7 have the following characteristics:
Modulation Index: 0.3 (0.1 – 0.9, NBFM), Message Frequency: 44kHz , Carrier Frequency: 10kHz, Frequency Deviation: 13,230kHz*, Band Pass Filter Low Cut-off: 2kHz, Band Pass Filter High Cut-off: 18kHz, Low Pass Filter Cut-off: 1kHz, Amplitude: 1, 0.3 (Carrier, Message).
*A modulation index of 0.1 should give a frequency deviation of 13.23kHz when rearranging Equation 5 (. 
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[bookmark: _Ref184910003][bookmark: _Toc187838254]Figure 8: NBFM Transmit and Receive with Jamming
Figure 8 shows an implementation of an NBFM modulator and demodulator with an AWGN (Additive White Gaussian Noise) jammer added within the signal channel. Otherwise, all characteristics of the FM Modulator and Demodulator are identical to that of Figure 6, meaning that the receiver output and system performance will be the identical when the AWGN noise power is off and only differ when the AWGN is added.
The jamming component within the channel is controlled by two variables, Jamming Power (amplitude of jamming signal) and Jamming Cutoff (Frequency cutoff of LPF, Low Pass Filter). These variables allow the Jammer to be tuned in both Frequency and Amplitude.  
The range of the Jamming Power variable is from 0 (no AWGN) to 10, controllable in .100 increments, allowing for performance to be evaluated from an SNR of 10:1 through to 1:10. 
For the Jamming Frequency, this is tuneable from 1kHz to 22kHz in steps of 100Hz. 
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[bookmark: _Ref184913369][bookmark: _Toc187838255]Figure 9: NBFM Transmit and Receive with Jamming & Frequency Hopping Anti-Jamming
Figure 9 is a development of the FM modulation and demodulation implementation shown in Figure 6 and Figure 8. 
Where this implementation differs is that an FHSS component has been integrated into the modulator and demodulator design to allow the system to frequency hop across 5-channels in order to try and prevent the received audio from being jammed in the channel. 
The frequency hopping component achieved through the multiplication of the channel selection (1,2,4,6,8) with the base carrier frequency (40kHz) in the modulator and demodulator.
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[bookmark: _Ref187311753][bookmark: _Toc187838256]Figure 10: RTL SDR WBFM Demodulation Implementation
Figure 10 is an implementation of an WBFM receiver designed in GNU Radio to receive audio from commercial radio broadcasting stations in the UK, transmitting in the 88MHz to 108MHz band.
The first component is the ‘Soapy RTLSDR Source’, which is an SDR library intended to interface with a wide range of commercially available SDRs [15]. This block is tied to the QT GUI RANGE ‘freq’ variable, assigned to the 88-108MHz band, with 100kHz channel width, and a 2048MHz sampling rate. AGC, Automatic Gain Control, has been enabled so that the playback audio volume is at a constant level and not directly proportional to the received signal strength [16].
An LPF is then placed immediately after the SDR source to remove/attenuated unwanted noise/signals above the 100kHz channel [17]. 
The rational resampler converts the sampling rate of a signal to another sampling rate [18]. This block has been assigned an interpolation value of 3 and a decimation value of 64, given by Equation 12, giving 96kHz of bandwidth, sufficiently close to the allocated channel width of 100kHz used by FM radio stations.
This is followed by the WBFM receive block, used to demodulate the message signal. This block has been given a quadrature rate of 96kHz, 48kHz *2, matching the output sample rate from the rational resampler, the quadrature rate given using Equation 6.
Finally, a DC blocker is used to reference the signal to 0V [19]; the audio sink is then used to output the demodulated signal at 48kHz through audio speakers to validate system operation. 
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[bookmark: _Toc187838220]Source Sink Captures
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[bookmark: _Toc187838258]Figure 12: NBFM Source Audio Time Sink
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[bookmark: _Toc187838260]Figure 14: NBFM Modulated Audio Waterfall Sink
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[bookmark: _Toc187838261]Figure 15: NBFM Modulated Audio Time Sink
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[bookmark: _Toc187838265]Figure 19: NBFM Demodulated Audio Time Sink
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[bookmark: _Ref187764246][bookmark: _Toc187838266]Figure 20: NBFM Demodulated Audio Frequency Spectrum
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[bookmark: _Toc187838267]Figure 21: NBFM Demodulated Audio Constellation Sink
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[bookmark: _Toc187838268]Figure 22: NBFM Source Audio Waterfall Sink
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[bookmark: _Toc187838269]Figure 23: NBFM Source Audio Time Sink
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[bookmark: _Toc187838270]Figure 24: NBFM Source Audio Frequency Sink
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[bookmark: _Toc187838271]Figure 25: NBFM Modulated Audio Waterfall Sink
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[bookmark: _Toc187838272]Figure 26: NBFM Modulated Audio Time Sink
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[bookmark: _Toc187838273]Figure 27: NBFM Modulated Audio Frequency Sink
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[bookmark: _Ref187834063][bookmark: _Toc187838274]Figure 28: NBFM Modulated Audio Constellation Sink
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[bookmark: _Toc187838275]Figure 29: NBFM Modulated Audio Waterfall Sink with AWGN jamming
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[bookmark: _Toc187838276]Figure 30: NBFM Modulated Audio Time Sink with AWGN jamming
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[bookmark: _Ref187763515][bookmark: _Toc187838277]Figure 31: NBFM Modulated Audio Frequency Sink with AWGN jamming
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[bookmark: _Ref187834064][bookmark: _Toc187838278]Figure 32: NBFM Modulated Audio Constellation Sink with AWGN jamming
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[bookmark: _Toc187838279]Figure 33: NBFM Demodulated Audio Waterfall Sink with AWGN jamming
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[bookmark: _Toc187838280]Figure 34: NBFM Demodulated Audio Time Sink with AWGN jamming
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[bookmark: _Ref187763593][bookmark: _Toc187838281]Figure 35: NBFM Demodulated Audio Frequency Sink with AWGN jamming
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[bookmark: _Toc187838282]Figure 36: NBFM Demodulated Audio Constellation Sink with AWGN jamming
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[bookmark: _Toc187838283]Figure 37: NBFM FHSS Source Audio Waterfall Sink [Channel B]
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[bookmark: _Toc187838284]Figure 38: NBFM FHSS Source Audio Time Sink [Channel B]
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[bookmark: _Toc187838285]Figure 39: NBFM FHSS Source Audio Frequency Sink [Channel B]
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[bookmark: _Toc187838286]Figure 40: NBFM FHSS Source Audio Constellation Sink [Channel B]
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[bookmark: _Ref187748008][bookmark: _Toc187838287]Figure 41: NBFM FHSS Modulated Signal Waterfall Sink [Channel B]
[image: A blue lines on a white background

Description automatically generated]
[bookmark: _Toc187838288]Figure 42: NBFM FHSS Modulated Signal Waterfall Sink [Channel B]
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[bookmark: _Toc187838289]Figure 43: NBFM FHSS Modulated Signal Waterfall Sink [Channel B]
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[bookmark: _Ref187834434][bookmark: _Toc187838290]Figure 44: NBFM FHSS Modulated Signal Constellation Sink [Channel B]
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[bookmark: _Ref187747927][bookmark: _Toc187838291]Figure 45: NBFM FHSS Modulated Signal Waterfall Sink with noise [Channel D]
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[bookmark: _Toc187838292]Figure 46: NBFM FHSS Modulated Signal Waterfall Sink with noise [Channel D]
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[bookmark: _Toc187838293]Figure 47: NBFM FHSS Modulated Signal Waterfall Sink with noise [Channel D]
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[bookmark: _Ref187747930][bookmark: _Toc187838294]Figure 48: NBFM FHSS Modulated Signal Constellation Sink with noise [Channel D]
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[bookmark: _Ref187747934][bookmark: _Toc187838295]Figure 49: NBFM FHSS Demodulated Audio Waterfall Sink [Channel B]
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[bookmark: _Toc187838296]Figure 50: NBFM FHSS Demodulated Audio Time Sink [Channel B]
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[bookmark: _Ref187748155][bookmark: _Toc187838297]Figure 51: NBFM FHSS Demodulated Audio Frequency Sink [Channel B]
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[bookmark: _Ref187747935][bookmark: _Toc187838298]Figure 52: NBFM FHSS Demodulated Audio Constellation Sink [Channel B]
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[bookmark: _Toc187838299]Figure 53: NBFM FHSS Demodulated Audio Waterfall Sink [Channel E]
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[bookmark: _Toc187838300]Figure 54: NBFM FHSS Demodulated Audio Time Sink [Channel E]
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[bookmark: _Toc187838301]Figure 55: NBFM FHSS Demodulated Audio Frequency Sink [Channel E]
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[bookmark: _Toc187838302]Figure 56: NBFM FHSS Demodulated Audio Constellation Sink [Channel E]
[image: A close up of a red and blue striped object

Description automatically generated]
[bookmark: _Toc187838303]Figure 57: NBFM FHSS Demodulated Audio Waterfall Sink with noise [Channel D]
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[bookmark: _Toc187838304]Figure 58: NBFM FHSS Demodulated Audio Time Sink with noise [Channel D]
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[bookmark: _Ref187748152][bookmark: _Toc187838305]Figure 59: NBFM FHSS Demodulated Audio Frequency Sink with noise [Channel D]
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[bookmark: _Toc187838306]Figure 60: NBFM FHSS Demodulated Audio Constellation Sink with noise [Channel D]
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[bookmark: _Ref187834990][bookmark: _Toc187838307]Figure 61: RTL-SDR WBFM Modulated Audio Waterfall Sink
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[bookmark: _Ref187835045][bookmark: _Toc187838308]Figure 62: RTL-SDR WBFM Modulated Audio Time Sink
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[bookmark: _Toc187838309]Figure 63: RTL-SDR WBFM Modulated Audio Frequency Sink
[image: A blue and black lines

Description automatically generated with medium confidence]
[bookmark: _Toc187838310]Figure 64: RTL-SDR WBFM Modulated Audio Constellation Sink
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[bookmark: _Toc187838311]Figure 65: RTL-SDR WBFM Demodulated Audio Waterfall Sink
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[bookmark: _Toc187838312]Figure 66: RTL-SDR WBFM Demodulated Audio Time Sink
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[bookmark: _Toc187838313]Figure 67: RTL-SDR WBFM Demodulated Audio Frequency Sink
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[bookmark: _Ref187835682][bookmark: _Toc187838314]Figure 68: RTL-SDR WBFM Demodulated Audio Constellation Sink
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Equation 1: Message Signal (for modulation) [20]

[bookmark: _Ref187763133]Equation 2: FM Modulated Signal [20]

[bookmark: _Ref187833034]Equation 3: NBFM Modulating Signal Equation [21]

Equation 4: NBFM Modulated Signal [21]

[bookmark: _Ref184908255]Equation 5: FM Modulation Index [22]

[bookmark: _Ref187833830]Equation 6: Quadrature Rate [23]

Equation 7: SDR S(t) Signal [24]
,  
Equation 8: Local Oscillator IN-PHASE and Q-PHASE Signals [24]


Equation 9: Mixer Generated Output I/Q Baseband Components [24]


Equation 10: I/Q Baseband Components Post Filtering (LPF) [24]


Equation 11: Complex Baseband Output Signal [24]

[bookmark: _Ref187312916]Equation 12: Rational Resampler Equation [25]
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The NBFM transmit and receive implementation performed well, as expected considering that the simulation was conducted using a channel without any noise additive. 
When comparing the frequency spectrum sink captures of the source and demodulated audio, see Figure 13 (source) and Figure 20 (demodulated), the overall profile and spectral use of the waveforms are similar, with a noise floor of around -140dB present and a signal of -50dB in strength for the demodulated signal and -40dB for the source, meaning that the output audio is 10x quieter than the source audio, as can be seen in the waterfall sinks Figure 11 (source) and Figure 18 (demodulated). However, this could be rectified by amplification of the signal, by a gain factor of 10, after demodulation and filtering (LPF).
[bookmark: _Toc187838237]NBFM Jamming
The NBFM jamming model was able to effectively jam the NBFM audio signal when jamming was applied to the communications channel between the transmitter and receiver. 
Indeed, configuring an amplitude of 6 and a span of 12kHz for the jamming signal was effective in raising the noise floor of the system to -20dB, see Figure 31, which ultimately meant that the original message signal, , was unable to be recovered by the demodulator – see Figure 35. Using a higher frequency of noise with less amplitude, was still effective in significantly diminishing the quality of the demodulated audio. Furthermore, using the constellation diagrams given by Figure 28 and Figure 32, the effect of the added AWGN can clearly be seen on , where the quadrature (Q) and in-phase (I) constellation points of the diagram have been significantly altered, affecting the quality of the received signal.
[bookmark: _Toc187838238]NBFM FHSS 
The FHSS implementation was able to successfully move to adjacent channels when gaussian noise interference was applied to the current channel. Using the FHSS technique, jamming applied to other channels did not impact the audio demodulation on adjacent channels. 
The effectiveness of the hopping sequence can be seen comparing the NBFM waterfall sinks of channel B (60kHz carrier), see Figure 41, to Channel D (100kHz carrier), see Figure 45, and the demodulated audio frequency sinks of channel B, see Figure 51, to channel D, see Figure 59. From these results a single channel change, increasing/decrease the carrier frequency by 20kHz, was effective in avoiding the selected jammed channel, irrespective of noise amplitude. This can further be seen by the constellation diagrams in Figure 44 (Channel B) and Figure 48 (Channel D), where the constellation points (I and Q) of Channel B are similar to that of Figure 17 (NBFM without noise), whereas Channel D has a random correlation of constellation points due to the additive noise in the channel, showing channel B is unaffected by the jamming on channel D.
[bookmark: _Toc187838239]SDR
The SDR implementation was able to successfully demodulate the broadcast WBFM signal from a local radio station, Castledown FM 104.7MHz. 

As can be seen in the waterfall sink, Figure 61, the adjacent channels +/-1MHz to the 100kHz channel used by the radio station also had a number of signals present. When compared to the NBFM models, the SNR of the signal is signal is significantly worse, with a noise floor of -55dB compared to -140dB within the simulations. However, the demodulated audio remained clear and audible at all times.


[bookmark: _Toc187838240]Discussion
Without additive noise being added to the NBFM signal, it was expected that the demodulated audio would largely be reflective of the original source audio both in terms of amplitude and frequency. From comparing the demodulated audio, , to that of that of source audio, , this hypothesis proved accurate.
When AWGN noise was added to the channel, a significant reduction in demodulated audio quality was observed. This effect was then compounded by raising the cutoff frequency for the low pass filter (used to control the AWGN frequency) or increasing the amplitude of the noise, eventually leading to system failure. 
The FHSS technique adopted to recover from the AWGN noise was effective overall. FHSS was able to provide alternative communications channels to avoid the jamming on any given channel of the system. However, the limitations of the FHSS technique, as applied in this report, were that the implementation was unable to detect when the channel is being jammed and relied on the user to manually change the communication channel over. 
Within the SDR component of this report, it was observed that with a real signal the noise floor was higher, resulting in a lower SNR. This was not unexpected as the SDR was receiving a WBFM broadcast using an antenna, with the test location (the authors house) being within a slight depression. It was also observed that the antenna supplied with the SDR was susceptible to noise from the charger used with the test system (laptop), the impact being a lower (worse) SNR whilst the test system was charging. 

[bookmark: _Toc187838241]Ethical and Societal Impact
[bookmark: _Toc187838242]Jamming
In the UK, the use of signal jamming is illegal under the provisions of the Wireless Telegraphy Act of 2006. The maximum fine for this offense is a two-year custodial sentence, a fine, or both [26] [27]. The use of signal jammer apparatus in the UK is governed by Ofcom (Office of Communications), with authorisation delegated to DEMA (Defence Electromagnetic Authority), Ofcom possessing enforcement responsibilities [28]. 
Jamming is legislated to this extent in the UK as it may be regarded as unethical, having the capability to have a wide-scale societal impact. Indeed, as a consequence of the War in the Ukraine, a large number of GPS (Global Positioning System) navigation systems in commercial aircraft were affected by jamming during April 2024, posing a safety risk to passengers and crew aboard - a state actor being suspected of accountability due to the scale of the jamming [29].
[bookmark: _Toc187838243]Secure Communication
The ability to communicate securely is paramount to the operational integrity of a plethora of organisations and agencies. The principles of secure communication being the protection of data in transit against eavesdropping/interception [30].
In the context of radio communication, FHSS, alongside reserved (non-public) frequence allocation bands, as previously discussed in this report an oft-used method of ensuring that the communication channel remains secure [31]. FHSS when used for secure communication ensures that emergency services are able to communicate wirelessly and interoperate with minimal interference and are able to maintain public safety and public order [32]. 
[bookmark: _Toc187838244]SDR
SDR, Software Defined Radio, by its very nature is a highly configurable method of developing radio modulation and demodulation capability without expensive fixed-function hardware, through the use of software processing on an attached computer platform [33]. 
Platforms based around RTL-SDR hardware and GNU radio, as used in this report, are highly flexible and configurable (based on a Digital TV tuner) and offer a low barrier to entry to hobbyists and students [34]. Unfortunately, this also means that hostile actors can misappropriate this technology and may use it to listen to reserved unencrypted private/governmental frequency allocations and also to commit other crime. An example would be capturing the unencrypted signals of keyless car key button presses, via a low-cost SDR, and then utilising these in a re-broadcast attack to unlock a target vehicle for theft/unauthorised access [35].


[bookmark: _Toc187838245]Conclusion
This report has shown FHSS to be an effective means of allowing for secure communication when narrowband frequency (NBFM) jamming is being used as a means of preventing communication. As well as this, it has shown the low-cost SDR is an effective tool is signal analysis and intelligence.
The limitations of the FHSS technique evaluated in this report, namely it requires manual user intervention, could be overcome through automating the frequency hops and using a more complex algorithm, rather than 5 channels derived from multiples of the carrier frequency. For the SDR, the noise even from local WBFM broadcast was significant and was heavily reliant on antenna placement. A better shielded antenna along with a more opportune location (i.e., outdoors) would have likely yielded a better SNR and therefore a clearer demodulated signal.
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