A Short Report on Ransomware
Introduction
Ransomware is a form of malicious attack that holds the user or company hostage, threatening to delete any and all data should a payment not be made, with ever increasing demands as time passes. Its effectiveness in is achieved by beginning to encrypt data the moment it’s on the victim’s computer. Possible methods of infection as listed on Malwarebytes include through email, feigning a bank or other service/government body and have attached rigged files for the user to either download or access through a link. However, most attacks are often tailored to their victim through using ‘malvertising’ and taking note of user activity, what computer they use and location, even on legitimate sites. [1]
Types of Ransomware
According to Malwarebytes there currently are three types of ransomware that exist now: [1]
1. Scareware; putting on the persona of a security program demanding payment to remove malicious software recently discovered. This one doesn’t bother encrypting so file loss is not an issue.
2. Screen lock ransomware is more brutish in its attempt to prevent the user from accessing their PC. Booting up a PC infected by this ransomware will instead show a window claiming to be a government body demanding a fine for suspected illegal activity. This does prevent the user from accessing their PC in an unsophisticated way.
3. Encryption Malware is the most threatening of the three here, as it encrypts the user’s data so that they cannot gain access and with a pop-up making clear looming threat of deletion of either the data itself or encryption key should the ransom not be paid.
Variants of Encryption Malware
Among encryption malware, one of the most prominent is called CryptoWall. According to the FBI, CryptoWall has been relentlessly affecting U.S. businesses and citizens – and the cost of such an attack is worth more consideration than the ransom itself, totalling as high as $10,000 as a result of loss of productivity among other things. Far beyond $18 million has been lost from the citizenry due to the malicious work of CryptoWall. [2]
In another article, John Dunn explains that within the first 6 months of CryptoWalls known presence in the world it had affected over 600,000 people and eventually staggering towards 1 million victims. The worldwide scale of this assault ended up causing well over three hundred and a quarter million dollars not only in ransoms but in the amount of disruption and damage it left in its wake. [3]
Not only is CryptoWall one of the most threatening of its time, but WannaCry is also just as severe a threat to any large organization.
WannaCry was initially known as EternalBlue, attributed to have been built by the NSA to exploit a bug in Windows for cyberattacks but later stolen by a hacker scene group along with the knowledge of Windows’ vulnerability now known amongst various hacker groups. The NHS in England & Scotland soon fell victim to WannaCry’s assault and was crippled for a week as it continued to spread to other devices on the network. NSTech (Edited by Oscar Williams) states that the attack had cost the NHS a total of £92 million - £73 million of this value was spent to help restore all IT equipment back to its previous operational state – as well as having cancelled nearly 20,000 appointments during the catastrophe. [4]
Safeguarding Yourself from Ransomware
There are ways to protect and prevent yourself from becoming a victim in the event of a ransomware attack. Following this list should keep your data relatively safe from being lost:
· Keep your Anti-Virus software up to date so that should a new ransomware become known to the public, it will be added to their list and once found on a PC will be removed
· Back up your data on an external hard drive and only have it plugged in when necessary. If the ransomware should find any connected devices, it will go ahead and encrypt all those files as well. If this is a bigger business, it may be best to invest into some NAS servers located on a different network and active when required
· If you don’t recognize a contact on your email or your bank/service is asking for you to download suspicious forms, ignore them or even contact said individuals through another method other than the email to confirm if its them. They might have even been compromised themselves if it is one of your contacts and might not have known otherwise
· In the event a PC does get infected, disconnect it from the network immediately to prevent further spread or shut down the network if it’s gone beyond patient zero and you need to identify what’s compromised
Conclusion
[bookmark: _GoBack]To finish off, always remain sceptical of anything that looks out of place in your emails and don’t click on any malicious ads claiming you have won any prizes. You wouldn’t fall for a scam or pyramid scheme in the real world, and you shouldn’t fall for the same online. Encryption Malware is a serious risk to any business and can put anyone in jeopardy, so following safeguard techniques will keep your business as safe as possible.
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