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1. [bookmark: _Toc88480097]Abstract
The number of users on the internet is increasing worldwide, which is also causing the demand for information to be accessed via the internet. The number of businesses using the internet is increasing each day. This however means there are more targets for security attacks. More businesses using the internet to store important information means more businesses are at risk of having their information assets being accessed by attackers. This is resulting in the demand for professionals that can protect the business from attacks. There being over a billion users that use the internet and due to that number increasing the number of users that can perform attacks on information and assets from businesses are increasing every day. This is resulting in the demand for IT professionals with both skills and experience to ensure that the information and the assets are secure. The IT frameworks and models were looked at in this report and they were then discussed while Data Security, Governance and Compliance principles and practices will be applied to a scenario. Coffee blue is an organisation looking to establish a policy that covers their security needs. The research done on the various frameworks were used to come to a decision on the best practise they could take with their business to improve the organisations security needs.



2. [bookmark: _Toc88480098]Task 1

[bookmark: _Toc88480099]2.2 Security frameworks
Companies will use security frameworks to protect them from being vulnerable to any security related risks [1]. These policies and procedures that are followed when an organisation is managing or implementing security controls that are defined in a sequence of processes. The framework work act as a blueprint that is followed when information security programs are built to manage any vulnerabilities as well as reducing them. The frameworks can be applied by professionals in information security so that organizations building security can have the tasks that they require defined and prioritized [2]. 
The security frameworks can be customized to be tailored towards a certain security issue that an organisation might face the same way blueprints will be customized so it can meet specific requirements. Various organisations will use frameworks that has been developed for a various regulatory compliance goal or a specific industry. Frameworks can vary from different levels of complexity and different scales, but a good number of frameworks do overlap when it comes to general security concepts as they grow. Various security frameworks are shown in Figure 1. 
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[bookmark: _Ref88480026]Figure 1 IT Security Framework options [3]

[bookmark: _Toc88480100]2.3 COBIT 
The Certified Information Security Manager (CISM) and the Certified Information Systems Auditor (CISA) certifications are offered by an organisation called ISACA [4]. ISACA is an independent, non-profit organisation made up of IT governance professionals This organisation also created a framework in the 90s called COBIT [5]. COBIT stands for Control Objectives for Information and Related Technology. At first, the main goal of this framework was to reduce the technical risks an organisation might face. However, it COBIT has now grown to COBIT 5 where there is also the goal of having IT aligned with business-strategic goals included with the framework. This is also the most common framework that is used to comply with the Sarbanes-Oxley rules which is followed in America. This is an act that commands practices when it comes to keeping financial records as well as reporting for organisations [6]. COBIT 5 has 5 principles that it is based on. These are essential principles when it comes to managing and governing enterprise IT effectively. 
1. The first principle is that the framework must meet the needs of the stakeholder
2. The second principle is that there should be end to end coverage of the enterprise
3. The third principle is that a single integrated framework should be able to be applied
4. The fourth principle is that a holistic approach should be enabled 
5. The fifth and final principle should be that management and governance should be separated.
While the five principles that were mentioned do allow organisations to have a holistic framework built so the IT can be governed and managed. There are 7 enablers that it is built on. These are:
· Polices and framework
· Information
· Culture, behaviour and ethics 
· Processes
· People, skills and competences.
· Services, Applications and infrastructure,
· Organisational structures
All these combined wills help an organisation have its IT investments aligned with the objectives to have the investments values realised [7].
According to Isaca, there are various advantages when it comes to using a COBIT framework. For example:
· This framework can be used in many industries and organisations regardless of their size. The tools are accepted globally and can be applied to other businesses as well as IT. 
· Trust and value in IT services are also increased with a COBIT 5 certification as practices, models, tools, and principles are provided. The decision making will be more effective by the users due to the COBIT 5 training that will suit the stakeholders needs as well as having their goals clarified.
· The cost of COBIT 5 is also low which will then make it more accessible for organisations. The cost of the IT services and technology can be optimized due to the help from the COBIT 5 certification as well as maintaining the risks that are related to IT at an appropriate level.
· It can be integrated easily. This framework was designed so it can work well with other frameworks such as ISO 27000. It is a good practice to use an integrated approach to implement IT governance framework as they can combine so various parts of the framework can be used to deliver the various results needed. An approach to various frameworks such as COBIT 5 and ITIL integrating is provided by Pragmatic Application of Service Management.
· Another advantage of COBIT 5 is very credible as it was written by several people contributing to it and reviewing it. There are about 100,00 people from around 160 countries made up of governance, auditors, risk and assurance professionals as well as people interested in security that came together and created ISACA [8]. 
COBIT 5 also has some drawbacks to the framework. Cobit 5 could be seen as to complex for some of the new users so they might be cautious about using it which could disrupt the framework being adopted. [9]COBIT had disadvantages in the pass that has been addressed. One of their criticisms were that the results produced were limited and it did not support using an IT governance engagement and fixing and making itself more accountable. Many providers of services did use COBIT, but it wasn’t integrated into the business. COBIT 5 has addressed these drawbacks with the new version [10].


[bookmark: _Toc88480101]2.4 ITIL
ITIL is known globally as one of the leading frameworks for IT service management. This is since it can be adapted by many organisations as it has a lot of important IT related practices included with it. This framework is made of various methods and practices that are used to manage the IT infrastructures developments and operations. Many series of books talk about ITIL when covering the topic of IT management. [11]
ITIL 4 is the 4th and latest version of this framework. This latest version of the framework is built upon the core of previous versions of this framework which allows a practical comprehensive and proven guidance to be provided. This version is also adaptable as ITIL 4 has both the traditional service management and transformative service management such as clout technologies supported. It is also used to manage digital services and help the digital technologies be optimized so it can be used to work with consumers and drive the strategy for business as well as digital transformation. The ITIL 4 framework has also been used by various organisations including ones as big as Spotify and Vodafone who are using to make them more efficient and make their customers more satisfied. The ITIL 4 has a comprehensive core guidance publication, and it also is a recognized professional certification worldwide. Individuals and organizations can adapt the ITIL 4 certification scheme to their requirements. A broad scope of the service management can be developed as modular, tiered approach is used by ITIL which also allows the individual or organisation to have focus on certain areas of expertise. [12]
The diagram from Axelos shown in Figure 2 shows the various certification streams.
[image: Timeline, Teams

Description automatically generated with medium confidence]
[bookmark: _Ref88476169]Figure 2 - ITIL certification streams[13]
Some of the advantages of ITIL 4 is that:
· It can help the alignment between the organisations, and IT become stronger as ITIL will help the organisations understand the impact that IT will have on the strategy and the ways professionals can use the service management dimensions for a wider business scope.
· The delivery of the service and the satisfaction of the customer will also be improved with customers as the guiding principles are used to navigate the changes, streamline work hand have a flexible and collaborative working practice introduced. 
· The resources being utilized will be more improved which will also cause the costs of those services to reduce. 
· The IT costs and assets are also more visible due to the use of ITIL 4. 
· The risks and disruption to the organisation will be able to be managed easier.
· The organisation changing environment will be supported by ITIL 4. It will create a more stable environment to support the change as it can adapt to changing environments due to it working with complex, flexible processes and adaptive systems [14].
The biggest drawback with ITIL 4 is that it could use more guidelines on how DevOps and agile collaborates with ITIL

[bookmark: _Toc88480102]2.5 ISO 27000
ISO 27001 is the international standard for information security. It is part of the ISO 27000 series. This framework provides a specification for information security management systems (ISMS) [15]The security of information is critical for all organisations as the risks related to cyber-attacks and data breaches. A good defence should reduce the risks the organisation being affected by both external risks such as attacks and internal risks like accidental breaches. ISO uses a systematic approach that is made up of people, process and technology that uses risk management to manage and protect the organisations information [16]. There are a host of laws that ISO 27001 can help organisations follow such as the GDPR and NIS regulations. This framework focuses on protecting an information’s confidentiality, integrity, and availability. Over the past 10 years the number of ISO 27001 certifications has increased by 450% which shows how popular it is. This could be since any organisations can implement it regardless of the nature of the organisation or the size [17]
The ISO 27001 has many advantages that gives organisations reasons to implement them:
· For starters this will ensure that all the information is kept secure regardless of if it is stored in the cloud, digitally or if the information is paper based.
· It will also make organisations more resilience to attacks
· This ISMS will protect against technologically based risks, ineffective procedures or human error.
· ISO 27001 will help respond to evolving threats as the information security management systems are going to constantly evolve and become more adaptable to dealing with the risk exposures.
· This will also reduce the costs spent by an organisation as they won’t have to spend as much when it comes to recovering data due to incidents where security is breached. This could also lead into a lower insurance premium.
· There are a lot of policies and procedures in place that will protect the organisations information’s confidentiality, and integrity.
· This standard will cover the entire organisation as well as just the IT departments.
There are also various disadvantages when it comes to using ISO 27001.
· One of the disadvantages is that this information security management system is built to the specification of the organisation so that organisation will decide the level of security needed and what is an acceptable risk level. The acceptable level of risk is not imposed by IS27001. This means that organisations can decide if it is acceptable to put personal information at high risk. This certification would just imply that they have achieved the specification that they have designed. 
· The ISO 27001 framework will not be integrated into a wider framework for IT governance if it is implemented to manage information security on its own as it will be a standalone guidance. 
· If the risk assessment performed is done by someone that does not have the correct expertise in security and risk assessment or if the risk assessment is flawed, there is a chance that the security system implemented complies with the standard yet not be secure.	
If an organisation needs a framework to implement and maintain security ISO 27001 is a good practice. It will also provide a guideline to work towards to show compliance to the standard or to get an external certification. This doesn’t mean that the security is secure since it is done to the level that the organisation deems appropriate. ISO 27001 can be made secure with the use of security professionals that value having information protected [18].
[bookmark: _Toc88480103]2.6 Comparison
The biggest difference between ITIL and COBIT is that while COBIT will say what must be done while ITIL will say how to perform many of COBITS processes in detail. ISO 27001 gives an ISMS specification. COBIT and ITIL do complement each other. While these frameworks are concerned with IT, ITIL will have IT as its focus while it does see the importance of the business. ITIL will use IT to support the business issues. COBITs primary concern is the enterprise. The ISO frameworks focus is on implementing security controls and the stress on risk while taking a management approach. It would use an information security management system to carry this out. These frameworks also have a lot of common ground as they are based off real world experiences and can be support any sizes and types of organisations. Most organisations that are looking to improve their IT services will have started off by adopting the ITIL framework. COBIT however does support audits as it is designed to be Auditable, and it supports evaluation of the organisations IT services while ITIL does not have an equivalent for that. COBIT is a complete IT governance of organization while ISO is a standalone guidance for security. ISO is most likely to be adapted by organisations looking to manage its security. ITIL and ISO are both IS certifiable while organisations are not able to be certified by COBIT.
[bookmark: _Toc88480104]2.7 Why companies need updated security
Companies updating their security regulations and standards or getting new ones constantly is a good practice for various reasons. One of them is that organisations can be at risk when following outdated standards and regulations as the new ones might have new systems or technology addressed. Following and keeping security regulations and standards updated will help organisations build trust with their customers.

[bookmark: _Toc88480105]3. Task 2
One approach that CoffeeBlue can take when it comes to it comes to meeting the needs of the company’s information system security, governance and compliance is to follow various frameworks. ITIL 4 and ISO 27001 are frameworks that it would benefit following. There are various factors that need to be considered to help find an appropriate solution which will now be discussed.
[bookmark: _Toc88480106]3.1 Compliance 
This organisation will have to comply with various laws and ethics when it comes to its security. Adopting ISO 27001 will help CoffeeBlue with complying with the laws and ethics. ISO 27001 will require the staff to have awareness training conducted and a risk assessment conducted.	
[bookmark: _Toc88480107]3.2 Governance 
CoffeeBlue will also need to be governed and use strategic planning for security. Using an ITIL framework will help the organisations with IT governance as it does have a concept of it incorporated into this framework. Having ISO 27000 series will help with the planning for security as one of this frames works principles is to create an environment that is security positive.
[bookmark: _Toc88480108]3.3 Security Policies 
CoffeeBlue will need to have security policies that will ensure that the organisation and the staff’s sensitive data is kept secure as well as protecting the companies’ intellectual data. The company following ISO 27001 will ensure that they do follow a lot of policies that will benefit the company’s security such as the data protection policy and the risk management policy.		
[bookmark: _Toc88480109]3.4 Risk Management Security Management Models 
There is a lot of sub processes in ITIL risk management models. These are risk management support, business impact and risk analysis, assessment of required risk mitigation and risk monitoring. Coffee Blue will benefit from following all these processes.
[bookmark: _Toc88480110]3.5 Contingencies planning 
There are various contingencies that the organisation will have to plan for. ITIL 4 has service continuity management which is a process that is supposed to have business continuity management (BCM) supported so it can ensure that after a major disruption to the organisations services, the services can be back up and running within the timeline that has been agreed upon by the business.
[bookmark: _Toc88480111]3.6 Protection Mechanisms 
It will be a good idea for CoffeeBlue to have some protection mechanisms implemented to help protect the organisations data. For example, having a firewall can block harmful malware from accessing the organisations systems. ITIL 4 has processes that will include procedures that will manage security such as firewall configuration, penetration technology and vulnerability scanning.
[bookmark: _Toc88480112]3.7 Service Level Agreement
CoffeeBlue will not need a service level agreement between them and the customers however, there will need to be an internal service level agreement with the IT department with the organisation witch ITIL 4 has a practice for.


[bookmark: _Toc88480113]4. Conclusion
This report has covered three security frameworks in ITIL, ISO and COBIT. The frameworks have been analysed, critiqued, and then compared with the three frameworks. There was a conclusion that ITIL and COBIT do work well together as each cover what the other lacks. The reasons for why it is good practice to have updated or new regulations and standards. CoffeeBlue was then looked at to design an approach to help them meet the companies needs for an information security system, governance, and compliance. The information gathered from researching the frameworks were used to conclude that ITIL 4 and ISO 27001 would be great frameworks to follow for CoffeeBlue.
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