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Practical work
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Observational work
a) Explain the main differences between local permissions and file shares.
NTFS permissions takes effect to the local operating system and its user. Share permissions enable controls over resource access within a networked environment.  
b) Describe the role of Group Policy Management in the network environment, you can use example policies in your answer.
You can create restricted access for user to use like control panel, command prompt, install programs. So, user cannot mess around with it. It will help you keep your OS clean, and you do not need to worry about user, and what he does.
c) Give some examples of sound ‘password’ principles in modern network environments.
Password policy is a critical requirement for enhancing security across the network.
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