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The internet can be used for all manner of opportunities, activities, connectivity and creativity. During the recent pandemic, it quickly become a major advantage allowing families to continue seeing each other and schools to continue teaching. However, alongside these advantages, come anonymous  threats, failed security measures, surveillance, government control and potentially even technological warfare. 
Modern police continue to deal with all of the same crimes they always have done however, many are now Cyber enabled – such as online fraud, online harassment and online stalking. There are also now crimes that did not exist prior to the creation of the internet including hacking, phishing and sexting. 
The public’s ability to recognise and differentiate between honest offers and those that seek to steal, defraud and take advantage of, has suffered a significant decline (Huey and Broll 2013). Criminals are also becoming increasingly sophisticated in how they operate, for example duplicating phone numbers, emails addresses and the online profiles of family members. 
The police are often the first point of contact however, as a service, are still grappling with how to deal with the issue of cybercrime consistently. Officers, as a reflection of society, possess varying degrees of digital literacy which impacts on the initial response and often the follow up investigation (Huey and Broll 2013). Therefore, can the Police Service plan and manage Cybercrime investigations effectively in the future?
[bookmark: _Toc109157755]Overview of the specific policing issue. 
Policing faces a number of issues to resolve; a thorough understanding of the scale of the problem, the true demand on the police service, a consideration of which services and organisations are best placed to tackle different aspects of online offending and aligning reginal, national and international legislation for cybercrime.
Cybercrime provides offenders the opportunity to target others without the need to come face to face, or having to physically break in or lay hands on another person to steal their identity, data or finances. (Paek, Nalla, Chun and Lee 2021). The existing framework for investigating offences can be complex, further complicating the process of dealing with offenders living or operating from other parts of the UK or abroad.
In terms of demand, not all victims want to disclose their vulnerabilities, the willingness of businesses to report themselves as victims of cyber criminals is lower due to the reputational impact on brand values and shareholders’ assets (Hou and Wang 2020). Graham and Kulig (2019) found that members of the public held different levels of willingness to report cybercrime, dependent on their belief as to whether the police can solve the offence or not. Reyns and Englebrecht (2010,2014) also observed that victims behave differently when subjected to online versions of an original offence such as stalking in that they too, were less likely to report than when they suffered a physical offence. This could be construed as supporting Graham and Kulig’s (2019) findings i.e., if the victim has little faith that the police will locate and prosecute the offender, there is little point in reporting the offence.
Canada has introduced various by-laws relating to bullying - in response to multiple tragic incidents of young people bullied online to the point of suicide (Roll and Huey, 2015).  However, without consultation with those intended to instigate the investigations (e.g. the police and prosecutors) the researchers found that officers were not convinced by the legislation, finding it a repetition of existing traditional offences (e.g. online bullying being equitable to harassment) and simply did not use the legislation extensively.
The training of front-line responders has also been identified as a barrier to the effective handling of cybercrime. Whilst security and intelligence agencies have received financial uplifts, this has not been the case for front line policing. It is evident that the perception of cybercrime by front line policing and their first response to online crime is not yet fully understood (Harkin, 2018)
Research has found that officers are ill-equipped to deal with cyber-bullying (wall 2007) (Huey 2002).  The consensus being that police officers both want and need more training and the guidance to investigate cybercrime (Hinduja, 2004).  Some regions have responded with additional legislation, but this provides minimal assistance, given most offending is already covered by existing laws (Huey & Broll 2013).
Harkin and Whelan (2021) query the cover-all statement 'train the police' by asking who exactly within the police needs training and what training do they need? They stated that the police are under prepared and are not in a position to increase capacity quickly enough. They also found expert units dealing with high volume-low level online criminality because local officers do not have the skills to deal with them. Senior leadership teams alike, do not have the skill sets or understanding to make strategic decisions about how Forces deal with cybercrime. This can be seen to create a ‘perfect storm’ that even when staff do articulate the issue and their needs, there is no ability to comprehend the issue nor translate it into action and tangible outcomes.
Kremer (2014) discusses two different mindsets to cyber security, the first being a militarised approach focused on national security, the other being a liberal security mindset which looks to balance personal rights and liberties online along with security concerns. This view gives rise to an understanding of how policing online crime can become so complex,  with some officers, departments or Forces seeing cybercrime as something that should be dealt with by others (National security) or potentially something that police should not become involved in at all (personal rights to expression). Kremer (2014) also believes simply using the word ‘cyberspace’ can strike fear into some officers who feel overwhelmed by the technology and their perception that others (e.g., children, offenders) know more about the subject than they do.
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Researchers agree that online offending can be broadly separated into those offences that occur because of the internet, with others occurring regardless but enabled by the internet.
Cyber-dependent crimes are those that can only be committed using computers or computer-related technology, such as the spreading of malware or denial of service (DDoS) attacks. In contrast, cyber-enabled crimes can be conducted both on and offline, with online aspects serving to increase both the speed and scale of such crimes (National Crime Agency, 2016).
As the technology and systems being used by businesses continue to develop and become more advanced, so too are the criminals targeting them. The police service has rapidly been left behind, unable to keep up with advances made in technology and attack methodology. Businesses and organisations must remain engaged with the issue – especially at the executive level to ensure there is a full understanding of the threats and risks presented. (Progoulakis, Nikitakos, Rohmeyer, Bunin, Dalaklis and Karamperidis, 2021)

Collin and Felson’s Routine Activities Theory (Yar 2005) states that those wishing to commit crime will be drawn to opportunities that present easily accessible victims and a lack of safeguarding (such as a guardian), cyberspace offers such opportunities in abundance from chat rooms to unsolicited emails.  Collin and Felson (as cited by Yar 2015) state that the safeguarding does not necessarily need to come in human form such as an adult monitoring a child’s online activity, it could be automated systems picking up on data being transmitted e.g., spam filters. The benefits to the offender are the ability to commit crime without ever needing to share a space with the victim, let alone come face to face (Fazzini 2019) This is also pertinent for those offenders who are targeting a known individual, when they are doing so anonymously.  
Considering this theory, social media companies and internet providers can always do more to build automated guardians into their systems whilst policing and government organisations could apply for and mandate more supervision orders and restrictions for known offenders.  The prevention of internet crime is touched on later in the report, however, encouraging parental engagement with a child’s online activity, could quite literally, be lifesaving.
Caravelli (2019, p.24) quoted General Keith Alexander, former head of US National Security Agency as putting the cost of Cybercrime to the global economy (as of 2012) at one trillion US dollars however, this figure and most other quotes cannot be universally agreed by experts due to the expansive and complex nature of the criminality involved.  Paek et al (2021) discuss espionage and business fraud running into the hundreds of millions of pounds to put right and the requirement of businesses to invest up front to prevent themselves becoming targets or victims of such attacks.
Given this potential impact on society, it would appear logical that the Police look to disrupt and dismantle such activity. However, Wall (2007) claims that Policing developed as a concept during the 18th Century and has been left with an enduring ‘instinct’ to police all areas. It is arguable therefore that policing should not be responsible for all cybercrime investigation. Should companies operating in online spaces be doing more to oversee and control their clientele? Should social media companies do more to protect their users whilst on their platforms, should cryptocurrencies be more regulated?
Huey & Broll (2013) discuss members of the public monitoring the behaviour of others, described as ‘permissive participants’, those that have identified offenders targeting vulnerable individuals in online spaces.  There have been numerous citizen led paedophile hunter groups which, having been tested in UK law courts (Homes 2019) are able to operate legally outside of the expansive human rights legislation, those same laws that bind police forces.
Research by Drew and Favell (2018) also focused on the victim’s role in preventing themselves becoming a target or a victim although Burns and  Roberts (2013) countered this argument by querying whether the average member of public was able to fully understand the safeguarding advice and it’s technical implications enough to translate what they have been told into practice, they also gave pertinent examples such as romance fraud and sextortion whereby the potential victim is unlikely to follow a logical thought process but rather demonstrate emotionally driven behaviour against all advice.
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In October 2017 the National Police Chief Council (NPCC) mandated all forces create a cybercrime unit with focus on improving the victim experience.  Whilst this addressed some need Cockcroft et al (2021) cited the training and education required by Officers across UK policing but at local policing level.
The UK Government has recognised cybercrime as a relevant threat and subsequently invested £22 billion in its most recent cyber strategy to fund research, joint working and collaboration at the highest level (Home Office, 2022). Again, this does miss those working with victims on a daily basis and cybercrime remains for most forces a lower priority with little focus on skills or capability.
This followed findings by the Policing Executive Research forum (2014) that identified officers were missing essential skills to identify and investigate online criminality. This view was expanded across the criminal justice system in its entirety as they understood that victims were no better served by prosecutors and Judges that did not understand the technical information being bought before them.
Hou and Wang [2020] suggest multi-agency partnerships with private industry to improve the police capability to investigate. The UK moved away from the policing of public housing enabling the Security Industry Association (SIA) to licence door staff to manage such locations, could policing of the internet could be handed to licensed organisations. It could also be possible to utilise schemes such as Direct Entry to policing to resolve the gap in knowledge within the police service and recruit into any specialist area of policing – such as cybercrime investigation. It would be advantageous for Chief Officer Teams to consider a cybercrime tactical advisor where their knowledge and expertise is incomplete; utilising a specialist to help undertake a SWOT analysis would assist the organisation position itself effectively to manage and investigate online offending.
Loveday (2017) suggests recruiting a technology literate work force, Operation uplift has by its very nature changed the profile of new recruits to a much younger age therefore these recruits will naturally have grown up immersed in and more at ease with modern technology.  However, given the skillset policing requires to investigate more serious cybercrime it is arguable that other businesses will be attracting graduates and other skilled workers with more attractive starting salaries than policing is able to do.  This could be an area perfect for the onward evolution of schemes like Direct Entry and better use of police funding to recognise, reward and recompense prior knowledge and experience. 
It is also worth considering what hidden talent could be harnessed that exists amongst Forces already, e.g. Officers and Staff that have previously been employed in a technical field. Should policing maintain response officers dealing with high volume, low impact online crime, by keeping them up to date with technological advances and new online offending – or accept that a new additional specialist department needs to be created for the 21st century that deals with online offending.  Given Policing has retained the same operating model of response and criminal investigation since its conception in the 18th Century, it is time to add a third department, focused on cybercrime, given its prevalence in society?  

Wall (2007) states that the internet has moved us from regional / national definitions of crime to now operating with global definitions – this brings with it the complexities of working across borders with varying sets of legislation, prosecutors and investigators. Collaborations within the UK such as the National Crime Agency (NCA) and Regional Organised Crime Units (ROCUs) have been able to successfully navigate this issue. Similar set ups can be found in the U.S. between the FBI, National Security Agency and the C.I.A. amongst many others (Caravelli 2019, p.23), however, individual Forces would not be in the same position to assess the threats and respond in the same way. Wall (2007) argues capacity and training is only a small part of the solution and that Policing needs to collaborate wider and further. 
 The National Crime Agency’s (NCA) ‘Operation Venetic’ has been a shining example of what can be done taking a collaborative approach. Montalbano (2020) noted that EncroChat encrypted communication devices were used almost exclusively to undertake criminal activity, predominantly by Organised Crime Gangs. The system was successfully hacked by NCA operatives working with International agencies and sharing technical expertise and intelligence, resulting in 746 arrests, the seizure of £54 million pounds in cash, the disruption of over 200 threats to life and prevented at least one murder traversing the UK and Europe. With cash seizures in this region, proceeds of crime applications could assist such operations to pay for themselves in the future.
Such funding could also be invested in reducing future offending with Loveday (2017) stating that police should invest in crime prevention when it comes to cybercrime.  (Wall 2007) (Huey & Broll 2013) found that where young people are concerned, providing education to prevent them being victims is more important with longer lasting impact than criminalising them in front of a court. They also identified parents harbouring similar concerns to officers – that their knowledge was inferior and that ‘someone else’ would be best placed to deal with their children’s online behaviour.
[bookmark: _Toc109157758]Conclusion
Policing has developing significantly over the last two centuries however, the rapid acceleration of internet-based offending surpasses anything seen previously within the service. This has created a vacuum of knowledge and expertise on the frontline of policing, a naivety and vulnerability amongst citizens exposing them as potential victims and a cohort of entrepreneurial offenders, adapting their methodologies at pace.
Whilst Governments and National agencies are starting to recognise the scale and threat posed by the issue, funding is still lacking and not necessarily getting to the right places. There remains a dearth of understanding of the true scale of online crime, what approaches work and who is best placed to tackle cybercrime.
International collaborations are starting to see some positive results, Operation Venetic being one such example however, the learning from this needs to be shared and the approach emulated. The police service must find an understanding with its public on how low impact-high volume offending should be investigated and ensure all parties recognise their personal or organisational part in keeping online users safe and their data and assets secure.
The future of cyberspace, the internet and digital technology will only continue to morph and shapeshift at speed. Identifying good practice at this relatively early stage will stand police forces on solid foundations for the challenges of the future.
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