interface GigabitEthernet0/0/0
no ip address
shutdown
negotiation auto
!
interface GigabitEthernet0/0/1
no ip address
shutdown
negotiation auto
!
interface GigabitEthernet0/0/1.22
encapsulation dot1Q 22
ip address 192.168.90.1 255.255.255.0
!
interface GigabitEthernet0/0/1.23
encapsulation dot1Q 23
ip address 192.168.100.1 255.255.255.0
!
interface GigabitEthernet0/0/1.24
encapsulation dot1Q 26 native
ip address 192.168.110.1 255.255.255.0
!
interface GigabitEthernet0/0/1.25
!
interface GigabitEthernet0/0/2
no ip address
shutdown
negotiation auto
!
interface GigabitEthernet0/0/3
no ip address
shutdown
negotiation auto
!
interface Serial0/1/0
!
interface Serial0/1/1
!
ip http server
ip http authentication local
ip http secure-server
ip forward-protocol nd
!
!
!
!
!
!
control-plane
!
!
line con 0
password cisco123
login
stopbits 1
line aux 0
line vty 0 4
login local
transport input ssh
line vty 5 14
login
transport input ssh
!
call-home
! If contact email address in call-home is configured as sch-smart-licensing@cisco.com
! the email address configured in Cisco Smart License Portal will be used as contact email address to send SCH notifications.
--More--
S1(config)#exit
S1#s
*Aug 21 15:55:04.274: %SYS-5-CONFIG_I: Configured from console by consolehow
% Type "show ?" for a list of subcommands
S1#show vlan brief
 
VLAN Name                             Status    Ports
---- -------------------------------- --------- -------------------------------
1    default                          active    Gi1/0/3, Gi1/0/4, Gi1/0/5
                                                Gi1/0/6, Gi1/0/7, Gi1/0/8
                                                Gi1/0/9, Gi1/0/10, Gi1/0/11
                                                Gi1/0/12, Gi1/0/13, Gi1/0/14
                                                Gi1/0/15, Gi1/0/16, Gi1/0/17
                                                Gi1/0/18, Gi1/0/19, Gi1/0/20
                                                Gi1/0/21, Gi1/0/22, Gi1/0/23
                                                Gi1/0/24, Gi1/0/25, Gi1/0/26
                                                Gi1/0/27, Gi1/0/28
22   VLAN0022                         active    Gi1/0/1, Gi1/0/2
24   Management                       active
25   VLAN0025                         active
26   Native                           active
1002 fddi-default                     act/unsup
1003 token-ring-default               act/unsup
1004 fddinet-default                  act/unsup
1005 trnet-default                    act/unsup
S1#
*Aug 21 15:55:22.061: %CDP-4-NATIVE_VLAN_MISMATCH: Native VLAN mismatch discovered on GigabitEthernet1/0/2 (22), with S2.swre-lab.com GigabitEthernet1/0/2 (1).
*Aug 21 15:55:31.672: %CDP-4-NATIVE_VLAN_MISMATCH: Native VLAN mismatch discovered on GigabitEthernet1/0/1 (22), with S2.swre-lab.com GigabitEthernet1/0/1 (1).
S1#show run
Building configuration...
 
Current configuration : 3771 bytes
!
! Last configuration change at 15:55:04 UTC Wed Aug 21 2024
!
version 15.2
no service pad
service timestamps debug datetime msec
service timestamps log datetime msec
no service password-encryption
!
hostname S1
!
boot-start-marker
boot-end-marker
!
enable secret 9 $9$d9pI1WTsL3mBI3$j9P2O22wsdrATxvD3ouhK4JjJYq0zhR//rrS46hXuHU
!
username cisco privilege 15 secret 9 $9$JtTd3Jrd1VZzRy$DPun0B1sVuSehmZ4yA67iMq0jZRP1Glnfc46k2ZLEOg
no aaa new-model
switch 1 provision c1000-24t-4g-l
system mtu routing 1500
!
!
no ip domain-lookup
ip domain-name swre-lab.com
!
!
!
!
!
!
crypto pki trustpoint TP-self-signed-36741632
enrollment selfsigned
subject-name cn=IOS-Self-Signed-Certificate-36741632
revocation-check none
rsakeypair TP-self-signed-36741632
!
!
crypto pki certificate chain TP-self-signed-36741632
certificate self-signed 01
  30820227 30820190 A0030201 02020101 300D0609 2A864886 F70D0101 05050030
  2F312D30 2B060355 04031324 494F532D 53656C66 2D536967 6E65642D 43657274
  69666963 6174652D 33363734 31363332 301E170D 32343038 32313038 34323037
  5A170D33 30303130 31303030 3030305A 302F312D 302B0603 55040313 24494F53
  2D53656C 662D5369 676E6564 2D436572 74696669 63617465 2D333637 34313633
  3230819F 300D0609 2A864886 F70D0101 01050003 818D0030 81890281 8100BE12
  DEFFC5C5 06FD6737 C8735848 88E69E79 3527889F 1F4C2691 F1AA4373 AEBE3BD2
  CDF4E442 FC7CD8B4 8517306C FF03BB8B 358651C5 5609A43A 55AF37A0 788FFCCE
  95E83B6E 83441509 3E810299 B60BE456 33F47AAA FFEE066C D09A38F5 C1B6AA75
  84959868 8DDFE817 84B04A48 2C95B0C5 67B33E47 A9807B7B B5624197 8D750203
  010001A3 53305130 0F060355 1D130101 FF040530 030101FF 301F0603 551D2304
  18301680 1413DF4B C581DDC2 6D4B3100 5A1B7D11 C2C34389 6C301D06 03551D0E
  04160414 13DF4BC5 81DDC26D 4B31005A 1B7D11C2 C343896C 300D0609 2A864886
  F70D0101 05050003 81810063 F592E643 3ECCC234 86D36747 061335D8 779B5367
  5DA75A0A EA6DF929 75CB643F A3E85691 061B11CB A388F358 2EB03290 A42B1F38
  9DD8FFBA 4E7FA15D 489C5798 6C5A45BA AB52BF26 F95C96C9 DFD0877B FD3CF17A
  538A4702 84AFE8C8 1AFA9376 7223B14A 20FD2611 17790522 7A3B2F85 7D4423B5
  AAC7A55D 94F73971 EBEC2B
        quit
!
spanning-tree mode rapid-pvst
spanning-tree extend system-id
!
vlan internal allocation policy ascending
!
!
!
!
!
!
interface GigabitEthernet1/0/1
switchport access vlan 22
switchport trunk native vlan 22
switchport mode access
!
interface GigabitEthernet1/0/2
switchport access vlan 22
switchport trunk native vlan 22
switchport mode access
!
interface GigabitEthernet1/0/3
!
interface GigabitEthernet1/0/4
!
interface GigabitEthernet1/0/5
!
interface GigabitEthernet1/0/6
!
interface GigabitEthernet1/0/7
!
contact-email-addr sch-smart-licensing@cisco.com
profile "CiscoTAC-1"
  active
  destination transport-method http
!
!
!
!
!
!
end
 
R1#
R1#sh run
Building configuration...
 
Current configuration : 7114 bytes
!
! Last configuration change at 15:21:11 UTC Wed Aug 21 2024
!
version 17.9
service timestamps debug datetime msec
service timestamps log datetime msec
! Call-home is enabled by Smart-Licensing.
service call-home
platform qfp utilization monitor load 80
platform punt-keepalive disable-kernel-core
!
hostname R1
!
boot-start-marker
boot-end-marker
!
!
no aaa new-model
!
!
!
!
!
!
!
no ip domain lookup
ip domain name swre-lab.com
ip dhcp excluded-address 192.168.90.1 192.168.90.10
ip dhcp excluded-address 192.168.100.1 192.168.100.10
ip dhcp excluded-address 192.168.110.1 192.168.110.10
!
ip dhcp pool VLAN24
network 192.168.110.0 255.255.255.0
default-router 192.168.110.1
dns-server 8.8.8.8
!
ip dhcp pool vlan22
network 192.168.90.0 255.255.255.0
default-router 192.168.90.1
dns-server 8.8.8.8
lease 7
!
ip dhcp pool vlan23
network 192.168.100.0 255.255.255.0
default-router 192.168.100.1
dns-server 8.8.8.8
lease 7
!
ip dhcp pool vlan24
dns-server 8.8.8.8
lease 7
!
!
!
login on-success log
!
!
!
!
!
!
!
subscriber templating
vtp version 1
multilink bundle-name authenticated
!
!
!
crypto pki trustpoint TP-self-signed-535628707
enrollment selfsigned
subject-name cn=IOS-Self-Signed-Certificate-535628707
revocation-check none
rsakeypair TP-self-signed-535628707
!
crypto pki trustpoint SLA-TrustPoint
enrollment pkcs12
revocation-check crl
!
!
crypto pki certificate chain TP-self-signed-535628707
certificate self-signed 01
  3082032E 30820216 A0030201 02020101 300D0609 2A864886 F70D0101 05050030
  30312E30 2C060355 04031325 494F532D 53656C66 2D536967 6E65642D 43657274
  69666963 6174652D 35333536 32383730 37301E17 0D323430 38323130 38343131
  315A170D 33343038 32313038 34313131 5A303031 2E302C06 03550403 1325494F
  532D5365 6C662D53 69676E65 642D4365 72746966 69636174 652D3533 35363238
  37303730 82012230 0D06092A 864886F7 0D010101 05000382 010F0030 82010A02
  82010100 C97E394D E486BD09 FEA58A76 6C0C482C 4E3DD7E4 68DE8731 179B73FA
  CAD368EF EA727828 06794D66 91CF3796 3B9D4EAA C45F11E9 52BBFD95 2E80F566
  B8349690 73B18BEA 190014D7 8F2284D9 0AB37436 915FC113 2B4B25C6 849EA151
  A6C55789 4FD6916D 3838EFBD 1EEB432A E4E83AA5 E10B690D 3BFDBAB1 F894AC59
  61E83A5F F02C0A5F AE7AE82B 1FC992BE 62A4E6B9 C2694A2A 2BF7ACD5 B88F8338
  F7A8D26D E4B4A101 0A24AB6E 1BBBC32A 520C74E6 66542F6F AB66CAED 03A866FF
  50C6AF08 87CD9B44 F0815A7B 594A7E91 F9536AC7 D75B2EAF 9CDB33BA B8D363BF
  9EF19EF0 3536A24E D0839BED F7E46622 8F21DD50 FE83758A 0D42472E 36D631C6
  86EB4E27 02030100 01A35330 51300F06 03551D13 0101FF04 05300301 01FF301F
  0603551D 23041830 1680149D E1280472 FEDF13B6 26038477 0C426296 0D495730
  1D060355 1D0E0416 04149DE1 280472FE DF13B626 0384770C 4262960D 4957300D
  06092A86 4886F70D 01010505 00038201 01000395 4E134F02 9883500D BD209445
  21312BE9 855243E3 C7C1A848 90C8EC5F 9180D9E7 90C5A4C4 0C927860 B01D7A00
  312801A1 19FA17ED BAE24DF1 CF698ED9 A811CAFB 155A146B 1EC4792D 64F68CE8
  FE319B44 F841E654 5CC2B5A9 A979D70F B9C58BB2 17D04BF4 3604D1FD BF45C4B4
  59457C65 A0AF173E 76D22AD1 D44FD784 3AD1F550 E396FDAD FFB1290C 431995A9
  E044B35D A0AE11C3 25783EFF 08ABD716 EAA42284 120C8B52 1F16ADB7 36553401
  3395858A 5D67B365 1FB6D899 267ACA97 8BE74834 7C2AE4D4 DF5E760A AB30870C
  F1264A21 4B03331A 89E5558A AB118A6C 69EA494F BB32BEF0 D2D9BB4B 5EF75DD4
  BFB97CAD 07B65D3E 361E7132 C1A5F616 1315
        quit
crypto pki certificate chain SLA-TrustPoint
certificate ca 01
  30820321 30820209 A0030201 02020101 300D0609 2A864886 F70D0101 0B050030
  32310E30 0C060355 040A1305 43697363 6F312030 1E060355 04031317 43697363
  6F204C69 63656E73 696E6720 526F6F74 20434130 1E170D31 33303533 30313934
  3834375A 170D3338 30353330 31393438 34375A30 32310E30 0C060355 040A1305
  43697363 6F312030 1E060355 04031317 43697363 6F204C69 63656E73 696E6720
  526F6F74 20434130 82012230 0D06092A 864886F7 0D010101 05000382 010F0030
  82010A02 82010100 A6BCBD96 131E05F7 145EA72C 2CD686E6 17222EA1 F1EFF64D
  CBB4C798 212AA147 C655D8D7 9471380D 8711441E 1AAF071A 9CAE6388 8A38E520
  1C394D78 462EF239 C659F715 B98C0A59 5BBB5CBD 0CFEBEA3 700A8BF7 D8F256EE
  4AA4E80D DB6FD1C9 60B1FD18 FFC69C96 6FA68957 A2617DE7 104FDC5F EA2956AC
  7390A3EB 2B5436AD C847A2C5 DAB553EB 69A9A535 58E9F3E3 C0BD23CF 58BD7188
  68E69491 20F320E7 948E71D7 AE3BCC84 F10684C7 4BC8E00F 539BA42B 42C68BB7
  C7479096 B4CB2D62 EA2F505D C7B062A4 6811D95B E8250FC4 5D5D5FB8 8F27D191
  C55F0D76 61F9A4CD 3D992327 A8BB03BD 4E6D7069 7CBADF8B DF5F4368 95135E44
  DFC7C6CF 04DD7FD1 02030100 01A34230 40300E06 03551D0F 0101FF04 04030201
  06300F06 03551D13 0101FF04 05300301 01FF301D 0603551D 0E041604 1449DC85
  4B3D31E5 1B3E6A17 606AF333 3D3B4C73 E8300D06 092A8648 86F70D01 010B0500
  03820101 00507F24 D3932A66 86025D9F E838AE5C 6D4DF6B0 49631C78 240DA905
  604EDCDE FF4FED2B 77FC460E CD636FDB DD44681E 3A5673AB 9093D3B1 6C9E3D8B
  D98987BF E40CBD9E 1AECA0C2 2189BB5C 8FA85686 CD98B646 5575B146 8DFC66A8
  467A3DF4 4D565700 6ADF0F0D CF835015 3C04FF7C 21E878AC 11BA9CD2 55A9232C
  7CA7B7E6 C1AF74F6 152E99B7 B1FCF9BB E973DE7F 5BDDEB86 C71E3B49 1765308B
  5FB0DA06 B92AFE7F 494E8A9E 07B85737 F3A58BE1 1A48A229 C37C1E69 39F08678
  80DDCD16 D6BACECA EEBC7CF9 8428787B 35202CDC 60E4616A B623CDBD 230E3AFB
  418616A9 4093E049 4D10AB75 27E86F73 932E35B5 8862FDAE 0275156F 719BB2F0
  D697DF7F 28
        quit
!
!
license udi pid C8200L-1N-4T sn FCZ2818R0QD
memory free low-watermark processor 62972
!
diagnostic bootup level minimal
!
spanning-tree extend system-id
!
enable secret 9 $9$Sf1uRk0huK1WgU$pujnrBEhzhjJS05DPkDlBGrU5.3Td0YA3Ki8rOR0/lY
!
username cisco privilege 15 secret 9 $9$Ce210JTjqew6c.$eVfQ5PyndH2Nt5P2DGEOProbZ/9IG9uhe5sI1j9CoSM
!
redundancy
mode none
!
!
!
!
!
!
!
!
interface Loopback0
ip address 209.165.101.1 255.255.255.224
!
interface GigabitEthernet0/0/0
no ip address
shutdown
negotiation auto
!
interface GigabitEthernet0/0/1
no ip address
shutdown
negotiation auto
!
interface GigabitEthernet0/0/1.22
encapsulation dot1Q 22
ip address 192.168.90.1 255.255.255.0
!
interface GigabitEthernet0/0/1.23
encapsulation dot1Q 23
ip address 192.168.100.1 255.255.255.0
!
--More--
*Aug 21 15:57:51.457: %LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet1/0/18, changed state to down
*Aug 21 15:57:52.457: %LINK-3-UPDOWN: Interface GigabitEthernet1/0/18, changed state to down
 
User Access Verification
 
Password:
Password:
*Aug 21 15:57:53.440: %CDP-4-NATIVE_VLAN_MISMATCH: Native VLAN mismatch discovered on GigabitEthernet1/0/1 (1), with S1.swre-lab.com GigabitEthernet1/0/1 (22).
Password:
% Bad passwords
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
S2 con0 is now available
 
 
 
 
 
Press RETURN to get started.
 
 
 
 
 
 
*Aug 21 15:57:55.597: %LINK-3-UPDOWN: Interface GigabitEthernet1/0/18, changed state to up
*Aug 21 15:57:56.597: %LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet1/0/18, changed state to up
 
User Access Verification
 
Password:
Password:
Password:
% Bad passwords
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
S2 con0 is now available
 
 
 
 
 
Press RETURN to get started.
 
 
 
 
 
 
 
 
 
 
 
 
 
User Access Verification
 
Password:
Password:
*Aug 21 15:58:09.951: %CDP-4-NATIVE_VLAN_MISMATCH: Native VLAN mismatch discovered on GigabitEthernet1/0/2 (1), with S1.swre-lab.com GigabitEthernet1/0/2 (22).
Password:
% Bad passwords
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
S2 con0 is now available
 
 
 
 
 
Press RETURN to get started.
 
 
 
 
 
 
 
 
 
 
 
 
User Access Verification
 
Password:
Password:
Password:
% Bad passwords
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
S2 con0 is now available
 
 
 
 
 
Press RETURN to get started.
 
 
 
 
User Access Verification
 
Password:
Password:
Password:
% Bad passwords
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
S2 con0 is now available
 
 
 
 
 
Press RETURN to get started.
 
 
 
 
 
 
 
 
 
 
 
 
 
 
User Access Verification
 
Password:
*Aug 21 15:58:46.652: %CDP-4-NATIVE_VLAN_MISMATCH: Native VLAN mismatch discovered on GigabitEthernet1/0/1 (1), with S1.swre-lab.com GigabitEthernet1/0/1 (22).
*Aug 21 15:59:02.601: %CDP-4-NATIVE_VLAN_MISMATCH: Native VLAN mismatch discovered on GigabitEthernet1/0/2 (1), with S1.swre-lab.com GigabitEthernet1/0/2 (22).
Password:
Password:
% Bad passwords
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
S2 con0 is now available
 
 
 
 
 
Press RETURN to get started.
 
 
 
 
 
 
 
 
 
 
 
 
User Access Verification
 
Password:
S2>
*Aug 21 15:59:45.638: %CDP-4-NATIVE_VLAN_MISMATCH: Native VLAN mismatch discovered on GigabitEthernet1/0/1 (1), with S1.swre-lab.com GigabitEthernet1/0/1 (22).
S2>
S2>en
Password:
*Aug 21 15:59:57.592: %CDP-4-NATIVE_VLAN_MISMATCH: Native VLAN mismatch discovered on GigabitEthernet1/0/2 (1), with S1.swre-lab.com GigabitEthernet1/0/2 (22).
Password:
Password:
% Bad secrets
 
S2>
S2>
S2>en
Password:
Password:
*Aug 21 16:00:34.302: %CDP-4-NATIVE_VLAN_MISMATCH: Native VLAN mismatch discovered on GigabitEthernet1/0/1 (1), with S1.swre-lab.com GigabitEthernet1/0/1 (22).
% Password:  timeout expired!
Password:
*Aug 21 16:00:46.884: %CDP-4-NATIVE_VLAN_MISMATCH: Native VLAN mismatch discovered on GigabitEthernet1/0/2 (1), with S1.swre-lab.com GigabitEthernet1/0/2 (22).
% Password:  timeout expired!
% Bad secrets
 
S2>
S2>
*Aug 21 16:01:31.403: %CDP-4-NATIVE_VLAN_MISMATCH: Native VLAN mismatch discovered on GigabitEthernet1/0/1 (1), with S1.swre-lab.com GigabitEthernet1/0/1 (22).
*Aug 21 16:01:40.125: %CDP-4-NATIVE_VLAN_MISMATCH: Native VLAN mismatch discovered on GigabitEthernet1/0/2 (1), with S1.swre-lab.com GigabitEthernet1/0/2 (22).
*Aug 21 16:02:23.777: %CDP-4-NATIVE_VLAN_MISMATCH: Native VLAN mismatch discovered on GigabitEthernet1/0/1 (1), with S1.swre-lab.com GigabitEthernet1/0/1 (22).
*Aug 21 16:02:37.007: %CDP-4-NATIVE_VLAN_MISMATCH: Native VLAN mismatch discovered on GigabitEthernet1/0/2 (1), with S1.swre-lab.com GigabitEthernet1/0/2 (22).
S2>
S2>en
Password:
Password:
Password:
S2#config t
Enter configuration commands, one per line.  End with CNTL/Z.
S2(config)#exit
S2#
S2#cisco
Translating "cisco"
% Unknown command or computer name, or unable to find computer address
S2#
*Aug 21 16:03:08.164: %SYS-5-CONFIG_I: Configured from console by console
S2#
S2#en
S2#exit
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
S2 con0 is now available
 
 
 
 
 
Press RETURN to get started.
 
 
 
 
 
 
*Aug 21 16:03:13.797: %CDP-4-NATIVE_VLAN_MISMATCH: Native VLAN mismatch discovered on GigabitEthernet1/0/1 (1), with S1.swre-lab.com GigabitEthernet1/0/1 (22).
 
User Access Verification
 
Password:
Password:
Password:
% Bad passwords
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
S2 con0 is now available
 
 
 
 
 
Press RETURN to get started.
 
 
 
 
 
 
 
 
 
User Access Verification
 
Password:
Password:
Password:
% Bad passwords
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
S2 con0 is now available
 
 
 
 
 
Press RETURN to get started.
 
 
 
 
 
 
 
 
 
 
 
 
*Aug 21 16:03:27.511: %CDP-4-NATIVE_VLAN_MISMATCH: Native VLAN mismatch discovered on GigabitEthernet1/0/2 (1), with S1.swre-lab.com GigabitEthernet1/0/2 (22).
 
User Access Verification
 
Password:
Password:
Password:
% Bad passwords
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
S2 con0 is now available
 
 
 
 
 
Press RETURN to get started.
 
 
 
 
 
 
 
 
 
User Access Verification
 
Password:
Password:
Password:
% Bad passwords
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
S2 con0 is now available
 
 
 
 
 
Press RETURN to get started.
 
 
 
 
 
User Access Verification
 
Password:
Password:
S2>
S2>en
Password:
S2#
S2#
S2#
*Aug 21 16:04:10.740: %CDP-4-NATIVE_VLAN_MISMATCH: Native VLAN mismatch discovered on GigabitEthernet1/0/1 (1), with S1.swre-lab.com GigabitEthernet1/0/1 (22).sh run
Building configuration...
 
Current configuration : 3732 bytes
!
! Last configuration change at 16:03:08 UTC Wed Aug 21 2024
!
version 15.2
no service pad
service timestamps debug datetime msec
service timestamps log datetime msec
no service password-encryption
!
hostname S2
!
boot-start-marker
boot-end-marker
!
enable secret 9 $9$GlJwR74lqW01MZ$TGdh4StzswWTQanAzgAKdZLI9Ya2a6371SmPQMpB5ds
!
username cisco privilege 15 secret 9 $9$OqgpnmyKukIfNW$3151vQts9ePKujvCaMnG7M.DwqbLFpp73FYfi9aGz5k
no aaa new-model
switch 1 provision c1000-24t-4g-l
system mtu routing 1500
--More--
*Aug 21 16:04:18.197: %CDP-4-NATIVE_VLAN_MISMATCH: Native VLAN mismatch discovered on GigabitEthernet1/0/2 (1), with S1.swre-lab.com GigabitEthernet1!        .
!
no ip domain-lookup
ip domain-name swre-lab.com
!
!
!
!
!
!
crypto pki trustpoint TP-self-signed-3639759872
enrollment selfsigned
subject-name cn=IOS-Self-Signed-Certificate-3639759872
revocation-check none
rsakeypair TP-self-signed-3639759872
!
!
crypto pki certificate chain TP-self-signed-3639759872
certificate self-signed 01
  3082022B 30820194 A0030201 02020101 300D0609 2A864886 F70D0101 05050030
  31312F30 2D060355 04031326 494F532D 53656C66 2D536967 6E65642D 43657274
  69666963 6174652D 33363339 37353938 3732301E 170D3234 30383231 31323535
  31335A17 0D333030 31303130 30303030 305A3031 312F302D 06035504 03132649
  4F532D53 656C662D 5369676E 65642D43 65727469 66696361 74652D33 36333937
  35393837 3230819F 300D0609 2A864886 F70D0101 01050003 818D0030 81890281
  8100C30E BE3F832F ABD50DFF 781C086E 21D76DE7 072EF0C2 4277A8E2 1D2B801D
  FF86AB5B BABD6195 02F17C18 1B339EF2 47054768 3E4B18C7 FD01359E B9F2628A
  8D6D2002 16DEB5F6 7AC99CBD 82F0D538 F8F06140 C740AE3E EDC2FA04 A6BB6580
  7D26E2A3 B68D6D12 74798A44 5B6079BE 3B3AC701 70B84B82 7BAA36CD DADEB5B8
  048B0203 010001A3 53305130 0F060355 1D130101 FF040530 030101FF 301F0603
  551D2304 18301680 14D1682E 90421E9A AEFDE555 777C1275 AF15BDFE 7B301D06
  03551D0E 04160414 D1682E90 421E9AAE FDE55577 7C1275AF 15BDFE7B 300D0609
  2A864886 F70D0101 05050003 81810024 036D9910 3D4B9FFA 6126291A E4D48675
  2A65E495 3604AE5B D1DCC90F 3BF69F51 112CF977 9D2750E3 E884AF49 7B7ABE37
  66590D16 A98C4A2A 13D9B233 8A96F633 342A4A0B 8A7E2733 4D8B84C5 9AF79E21
  F13F4B36 8AE7B33A 2C8945C5 5FCB8FBA F12403B1 4B4C4219 E35CA3B2 883E9C7D
  FA1273E7 4E623F3E 6737190F 9F353C
        quit
!
spanning-tree mode rapid-pvst
spanning-tree extend system-id
!
vlan internal allocation policy ascending
!
!
!
!
!
!
interface GigabitEthernet1/0/1
!
interface GigabitEthernet1/0/2
!
interface GigabitEthernet1/0/3
!
interface GigabitEthernet1/0/4
!
interface GigabitEthernet1/0/5
!
interface GigabitEthernet1/0/6
!
interface GigabitEthernet1/0/7
!
interface GigabitEthernet1/0/8
!
interface GigabitEthernet1/0/9
!
interface GigabitEthernet1/0/10
!
interface GigabitEthernet1/0/11
!
interface GigabitEthernet1/0/12
!
interface GigabitEthernet1/0/13
!
interface GigabitEthernet1/0/14
!
interface GigabitEthernet1/0/15
!
interface GigabitEthernet1/0/16
!
interface GigabitEthernet1/0/17
!
interface GigabitEthernet1/0/18
!
interface GigabitEthernet1/0/19
!
interface GigabitEthernet1/0/20
!
interface GigabitEthernet1/0/21
!
interface GigabitEthernet1/0/22
!
interface GigabitEthernet1/0/23
!
interface GigabitEthernet1/0/24
!
interface GigabitEthernet1/0/25
!
interface GigabitEthernet1/0/26
!
interface GigabitEthernet1/0/27
!
interface GigabitEthernet1/0/28
!
interface Vlan1
no ip address
shutdown
!
interface Vlan2
no ip address
!
interface Vlan7
no ip address
!
interface Vlan9
ip address 192.168.40.2 255.255.255.0
!
interface Vlan22
no ip address
!
interface Vlan24
ip address 192.168.110.3 255.255.255.0
!
ip http server
ip http secure-server
!
!
!
!
line con 0
password cisco123login
login
line vty 0
password cisco123
login local
transport input ssh
line vty 1 4
login local
transport input ssh
line vty 5 15
login
transport input none
!
end
 
S2#sh vlan brief
 
VLAN Name                             Status    Ports
---- -------------------------------- --------- -------------------------------
1    default                          active    Gi1/0/1, Gi1/0/2, Gi1/0/3
                                                Gi1/0/4, Gi1/0/5, Gi1/0/6
                                                Gi1/0/7, Gi1/0/8, Gi1/0/9
                                                Gi1/0/10, Gi1/0/11, Gi1/0/12
                                                Gi1/0/13, Gi1/0/14, Gi1/0/15
                                                Gi1/0/16, Gi1/0/17, Gi1/0/18
                                                Gi1/0/19, Gi1/0/20, Gi1/0/21
                                                Gi1/0/22, Gi1/0/23, Gi1/0/24
                                                Gi1/0/25, Gi1/0/26, Gi1/0/27
                                                Gi1/0/28
7    London                           active
8    Swansea                          active
9    Management                       active
10   Birmingham                       active
11   Native                           active
22   Student                          active
23   Teacher                          active
24   VLAN0024                         active
25   Library                          active
26   VLAN0026                         active
 
VLAN Name                             Status    Ports
---- -------------------------------- --------- -------------------------------
1002 fddi-default                     act/unsup
1003 token-ring-default               act/unsup
1004 fddinet-default                  act/unsup
1005 trnet-default                    act/unsup
S2#
*Aug 21 16:05:01.101: %CDP-4-NATIVE_VLAN_MISMATCH: Native VLAN mismatch discovered on GigabitEthernet1/0/1 (1), with S1.swre-lab.com GigabitEthernet1/0/1 (22).
*Aug 21 16:05:16.681: %CDP-4-NATIVE_VLAN_MISMATCH: Native VLAN mismatch discovered on GigabitEthernet1/0/2 (1), with S1.swre-lab.com GigabitEthernet1/0/2 (22).
*Aug 21 16:05:57.176: %CDP-4-NATIVE_VLAN_MISMATCH: Native VLAN mismatch discovered on GigabitEthernet1/0/1 (1), with S1.swre-lab.com GigabitEthernet1/0/1 (22).
S2#
*Aug 21 16:06:13.852: %CDP-4-NATIVE_VLAN_MISMATCH: Native VLAN mismatch discovered on GigabitEthernet1/0/2 (1), with S1.swre-lab.com GigabitEthernet1/0/2 (22).sh run
Building configuration...
 
Current configuration : 3732 bytes
!
! Last configuration change at 16:03:08 UTC Wed Aug 21 2024
!
version 15.2
no service pad
service timestamps debug datetime msec
service timestamps log datetime msec
no service password-encryption
!
hostname S2
!
boot-start-marker
boot-end-marker
!
enable secret 9 $9$GlJwR74lqW01MZ$TGdh4StzswWTQanAzgAKdZLI9Ya2a6371SmPQMpB5ds
!
username cisco privilege 15 secret 9 $9$OqgpnmyKukIfNW$3151vQts9ePKujvCaMnG7M.DwqbLFpp73FYfi9aGz5k
no aaa new-model
switch 1 provision c1000-24t-4g-l
system mtu routing 1500
!
!
no ip domain-lookup
ip domain-name swre-lab.com
!
!
!
!
!
!
crypto pki trustpoint TP-self-signed-3639759872
enrollment selfsigned
subject-name cn=IOS-Self-Signed-Certificate-3639759872
revocation-check none
rsakeypair TP-self-signed-3639759872
!
!
crypto pki certificate chain TP-self-signed-3639759872
certificate self-signed 01
  3082022B 30820194 A0030201 02020101 300D0609 2A864886 F70D0101 05050030
  31312F30 2D060355 04031326 494F532D 53656C66 2D536967 6E65642D 43657274
  69666963 6174652D 33363339 37353938 3732301E 170D3234 30383231 31323535
  31335A17 0D333030 31303130 30303030 305A3031 312F302D 06035504 03132649
  4F532D53 656C662D 5369676E 65642D43 65727469 66696361 74652D33 36333937
  35393837 3230819F 300D0609 2A864886 F70D0101 01050003 818D0030 81890281
  8100C30E BE3F832F ABD50DFF 781C086E 21D76DE7 072EF0C2 4277A8E2 1D2B801D
  FF86AB5B BABD6195 02F17C18 1B339EF2 47054768 3E4B18C7 FD01359E B9F2628A
  8D6D2002 16DEB5F6 7AC99CBD 82F0D538 F8F06140 C740AE3E EDC2FA04 A6BB6580
  7D26E2A3 B68D6D12 74798A44 5B6079BE 3B3AC701 70B84B82 7BAA36CD DADEB5B8
  048B0203 010001A3 53305130 0F060355 1D130101 FF040530 030101FF 301F0603
  551D2304 18301680 14D1682E 90421E9A AEFDE555 777C1275 AF15BDFE 7B301D06
  03551D0E 04160414 D1682E90 421E9AAE FDE55577 7C1275AF 15BDFE7B 300D0609
  2A864886 F70D0101 05050003 81810024 036D9910 3D4B9FFA 6126291A E4D48675
  2A65E495 3604AE5B D1DCC90F 3BF69F51 112CF977 9D2750E3 E884AF49 7B7ABE37
  66590D16 A98C4A2A 13D9B233 8A96F633 342A4A0B 8A7E2733 4D8B84C5 9AF79E21
  F13F4B36 8AE7B33A 2C8945C5 5FCB8FBA F12403B1 4B4C4219 E35CA3B2 883E9C7D
  FA1273E7 4E623F3E 6737190F 9F353C
        quit
!
spanning-tree mode rapid-pvst
spanning-tree extend system-id
!
vlan internal allocation policy ascending
!
!
!
!
!
!
interface GigabitEthernet1/0/1
!
interface GigabitEthernet1/0/2
!
interface GigabitEthernet1/0/3
!
interface GigabitEthernet1/0/4
!
interface GigabitEthernet1/0/5
!
interface GigabitEthernet1/0/6
!
interface GigabitEthernet1/0/7
!
interface GigabitEthernet1/0/8
!
interface GigabitEthernet1/0/9
!
interface GigabitEthernet1/0/10
!
interface GigabitEthernet1/0/11
!
interface GigabitEthernet1/0/12
!
interface GigabitEthernet1/0/13
!
interface GigabitEthernet1/0/14
!
interface GigabitEthernet1/0/15
!
interface GigabitEthernet1/0/16
!
interface GigabitEthernet1/0/17
!
interface GigabitEthernet1/0/18
!
interface GigabitEthernet1/0/19
!
interface GigabitEthernet1/0/20
!
interface GigabitEthernet1/0/21
!
interface GigabitEthernet1/0/22
!
interface GigabitEthernet1/0/23
!
interface GigabitEthernet1/0/24
!
interface GigabitEthernet1/0/25
!
interface GigabitEthernet1/0/26
!
interface GigabitEthernet1/0/27
!
interface GigabitEthernet1/0/28
!
interface Vlan1
no ip address
shutdown
!
interface Vlan2
no ip address
!
interface Vlan7
no ip address
!
interface Vlan9
ip address 192.168.40.2 255.255.255.0
!
interface Vlan22
no ip address
!
interface Vlan24
ip address 192.168.110.3 255.255.255.0
!
ip http server
ip http secure-server
!
!
!
!
line con 0
password cisco123login
login
line vty 0
password cisco123
login local
transport input ssh
line vty 1 4
login local
transport input ssh
line vty 5 15
login
transport input none
!
end
 
S2#sh int brief
           ^
% Invalid input detected at '^' marker.
 
S2#show ip brief
*Aug 21 16:06:50.585: %CDP-4-NATIVE_VLAN_MISMATCH: Native VLAN mismatch discovered on GigabitEthernet1/0/1 (1), with S1.swre-lab.com GigabitEthernet1/0/1 (2
           ^
% Invalid input detected at '^' marker.
 
S2#show ip interface brief
Interface              IP-Address      OK? Method Status                Protocol
Vlan1                  unassigned      YES NVRAM  administratively down down
Vlan2                  unassigned      YES unset  down                  down
Vlan7                  unassigned      YES unset  up                    down
Vlan9                  192.168.40.2    YES NVRAM  up                    down
Vlan22                 unassigned      YES unset  up                    down
Vlan24                 192.168.110.3   YES manual up                    down
GigabitEthernet1/0/1   unassigned      YES unset  up                    up
GigabitEthernet1/0/2   unassigned      YES unset  up                    up
GigabitEthernet1/0/3   unassigned      YES unset  down                  down
GigabitEthernet1/0/4   unassigned      YES unset  down                  down
GigabitEthernet1/0/5   unassigned      YES unset  down                  down
GigabitEthernet1/0/6   unassigned      YES unset  down                  down
GigabitEthernet1/0/7   unassigned      YES unset  down                  down
GigabitEthernet1/0/8   unassigned      YES unset  down                  down
GigabitEthernet1/0/9   unassigned      YES unset  down                  down
GigabitEthernet1/0/10  unassigned      YES unset  down                  down
GigabitEthernet1/0/11  unassigned      YES unset  down                  down
GigabitEthernet1/0/12  unassigned      YES unset  down                  down
GigabitEthernet1/0/13  unassigned      YES unset  down                  down
GigabitEthernet1/0/14  unassigned      YES unset  down                  down
GigabitEthernet1/0/15  unassigned      YES unset  down                  down
GigabitEthernet1/0/16  unassigned      YES unset  down                  down
GigabitEthernet1/0/17  unassigned      YES unset  down                  down
GigabitEthernet1/0/18  unassigned      YES unset  up                    up
GigabitEthernet1/0/19  unassigned      YES unset  down                  down
GigabitEthernet1/0/20  unassigned      YES unset  down                  down
GigabitEthernet1/0/21  unassigned      YES unset  down                  down
GigabitEthernet1/0/22  unassigned      YES unset  down                  down
GigabitEthernet1/0/23  unassigned      YES unset  down                  down
GigabitEthernet1/0/24  unassigned      YES unset  down                  down
GigabitEthernet1/0/25  unassigned      YES unset  down                  down
GigabitEthernet1/0/26  unassigned      YES unset  down                  down
GigabitEthernet1/0/27  unassigned      YES unset  down                  down
GigabitEthernet1/0/28  unassigned      YES unset  down                  down
S2#    sh
*Aug 21 16:07:10.763: %CDP-4-NATIVE_VLAN_MISMATCH: Native VLAN mismatch discovered on GigabitEthernet1/0/2 (1), with S1.swre-lab.com GigabitEthernet1/0/2
S2#show vlan brief
 
VLAN Name                             Status    Ports
---- -------------------------------- --------- -------------------------------
1    default                          active    Gi1/0/1, Gi1/0/2, Gi1/0/3
                                                Gi1/0/4, Gi1/0/5, Gi1/0/6
                                                Gi1/0/7, Gi1/0/8, Gi1/0/9
                                                Gi1/0/10, Gi1/0/11, Gi1/0/12
                                                Gi1/0/13, Gi1/0/14, Gi1/0/15
                                                Gi1/0/16, Gi1/0/17, Gi1/0/18
                                                Gi1/0/19, Gi1/0/20, Gi1/0/21
                                                Gi1/0/22, Gi1/0/23, Gi1/0/24
                                                Gi1/0/25, Gi1/0/26, Gi1/0/27
                                                Gi1/0/28
7    London                           active
8    Swansea                          active
9    Management                       active
10   Birmingham                       active
11   Native                           active
22   Student                          active
23   Teacher                          active
24   VLAN0024                         active
25   Library                          active
26   VLAN0026                         active
 
VLAN Name                             Status    Ports
---- -------------------------------- --------- -------------------------------
1002 fddi-default                     act/unsup
1003 token-ring-default               act/unsup
1004 fddinet-default                  act/unsup
1005 trnet-default                    act/unsup
S2#
*Aug 21 16:07:38.810: %CDP-4-NATIVE_VLAN_MISMATCH: Native VLAN mismatch discovered on GigabitEthernet1/0/1 (1), with S1.swre-lab.com GigabitEthernet1/0/1 (22).
*Aug 21 16:08:06.834: %CDP-4-NATIVE_VLAN_MISMATCH: Native VLAN mismatch discovered on GigabitEthernet1/0/2 (1), with S1.swre-lab.com GigabitEthernet1/0/2 (22).
*Aug 21 16:08:37.479: %CDP-4-NATIVE_VLAN_MISMATCH: Native VLAN mismatch discovered on GigabitEthernet1/0/1 (1), with S1.swre-lab.com GigabitEthernet1/0/1 (22).
*Aug 21 16:09:01.693: %CDP-4-NATIVE_VLAN_MISMATCH: Native VLAN mismatch discovered on GigabitEthernet1/0/2 (1), with S1.swre-lab.com GigabitEthernet1/0/2 (22).
*Aug 21 16:09:30.989: %CDP-4-NATIVE_VLAN_MISMATCH: Native VLAN mismatch discovered on GigabitEthernet1/0/1 (1), with S1.swre-lab.com GigabitEthernet1/0/1 (22).
*Aug 21 16:09:51.929: %CDP-4-NATIVE_VLAN_MISMATCH: Native VLAN mismatch discovered on GigabitEthernet1/0/2 (1), with S1.swre-lab.com GigabitEthernet1/0/2 (22).
*Aug 21 16:10:21.511: %CDP-4-NATIVE_VLAN_MISMATCH: Native VLAN mismatch discovered on GigabitEthernet1/0/1 (1), with S1.swre-lab.com GigabitEthernet1/0/1 (22).
*Aug 21 16:10:43.780: %CDP-4-NATIVE_VLAN_MISMATCH: Native VLAN mismatch discovered on GigabitEthernet1/0/2 (1), with S1.swre-lab.com GigabitEthernet1/0/2 (22).
*Aug 21 16:11:13.203: %CDP-4-NATIVE_VLAN_MISMATCH: Native VLAN mismatch discovered on GigabitEthernet1/0/1 (1), with S1.swre-lab.com GigabitEthernet1/0/1 (22).
*Aug 21 16:11:36.259: %CDP-4-NATIVE_VLAN_MISMATCH: Native VLAN mismatch discovered on GigabitEthernet1/0/2 (1), with S1.swre-lab.com GigabitEthernet1/0/2 (22).
*Aug 21 16:12:12.617: %CDP-4-NATIVE_VLAN_MISMATCH: Native VLAN mismatch discovered on GigabitEthernet1/0/1 (1), with S1.swre-lab.com GigabitEthernet1/0/1 (22).
*Aug 21 16:12:31.574: %CDP-4-NATIVE_VLAN_MISMATCH: Native VLAN mismatch discovered on GigabitEthernet1/0/2 (1), with S1.swre-lab.com GigabitEthernet1/0/2 (22).
*Aug 21 16:13:04.068: %CDP-4-NATIVE_VLAN_MISMATCH: Native VLAN mismatch discovered on GigabitEthernet1/0/1 (1), with S1.swre-lab.com GigabitEthernet1/0/1 (22).
*Aug 21 16:13:06.357: %LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet1/0/18, changed state to down
*Aug 21 16:13:07.358: %LINK-3-UPDOWN: Interface GigabitEthernet1/0/18, changed state to down
*Aug 21 16:13:10.297: %LINK-3-UPDOWN: Interface GigabitEthernet1/0/18, changed state to up
*Aug 21 16:13:11.297: %LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet1/0/18, changed state to up
*Aug 21 16:13:23.265: %CDP-4-NATIVE_VLAN_MISMATCH: Native VLAN mismatch discovered on GigabitEthernet1/0/2 (1), with S1.swre-lab.com GigabitEthernet1/0/2 (22).
*Aug 21 16:14:03.855: %CDP-4-NATIVE_VLAN_MISMATCH: Native VLAN mismatch discovered on GigabitEthernet1/0/1 (1), with S1.swre-lab.com GigabitEthernet1/0/1 (22).
*Aug 21 16:14:18.934: %CDP-4-NATIVE_VLAN_MISMATCH: Native VLAN mismatch discovered on GigabitEthernet1/0/2 (1), with S1.swre-lab.com GigabitEthernet1/0/2 (22).
S2#
S2#
*Aug 21 16:14:54.641: %CDP-4-NATIVE_VLAN_MISMATCH: Native VLAN mismatch discovered on GigabitEthernet1/0/1 (1), with S1.swre-lab.com GigabitEthernet1/0/1 (22).
*Aug 21 16:15:13.259: %CDP-4-NATIVE_VLAN_MISMATCH: Native VLAN mismatch discovered on GigabitEthernet1/0/2 (1), with S1.swre-lab.com GigabitEthernet1/0/2 (22).
*Aug 21 16:15:52.072: %CDP-4-NATIVE_VLAN_MISMATCH: Native VLAN mismatch discovered on GigabitEthernet1/0/1 (1), with S1.swre-lab.com GigabitEthernet1/0/1 (22).
*Aug 21 16:16:05.444: %CDP-4-NATIVE_VLAN_MISMATCH: Native VLAN mismatch discovered on GigabitEthernet1/0/2 (1), with S1.swre-lab.com GigabitEthernet1/0/2 (22).
*Aug 21 16:16:44.665: %CDP-4-NATIVE_VLAN_MISMATCH: Native VLAN mismatch discovered on GigabitEthernet1/0/1 (1), with S1.swre-lab.com GigabitEthernet1/0/1 (22).
*Aug 21 16:17:05.021: %CDP-4-NATIVE_VLAN_MISMATCH: Native VLAN mismatch discovered on GigabitEthernet1/0/2 (1), with S1.swre-lab.com GigabitEthernet1/0/2 (22).
 
User Access Verification
 
Password:
Password:
S1>en
Password:
S1#show run
Building configuration...
 
Current configuration : 3771 bytes
!
! Last configuration change at 15:55:04 UTC Wed Aug 21 2024
!
version 15.2
no service pad
service timestamps debug datetime msec
service timestamps log datetime msec
no service password-encryption
!
hostname S1
!
boot-start-marker
boot-end-marker
!
enable secret 9 $9$d9pI1WTsL3mBI3$j9P2O22wsdrATxvD3ouhK4JjJYq0zhR//rrS46hXuHU
!
username cisco privilege 15 secret 9 $9$JtTd3Jrd1VZzRy$DPun0B1sVuSehmZ4yA67iMq0jZRP1Glnfc46k2ZLEOg
no aaa new-model
switch 1 provision c1000-24t-4g-l
system mtu routing 1500
!
!
no ip domain-lookup
ip domain-name swre-lab.com
!
!
!
!
!
!
crypto pki trustpoint TP-self-signed-36741632
enrollment selfsigned
subject-name cn=IOS-Self-Signed-Certificate-36741632
revocation-check none
rsakeypair TP-self-signed-36741632
!
!
crypto pki certificate chain TP-self-signed-36741632
certificate self-signed 01
  30820227 30820190 A0030201 02020101 300D0609 2A864886 F70D0101 05050030
  2F312D30 2B060355 04031324 494F532D 53656C66 2D536967 6E65642D 43657274
  69666963 6174652D 33363734 31363332 301E170D 32343038 32313038 34323037
  5A170D33 30303130 31303030 3030305A 302F312D 302B0603 55040313 24494F53
  2D53656C 662D5369 676E6564 2D436572 74696669 63617465 2D333637 34313633
  3230819F 300D0609 2A864886 F70D0101 01050003 818D0030 81890281 8100BE12
  DEFFC5C5 06FD6737 C8735848 88E69E79 3527889F 1F4C2691 F1AA4373 AEBE3BD2
  CDF4E442 FC7CD8B4 8517306C FF03BB8B 358651C5 5609A43A 55AF37A0 788FFCCE
  95E83B6E 83441509 3E810299 B60BE456 33F47AAA FFEE066C D09A38F5 C1B6AA75
  84959868 8DDFE817 84B04A48 2C95B0C5 67B33E47 A9807B7B B5624197 8D750203
  010001A3 53305130 0F060355 1D130101 FF040530 030101FF 301F0603 551D2304
  18301680 1413DF4B C581DDC2 6D4B3100 5A1B7D11 C2C34389 6C301D06 03551D0E
  04160414 13DF4BC5 81DDC26D 4B31005A 1B7D11C2 C343896C 300D0609 2A864886
  F70D0101 05050003 81810063 F592E643 3ECCC234 86D36747 061335D8 779B5367
  5DA75A0A EA6DF929 75CB643F A3E85691 061B11CB A388F358 2EB03290 A42B1F38
  9DD8FFBA 4E7FA15D 489C5798 6C5A45BA AB52BF26 F95C96C9 DFD0877B FD3CF17A
  538A4702 84AFE8C8 1AFA9376 7223B14A 20FD2611 17790522 7A3B2F85 7D4423B5
  AAC7A55D 94F73971 EBEC2B
        quit
!
spanning-tree mode rapid-pvst
spanning-tree extend system-id
!
vlan internal allocation policy ascending
!
!
!
!
!
!
interface GigabitEthernet1/0/1
switchport access vlan 22
switchport trunk native vlan 22
switchport mode access
!
interface GigabitEthernet1/0/2
switchport access vlan 22
switchport trunk native vlan 22
switchport mode access
!
interface GigabitEthernet1/0/3
!
interface GigabitEthernet1/0/4
!
interface GigabitEthernet1/0/5
!
interface GigabitEthernet1/0/6
!
interface GigabitEthernet1/0/7
!
interface GigabitEthernet1/0/8
!
interface GigabitEthernet1/0/9
!
interface GigabitEthernet1/0/10
!
interface GigabitEthernet1/0/11
!
interface GigabitEthernet1/0/12
!
interface GigabitEthernet1/0/13
!
interface GigabitEthernet1/0/14
!
interface GigabitEthernet1/0/15
!
interface GigabitEthernet1/0/16
!
interface GigabitEthernet1/0/17
!
interface GigabitEthernet1/0/18
!
interface GigabitEthernet1/0/19
!
interface GigabitEthernet1/0/20
!
interface GigabitEthernet1/0/21
!
interface GigabitEthernet1/0/22
!
interface GigabitEthernet1/0/23
!
interface GigabitEthernet1/0/24
!
interface GigabitEthernet1/0/25
!
interface GigabitEthernet1/0/26
!
interface GigabitEthernet1/0/27
!
interface GigabitEthernet1/0/28
!
interface Vlan1
no ip address
!
interface Vlan8
no ip address
!
interface Vlan9
ip address 192.168.40.3 255.255.255.0
!
interface Vlan22
no ip address
!
interface Vlan24
ip address 192.168.110.2 255.255.255.0
!
ip http server
ip http secure-server
!
!
!
!
line con 0
password cisco123
login
line vty 0 4
login local
transport input ssh
line vty 5 15
login
transport input none
!
end
 
S1#show ip interface
*Aug 21 16:17:51.774: %CDP-4-NATIVE_VLAN_MISMATCH: Native VLAN mismatch discovered on GigabitEthernet1/0/2 (22), with S2.swre-lab.com GigabitEthernet1/0/2 (1).briew
                         ^
% Invalid input detected at '^' marker.
 
S1#show ip interface brief
Interface              IP-Address      OK? Method Status                Protocol
Vlan1                  unassigned      YES NVRAM  up                    up
Vlan8                  unassigned      YES unset  down                  down
Vlan9                  192.168.40.3    YES NVRAM  down                  down
Vlan22                 unassigned      YES unset  up                    up
Vlan24                 192.168.110.2   YES manual up                    down
GigabitEthernet1/0/1   unassigned      YES unset  up                    up
GigabitEthernet1/0/2   unassigned      YES unset  up                    up
GigabitEthernet1/0/3   unassigned      YES unset  down                  down
GigabitEthernet1/0/4   unassigned      YES unset  down                  down
GigabitEthernet1/0/5   unassigned      YES unset  down                  down
GigabitEthernet1/0/6   unassigned      YES unset  up                    up
GigabitEthernet1/0/7   unassigned      YES unset  down                  down
GigabitEthernet1/0/8   unassigned      YES unset  down                  down
GigabitEthernet1/0/9   unassigned      YES unset  down                  down
GigabitEthernet1/0/10  unassigned      YES unset  down                  down
GigabitEthernet1/0/11  unassigned      YES unset  down                  down
GigabitEthernet1/0/12  unassigned      YES unset  down                  down
GigabitEthernet1/0/13  unassigned      YES unset  down                  down
GigabitEthernet1/0/14  unassigned      YES unset  down                  down
GigabitEthernet1/0/15  unassigned      YES unset  down                  down
GigabitEthernet1/0/16  unassigned      YES unset  down                  down
GigabitEthernet1/0/17  unassigned      YES unset  down                  down
GigabitEthernet1/0/18  unassigned      YES unset  down                  down
GigabitEthernet1/0/19  unassigned      YES unset  down                  down
GigabitEthernet1/0/20  unassigned      YES unset  down                  down
GigabitEthernet1/0/21  unassigned      YES unset  down                  down
GigabitEthernet1/0/22  unassigned      YES unset  down                  down
GigabitEthernet1/0/23  unassigned      YES unset  down                  down
GigabitEthernet1/0/24  unassigned      YES unset  down                  down
GigabitEthernet1/0/25  unassigned      YES unset  down                  down
GigabitEthernet1/0/26  unassigned      YES unset  down                  down
GigabitEthernet1/0/27  unassigned      YES unset  down                  down
GigabitEthernet1/0/28  unassigned      YES unset  down                  down
S1#
*Aug 21 16:18:03.659: %CDP-4-NATIVE_VLAN_MISMATCH: Native VLAN mismatch discovered on GigabitEthernet1/0/1 (22), with S2.swre-lab.com GigabitEthernet1/0/1 (1).
S1#show vlan brief
 
VLAN Name                             Status    Ports
---- -------------------------------- --------- -------------------------------
1    default                          active    Gi1/0/3, Gi1/0/4, Gi1/0/5
                                                Gi1/0/6, Gi1/0/7, Gi1/0/8
                                                Gi1/0/9, Gi1/0/10, Gi1/0/11
                                                Gi1/0/12, Gi1/0/13, Gi1/0/14
                                                Gi1/0/15, Gi1/0/16, Gi1/0/17
                                                Gi1/0/18, Gi1/0/19, Gi1/0/20
                                                Gi1/0/21, Gi1/0/22, Gi1/0/23
                                                Gi1/0/24, Gi1/0/25, Gi1/0/26
                                                Gi1/0/27, Gi1/0/28
22   VLAN0022                         active    Gi1/0/1, Gi1/0/2
24   Management                       active
25   VLAN0025                         active
26   Native                           active
1002 fddi-default                     act/unsup
1003 token-ring-default               act/unsup
1004 fddinet-default                  act/unsup
1005 trnet-default                    act/unsup
S1#
 
User Access Verification
 
Password:
Password:
R1>en
Password:
Password:
R1#show ip interface brief
Any interface listed with OK? value "NO" does not have a valid configuration
 
Interface              IP-Address      OK? Method Status                Protocol
GigabitEthernet0/0/0   unassigned      YES unset  administratively down down
GigabitEthernet0/0/1   unassigned      YES unset  administratively down down
Gi0/0/1.22             192.168.90.1    YES manual administratively down down
Gi0/0/1.23             192.168.100.1   YES manual administratively down down
Gi0/0/1.24             192.168.110.1   YES manual administratively down down
Gi0/0/1.25             unassigned      YES unset  administratively down down
GigabitEthernet0/0/2   unassigned      YES unset  administratively down down
GigabitEthernet0/0/3   unassigned      YES unset  administratively down down
Serial0/1/0            unassigned      NO  unset  down                  down
Serial0/1/1            unassigned      NO  unset  down                  down
Loopback0              209.165.101.1   YES manual up                    up
R1#show run
Building configuration...
 
Current configuration : 7114 bytes
!
! Last configuration change at 15:21:11 UTC Wed Aug 21 2024
!
version 17.9
service timestamps debug datetime msec
service timestamps log datetime msec
! Call-home is enabled by Smart-Licensing.
service call-home
platform qfp utilization monitor load 80
platform punt-keepalive disable-kernel-core
!
hostname R1
!
boot-start-marker
boot-end-marker
!
!
no aaa new-model
!
!
!
!
!
!
!
no ip domain lookup
ip domain name swre-lab.com
ip dhcp excluded-address 192.168.90.1 192.168.90.10
ip dhcp excluded-address 192.168.100.1 192.168.100.10
ip dhcp excluded-address 192.168.110.1 192.168.110.10
!
ip dhcp pool VLAN24
network 192.168.110.0 255.255.255.0
default-router 192.168.110.1
dns-server 8.8.8.8
!
ip dhcp pool vlan22
network 192.168.90.0 255.255.255.0
default-router 192.168.90.1
dns-server 8.8.8.8
lease 7
!
ip dhcp pool vlan23
network 192.168.100.0 255.255.255.0
default-router 192.168.100.1
dns-server 8.8.8.8
lease 7
!
ip dhcp pool vlan24
dns-server 8.8.8.8
lease 7
!
!
!
login on-success log
!
!
!
!
!
!
!
subscriber templating
vtp version 1
multilink bundle-name authenticated
!
!
!
crypto pki trustpoint TP-self-signed-535628707
enrollment selfsigned
subject-name cn=IOS-Self-Signed-Certificate-535628707
revocation-check none
rsakeypair TP-self-signed-535628707
!
crypto pki trustpoint SLA-TrustPoint
enrollment pkcs12
revocation-check crl
!
!
crypto pki certificate chain TP-self-signed-535628707
certificate self-signed 01
  3082032E 30820216 A0030201 02020101 300D0609 2A864886 F70D0101 05050030
  30312E30 2C060355 04031325 494F532D 53656C66 2D536967 6E65642D 43657274
  69666963 6174652D 35333536 32383730 37301E17 0D323430 38323130 38343131
  315A170D 33343038 32313038 34313131 5A303031 2E302C06 03550403 1325494F
  532D5365 6C662D53 69676E65 642D4365 72746966 69636174 652D3533 35363238
  37303730 82012230 0D06092A 864886F7 0D010101 05000382 010F0030 82010A02
  82010100 C97E394D E486BD09 FEA58A76 6C0C482C 4E3DD7E4 68DE8731 179B73FA
  CAD368EF EA727828 06794D66 91CF3796 3B9D4EAA C45F11E9 52BBFD95 2E80F566
  B8349690 73B18BEA 190014D7 8F2284D9 0AB37436 915FC113 2B4B25C6 849EA151
  A6C55789 4FD6916D 3838EFBD 1EEB432A E4E83AA5 E10B690D 3BFDBAB1 F894AC59
  61E83A5F F02C0A5F AE7AE82B 1FC992BE 62A4E6B9 C2694A2A 2BF7ACD5 B88F8338
  F7A8D26D E4B4A101 0A24AB6E 1BBBC32A 520C74E6 66542F6F AB66CAED 03A866FF
  50C6AF08 87CD9B44 F0815A7B 594A7E91 F9536AC7 D75B2EAF 9CDB33BA B8D363BF
  9EF19EF0 3536A24E D0839BED F7E46622 8F21DD50 FE83758A 0D42472E 36D631C6
  86EB4E27 02030100 01A35330 51300F06 03551D13 0101FF04 05300301 01FF301F
  0603551D 23041830 1680149D E1280472 FEDF13B6 26038477 0C426296 0D495730
  1D060355 1D0E0416 04149DE1 280472FE DF13B626 0384770C 4262960D 4957300D
  06092A86 4886F70D 01010505 00038201 01000395 4E134F02 9883500D BD209445
  21312BE9 855243E3 C7C1A848 90C8EC5F 9180D9E7 90C5A4C4 0C927860 B01D7A00
  312801A1 19FA17ED BAE24DF1 CF698ED9 A811CAFB 155A146B 1EC4792D 64F68CE8
  FE319B44 F841E654 5CC2B5A9 A979D70F B9C58BB2 17D04BF4 3604D1FD BF45C4B4
  59457C65 A0AF173E 76D22AD1 D44FD784 3AD1F550 E396FDAD FFB1290C 431995A9
  E044B35D A0AE11C3 25783EFF 08ABD716 EAA42284 120C8B52 1F16ADB7 36553401
  3395858A 5D67B365 1FB6D899 267ACA97 8BE74834 7C2AE4D4 DF5E760A AB30870C
  F1264A21 4B03331A 89E5558A AB118A6C 69EA494F BB32BEF0 D2D9BB4B 5EF75DD4
  BFB97CAD 07B65D3E 361E7132 C1A5F616 1315
        quit
crypto pki certificate chain SLA-TrustPoint
certificate ca 01
  30820321 30820209 A0030201 02020101 300D0609 2A864886 F70D0101 0B050030
  32310E30 0C060355 040A1305 43697363 6F312030 1E060355 04031317 43697363
  6F204C69 63656E73 696E6720 526F6F74 20434130 1E170D31 33303533 30313934
  3834375A 170D3338 30353330 31393438 34375A30 32310E30 0C060355 040A1305
  43697363 6F312030 1E060355 04031317 43697363 6F204C69 63656E73 696E6720
  526F6F74 20434130 82012230 0D06092A 864886F7 0D010101 05000382 010F0030
  82010A02 82010100 A6BCBD96 131E05F7 145EA72C 2CD686E6 17222EA1 F1EFF64D
  CBB4C798 212AA147 C655D8D7 9471380D 8711441E 1AAF071A 9CAE6388 8A38E520
  1C394D78 462EF239 C659F715 B98C0A59 5BBB5CBD 0CFEBEA3 700A8BF7 D8F256EE
  4AA4E80D DB6FD1C9 60B1FD18 FFC69C96 6FA68957 A2617DE7 104FDC5F EA2956AC
  7390A3EB 2B5436AD C847A2C5 DAB553EB 69A9A535 58E9F3E3 C0BD23CF 58BD7188
  68E69491 20F320E7 948E71D7 AE3BCC84 F10684C7 4BC8E00F 539BA42B 42C68BB7
  C7479096 B4CB2D62 EA2F505D C7B062A4 6811D95B E8250FC4 5D5D5FB8 8F27D191
  C55F0D76 61F9A4CD 3D992327 A8BB03BD 4E6D7069 7CBADF8B DF5F4368 95135E44
  DFC7C6CF 04DD7FD1 02030100 01A34230 40300E06 03551D0F 0101FF04 04030201
  06300F06 03551D13 0101FF04 05300301 01FF301D 0603551D 0E041604 1449DC85
  4B3D31E5 1B3E6A17 606AF333 3D3B4C73 E8300D06 092A8648 86F70D01 010B0500
  03820101 00507F24 D3932A66 86025D9F E838AE5C 6D4DF6B0 49631C78 240DA905
  604EDCDE FF4FED2B 77FC460E CD636FDB DD44681E 3A5673AB 9093D3B1 6C9E3D8B
  D98987BF E40CBD9E 1AECA0C2 2189BB5C 8FA85686 CD98B646 5575B146 8DFC66A8
  467A3DF4 4D565700 6ADF0F0D CF835015 3C04FF7C 21E878AC 11BA9CD2 55A9232C
  7CA7B7E6 C1AF74F6 152E99B7 B1FCF9BB E973DE7F 5BDDEB86 C71E3B49 1765308B
  5FB0DA06 B92AFE7F 494E8A9E 07B85737 F3A58BE1 1A48A229 C37C1E69 39F08678
  80DDCD16 D6BACECA EEBC7CF9 8428787B 35202CDC 60E4616A B623CDBD 230E3AFB
  418616A9 4093E049 4D10AB75 27E86F73 932E35B5 8862FDAE 0275156F 719BB2F0
  D697DF7F 28
        quit
!
!
license udi pid C8200L-1N-4T sn FCZ2818R0QD
memory free low-watermark processor 62972
!
diagnostic bootup level minimal
!
spanning-tree extend system-id
!
enable secret 9 $9$Sf1uRk0huK1WgU$pujnrBEhzhjJS05DPkDlBGrU5.3Td0YA3Ki8rOR0/lY
!
username cisco privilege 15 secret 9 $9$Ce210JTjqew6c.$eVfQ5PyndH2Nt5P2DGEOProbZ/9IG9uhe5sI1j9CoSM
!
redundancy
mode none
!
!
!
!
!
!
!
!
interface Loopback0
ip address 209.165.101.1 255.255.255.224
!
interface GigabitEthernet0/0/0
no ip address
shutdown
negotiation auto
!
interface GigabitEthernet0/0/1
no ip address
shutdown
negotiation auto
!
interface GigabitEthernet0/0/1.22
encapsulation dot1Q 22
ip address 192.168.90.1 255.255.255.0
!
interface GigabitEthernet0/0/1.23
encapsulation dot1Q 23
ip address 192.168.100.1 255.255.255.0
!
interface GigabitEthernet0/0/1.24
encapsulation dot1Q 26 native
ip address 192.168.110.1 255.255.255.0
!
interface GigabitEthernet0/0/1.25
!
interface GigabitEthernet0/0/2
no ip address
shutdown
negotiation auto
!
interface GigabitEthernet0/0/3
no ip address
shutdown
negotiation auto
!
interface Serial0/1/0
!
interface Serial0/1/1
!
ip http server
ip http authentication local
ip http secure-server
ip forward-protocol nd
!
!
!
!
!
!
control-plane
!
!
line con 0
password cisco123
login
stopbits 1
line aux 0
line vty 0 4
login local
transport input ssh
line vty 5 14
login
transport input ssh
!
call-home
! If contact email address in call-home is configured as sch-smart-licensing@cisco.com
! the email address configured in Cisco Smart License Portal will be used as contact email address to send SCH notifications.
contact-email-addr sch-smart-licensing@cisco.com
profile "CiscoTAC-1"
  active
  destination transport-method http
!
!
!
!
!
!
end
 
R1#

