Avoid Online Scams

This course was about how to avoid online scams. Story was take from real online scam.

In beginning of course | create a new document in google drive and name it “Story of selling shoes”.
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Story of selling shoes

In next chapter of course | listen phone call then | write what | thought is suspicious about
conversation between Jane and Deshawn.

Story of selling shoes

Phone call: (=

How did buyer get a phone number
some research after call.

e |tis always suspicious if you sell something, buyer offers lot more money or
either way.

e Very often scammers are rushing victims so they make fast and wrong
degision||

Later in course | was analysing email and actions that Deshawn was did before sending trainees to
Jane



e VEry OTen scammers are rusning vicums so tney make rast ana wrong
degision.

Email/Receipt :

e [tis obvious that buyer email Deshawn from suspicious email and he did not
give hos email before. He would need ask to Jane , where she got his email.
He did right thing that he didn't sent any login details of his payment service.
He was in hurry because he wanted to sell shoes quickly but he did right thing
after feeling funny, he paused and check email which was _look suspicious and
not the same as from official website.

Receipt was also look not same
Good that he log in and czech if payment has arrived , but there was no
records of payment

e This is_right things to do. Pause and doable check email, receipts and check if
money L%mm.l

In end of course | amylase if DeShawn should sell his shoes.

e Receipt was also look not same

e This is_right things to do. Pause and doable check email, receipts and check if
money is_ came.

Should DeShawn should ship the shoes?

He should not sell the shoes

Email does not look right

Payment service looks suspicious

Scammer knows sellers email and phone number even DeSahwne have give
that information

e There was no payment records apout deal.

Final decision if DeShawn should sell hi shoes
e Absolutely NO

In the ending | add some additional bullet points of warning signs

e Scammer knows sellers email and phone number even DeSahwne have give
that information
e There was no payment records about deal.

Additional notes

e Jane rushing DeShawn by telling that shoes need to be send as soon as
possible. DesShawn should think about it: “who |s_buyer and why he or she
need it tomorrow".

« Why Payment service looks different than official service.|

Final decision if DeShawn should sell hi shoes
e Absolutely NO



After completing course | have been watch extensional video about online research about scams and
ad 4 points , insert link and explain what article is on each website.

Online research

1. How to avoid online scams this website helps to avoid scams

2. What is scam this website explain what is scam and types of scam

3. How to protect yourself from scam this website shows ways how to protect from
scams

4. what to do if you have been victim of scam here is six 8 steps what to do after identify

fraud




