Files and Directories

This handout discusses:
The Linux file structure

Common commands which deal with files

File access and security measures

Organisation of the Linux Filesystem 

When you login to a linux system, you will be located in your own home directory. It helps to have some idea of the organization of the rest of the file system (especially when you are appointed the system administrator of your own system). 

Structure of the logical filesystem: 
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The Linux filesystem is organized in a hierarchical structure starting at the root directory (designated by /) as shown in the figure above.

Organization of files in the standard directory structure: 

1. /bin - stores essential binaries (programs) needed when booting the system or working in single user mode to maintain the system 

2. /boot - stores kernel images and boot configuration files 

3. /dev - stores device files used to access hardware devices 

4. /etc - stores system configuration files 

5. /home - stores the home directories for the individual users 

6. /lib - stores library modules used by the commands 

7. /mnt - a mount point for other storage devices 

8. /proc - a pseudo filesystem for conveying data about processes 

9. /sbin - stores commands required to administer the system 

10. /tmp - used for temporary files 

11. /usr - used for programs, libraries, documentation, etc used by normal users 

12. /var - stored system data that varies or changes frequently such as system logs, mail and print spool files, etc 

When you log in to the machine, you are always start in your home directory in which you can create your own files. To find your current location within the file system use:
$pwd



=> pwd = print working directory
To change into another directory we use the cd command:

$cd /home/wbis06/test

$ls

To change back into your own directory:

$cd /home/oss06/pxxxxx


pxxxxx = your ID

$pwd
$ls
try also

$cd $HOME


$pwd




$ls
Working with Files and Directories
There are lots of things you can do with a file/directory. You can create, destroy, rename and copy it, and you can protect it so that only certain users have access to its contents. These simple actions have corresponding UNIX commands, which are generally simple. Directories contain information about files other than themselves, unlike ordinary files, and operations on them are in consequence more complex. We shall start by looking at directories.

Creating directories
To create a new directory, the command mkdir ('make directory'), followed by the name you wish it to have, will make a new directory with that name. For instance, we can create a file called dirl in the current directory:
$ mkdir  dirl
Conversely, to destroy a directory, use rmdir ('remove directory'). Note that rmdir will only work if the directory you are trying to remove contains no user files. You should get used to structuring your home directory so that it contains structured subdirectories. If you do not, and you have more than a very small number of files, then you are likely to find difficulty keeping track of which data you have stored where. 
Useful Directory Commands.
ls

- lists the directory

ls –l

- long listing of the directory

mkdir newdir - creates a new directory
rmdir olddir - removes a directory
rm -r olddir    - deletes all files in a directory and then removes the directory.
cd newdir 
- changes current directory pwd - print working directory on screen
Creating Files within your new directory:

Make sure that you change into your new directory dir1 then use the vi editor to create the following files:

file3

This is a

test file within

a sub-directory 

of my home directory.

file4

This is another file

in my sub-directory.  

Type
$ls
or

$ls –l



-l = long listing giving details of the file
to confirm that the files have been created.

File Access and Security

Each file divides the users of the machine into 3 categories

· the owner or user who created the file

· a group of users

· any other users (apart from the owner or main user)

For each category, that user may be given or denied the following access priviledges:

· read

· write

· execute

If a file has read permission, it can be examined at a terminal, printed (if it is a text file), viewed by an editor, and so on. If it has write permission, the contents of the file can be changed (for example, by an editor), and the file can be overwritten or deleted. If it has execute permission, and is a binary program or a shell script, that program can be run (but copied only if it also has read permission). An example is given later on.
Access control is determined as follows. The system first of all checks to see whether the user is the owner of a file, and if so the owner permissions are used. Otherwise, it checks to see if the user is a member of the group allocated to that file, and if so checks group file permissions. If the user is neither the file owner nor in the file's group, they come under the heading of other users. The group to which a file has been allocated must be a valid group that the system administrator has already set up, as discussed above. The owner of a file can change the group to which the file has been allocated.
Access privileges for directories have a different meaning than for ordinary files. If a directory has write permission, files in that directory may be created or deleted. If it has read permission, it is possible to see the files that are contained in that directory (using Is, say); if it has execute permission it is possible to cd to it. A directory with execute but not read permission is useful if you wish to allow someone else to run one of your commands located in that directory, but do not wish them to see what other files you have.
To find out the access privileges for a file, use ls. As an example, consider user chris, who has six files in the home directory (including two subdirectories). By typing ls -l ('long') the following output might be seen:
-rw-r—r--
1 
chris 
ugrads 

122 
Dec 21 18:40 myfile
drwxr-xr-x 
2 
chris 
general 
512 
Dec 22 14:55 dirl
drwx------
2 
chris 
general 
512 
Dec 22 14:55 dir2
-rw-r-----
1 
chris 
proj 

9912 
Nov 22 17:55 prog.c
-r-x------ 
2 
chris 
general 
147 
Dec 22 17:56 foo
-r-x------ 
2 
chris 
general 
147 
Dec 22 17:56 bar
access

links
owner
group

size
last change
name
In fact, ls  -l will display most information you are likely to need about files for routine work. The general format for the output is:
-rw-r--r--      1      
chris    ugrads 

122 
Dec 21  18:40 myfile 
The access privileges are presented as a string of 10 characters. The first character is usually either a d or a -, indicating that the file is a directory or an ordinary file respectively.  Characters 2-4, 5-7 and 8-10 describe the access privileges for the owner, the group and for others respectively. Each of these 3-character substrings denotes whether read, write and execute privileges have been allowed or denied.
For read privilege, the first character will be r, otherwise -; for write privilege the second will be w, otherwise -. Lastly, for execute privilege, the third will be x, otherwise -.
For example, file myfile above can be read by anybody, but only Chris can write to it (that is, change the contents of the file in any way). File prog.c can only be written to by Chris, but users who are members of the group proj can also read it. File foo can be read by Chris, and also executed, but no-one else can access it at all. Nor can Chris write to it — this is not necessarily a mistake, it is often useful to deny yourself write access to a file to prevent yourself accidentally deleting the file if it contains important data.
If a directory does not have write permission, then files in that directory cannot be deleted, nor can new ones be created. However, files within that directory that do have write permission can have their contents changed.
The other information that ls -l provides is as follows. The number of links to a file is printed, followed by the owner of the file and the group the file is currently assigned to. Then comes the size of the file in bytes and the date and time the file last had any of its contents changed. At the end of the line comes the name of the file.
Changing privileges
For our own directory, we will need to set the appropriate access permissions to ourselves and other users.
Consider the following example where we wish to let other users (and groups) to be able to read and execute one of our files e.g.
-rwxr-xr-x
1
pxxxxx
oss06
20
Oct 16 11.20 file3

Linux file permissions can be summarized as follows:



r w x  r – x   r – x

Binary

1 1 1  1 0 1  1 0 1

Denary

   7
 5        5

i.e. the particular permissions above are known to be of the value 755 to the Linux system. To set such an access permission we use the chmod command as follows:

$chmod 755 file3
If we want all files in a directory to be 755 (readable and executable by other people (as in the case of web pages) then we could use

$chmod 755 *




* = wild card (all files)

or even a variation such as:

$chmod 755 *.htm
Operations on Files
Suppose we have created a file called story, which contains English text. We may wish briefly to examine its contents. We could, of course, invoke an editor such as vi and use the commands within the editor to move through the file and look at various parts of it, or we could use a pager. However, there are easier methods.
Often you will simply want to look at the first few lines of a file (for instance to verify that it was indeed the file you expected it to be). In this case, head will print out the first five lines of the file. In a similar vein, tail will print out the last five. If you want to see the first (say) 10 lines. then the command would be
head -n 10
where n = 'number'.
Strictly speaking, tail copies its input to standard output beginning at a designated place, which is usually a number of lines from the end of the file. There are many options available to tail to allow you to specify what is meant by the designated place, and how many lines are output — refer to the manual page for further details.
As an example of simple use, suppose file myf ile contains 100 lines, as follows:
line 1 

line 2
line 100
Then we might have
$ head   -n  2  myfile
line  1
line 2
$ tail   -n  3  myfile
line 98
line 99
line  100
$

Find the most recently modified file in the current directory.
Solution: This has clearly somehow got to involve ls. With option -l we could examine by hand every file and see which one was last changed. That is not the UNIX way of doing things — by examining the manual page for ls we find an option -t ('time') which will sort the files it prints out so that the most recent is shown first. Option -1 (l is digit 'one') forces the output to be one filename per line. Thus ls  -t1 will produce a list of filenames with the desired one at the top — use head to isolate it by piping the output of ls to head thus:
$ ls  -t1  |  head  -n  1
Suppose you have 2 or more files with containing a tabular format and you require them to be joined together (concatenated) so as to produce a new table. The command paste will do this - orresponding lines of its arguments are joined together separated by a single TAB character. For example, suppose file A contains
hello
Chris      .   .
and file B contains
there
how are you?
then the following dialogue can take place:
$ paste  A  B
hello there
Chris how are you?
Both paste and uniq, though only of use in limited situations, save a great deal of time editing files when they can in fact be used.
Sometimes, when dealing with files that are presented in a rigid format, you may wish to select character columns from such a file. The utility cut is a very simple method for extracting columns. Suppose we have a file myfile containing the following data (dates of birth and names):
17.04.61 Smith Fred 
22.01.63 Jones Susan 
03.11.62 Bloggs Zach
We can choose the years from each line by selecting character columns 7 to 8, thus:
$ cut  -c7-8 myfile 




('column')
61
63
62
This command can also distinguish between fields, and to select family names from myfile (Smith, Jones and Bloggs), we could use cut  -f2 -d'   '  myfile, which specifies that we select field number 2 where the delimiter (option -d) is the space character:
$ cut  -f2  -d'   '  myfile 



('field')
Smith
Jones
Bloggs
There is only a limited amount of space on a machine, and it may be that each user has been restricted (by the system administrator) as to how much filespace they are allowed to use. A quick way to find out how big files are is to use wc ('wordcount'), which indicates (i) the number of lines, (ii) the number of words and (iii) the number of characters (bytes) in a file. The latter two are only meaningful if the file is a text file, though. For example,
$ wc myfile
27  124 664 myfile
indicates that file myfile has 27 lines, 124 words and 664 bytes (characters). 
With options -c, -w or -l respectively, only the byte, word or line count will be printed. Note that wc does not work on directories.
Another useful fact to know is the total amount of space taken up by our files. Here the command du ('disk usage') comes to our rescue. With an argument of the name of a directory (or the current directory, if no argument is given), du prints the total number of kilobytes used to store the data in the files in that directory. For example,
$ du
12 
 ./dirl             
7   
./dir2                 
27 
.
indicates that directory dirl takes up 12k (kilobytes) and dir2 takes 7k, whereas the total amount of storage used for the current directory is 27k (including dirl and dir2).
Exercises:
1  Write a script to list the 3 most recently altered files in the current directory.
2  Write a script to count the number of words in any chosen file within your sub-directory dir1.
3 Write a script to display the owner of the current directory only.
4  Write a script to list the files in the current directory in 'long' format (that is, including the information that ls provides with option -l), and in increasing order of size (difficult).
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