


Introduction
With the growth of the Internet of Things and smart cities, we are increasingly relying on networked environments to store, process and transmit information. The importance of network security is self-evident, it is not only related to personal privacy and property security, but also related to national security and social stability. By analyzing the physical and network layer security issues of IoT, this paper emphasizes the need to create a comprehensive security environment to protect, detect, respond to, and recover applications of organizational and IT systems and infrastructure.

At the same time, as an article on "Why modern speech organizations need to create an environment that protects, detects, responds to, and protects applications that use organizational and IT systems and infrastructure", this article will break down the title in the introduction before going into a detailed description to demonstrate the point of the article. Because this will help to better understand the purpose of the article.

First, what is the environment? Of course, this refers to the computer network environment, not the Earth biosphere environment. Cyber environments include users, networks, devices, all software, processes, stored or transit information, applications, services, and systems that can be directly or indirectly connected to networks.[1] Therefore, the network environment seems to be like the living space of organisms, which also need to communicate and exchange with each other, and ensure their safety in the interaction to survive longer.

Definition and importance of network environment
In the same way, with the development of technology, especially the Internet technology, people can interact with each other in the virtual world more and more frequently, whether it is between individuals or between organizations. At the same time, it is found that the storage of material into the virtual network can greatly save the required space and the required expenses, such as maintenance costs will have a considerable savings, of course, such as books, in addition to the above benefits, but also to further ensure the risk of damage. 
Although there is no equivalent to the concept of death in the network, the phenomenon of damage or destruction still exists, and some serious damage behavior will lead to some digital virtualized storage content cannot be restored. Of course, any data that makes it worthwhile for a hacker or cybercriminal to do so must also pass through the possibility of kidnapping. When time, technology or cost cannot support the perpetrators of kidnapping, they will also choose to destroy, that is, the irreversible destruction mentioned above. Therefore, in today's era of many virtual information stored in various servers, how to protect them from sniffing, listening, stealing or malicious tampering is the responsibility of each network security administrator.

As a mature technology system compared to the initial development stage, a variety of network security technologies have emerged in today's life to support a variety of different network technologies. The following article will prove from the side how necessary a secure network environment is for an organization or team to develop, design and deploy products through the introduction of security technologies or mechanisms involved in the development of the Internet of Things, which supports the discussion of the importance of the network security environment in this paper.

The concept and application of Internet of Things
The first is the concept of the Internet of Things. The Internet of Things, as a system of computing devices, machinery, and digital machines, has a universal unique identifier (UUID), and can transmit data through the network, without the interaction of people, or people and devices. At the same time, this technology is also known as the new direction of informatics, is the development trend of all kinds of global. The Internet of Things digitizes the real world and has a wide range of applications. As an emerging field that attracts attention from all walks of life, its security is the main factor questioned by all walks of life, the main question is that the Internet of Things technology is developing rapidly, but the security challenges involved, and the regulatory changes that may be required, are currently quite lacking [2]
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Figure 1：Internet-of-Things-Infographic 
[3]

It is undeniable that because the Internet of Things technology is still an emerging technology, with complex and diverse components, which makes some technical means cannot achieve the goal of expectations and control. To achieve a complete Internet of Things system, in addition to the core technology, how to protect it from threats, that is, to avoid stopping its operation because of security threats, is a part of the development of network technology cannot be missing. Although the technology of the Internet of Things is mostly based on the field of network computing, this does not mean that designers can only monitor, defend, and interfere with some threats from technical means, but also need to pay attention to prevention and monitoring in the physical layer.

To match the development of the Internet of Things, or to match the development of network technology, the relevant developers must develop a variety of physical tools or technologies to ensure the implementation and security of the physical layer of the network, because the Internet of things is more like a bridge than a new cyber system, it through the network computing, Enables more precise and unlimited interaction between devices and users. Because of this, the Internet of Things can also be simply summarized as the "Internet of everything". To realize the actual operation after the command is transmitted, many sensing devices are included, such as radio frequency identification (RFID), infrared sensors, global positioning system, laser scanning and other information sensing devices. It is also called "sensor system" in the world. If there is no certain security means, it will have very serious consequences, because it will be directly related to the security of the entire system. And because the sensing layer, that is, the sensing device deployment level, is the biggest characteristic of "lightweight", it is required to complicate both the algorithm and the protocol of various configurations. This feature results in a much "weaker" security level at the perception layer than at the application layer. [4] As an aid to actual production or a technology that can be understood as participating in real-world activities, it is inseparable from the process of going from physical to virtual and back to physical, because the final productivity harvest is reflected in the physical state. 
Therefore, network security not only requires administrators to pay attention to preventing vulnerabilities and attacks from cyberspace, but also needs to pay attention to the part of the real production process that has network participation and protect network security from the physical level. Below, the article will first cut from the physical perspective of the Internet of Things and introduce the security issues and events, or technologies encountered at the physical level related to the Internet of Things.
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Figure 2: Sensor in IoT [5]

Security on the Internet of Things

Physical security of IoT
First, in addition to the continuous development of developers, the Internet of Things technology also needs to be equipped with the security means of the corresponding technology, otherwise it will lead to a series of problems, such as insecure products will lead to users' distrust of the product, to not accept and use such products, and further lead to the employment of relevant developers.[6] From this point of view, it is very appropriate to use the Internet of Things as an example to support the views of the article. While this technology is known as a new direction in informatics, it is also a global trend of all kinds.[7]

The Internet of Things has undeniably enabled smart city development. Make this concept concrete and develop into a global trend, so as the technology evolves with The Times, it also needs to improve people's awareness of the concept. At the top of the list is the management of the new technology (whether from government or corporate executives). Update the traditional concept of network security, so that those old-school bureaucrats were washed away by the flood of technological development. Because the professional purpose of those responsible for developing cybersecurity policy is to identify and classify various types of threats from a social and financial perspective, their failure to come up with reasonable, adaptive strategies will greatly interfere with intelligent development. [8]"The majority of stubborn challenges are based on inherent characteristics of IoT."[9]

At the same time, in the smart city, the constantly changing urban conditions and the direct interaction between CPS devices and urban residents lead to a highly dynamic system, so the heterogeneity of the system is also one of the keys. The protocols and frameworks used in the smart city are various and cannot be 100% compatible with each other, and the interoperability between different protocols and frameworks cannot be guaranteed. [10]

This will undoubtedly affect the security and privacy of the system and means that a single security and privacy plan cannot fully meet the needs of all applications, and how to choose and deploy a security framework or in which secure network environment to practice is critical. It is not difficult to understand that there are a variety of network security frameworks available as options, but different security frameworks can face and deal with different network security issues, such as Cisco's Internet of Things /M2M security framework, gate security framework, COAP constraint application protocol framework and OSCAR IoT object security framework. [11] However, in this part, the article will not be described in this part, because this stage is to introduce the necessity of the development of Internet of Things technology for people's lives, to better understand the so-called network security is very important and closely related to human life. This part will introduce the security framework in the network technology security part.
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Figure 3: OSCAR security framework [12]

If the above introduction is not easy to understand or has a low level of concrete, then the article will use close to life examples to explain. For example, smart devices such as televisions, refrigerators, cameras, routers in daily life, if there is not a matching network security monitoring environment to prevent and intervene in some threats, people must face various changes and types of threats. Because once these smart devices are invaded or implanted by malicious trojans, they will become attack vectors or resources for malicious activities, and the ubiquitous computing devices and sensors on the Internet of Things system will have a non-negligible impact on the urban network. To prevent this phenomenon, in addition to unpredictable cyber-attacks, personnel monitoring and prevention is also essential. This is because many attacks involve the involvement of insiders or external non-workers, such as social engineering attacks, and external vandals infiltrating facilities to physically damage them. [13] Therefore, to avoid this kind of low-level attack means, personnel security training and supporting monitoring and control facilities are necessary, such as access cards, metal detectors and biometric identification numbers.


Network technology and security framework

Security technology at the network layer
If the defense of the physical layer is like the skin tissue of the human immune system, then the cybersecurity technology in the network layer is like the acquired vaccine. With physical defenses in place, cybersecurity administrators can focus their attention on the virtual, untouchable threats emanating from cyberspace. It is often these cyber threats that can bring very serious and bad consequences to the whole system and even the whole society.

Smart cities and cybersecurity
In smart cities, to protect users' network security, and must face changing urban conditions and the direct interaction of CPS devices with highly dynamic systems between city residents, the heterogeneity of the system is also a part of consideration. The protocols and frameworks used in smart cities are diverse and not 100% compatible with each other, and there is no guarantee of interoperability between different protocols and frameworks. This will undoubtedly affect the security and privacy of the system and means that a single security and privacy plan cannot fully meet the needs of all applications, and how to choose and deploy a security framework or in which secure network environment to practice is critical. It is not difficult to understand that there are a variety of network security frameworks available as options, but different security frameworks can face and deal with different network security issues, such as Cisco's Internet of Things /M2M security framework, gate security framework, COAP constraint application protocol framework and OSCAR IoT object security framework. Security framework COAP, as an IoT smart object protocol suite. It can implement CoAP, UDP, 6LoWPAN IEEE 802.15.4e in the gateway to provide a simple mapping to HTTP. Different from the COAP security framework, OSCAR, another security architecture, can not only be used for application hierarchy security, but also an IoT security framework designed based on object security methods, and it can use the risk decomposition structure (RBS) method for service level assessment, that is, to analyze and extract the risk of using cloud computing. [14]

Network information security
As mentioned earlier, after people realized the convenience and cost savings of storing some material in a virtual state, huge amounts of data were stored in cyberspace. IoT data is only one part of it, understanding the concept of the Internet of Things must not see it as a whole or a new technology, please think of it as a bridge or an intermediary as much as possible, it is like a package that wraps a collection of technologies, so that they can interact in an environment called the Internet of Things. Interaction, on the other hand, creates a stream of data, which attracts criminals or cyber hackers. The presence of regulatory/control actuators in the physical infrastructure of smart cities, hackers or cybercriminals can cause further physical damage after causing a series of attacks such as damaging the system, stealing data or doing a denial of service attack. At the same time, in a secure network environment, the user's information security also needs to be guaranteed. This is also the purpose of a national government department to establish a relevant network monitoring department. There is no doubt that many companies or government agencies around the world have been involved in cases similar to Internet kidnapping. When the personal information of a person or an organization is maliciously stolen, in addition to the disclosure of personal privacy, it will also lead to some criminal acts, such as using other people's identity to register and illegally swipe bank cards, Internet fraud or worse. Secondly, hijacking the information of the administrative department will cause the government to lose credibility, because the criminals will select sensitive content in the hijacked information, resulting in the government losing its favorable dominance in the negotiation, and thus compromising with the criminals. Or steal the operation of some public facilities and use it to create chaos. [15] Thus, it is fair to say that, for all the myriad bene damages to that smart cities bring with them, it is important to remember that they do seriously increase infrastructure risk as well. [16]

However, some technologies are also protecting citizens' lives, such as E2E communication technology, which provides a secure end-to-end communication environment between IP sensor networks and traditional Internet networks, and 16LoWPAN technology for IPsec authentication headers and encapsulation of secure payloads. That is, it can use standardized and established IPv6 mechanisms for authentication, encryption, and detection of information integrity. In short, because this technology is end-to-end communication, only the sender and the receiver can decrypt the message content, it can achieve data and privacy protection, and can prevent the intervention of intermediate nodes, greatly strengthening the security.[17]

he implementation of embedded CPS technology further strengthens the interaction between citizens and devices, which means that it will face threats from internal to external. CPS, or Cyber Physical Systems, combines Computation, Communication, and control technologies to achieve real-time perception, dynamic control, and information services for large-scale engineering systems. The security mechanisms that people deploy for this today include the physical aspects, the communication aspects, and the processing storage components. A strong CPS balances its ability to control the cybersecurity of all components through the law of the barrel, because a good or good cybersecurity technology is based on its defense of the weakest points in a link. In other words, this means that CPS security is balanced, which results in the inability to deploy advanced security mechanisms in a CPS environment. [18]Therefore, when a security framework has been deployed, it is necessary to use a security framework with corresponding functions according to the requirements of the security mode in the environment.
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Figure 4: CPS [19]

With the growth of the Internet of Things and smart cities, we are increasingly relying on networked environments to store, process and transmit information. The importance of network security is self-evident, it is not only related to personal privacy and property security, but also related to national security and social stability. By analyzing the physical and network layer security issues of iot, this paper emphasizes the need to create a comprehensive security environment to protect, detect, respond to, and recover applications of organizational and IT systems and infrastructure.

Conclusion and summary
In summary, modern organizations must recognize the importance and criticality of a network security environment while creating a network technology. The combination of physical security and cyber security is key to protecting organizations from cyber-attacks. In addition, as technology evolves, the IoT administrator or cyberspace administrator must constantly update security policies and frameworks to adapt to new threats and challenges.
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TASK 2

Introduction
CyStesSolution, a consulting firm responsible for helping organizations proactively respond to real attacks and direct threats from the network, needed to create a new information unit to support its clients. In the face of problems such as network security risks, network security administrators need to consider not only network technology, but also physical security threats. The article will be discussed from the physical aspect, that is, from the most basic physical site selection, personnel specification requirements, team operation mode selection and other factors, to security technology, framework and mode selection and other network technology means. To make the discussion more specific, the article will introduce some pictures as an aid.


Physical location:
Before establishing a new department, or building, it is very important to have a reasonable geographical location. Because some uncontrollable natural factors will become a security risk that may break out at any time, and the consequences of this kind of security risk are often very devastating. For example, the Great Lisbon earthquake of November 1, 1755, which occurred on the Azores Gibraltar transition fault in Portugal, killed an estimated 100,000 people and destroyed countless buildings. [20] Seeing the threat posed by natural disasters, companies need to avoid setting up a new division in areas such as continental plate fault zones, flood-prone areas, thunderstorm-prone areas, and coastlines or small islands before establishing it. Except for thunderstorms, which may pose the least threat of power outages and signal damage, the other three natural factors may pose the least threat of earthquakes, floods, tsunamis, and hurricanes. Once the above natural disasters occur, they are often threatened not only by buildings and other facilities, but also by the personal safety of company personnel.


Physical environment:
After selecting a reasonable and safe geographical location, the experimental environment inside the company also needs the attention of security personnel. The first is the physical access control, the entrance and exit of the machine room should be arranged to be on duty or equipped with an electronic access control system to control, identify, and record the entry of personnel. Secondly, we should do a good job of anti-theft, anti-damage, anti-lightning, fire, and waterproof measures. That is, the equipment or major components are fixed, the obvious indication that is not easy to remove is set, and then safely grounded through the grounding system. Equipped with a full range of fire protection equipment, such as smoke detectors, smoke detectors and common fire extinguishers. At the same time, the temperature and humidity of the laboratory should be well controlled, and necessary temperature and humidity adjustment facilities should be set up to ensure that the temperature and humidity changes in the equipment room within the allowable range.

At the same time, the laboratory network is physically isolated from the external network and connected through independent network devices and lines to prevent security threats generated during the experiment from spreading to the external network and prevent external network attacks from attacking the Intranet.


Personnel safety:
For internal employees, the first thing to do is identity identification, that is, account management. For example, the identity identification and authentication of the login user, and the identity is unique, the identity authentication information has complexity requirements and is changed regularly, and the login failure processing function should be configured and enabled to end the session, limit the number of illegal logins, and automatically launch when the login connection times out. [21]

Second, employees are often targeted by a malicious behavior called social engineering aggression. Historically famous American hacker Kevin Mitnick, out of curiosity, found the numbers of the system dial-up modem used by Digital Equipment Corporation (DEC) for OS development, but because there was no account name and password information, these numbers could not be used. Upon hearing this, Mitnick contacted DEC's systems manager, falsely claiming that he was Anton Chernoff, one of DEC's main developers, and that he was currently unable to log into the system. As a result, he quickly obtained a login credential with high-level access to the system. Using the login credentials, Mitnick hacked into DEC's computer network and stole the company's proprietary software. [22] A common way to prevent social engineering attacks is to conduct regular security training and seminars for employees.

Finally, the employee health factor. Because as a human species, in addition to physical illness, there are also mental health problems. On September 17, 2020. Rensselaer Polytechnic Institute has awarded a $1.4 million contract to a cleaning company to handle the fall 2020 cleaning at Rensselaer Polytechnic Institute. A cleaner was cleaning the lab when he noticed a noise echoing from somewhere in the lab. The cleaner approached and found that the source of the noise was a refrigerator, and he directly chose to turn off the power of the refrigerator. What the cleaner closed was an ultra-low temperature refrigerator, which stored the lab's 25 years of research results, including cell cultures, experimental samples and other materials that needed to be kept low temperature. No doubt the cleaners were primarily responsible for the damage to the samples, but the damaged samples were irreparable, and 25 years of research had been destroyed. School attorney Michael Ginsberg stated that restarting the work was expected to cost $1 million. [23] This news also reflects another kind of problem, that is, the cultivation of professional norms for employees. Secondly, if the staff is sick and leaves the post, there also needs to be a replacement during the period, otherwise it may be taken advantage of by illegal elements during the empty window.


Operation mode:
I will use the DevSecOps pattern for my company's product development. Because DevSecOps is an advanced development model that enables faster, more cost-effective software delivery by integrating security into every phase of the software development lifecycle, while significantly improving software security and compliance. It emphasizes cross-functional teamwork, promotes communication and collaboration between development, security, and operations teams, and improves development efficiency and security through automation, reducing the cost of fixing security vulnerabilities. In addition, DevSecOps ADAPTS to the fast iterative pace of modern development, allowing security measures to evolve in tandem with the development process to protect software more effectively from security threats. [24]
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Figure 5： Physical environment security [25] 
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Figure 6: DevSecOps [26]
Network Technology:
When designing the network information unit, IT is recommended that the company should consider a combination of security control frameworks including ISO 27002, NIST SP 800-53, and IT governance frameworks such as COBIT and ITIL to establish a solid security baseline and governance structure. ISO 27002 provides a series of information security control measures to help enterprises strengthen the implementation of information security control and support information security strategy. NIST SP 800-53 separates the selection process for controls from the controls themselves, allowing different interest groups to use those controls to manage risks consistent with their mission and business needs, as well as internal organizational policies and procedures. New practical controls are added, based on the latest threat intelligence and cyber-attack data, such as those that support cyber resilience, security system design, security and privacy governance, and accountability. At the same time, there is a need to build a comprehensive information security management system based on security management program frameworks such as ISO 27001 and NIST CSF. In addition, we should also pay attention to the development trends of technologies such as artificial intelligence and big data, as well as protection technologies in specific fields such as Internet of vehicles security, and adopt methods such as zero trust model and NIST network security framework to systematically manage and respond to network security risks to ensure the security and stability of network information units.


Network evaluation:
I will use the CIA to assess my cybersecurity, including assessment of security procedures and tools. Because the CIA security triad helps assess what went wrong and what worked after a negative event. For example, after a malware attack such as ransomware, availability may be compromised, but existing systems are still able to maintain the confidentiality of important information. This data can be used to fix weak areas and replicate successful strategies and implementation methods. Each of the three elements of the CIA is important. And it is especially useful in developing data classification systems and managing permissions and access rights. The three elements of the CIA will also be strictly used when solving and repairing corporate network vulnerabilities. It can be a powerful tool for disrupting the "cyber kill chain," which is the process of targeting a target and executing a cyber-attack. The CIA Security triad helps administrators identify targets that attackers may choose, and then adopt policies and tools to adequately protect those assets. In addition, the CIA three elements can be used when training employees on cybersecurity. Use what-if scenarios or real-world case studies to help employees think in terms of maintaining confidentiality, integrity, and availability of information and systems.[27]

At the same time, network monitoring and log management are key components of an organization's cybersecurity strategy. Effective network monitoring involves constant observation of network traffic and systems for any signs of suspicious activity or potential threats. This process leverages intrusion detection systems (IDS) and intrusion prevention systems (IPS) to analyze network traffic in real time, providing alerts when anomalies or policy violations are detected.[28]

Log management is the systematic collection, storage, analysis, and retention of log files generated by various systems, applications, and devices in the network. These logs are critical for forensic analysis when a security breach occurs because they provide a history of activity that can be reviewed to identify the source and scope of the attack.[29]

To strengthen log management, organizations should implement a centralized logging system that aggregates logs from different sources, ensuring that they are stored securely and tamper-proof. Advanced log management solutions provide search and correlation capabilities that allow security teams to quickly pinpoint the root cause of security incidents and respond accordingly. In addition, integrated security information and event management (SIEM) systems can provide real-time analysis of security alert and log data, enabling proactive threat detection and response.

Conclusion and summary
To sum up, CyStesSolution must take a holistic approach to cybersecurity and physical security when building new information units. By carefully selecting physical locations, implementing strict physical environment security measures, strengthening personnel security management, adopting advanced DevSecOps operating models, and incorporating internationally recognized security frameworks and technologies, companies can provide a secure work environment for their employees while protecting their customers' data and assets from cyber threats. In addition, through the CIA's three-element cybersecurity assessment, companies can continuously monitor and improve their security posture, ensuring that they can respond quickly to new security challenges. As the cybersecurity environment continues to evolve, CyStesSolution is committed to taking proactive measures to ensure the security and reliability of its services, creating a more secure future for its customers and society.















































































Appendix
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Figure 7：Gantt Chart about that simulating the new employee's entry scene.
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