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Security breaches occur when the system is accessed by an unauthorized individual. Once the system is infiltrated, they can then steal data or install dangerous software.
There are many different types of security breaches. First example would be social engineering. This attack would manipulate users or ex-employee of the network organization. One of the common methods would be phishing. In this scenario, an ex-employee can send a fake email, by clicking a link that leads straight to a malicious site or downloading a malicious attachment. [1] Disgruntled employee that has been withdrawn from the network company or even move building yet still have access to the company information can do serious damage. One of the damages they can do is encrypted files format or even downloading sensitive data that they should no longer have access to. It is important when withdrawing ex-employee that they will no longer have access to the company network. The solution the company can use is to set the date and time of when an employee is able to have access to the company network or delete their database, so they are no longer in the company data and unable to access information that is sensitive. 

Another example would be password attacks, since the company used the same network to run the business application as well as providing an open Wi-fi to the customer, anyone is able to access the network within the range. The attacker doesn't need to be inside the building and would use bots, in combination with a list of common passwords to guess and compromise an account. This is vital for staff to make sure their password is changed regularly to keep the network safe. [1] Another solution would be having a separate server for the Wi-Fi and the network application. By this, it keeps the network more secure since the attacker is unable to access the same network that is running the business application. A great way to keep the network safe is by using a firewall, by this it would monitor the network input and output traffic and permits, or block data packets based on a set of security rules. 
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A threat is a possible security violation that would exploit the vulnerability of the data inside the system, by accident or on purpose. This can be caused by human negligence or failure.
Different types of attacks can happen in batman textiles, this can be caused by ex-employee or phishing within the company. 
Malware is a type of attack that activates when a user clicks on a malicious or attachment, which results in downloading dangerous software into the system. When it is active it can lead to installing additional harmful software, blocking access keys network components and covertly obtaining information by transmitting data from the hard drive. [2]
Man in the middle is a type of attack that can occur when the hacker (ex-employee) would insert themselves into a two-party transaction. After interrupting the network traffic, they can filter and steal data from the system. This can also occur when a visitor uses an unsecured public Wi-Fi, inserting themselves between the visitor and the network and then installing software. 
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Vulnerabilities are the weak spot within the system or assets. Weakness that would open to potential threats increasing the risk of sensitive data being leek. Unfortunately for big organizations, there are often thousands, often millions of vulnerabilities. This is vital when it comes to withdrawing people from the company or allowing the customer to have access to the Wi-Fi that runs on the same network as the business applications. When an employee has been withdrawn it is vital to block all their access to the company network system. This is because some ex-employee may not be happy with the decision and will take action, this can result in the company losing important documents or several files being encrypted.
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Many attacks determine if it's an active or passive attack. Research from Cybersecurity attacks made a table displaying attacks ranked. This table provides an overview understanding of the effect of a potential attack. [3]If the company withdrew an employee but didn't block access, they can use a message alternation attack. This attack is commonly used by email-based attacks, inserting malicious content into the message of body or header fields.
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A rekt files can be associated with many different types of files. The files associated with the RektLocker Ransomware that affects the data format. This affect the operation by not allowing them to access the files or the files are in a different format. To safety open a rekt file, there are some software which you can install that would decrypt and find they key for the files, and after decrypting you can then convert it to its original files. 
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