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Please read the following and then answer the questions as best as you can, your lecture notes, text book, library databases and/or the Internet can be used to answer the questions

1. List and define the factors that are likely to shift in an organization’s information security environment.

2. Who decides if the information security program can adapt to change adequately?

3. List and briefly describe the five domains of the general security maintenance model, as identified in the text.

4. What are the three primary aspects of information security risk management? Why is each important?

5. What is a management maintenance model? What does it accomplish?

6. What changes need to be made to the model in SP 800-100 to adapt it for use in security management maintenance?

7. What ongoing responsibilities do security managers have in securing the SDLC?

8. What is vulnerability assessment?

9. What is penetration testing?

10. What is the difference between configuration management and change management?

11. What is a performance baseline?

12. What is the difference between vulnerability assessment and penetration testing?

13. What is the objective of the external monitoring domain of the maintenance model?
14. List and describe four vulnerability intelligence sources. Which seems the most effective? Why?

15. What does CERT stand for? Is there more than one CERT? What is the purpose of a CERT?

16. What is the primary objective of the internal monitoring domain?

17. What is the objective of the planning and risk assessment domain of the maintenance model? Why is this important?

18. What is the primary goal of the vulnerability assessment and remediation domain of the maintenance model? Is this important to an organization with an Internet presence? Why?

19. List and describe the five vulnerability assessments described in the text. Can you think of other assessment processes that might exist?

20. What is digital forensics, and when is it used in a business setting?
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