DIGITAL FORENSICS PROJECT IDEAS
1. Investigating an Advanced Persistent Threat (APT) using Network Traffic Analysis and OS Forensics
APTs are constantly on the rise, in the sense that they allow cybercriminals to use techniques that allow them to stay undetected on compromised systems and get maximum financial gains. Even though they wouldn’t always be able to extract money directly from the owners of compromised PC’s, these criminals would try and identify people who would find the data valuable and sell it to them for a substantial amount, such as on marketplaces in the Dark Web.
This may involve the use of multiple tools and techniques such as spear phishing or other social engineering methods, use of RATs or backdoors, scripts for persistent access, lateral movement and pivoting attempts, data exfiltration and clearing tracks or activity logs. Investigation of such advanced attacks involving various levels of interaction with networks and computer systems requires a deep understanding of criminal mindset and techniques to effectively figure out the root cause and impact of an attack.
2. Performing forensic data recovery by detecting and analyzing patterns of data wiping tools and techniques
A cybercrime investigator is faced with the problem of lost / damaged / corrupted data very often and data recovery is one of the primary activities that needs to be handled efficiently. This can apply to both – intentional / unintentional loss of data from a victim’s system or intentional wiping of data by a perpetrator from his/her own system to erase evidences of crime. This may also include identifying evidence of overwritten files.
Data wiping can be performed using various software and OS features. Various methods and techniques for analysis of file system and data on hard disks are required to be used for detection, accuracy and maximum chances of recovery for yielding the right outcome after a forensic investigation.
3. Constructing an accurate event timeline through forensic evidence correlation, metadata extraction and analysis
For understanding and presenting a clear assessment of an incident, it is essential that the conclusions should be made from facts identified through evidence. For this, identifying the right sequence of events as they occurred while the crime happened would help in identifying the source of the crime and the impact on the systems at each level of activity.
This would essentially mean performing reconstruction of the attack chain in the exact sequence as it happened, from the evidences of the cybercrime on the seized devices by collecting file system metadata (MAC times, access control lists, etc.), document metadata, media files metadata, etc.
(There can be multiple possibilities in each topic depending on the various combinations of techniques and types of anti-forensics methods used by the criminal.)
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