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                                                            Research And Practical Assessment
 
                                                                                                        TASK 1: RESEARCH REPORT 
1. Hypervisors 

Virtualisation in computing is the process of simulating the hardware and software in a virtual (software) in environment.   Traditionally, the business operates by having one machine run by one application.   
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  A single server runs different applications side by side, each with its own operating system, called a hypervisor (which allows running multiple virtual machines).I select a hypervisor for NOSS2026 that needs a complementary presentation, isolation, manageability and available hardware. 

TWO TYPES OF HYPERVISORS
              Type-1 BARE-METAL-HYPERVISOR:

Place the virtualisation layer directly on hardware, which reduces host-OS overhead and attack surface, giving superior performance and stronger isolation for production workloads — a relevant advantage if Windows Server 2022 will act as an Active Directory domain controller and host security-sensitive services. I prefer TYPE-1. Conversely, (e.g., VMware ESXi, Hyper-V in server role) 

    Type2- HOSTED-HYPERVISOR: 
They are easier to install on overall-purpose desktops and require fewer dedicated resources, making them practical for constrained lab environments or early prototyping (but bring higher host-OS dependency and slightly higher overhead. You can download on the existing Windows or other operating systems like Oracle VirtualBox, Microsoft VirtualBox, VMware
 Workstation

Windows and Debian servers will run in one virtual box. A Type-1 hypervisor is preferable if dedicated host hardware and licensing are available. Type 2 provides a valid and secure operational path for this coursework. My conclusion on Type 1 hypervisors, such as VMware ESXi, suggests improved isolation, performance, and scalability for enterprise environments like NOSS2026, whereas Type 2 options like VirtualBox are suitable for test setups with inadequate hardware

IP addressing (250 words)
IP Addressing 
 Every computer requires an IP address to communicate with other computers both internally and externally, using a router to connect to a different network by routing packets of data with the same bandwidth. PUBLIC AND PRIVATE IP addresses are usually used for Networking. The public IP address is registered on the Internet, which is given by the Registrar. 
Example:                                                  	
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IPV6 for larger networks,128 bits, whereas IPv4 for smaller networks, 32 bits ( 8 Bit octet). 
8-bit octet
	128
	64
	32
	16
	8
	4
	2
	1



If the number is 1, the number that represents is count. If the number is zero, the number represented is not counted.
Example: 192.168.1.0, the first octet is 192, which is equal to 128+64,so 128 and 64 represents 1,and  the remaining are like zero 11000000
CIDR: Prefix notation for Subnetting, like 192.168.1.0/24. 24 means 24bits or three octets, each has 8 bits
VLSM: Subnetting within subnetting helps you to assign different subnet masks.
 Understanding IP Address Classes (IPv4)
IPv4 addresses are divided into five classes: A, B, C, D, and E, based on their first octet.
	Class
	Range
	Default Subnet Mask
	Purpose

	A
	1.0.0.0 – 126.255.255.255
	255.0.0.0
	Large networks

	B
	128.0.0.0 – 191.255.255.255
	255.255.0.0
	Medium-sized networks

	C
	192.0.0.0 – 223.255.255.255
	255.255.255.0
	Small networks

	D
	224.0.0.0 – 239.255.255.255
	N/A
	Multicasting

	E
	240.0.0.0 – 255.255.255.255
	N/A
	Experimental (reserved)



IP recognise and connect devices, confirming reliable communication in network, simpler troubleshooting, efficient routing, and keeping scalability as networks grow. I find IP addressing essential as transforms complex connections into organized systems, provide methodological solution to the problem.
 Routing 
It helps to connect different local area networks through different cables, like copper cables or using Virtual Local Area Network (VLAN). For example, a network between Swansea and London, as mentioned above, has a different subnet that connects through the inter-routers. Static routing is simple and low-overhead, suitable for small-scale networks and topologies. Dynamic routing (OSPF, EIGRP, RIP) scale better and adapts to topology changes but enforces CPU/bandwidth overhead or route computation and updates. Faster and well-suited for multi-area design, RIP(DISTANCE-VECTOR) has a limited hop count and slow coverage. The two sites and a small number of subnets. Static routing is a secure initial optimum since it makes troubleshooting simpler and reduces configuration complexity; however, if future expansion (multiple branches, variable links) is expected, OSPF is the wise longer-term selection (trade-off: more setup effort vs. resilience). 

 Network Services 

Integrating Windows AD DS, DHCP, certificate services, and VPNs requires careful clearance of services and strong security practices. AD DS centralises authentication and must be highly available. Good practice for multi-site arrangements is at least one domain controller per site, or use reliable site-to-site VPN links and DNS imitation to avoid authentication interruptions. DHCP can be centralised but often uses local relays to reduce broadcast traffic; Debian’s isc-dhcrelay provides a reliable relay for forwarding client requests to a central DHCP server when local servers are absent. Using multi-factor authentication where required. Certificate Authorities (AD CS) provide machine/user certificates and should be hardened: enterprise CA design, DOCUMENTATION is important for maintenance, Operational control, Document role, Port requirement, natural disaster or filer would be recovered as resilience.  

Sample networking service 
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The idea of virtualisation matters in real-world practice, it guides knowledge and guides functional application would rather than Hypervisors, understanding how they manage virtual machines, and accept efficient resource allocation and isolation. In IP addressing, getting the logic reflects the reflection of scalability, conflict-free communication. For routing, get a good understanding of the principal path of protocols allows one to engage dynamically and remain resilient. In Networking service, a crenated how DNS, DHC, or firewalls functions controlled secure, consistent connectivity. Builds problem-solving skills, confirms troubleshooting, and ensures systems are designed with prevision, competence, and security, turning conceptual knowledge into practical, impactful solutions. Things seems getting in hand solution to the practical Digital Networking systems.

Critical reflection
Hypervisors are essential for roles running multiple virtual machines on physical hardware. IP addressing is vital to recognition. Routers and Network services are important services provided to us (DNS AND DHCP). Usually, they need to be configured correctly. These components must be useful for effective network management and security, which helps to contain all data traffic in a virtualised environment. 
The Fundamental idea behind a virtual machine is to obstruct the hardware of a single computer (the CPU, memory, disk drives, network interface cards, and so forth,) into several difference execution environment. There by creating the illusion that each separate execution environment is running its own Privat computer.
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TASK 2
Practical Implementation & Technical Documentation for Virtualised Network Deployment
1. Introduction

1. Type two Oracle VirtualBox for the lab deployment.
This document defines the design, configuration, deployment, and testing of a virtualised network based on the complete network topology for NOSS 2026 Inc. The network consists of two organisational sites within the SWANSEA.ACCA domain: a Windows-based site containing a Windows Server 2019 domain controller (S-DC) and a Windows 11 client, and a Linux-based site containing a Debian Server (L-CD) and a Debian GUI client. Mutually, sets are interconnected via a point-to-point wide-area network link and have virtual access to the internet. The network was implemented using virtualisation technologies and configured to ensure functional routing and end-to-end connectivity.

2.  Networking Design and IP Addressing: - Benefit of Network Design and IP Addressing:

Effective network design and IP addressing confirm controlled communication, efficient routing, condensed conflicts, and scalable growth. The organised scheme improves security, simplifies troubleshooting, and enables unfailing connectivity between servers, clients, and remote networks in the deployed virtual topology.

3. Virtualisation and Deployment
VirtualBox was used as the virtualisation podium or platform, with Itinerant automating the deployment of Debian-based systems. Windows Server 2019 and Windows 11 were installed manually due to authorising restrictions. Each VM was provisioned with two network interfaces as required: one for the LAN and one for the WAN. The Debian Server (L-CD) acts as a router for the Linux site. IP forwarding was enabled using:

 4. Testing and Verification
 Testing and verification confirm that configurations function as intended, make sure reliable connectivity, proper routing, and system      stability. They help refine faults early, prove network performance, and assurance that all components in the designed topology operate   securely and efficiently. Local Connectivity, Inter-LAN Connectivity, Routing and Firewall Validation

5. Troubleshooting Summary: Key issues encountered and resolved included
WAN ISSOLATION Causing Unfitting virtual network fastenings, missing static routes side-stepping cross-site communication, firewall rules hindering ICMP traffic on the Windows Server, diagnostic tools such as Ip adder, Ip route, iptables -L, route print, and Wireshark were used to confirm packet flow and identify misconfigurations.

6. Conclusion
The system was effectively deployed using a structured VLSM addressing scheme, accurate routing conformation, and thorough testing. Mutually sites communicate reliably over the WAN link, and all clients have constant connectivity through their individual servers. The operation establishes functioning use of virtualisation, network configuration skills, and systematic troubleshooting.
I personally choosing the different virtual machines to create a virtual network between the cities: Swansea and London. Before I installed the software or operating system for 2019, I must know the basic Hardware requirements based on the following components: Processors, Memory, Hard Disk Drive, Optical Drive, and Display. In our case, my laptop features an AMD Ryzen processor with Radeon Graphics, 8GB of Memory, a 500GB Hard disk, a Tested Optical Drive, and a 1920x1080 resolution display. If I installed from a disk drive, I must boot the CD and press F12 KEY to enter the system setup up then run the program to install it, then I will choose Standard, GUI and Data centre instead of choosing Core or GUI ONLY.  
The second step is downloading and installing using Google search.
Core Components: Windows Server 2019
The main gateway between the internal network and the internet, and 20.0.0.1/30 is connecting to the internet.192.168.1.1/24 connects to subnetwork1, and similarly presents services like Routing, DNS, DHCP, or Domain Control. Internet service providers (ISPs)provide internet publicly based on IP addresses, and the consumer can connect their internal network to the ISP through a telephone cable. The consumer uses the server, then connects to switch/route to a different network based on their different subnet mask or group of networks. Connects to the internet or Gateway:20.0.0.1/30. Connects to Subnetwork1: 192.168.1.1/24. Subnetwork 1 (Windows-based), Domain: SWANSEA.ACCA, Devices:  S-DC (Server): IP 192.168.1.1/24 — possibly a domain controller, and Client1 (Windows 11): IP 192.168.1.10 - a user workstation or Clients.
Purpose: Likely handles Windows-based operations, security authentication, and file sharing. The 3A Securities applies.

Subnetwork 2 (Debian-based), Domain: SWANSEA.ACCA, Devices: L-CD (Debian Server - CLI): IP 192.168.2.1/24, and Client2 (Debian Client - GUI): IP 192.168.2.10
 The main purpose is to support Linux-based services, perhaps for development or testing.
Connectivity: -The Windows Server bridges both subnets and connects them to the internet, as it serves as the Domain Controller. Each subnetwork uses a different IP range. Subnet 1: 192.168.1.0/24, and Subnet 2: 192.168.2.0/24. This segmentation improves security, traffic management, and role separation. While you work on the different subnet groups, you can simply identify the locations of the user using the subnet group first, and then the IP addresses would be the specific addresses for the user.
2.2 Download and Setup
Choice for this coursework: - TYPE 2 (Oracle VirtualBox) for the lab deployment.

Type-1 (VMware ESXi or Hyper-V Server) is designed for better performance and enterprise features, but it needs Server Hardware and Licenses, and it’s much more expensive. Running coast, maintenance coast, Expert coast. So, my choice for this coursework is Oracle VirtualBox Type 2 for the lab deployment: Indication-constructed based on the concise for resolution and accessibility, lab goal support for multiple virtual NICs, support, and transparency & duplicability.

                                                                  Task 2 Screenshots Guidance
2.1 Hypervisor: Oracle VirtualBox Manager
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2.2.1 Evidence of Download and installation.
Creation of Virtual machine Windows 1 and 2 (1 screenshot)
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Creation of Virtual machine Linux Devian 1 and 2(1 screenshot)
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Installation of windows and Linux OS (Start 4 *4 Machines and take desktop screenshots)
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2.2.2 Deploy your network as per the given topology:

Creation of a Network with an Internal Network for Windows (1 screenshot)
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Creation of Network with Internal Network 2 for Linux (1 screenshot)
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E     Evidence of 2 Windows PCs relate to the Internal Network (2 screenshots)
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Evidence of 2 Linux PCs relate to Internal Network2 (2 screenshot)
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2.2.3 IP addressing:

2.3.1. Use appropriate IP addresses to configure your network.
Evidence of IP addresses set up in 2 Windows and 2 Linux machines (for Windows command is ipconfig, and for Linux, use the command Ip add show ( 4 screenshots)
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2.3.2. The above topology gives a network address for the networks
Network IP address from Internal Network1 for Windows (1 screenshot)

[image: A computer screen with a computer screen

AI-generated content may be incorrect.]


Network IP address from Internal Network 2 for Linux (1 screenshot)
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2.4. Test and Troubleshoot You need to achieve the following: 
2.4.1. Perform Connectivity tests 
Outcome 1: Successful connectivity within Linux network. (2 screenshots) 
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Successful connectivity within the windows network. (2 screenshots) 
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Outcome 2: Unsuccessful connectivity between Linux and Windows networks (2 screenshots).
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Firewall Configuration
Deactivating the firewall helps the connection to reconnect with each other. Before I configure it, the packet data wouldn’t reach the destination, as there is a firewall activation causing the data not to pass the firewall. Generally, it helps Firewalls block hackers, Computer program viruses, and malware from entering a network, preventing unauthorised access to sensitive data: Enhanced Security & Protection, Traffic Monitoring & Filtering, Prevention of Unauthorised Access, Data Privacy & Compliance, Protection Against Malware & Phishing, Control Over Applications & Usage, Threat Intelligence & Zero Trust.
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SUMMUARY 
Working through these encounters boosted the prominence of patience, correctness, and organised problem-solving in networking. I realised that tools like ping and traceroute are not just commands but fundamental analytical instruments that reveal the well-being of a network. The skill taught me to anticipate common pitfalls (IP conflicts/IP Resolution, DNS misentries) and to attempt troubleshooting with a regular mindset.
This indication highlights growth in both technical competence and self-confidence: I am now more capable of handling real-world networking issues and realise the necessity of documenting configurations for future reference. 




TASK 3
3.1 Technical Reflection
   
During the deployment of the virtualised network for NOSS2026, in fact, systematic triple shooting and analysis have required to encounter of several technical challenges. One of the biggest issues across from IP address conflicts during the configuration phase (Conflicts of IP resolutions). Initially, both the Windows Server and Debian Server were allocated addresses within the same subnet due to incorrect VLSM allocation. This caused alternating packet loss and failed ping tests across the network. To resolve this, the subnet plan was reviewed, and unique subnets were reassigned to each Local Area Network (LAN) segment according to the designed addressing scheme, as Swansea (192.168.10.0) and London (192.168.20.0) have two different subnet masks 
The second one is that DNS resolution and Active Directory domain linking initially failed to resolve hostnames from the Debian server and client systems. This issue was traced back to incorrect DNS forwarding rules on the Windows DNS role and missing /etc/resolv.conf entries on the Debian machine. By updating the Debian configuration, domain name resolution was successfully restored. Flexibility of problem-solving tools and commands for troubleshooting: Ping, Ping/all, and traceroute were used to verify end-to-end host encryption/reachability, and trace packet tracks. 

Task 3.2: Personal Reflection
I inherited a well-structured approach: planning daily milestones, screenshots with timestamps, and keeping recording detailed log of all configuration changes. This project enhanced both my technical proficiency and critical thinking skills. It increased the rank of systematic troubleshooting, documentation, and testing in networking. Self-confidence in designing, configuring, troubleshooting IP conflicts, deploying, and maintaining hybrid infrastructures. highly applicable to real-world enterprise networks like NOSS2026.
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Subnet Mask . 255.255.255.6

Default Gateway .

C:\Users\Adninistrator>

—

Windows Server 2019 Datacents
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Default Gateway .
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192.168.1.1
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C:\Users\Administrator>ping 192.168.1.10

Pinging 192.168.1.16 with 32 bytes of dat:
Reply from 192.168.1.1: Destination host unreachable.
Reply from 192.168.1.1: Destination host unreachable.
Reply from 192.168.1.1: Destination host unreachable.
Reply from 192.168.1.1: Destination host unreachable.

Ping statistics for 192.168.1.10
Packets: Sent = 4, Received = 4, Lost = @ (8% loss),

C:\Users\Administrator>ping 192.168.1.10

Pinging 192.168.1.16 with 32 bytes of data:
Reply from 192.168.1.16; 2 time-14ms TTL-128
Reply from 192.168.1.16; i

Reply from 192.168.1.16:
Reply from 192.168.1.16:

bytes=32 time=ims TTL-128
bytes-32 time=3ms TTL-128

Ping statistics for 192.168.1.16:
Packets: Sent = 4, Received = 4, Lost = @ (8% loss),
Approximate round trip times in milli-seconds:
Minimum = ims, Maximum - 14ms, Average = 7ms
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C:\Users\Administrator>ping 192.168.1.1

Pinging 192.168.1.1 with 32 bytes of data:
Reply from 192.168.1.1: bytes=32 time=2ms
Reply from 192.168.1.1: byte:
Reply from 192.168.1.1: byte:
Reply from 192.168.1.1: byte:

Ping statistics for 192.168.1.1
Packets: Sent = 4, Received = 4, Lost K @ (8% loss),
Approximate round trip times in milli-second
Minimum = 2ms, Maximum - 6ms, Average = 3ms
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