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There are predicted to be 13.8 billion devices connected to the internet, with this high volume of devices there is large numbers of users with malicious intent which target and attack often causing cybercrime for selfish intentions. The following research paper I will review why modern companies must create a safe online environment which protects the user, detects threats, and reacts accordingly to these threats. It will also discuss possible safeguarding techniques which can be used to ensure a safer IT environment. 
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Firewalls are the networks first line of defence against intrusion from a potential threat. There are 4 different possible categorisations of firewalls. Which include packet filtering firewalls, application layer proxy and hybrids which combine some of these different protection measures.

[bookmark: _Toc89813426]Stateless Packet Filtering Firewall
older packet filtering firewalls called stateless firewalls were used to protect a network by using five different variables to decide whether a packet is allowed into the network or not. “The filtering decision is based only of the five basic fields: Source and Destination I P addresses, Protocol, and Source and Destination Port numbers” [1] However, this method is now outdated due to it being relatively easy for a hacker to attack a network using a static packet filtering technique because of the lack of authentication when sending packets. Furthermore, there are two main weaknesses which a hacker may exploit. IP spoofing is when a hacker creates packets to mimic an authorised IP address which has access to the network. The hacker may then use these IP spoofed packets to launch a DOS attack, for example this type of attack could be carried out by sending far too many of the spoofed packets for the network to handle therefore stopping all other traffic through the network.” if you allow traffic from an external network, such as 201.1.1.0/24, your packet-filtering firewall can only examine the source IP address in the packets; it cannot determine whether this is the real source (or destination) of the packet.” [2] It is also worth noting that the system admin would be able to detect the port being targeted however would not be able to trace who is sending the packets making it difficult to react accordingly.
However, these weaknesses can usually be further safeguarded by adding authentication to the external client. Furthermore, another issue with this older generation protection method is that the rules must be input manually regarding which IP’s are allowed and through which port the data will transmit. This is an issue because this can be complex especially on larger networks and opens the possibility of human error. Finally, another reason this type of filtering is less common over other methods is because the firewall never checks the content of the packet meaning a hacker could write malicious code within the unread contents of the packet and if the packet header information is correct, access will be granted to the intruder.” Another inherent limitation is that the static packet filter does not examine the entire packet, which makes it possible for an attacker to hide malicious commands inside unexamined headers or within the payload itself” [3] 
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Stateful firewalls (Firewalls which use stateful packet inspection.) also analyse the same five variables as a stateless firewall however it also comes with extra security function which help provide added protection against outside threats. Stateless firewalls are only able to analyse the packets individually meanwhile a stateful firewall can have a memory (state table) of previous decisions which have been made over the connections up time. This is further backed up by   “While a packet filtering firewall only examines an individual packet out of context, a stateful firewall is able to watch the traffic over a given connection” [5] This inspection of traffic is also done on layers 3 and 4(network and transport layers) of the OSI model which means authentication is still not available as the firewall would have to have access to the application layer (layer 7). However, as this type of packet filtering has the added advantage of monitoring all on going connections for potential threats as well as checking the packets main contents or payload.
“deep packet inspection typically includes a combination of signature-matching technology the data in order to determine the impact of that communication stream. While the concept of deep packet not so simple to achieve in practice. The inspection engine must use a combination of signature-based anal statistical, or anomaly analysis, techniques.” [6]
This suggests that the firewall will use a previous database of attack patterns to compare the packets against to determine whether the packet is safe to allow into the network. Furthermore, the firewall will detect possible “anomaly analysis” which means that the firewall will detect possible anomalies which in this case would be packets which are significantly different to the normal packets which would be transferred into the network and therefore adds extra security as an unusual file or would be flagged and not allowed into the network. A stateful firewalls technology reacts to potential threats which makes it more secure than a stateless firewall. However stateless firewalls still outperforms in terms of speed of transmission as less data is being checked per packet meaning less computational power is needed to perform the task.
Moreover, stateful systems also adds added protection by closing ports when they are not in use. The selected port will open at the start of an authorised session and close when the port is no longer being used. This adds extra protection because if a port is closed the hacker will be unable to send malicious packets into the internal network.” With static filtering this port would have to be configured as permanently open, which could provide a door for hacking attempts. For example A stateful firewall allows this port to be opened at the start of an FTP session and then closed at the end of the session.” [4]This helps greatly to safeguard the network against a threat as the two ports used for the FTP transmission are selected at random” in the range 1024 through 65,535” [4]This means the hacker must first find the correct ports out of the 64,511 ports above 1024. And if the hacker does manage to find the open port often these connections are monitored by system admins. On the contrary to static filtering this allows the administrator to react to a threat because they can close FTP session stopping all data transmission into the organisation internal network. "there is no way to predict which ports above 1024 must be able to be opened by the firewall. With static filtering, you would therefore have to leave all ports above 1024 permanently open if you wanted to allow FTP access through the firewall” [4]This clearly shows the security advantages added by using a dynamic filtering system rather than a static because instead of having access to all ports they may only have access to two which the hacker will likely not find before the FTP session ends. Typically, this type of firewall also allows for rules to be set in place to allow more autonomous security so for example if an attack is detected the firewall may automatically shut of the transmission or restart the session in a different set of ports therefore creating a safer network environment.
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An application layer proxy firewall is a which operates on level 7 of the OSI model and “sits between the protected network and the network you want to be protected from.” [7] When an application makes a request this firewall will intercept and inspect the full contents of the packet. Instead of sending the senders request the proxy will then send the inspected packet with its own new request and send it to the destination workstation.” The application proxy initiates its own request, as opposed to actually passing the client's initial request.” [7] Proxy firewalls are considered the most secure type of firewall due to there being no direct connection between the internal and external clients that are communicating and has the ability to see the full contents of the packets being transferred. “For a high level of security, an application proxy is the appliance of choice. The detail of control permitted is unmatched by any other device.”[8]This is further backed up by “This is the most secure type of firewall because the entire packet, including its application portion, can be completely inspected.” [7]Additionally another benefit to this firewall type is its “high degree of security and excellent logging features”.
However, although application proxies are the most secure, it does also have its limitations which make it less popular. Firstly, these proxies require an engine for each application they are trying to communicate with. This is backed up by “However, the need to have a separate proxy for each application to be protected is a major limitation” [9].This is further backed up by-
“Furthermore, when the application proxy needs to interact with all of today's different applications, it needs to have some sort of engine to interact with the applications it is connecting to.” [7]
Another drawback with this firewall type is its performance speeds compared to other alternatives. Furthermore, this is due to the device acting as a middleman for the file meaning two connections need to make, first the external client to the application proxy then form the proxy to the network’s internal device. Essentially this means the transmission time is increased for a single interaction because “it takes twice the number of connections to complete its interaction. On a small scale, the slowdown will not be a persistent problem, but when you get into a high-end requirement with many concurrent connections this is not a scalable technology.” [7]
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A MAC address (media access control address.) is a unique sequence of numbers and letters which are used to identify all the machines on local networks. Some firewalls use this as a security method to essentially whitelist safe MAC addresses of clients and stopping unknown sources of data transfer.” Some switches and firewalls are able to use this address to decide what communication to allow” [10] 
“But MAC addresses can be easily spoofed in many operating systems, so any device could pretend to have one of those allowed, unique MAC addresses.
MAC addresses are easy to get, too. They’re sent over the air with each packet going to and from the device, as the MAC address is used to ensure each packet gets to the right device.” [11]
However, this suggest the system also has major security disadvantages because MAC addresses are very easy to find out. All the hackers would have to do is use a packet sniffer and identify a network authorised packet and then spoof the MAC. which simply means changing their MAC of the packets they send acting as the authorised MAC to bypass the MAC filter, potentially sending malicious code onto the network.” A machine is not a person; determining who is actually operating the machine is not possible with the MAC address.” [10] Although it wouldn’t stop most entry level hackers it is still some added protection “Most people don't know how to spoof MAC address or find a router's list of approved addresses.” [12]Finally this device is good for improving security against normal users however should be used with other security firewall software in order to protect against more advanced hackers.
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Hybrid Firewalls are firewall systems which are made up with multiple different firewalls however they are set up to work together to further improve the protection level of the network. This is usually done by setting each firewall to target certain types of threats. For example, for a secure network a company may have a stateful packet filtering firewall to analyse incoming traffic and use an application layer proxy to hide the internal networks IPs from the potential threats on the internet. This would make the network far less susceptible to IP spoofing attacks because the proxy would change the IP on packets exiting the network and monitor on going application use within the network. Whilst the stateful firewall would be analysing the network traffic packet content and ensuring no malicious software enters the network.” Hybrid Firewalls: A hybrid firewall may consist of a packet filtering combined with an application proxy firewall, or a circuit gateway combined with an application proxy firewall.” [13]A circuit gateway firewall acts as a proxy and changes packet IPs like an application layer proxy does.” Assuming access has been granted, the circuit proxy replaces the original address (its own) with the address of the intended destination.” [14].Additionally hybrid firewall systems can be upscaled with the ability to add new firewalls in reaction to new threats occurring.
Furthermore, hybrid firewalls have three key advantages these are “Flexibility when it comes to incorporating two or more firewalls in your system” [15],” Granular control of the protection of your network” [15] and “easier threat isolation” [15] However although hybrid does have lots of benefits as it is going to provide a wider range of cover against threats. Systems like this can slow processes so if risk of attack is low their may be no need.” A hybrid firewall may unnecessarily complicate your network without providing much tangible benefit.” [15]
[bookmark: _Toc89813431]Conclusion
In conclusion firewalls are a key piece of security in modern computing. They provide a hurdle for potential hackers to face. Packet filtering is good for a network which wants high speed and doesn’t prioritise security. However, application layer proxies give the best overall security due to its ability to analyse packets and change packet IP’s reducing IP spoofing attack risk. On the other hand, it can be expensive and complex to set up so it may be considered overkill for a small company 
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“FlowTech is a fast-growing threat intelligence and consultancy company that uses online presence to sell it services.” Having a viable security solution that fits the company is important. Although complete security is impossible, I will aim to create a comprehensive security plan which both provides security and allows accessibility on the network.
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Organisation structure is a key part of any organisations security program and should be considered in any business as it allows employees to know who to report to when they need assistance.
“Organizational structure provides guidance to all employees by laying out the official reporting relationships that govern the workflow of the company. A formal outline of a company's structure makes it easier to add new positions in the company, as well, providing a flexible and ready means for growth.” [17]
There are numerous different types of structure which can be implemented into an organisation to better improve the security of company. Such as functional structure, flat structure, and the matrix structure. 
Considering FlowTech’s business I would suggest using the Hierarchical structure. According to “Indeed” a leading job site this structure has three key benefits. “Establishing clearly defined levels of authority” [18] and I believe these benefits to be the best solution for this company because it is important for the employees to know their job role and allows policy to be set for each job level in the hierarchy. This also improves productivity when creating the network as people in the same job role will have the same access to the network. Indeed also suggests this structure helps” Promoting teamwork and department loyalty “ [18] This is important to FlowTech because insider threats are a common type of attack or breaches because ” More than 34% of businesses around the globe are affected by insider threats yearly.” [19] and “Over the last two years, the number of insider incidents has increased by 47%.” [19] The added loyalty is likely due to “” Fostering employee development and promotion opportunities” [18] and this may also improve productivity among some employees as they are working towards promotion.
However, the hierarchical structure does also have some disadvantages such as “Limiting collaboration” [18] and this can cause problems for the company as each department is separate from one another “Departments can become indifferent to the concerns of other areas and develop tunnel vision. When acute, departments may put their own agendas ahead of company goals.” [20]. Another key disadvantage is when a company gets bigger the hierarchy must grow for the additional employees. This can lead to slow information flow through the hierarchy if not managed properly. “As a hierarchical structure grows, its hierarchy grows, too. Bureaucracies’ slow things – decision-making, communication, action – and the company becomes” [20] this is further backed by indeed “Creating bureaucracy that must be managed”. [18]Although these negatives can be complex to mitigate I believe the benefits far out way the negatives in this structure and I believe is the most compatible for the business model proposed.  
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Policies are essential within a business to ensure security but also as a guideline for employees to follow so they can avoid getting in trouble with their supervisor. 
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Firstly, there should be a policy regarding password creation, this is to reduce the likeliness of an insider threat attack happening within the business. Here is an example of a secure password creation policy which would fit the security needs of Flowtech.
-Password must be a minimum of 8 characters long
-No personal information (Name, DOB, Username, or pet names)
-Not previously used or like previously used (For example changing number at the end but keeping the same word.)
- Should use wide range of character types such as capital letters, lowercase letters,numbers and symbols
-Passwords must be changed monthly
-Do not use same password on more than one account	
-Do not share or write down password
-Lock computer when away from desk
Policies such as this are important both for keeping employees and the company safe as someone with malicious intent logging into another unsuspecting colleague or employee of the workplaces computer then the victim of the breach may be suspected of the crime due to it likely being logged on the network under their login. So, ensuring employees follow these simple password policy guidelines will help ensure the safety of both FlowTech and its employees.
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An acceptable use policy (AUP) outlines how employees are allowed to use the devices within the network whilst at work. Here is a AUP which covers what’s against policy for employees to do on the Flowtech network.
-Using company devices to break the law (For example cyber-theft, child pornography or viewing illegally downloaded non copyrighted content)
-Using company technology to send harassment, threats, abuse, and spam emails.
-Attempting to gain unauthorized access to company data or accounts which you aren’t permitted to see.
-Causing network disruptions. (This could be due to a virus or incorrectly configured devices on the network)
These policies should help maintain a healthy work environment providing enough access to keep up employee productivity however still firmly outlining what is not allowed on the network. Violation of this policy should bring the employee under disciplinary review judging whether it warrants legal action. This policy also minimises risk of viruses and unsafe files infiltrating the network because the employees will be flagged for going on sites which breach policy.
[bookmark: _Toc89813438]Company logging & network monitoring policy
Logging events happening on a network is key in catching threats early and allowing a reaction measure to be taken in response to the incoming threat, however logging’s key benefit is being able to see how an attack happened and who is responsible when it does occur. This data would show the network admins or computer forensics workers the IP of the device used and a timestamp of when it happened. An example of a possible policy FlowTech could use is.
- Login attempts (Both successful and not successful)
-Changing network privileges
-Editing network account data
-Data change on the device (Creating, changing, or deleting data.)
Implementing this policy will help the monitoring of the network as well as decrease the chance of a threat re-occurring multiple times in the network as it helps identify what went wrong and then a solution can be made to minimise risk in the future.
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This type of policy outlines what information on the network is given to each group of users based on what they need to see for their job roles. An example of a policy that Flowtech could use would be.
Users (Basic network privileges) will be provided with the network access they need to perform their job role. For example, a salesman doesn’t need to know customer delivery addresses so wouldn’t have access to customer record files. 
Privileged Users (Advanced network privileges) have a higher level of access to the network and are authorised to perform actions that users aren’t authorised for.
This level of access control should be used to stop regular employees using advanced computer functions when they have no need to do so. Offers more strict monitoring on privileged accounts can be performed also as less accounts will have this status than the user account. This policy provides better security when used enforced correctly with the password creation policy as it makes these authorised accounts harder to infiltrate.
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There are many different protections measures a company can implement to create a safer work environment for their employees, these include keeping software up to date, using network protection methods (Firewalls, Access controls or a virtual private network) and ensuring employees have basic security training.
[bookmark: _Toc89813441]Up to date software
Firstly, a simple protection measure which can be put in place is regular software updates, this could be any type of software on the device ranging from word, anti-virus, firewall and operating system software. This is important to do because “Hackers can become aware of vulnerabilities in certain software, sometimes caused by bugs and these can be exploited to harm your computer system and steal personal data.” [21]So to mitigate this I would recommend setting as many programs to auto-update as possible and noting programs that should be checked for possible updates on a schedule.
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Network protection methods are measures that can be used to create a safer network environment. Furthermore, there are numerous measures which can be used such as firewalls, Access controls and VPNS.
Firewalls
Firewalls are the first line of defence against potential external threats as I mentioned in my research report. From my research I believe a hybrid system could be the most beneficial because it allows additional scale ability and Flowtech is said to be “fast pace growing” company being able to scale the security systems to maximise safeguards against hackers is essential. In my opinion Flowtech should consider using both an application layer proxy and a stateful packet inspector. This provides a broad range of coverage for a firewall system, safeguarding against common threats.
[bookmark: _Toc89813443]Access controls
Access controls is when a network admin sets up privileges which decide who in the hierarchical organisation structure will get advanced network privileges, for example management would get higher roles than people working in the office because they need to see more data. Basic user accounts would not have access to any customer information they don’t need to see or else they are violating the data protection act. Privileged accounts can monitor users and access all areas of the network however are usually monitored more closely because they pose more of a threat due to lowered restrictions.
Virtual Private Networks (VPNS)
Virtual Private networks are servers which can be connected to be the user over the internet and masks their IP with the VPN servers IP and encrypts the computers MAC address. Essentially providing the same functionality as the application layer proxy. I suggest using the application layer proxy for this purpose however as it comes with deep packet inspection which maintains maximum security. Also, VPNS are generally more expensive to use and more difficult to setup.
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