


Data Entities
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As pictured, the application utilises four entities including ‘UserEntity’, ‘Registration’, ‘TaxInformation’ and ‘TaxPayment.

‘UserEntity’ models a typical user of the system, this may represent either an owner of a registered vehicle, or the individual recorded against a tax payment. As such, they have a OneToMany/ManyToOne relationship as illustrated by the below code snippet:
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This spring boot annotation informs the application of the relation between these entities and allows it to apply the correct foreign key relationships whilst generating the database tables:
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When accessing these entities through a restful request, these linked entities are represented by a given URI:
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Data Transfer Objects

Though Spring Boot is incredibly concise, allowing powerful functionality with little actual written code, this can be of detriment. Especially when collating data from multiple given entities. To circumvent this issue, we can utilise DTO or DataTransferObjects. These are simply a different representation of the given entities.

This project utilised two DTOs, including a ‘PaymentDTO’ and ‘VehicleDTO’. The VehicleDTO is the simplier of the two, simply displaying information on both the given vehicle and the registered owner.
Whilst the PaymentDTO retrieved data from all four entities, it does this by utilising the ‘PaymentDTOService’ service class to set all the necessary data from the referenced objects:
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This allows for a single API request to retrieve all the relevant data, as supposed to following through multiple linked uri’s. This DTO is exposed through the ‘PaymentDetailsRepository’ which utilises the ‘@GetMapping’ annotation to declare the url parameters to access the given functionality. A successful response looks like this:
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Automated Documentation

To produce automated documentation, this project utilised the ‘sprinfox’ ‘Swagger2’ functionality. By simply creating a swagger configuration file and annotating the given entity repository interfaces, it can automatically generate a full documentation of all the possible restful request the application can serve:

[image: Application

Description automatically generated with low confidence]

Security Configuration

For security the project utilised OAuth2 through Keycloak. This is achieved by running an instance of Keycloak on the local machine, then creating the relevant required settings including the realm, client, role, user and password. This is achieved through the Keycloak interface accessible through localhost.

Once that is done, the service may be queried to provide a access token:
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As illustrated, this access token is created by specifying a given user and password which is tied to a given role. The access token is actually an encoding of data that contains all of that information.

With this the application may restrict its functionality to certain roles:
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As shown here, the automated documentation endpoints have been whitelisted meaning they do not require an authentication token. The GET methods are locked behind the ‘courseworkserveruser’ role and the rest of the methodologies are locked behind the ‘courseworkserveradmin’ role. Meaning future attempts to utilise these end points must provide a valid, in-date access token:
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If an invalid token is provided, or the given token is out of date then the return will receive a 401. If instead the token authenticates a role with insufficient access, then the return will simply a 403.

Automated Tests

The automated test utilises junit. From POST, GET and PUT they run different scenarios in attempt to provide a full test coverage of the system. To ensure correct order, it utilises the ‘@Order’ annotation. Meaning a POST requires annotate 1, must complete before the GET request annotated 2 may begin. This ensures the correct data is available.
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Unfortunately due to some issue converting the given object references to foreign keys, the testing is unable to provide coverage for linked objects.
Dockerization

The dockerization of the system for mostly successful, except for the keycloak functionality. This is proven by the fact that the other services build successfully, and the swagger documentation is available.

Though I believe the keycloak implementation is very close to functionality, it fails due to some temp files being unclearable.
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@service
public class PaymentDTOService {

@Aytowired

private TaxPaymentsRepository taxPaymentsRepository;

private PaymentDT0 convertToPaymentDT0(TaxPayments taxPayments) {
PaynentDTO paymentDTO = new PaymentDTO(:

paymentDT0. setPayment_id(taxPayments.getPayment_id()
paynentDT0. setbate_payed(taxPaynents.getDate_payed());
paymentDT0.setCost(taxPayments.getInformation().getCost());

paymentDTO. setOwner_id(taxPayments.getInformation().getPayee().getUser_id());

paynentDT0. setPayeeNane (taxPayments.getInfornation() .getPayee() . getNane () ;

paynentDT0. setPayeeDob (taxPayments. getInfornation() .getPayee() .getbon());

paymentDTO. setPayeeMobileNumber (taxPayments.getInformation().getPayee () .getHobile_number());
paymentDT0. setNunber_plate (taxPaynents. getvenicle() .getNunber_plate());

return paymentDT0;
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@override
protected void configure(HttpSecurity http) throws Exception {

nttp.cors().and() . authorizeRequests()
.antMatchers( antPattems: */v2/api-docs®) . permitAlL()
.antMatchers( .aniPattems: */suagger-ui/sx"). pernitAlL()
.antMatchers( .antPattems: */suagger-resources/++") . permitAlL()
.antMatchers (HttpMethod.6ET, .antPattems: */+x").hasRole(" courseworkserveruser™)]|
.antMatchers(HttpHethod.POST, antPatiems: */++") . hasRole(}Eourseuarkserveradnin®)
.antMatchers(Httpethod PUT, antPatiems: */+«") . hasRole("courseworkserveradnin®)
.antMatchers(Httpethod PATCH, .antPatiems: */++") . hasRole("coursewarkserveradnin®)
.antMatchers(HttpHethod DELETE, .aniPatiems: */++") . hasRole("courseworkserveradnin®)
.anyRequest() . authenticated().and() . oavth2ResourceServer(). jwt(jut -> jwt.jwtAuthenticationConverter(jwtAuthenticationConverter()));
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@Test
' @order(1)
public void TestOwnerPostSuccessfullttpCode() throws URISyntaxException {

URI uri = new URI(GetURL( ..params: "owner"));

UserEntity userEntity = new UserEntity();
userEntity.setName("Rhys Beckett);
userEntity.setDob("1996-86-15");
userEntity. setHobile_number("67792958897");

HttpHeaders headers = setHeaders();
HttpEntity<UserEntity> request = new HttpEntity<>(userEntity, headers);
ResponseEntity<String> response = restTemplate.postForEntity(uri, request, String.class!

Assert.assertEquals (HttpStatus. SC_CREATED, response.getStatusCodeValue());

@Test
@Order(2)
public void TestOwnerGetSuccessfulbata() throws URISyntaxException {

URT uri = new URI(GetURL( ..params: “owner

HttpHeaders headers = setHeaders();
HetpEntity entity = new HEtpEntity(neaders

ResponseEntity<UserEntity> response = restTemplate.exchange(uri, HttpMethod.GET, entity, UserEntity.class);
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@Entity
@JsonIgnoreProperties({"hibernateLazyInitializer, "handler"})
public class UserEntity implements java.io.Serializable {

@Entity
@JsonIgnoreProperties({"hibernateLazyInitializer, "handler"})
public class Registration implements java.io.Serializable {

e
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