2




Contents
1.	Introduction	2
2.	Risk Management	2
2.1 (UC) University of South Wales Trinity Saint David closing down	3
2.2	(DL) Data Loss	4
2.3	Employees	4
3.	Code of Practice: Sustainability	5
3.1 How does Sustainability Affect HALO O/S?	5
3.1.1 Environment	5
3.1.2 Social	6
4.	Code of Practice: Ethical & Legal Issues	6
5.	Quality Assurance Issues	7
Bibliography	9


[bookmark: _GoBack]
















1. [bookmark: _Toc536218160]Introduction
This document will give a brief description of the product that the students had created a prototype for, a section that will cover any risks that may occur when implementing the prototype, sustainability, any ethical or legal issues that the students may run into and any quality assurance issues.
The student’s of University of Wales Trinity Saint David was asked to create a product that will accompany the H.E.L.P device that will be implemented in areas that has recently had a natural disaster. Working within a group, the students were able to create a basic prototype of the idea and present it to Sue Maw, the overseer of the project.  The students were able to give a basic demonstration of how the app may look if we were to release the product into the market by showing basic design, the database and a packet tracer example to show how data might flow through the network.

2. [bookmark: _Toc536218161]Risk Management
Certain events could cause delays in implementing the project for the students and in some cases could cause the project to completely collapse. An efficient method to calculate the impact of the risk is by performing an impact matrix; this can be used to determine the probability of a event happening and how sever that would be on the project. By understanding the probability and impact of these risks can then allow the students to have precautions to reduce the risk of the project having to be scrapped.
Another method of managing potential risks that could hinder the project is performing a risk prioritization. This method is particularly good for being able to determine the impact of the risk and how much the students should delegate to the management of the risk in terms of resources.
The table below shows the impact matric that the student has made to help further understand the problems that may occur during the implementation of the product and what issues will need to be considered greater than others. For the matrix to be efficient for this project the group will need to discuss the probability of certain events happening then decide what impact that would have on the overall project.
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In the probability matrix which the student has made it shows the probability of something happening and the impact it would have for the project. The student has also added a thick red line to the table to be able to easily identify the tolerance level, this is known as the “tolerance line”. Any of the problems that the students identified during their discussion appears within the tolerance line should be addressed and handled urgently.
The following is a list of issues that the group had discussed and will display the probability of it happening and the severity of the event. Please note: each issue will be assigned a unique identifier and will be plotted on the graph using it’s identifier. The student has also given a brief description of the problems and how the team aim to overcome these should they become a reality.

[bookmark: _Toc536218162]2.1 (UC) University of South Wales Trinity Saint David closing down
The students discussed the issues they would face if UWTSD were unable to operate anymore. The group had decided that the probability of this happening would be low but would however have massive repercussions on the project as not only would the overseer of the project be unable to help, but the students will also lose extremely valuable resources such as a meeting spaces and access to equipment that may be able to help implement the application.
If this was to happen the students will have to find somewhere new to meet, this not be beneficial due to the ease of being able to meet on campus and using the resources available such as, meeting rooms with whiteboards; allowing all team members to communicate freely and easily. On top of this the students would also have to find an alternative method of funding, this could be quite hard as they would have to find suitable funders and pitch their idea, which might actually get refused causing the project to have to be abandoned.

2.2 [bookmark: _Toc536218163](DL) Data Loss
There are a number of ways that the group could potentially lose their data including important project files. Some examples of how the students could potentially 
The students believed that the chance of this happening was definitely greater than 50% so they give it a high probability rating and should it happen would mean that the project would have to be restarted, meaning that more money out of the budget would have to be spent paying for staff labour and purchasing other resources to ensure that if this happened again, data will be easily retrievable. 
The group decided that this is the type of risk that should be address urgently to reduce the risk of running into unnecessary expenses. The students will adopt the approach of storing their project in three separate places; on the computer hard drive, external hard drive and lastly, cloud storage.

2.3 [bookmark: _Toc536218164] Employees
Employees can have big effects on the success of the project as it will determine the duration of the project. There are many ways that the project end date could become postposed or cancelled due to employees, such as:
· Other commitments (OC) – When the students were creating a prototype for the product they found that they wasn’t able to schedule as much time into the project as they wanted to because of other commitments. This caused the students to not be able to include all of the features they wished to have had implemented for the demonstration with Sue Maw, the project overseer. 
· Correct skill set (SS) – Another issue the students had when creating the prototype is that they still hadn’t gathered all of the skills they needed to be able to get all functionality working. If the students are not able to learn the relative skills for this project, it will either mean that they will have either have to postpone the release time for the product or hire someone external to the group; this will cut into the budget.
· Illness (IL) – People get sick, there is nothing the students can do to stop employees becoming unwell, this can cause delays if there isn’t measures put in place as the task could be neglected until a time in which the employee is well enough to complete the job assigned to them.
As this has appeared past the tolerance level, it means that the group feels that this is an issue that needs to be addressed with high priority. The students decided that to implement the prototype into a fully working mobile application, they will have to work on individual components separately and have weekly meetings to discuss progress. Also, by using applications such as Skype and Discord they will be able to communicate via VoIP.
The team of students has also agreed that they will have to do extra research into the tasks that they have been delegated to ensure that when the prototype needs to be implemented, they have the correct skills to be able to do it.
If a team member gets sick during the building of the project, it is important that there is a back-up person who the task can be delegated to so that the work load is still being done rather than having to delay the project.
3. [bookmark: _Toc536218165]Code of Practice: Sustainability
Environmental awareness is becoming increasingly popular throughout the world and is extremely important as it is about what we as human beings can do to reduce our carbon footprint and become more "green". The group has to ensure that they are conscious about what effect they are having on the environment and what they can do to reduce their energy consumption.
There are many schemes currently in operation to ensure that large businesses are reducing their carbon footprint. Some of these schemes include: 
· Carbon Reduction Commitment (CRC) – This is a mandatory scheme that applies to companies in both in public and private sector which uses large amounts of energy [1]. This scheme requires all participants to buy allowances for every tonne of carbon they release. This scheme, however, is closing by the end of 2019 and will be replaced with the Climate Change Levy.
· The Climate Change Levy (CCL) – The change levy is tax that is charged to businesses and was implemented to encourage businesses to reduce their carbon footprint. Like the CRC, the CCL is aimed at the public, private and agricultural sectors. Businesses that are currently efficient and do not reach the threshold are class as “de minimis” and are therefore classed as domestic use [2]. Those paying the CCL can also sign up to the Climate Change Agreement; this is a voluntary agreement which businesses using larger amounts of energy can benefit greatly from. 
· Climate Change Agreement – This is an agreement that UK businesses can make with the Environment Agency and is a scheme to persuade companies to reduce their carbon emissions by offering a huge reduction to their CCL tax, these discounts include: up to 90% on electricity bills and 65% on other fuels [3].

[bookmark: _Toc536218166]3.1 How does Sustainability Affect HALO O/S?
Sustainability for the project can be summed in three separate sections; environment, economic and social. In this next section the author will give a brief description of environmental and social sustainability, how they could hinder the project and what the team are going to do to try overcoming these.

[bookmark: _Toc536218167]3.1.1 Environment
Environmental issues, as mentioned in the previous section, is about how the environment is effected by the operation of the business by things such as how much carbon the company is emitting and how much energy the company uses.
There are a few things that the student should consider for the environmental aspect of their project, such as; how efficient the equipment is that they are using, are the servers that are being used being place on low power mode, what is the impact of team members driving individually to meet up.
The students decided that they will try to use energy efficient equipment that must be powered off when they are not in use e.g. during the late evening until morning. Another way the students could reduce their carbon footprint is by using green data centres to store their data. A green data centre is storage for data that is operated using cleaner computing principles by using less energy and space, using the best methods to be more environmentally friendly.
“We design, build and operate our data centers with high energy efficiency standards and we have a long-term goal of using 100% clean and renewable energy for our global platform”. (Equinix, Green by Design, https://www.equinix.com/company/green/). 
Lastly, the students aim to ensure that are being as environmentally friendly as possible when travelling to their regular meetings by either carpooling, using public transport or cycling. When the project is fully implemented the team will also offer a cycle to work scheme for employees.

[bookmark: _Toc536218168]3.1.2 Social
When talking about social sustainability the group must discuss what impacts the HALO O/S would have on people. They must consider that the application will have not only the positive but negative effects. The students were able to identify that the application could be extremely helpful to someone who is trying to find family members in case of an emergency. However, the application could easily become negative for stakeholders as their data could become jeopardised which could have huge consequences for the company.
The company could run into problems when handling data because they will have to adhere to the General Data Protection Regulation (GDPR). 
The GDPR applies to all companies inside of the European Union and regulates how companies are allowed to handle data. This is a big concern when creating the application due to the student due to data being the main element of the project. Companies that misuse data are often fined large amounts of money.

4. [bookmark: _Toc536218169]Code of Practice: Ethical & Legal Issues
When working on the application the students had to follow rules and regulations to ensure that they are working legally and fairly to maintain a high status on the companies reputability. One such code of conduct the students had to abide by was the IEEE Code of Conduct; this is important as, by being members of IEEE (Institute of Electrical and Electronics Engineers) we are bound by certain easy to follow rules such as being respectful and treating people fairly.
Another code of conduct that will help strengthen the reputation of the application is the BCS(British Computing Society) chartered institute for IT. There are many rules that the student can take from the BCS code of conduct to help support them develop their application safely and efficiently.
The GDPR is a regulation that all businesses within the European Union must follow otherwise they could face extremely hefty fines. It requires all companies to handle data in an acceptable manner ensuring that peoples personal data is kept secure and is being used in an ethical way.
However, with the UK unclear about their status of Brexit, the students will have to account for the very high chance that the UK will be leaving the EU meaning that they will have to adopt new laws for data protection. However, leaving the EU could be impractical for the students because of the European Union’s plan to create a digital single market. The digital single market means that it will be easier for consumers within the EU with improvements accessing digital good, provide high-speed and reliable infrastructures [4] as well as many other key features the group could benefit from.
5. [bookmark: _Toc536218170]Quality Assurance Issues
Quality assurance is a key consideration for the students as they will have to ensure that the application they create is assessible for all types of users and is easy to use. For the product to be considered a success it will have to pass certain criteria, such as:
· Effective – For the product to be classed as effective the users must be able to perform tasks they expect to be able to do when using the application. In this case the user should be able to search for family and friends to check their safety status and be able to locate them using the map feature.
· Productive – The productivity of the application can be measured by whether the users have to perform certain tasks excessively to be able to achieve their overall task. For the HALO O/S application, the users shouldn’t have to repeat stages to be able to complete the task they have been trying to accomplish.
· Safe – For the application the user should feel safe using it, there are a number of ways that the application can be unsafe for users. An example of how the application may be unsafe to use is if when the user goes to use it, it slows down the efficacy of the users device and possible cause it to crash. The user may also feel apprehensions about using the application because they will have to give delicate information, this could make them feel uneasy using the app because if the data the user provides is not stored or maintained correctly it could mean their information becomes compromised.
· Satisfactory – The users should feel happy using the application, if the users are not happy with the overall operation of the app it will not be successful. 
When the students has created a minimum viable product for the application, they are planning on performing tests to ensure that they have created a quality product. The following is a list of SMART objectives that the students want to reach for them to deem the project as a success:
1. Usability – The student will ask random people to take part in an experiment and then ask the users to rate their overall experience using the app. The students will know if the application has reached the usability criteria if:
· 7/10 testers of the application are able to perform a series of 15 tasks within 30 minutes.
· The audience has given the product a rating of 80% or above for the overall feel and use of the product.
· 7/10 people do not need to ask where certain features are located on the application.
2. Reliability – The students will want to ensure that their product is reliable and will aim to ensure that down time is kept to a minimum as this will have a very large effect on the companies image and could cause a lot more stress for people who are in great despair. The students will perform simulations to ensure that the server can handle larger amounts of traffic in times of a natural disaster. The students want to achieve these following goals before they deem their application to be a success.
· The server can withstand an increase of traffic by 24% for 4 hours in times where there has been a natural disaster.
· The application receives less that 6 error reports per 6 weeks.

3. Functionality – The students will want to priorities features on the application labelled by low and high priority. The project will be a success if :
· 100% of the high priority features has been implemented by the time the application is due to be released to the market.
· 70% of the low priority features has been implemented by the time the application is due to be released to the market.
4. Efficiency – There are many things that will determine whether or not the project is efficient, the student has included the response time and mobile compatibility.
· The students want the response time of the application to be less than 3 seconds. Although three seconds seems like a long time for an application, it is actually not to bad considering the area in which the application will be in use will be struck with a natural disaster.
· Mobile compatibility means what different types of devices the application will be able to run on. The students want HALO OS to crossed platform, meaning they want it to be able to run on IOS, Android and Windows devices. The students want to have this implemented 2 months after initial release. 
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