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Passwords
Swansea: Pa555w0rd or P@sswOrd or P@ssword

Cardiff: Pa55wOrd
New Cardiff password: P@55w0rd
Lab01: P@sswOrd
FQDN Forest Password: Pa55w0rd

Alias Name for Swansea Virtual Directory: test




Worksheet 1 — Facilitating a Virtualised Remote Network Infrastructure
Utilising Type 1 Hypervisor software, and the RRAS (Routing Remote
Access Service)

Task 1 — Verifying no Connection

2 Virkual FABCFIne Viewet - Cardil O srver BabbagES08E oM 5.0k = x

Fle  Action
dfcrdal-Ded B Full Sereen
E Senver Manager

]

WELCOME TO SERVER MANAGER

i LocalServer ES Add Roles and Features Wizard =1ol x|
B A Servers
5§ Fileand Storedl | stallation progress

Vi installation progreis

1 starting inmiation

Group Policy Management
RAS Cannection Manager Administratian Kit [SHAK)
Remots Access = e
DirectAczess and VPN (RAS)
Reuting
Remote Server Adminstration Tools
Role Administiation Tocks
e Femate Access Management Tools
Remote Access GL and Comemand-Line Tools
Remote Access moduile for Windows PowerShell

ou can dlase this wizard withoutintemapting running tages View tack progees: or open this
B pege again by cicking Notifications in the command bar, ard then Tazk Detaiks,

B w.",f,’;;;
Cardiff Server Task: Enabling Routing and Remote Access
Task 2 — Enabling the Routing and Remote Access Service on a Server

Cardiff Server Task: Enabling Routing and Remote Access on the Cardiff server in order to
set routes to Swansea and lab.
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C:\Use Administrator’

Task 2 complete Cardiff to Swansea ping. success, this shows it works even though we do not
know the route. It could have failed, assuming it’s static.




CAWindows\syster32\emd.exe

an internal or external command.

or hatch file.

& .11.1 with
2.168.11.1:
168.11.1:

168.11 .1:

time<ims TTL=

J168.11.1: : time<ims TTL

3

i
¢l

Lab 01 pinging Cardiff. Successful also. if it failed would need to route statically.

Task 3 — Add Routing Protocols on the Server and Add Two Routing Interfaces to the
Routing Protocol on the Server

) Routing and Remote Access [= o=
File Action View Help
= @ @
) Routing and Remote Access Routing and Remote Access
[ Server Status
=TT, .
4 [y WIN-GSUBORLHZEP (lecal) || yelcome to Routing and Remote Access
E hletwark Interiaces Routing and Remote Access provides secure remote access to
{3 Remote Access Logging||  private networks.
4B 1}5_\4 Use Routing and remote access to configure the following:
:% Gen.eral * A secure connection between two private networks.
% SRT:LIC Routes * A Virtual Private Network (VPN) gateway.
b E 1Pv6 + A Dial-up remote access server.

* Network address translation (NAT).
* LAN routing.
+ A basic firewall,
To add a Routing and Remote Access server, on the Action menu,
click Add Server.

< m >

Done

-_ TET Hecrnirr= Mantar . e 2 Thn

e

Task 3 Routing protocols, routed two routing interfaces on the server: Networks 0 and 11.

Showing setting up of the routes manually rather than relying on the routes working with us,

by default.




(AT |
CAWindows\system32\cmd.exe | = |ET@

C:sUserssgroupbrping 192.168.11.2

Pinging 192.1
R

68.11 i bytes of data
om 192.16 t
1

i
Haximum

C:s\Users group5>

T e COT T IO T e Ty T YOS

Pinging Swansea and Lab 01, successful.

o about Local Area Network Routin

dmin orrout

Task 4 — Learnin
inizstrs
r-U Network Adapter

« Interface 1

Metric
2

On-=1link
On=link
On—link
On=1link
On=1link
On—1link
On—=link

] Addyr Metric
8.0.8.9 0.8.8.8 s Default

[ Pué Route Table

¢ Destination Gateway
On-link
On=-link

Swansea Route Print results are that interface 192.168.11.2 (Swansea) can be accessed
through gateway 192.168.11.1, On link means that the addresses can be directly reachable, no
need to be routed.




EE C\Windows\system32\cmd.exe =-|-cP @

poration. A1l wights

Hicrosoft Uiet i Network Adapter
ftware L Interface 1
Microsoft ISATAP Adapter

IPu4 Route Table

Metric
261

IPv6 Route Table

On-1lin

On-link
hB:81db-/128

On-link

Lab 01 Route Print results show that interface 192.168.0.3 (Lab-01-01) can be accessed
through gateway 192.168.0.1. It can also can be accessed directly. Destination 192.168.0.3
directly reachable to interface 192.168.0.3
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Administrator: Command Prompt

ft Windows [Uersion 6.3.960H]
3 Microsoft Corporation. All rights reserved.

Intexrfa List
@8 15 5d 86 83 2 ft Hyper-U Network Adapter H2
oft Hyper-U Network Adapter
oftware Loopbhack Interface 1
A0 AP OB BB BB B0 BB B M soft ISATAP Adapter
B0 B0 08 BB B0 B0 98 A Mic ft ISATAP Adapter H2

ination 3 L erface
0.0.8 2 a a < 127.0.08.1
5 ]

2.168.8.1
168.11.1
.168.11.1
.168.11.
A.
On=link
On-link
On-link
On-link

On=1link
8

On-1link

b £fAA On-link
ffea On-link
f On-link

Routes:

\Users\Administrator>

Cardiff Route Print results show that destinations 192.168.0.1(Cardiff) and 192.168.11.1 can
be accessed directly

Task 5 — Additional Observation Tasks

Benefits of Type 1 Hypervisor

Hypervisors are used for virtualisation, which is where a virtual machine will receive a small

portion of the computer’s hardware and the capability of using multiple operation systems on

one computer. Virtualisation is usually achieved by using a type 1 and type 2 hypervisor, type
1 directly runs off the computer’s hardware and type 2 executes on a host operating system.

“Type 1 hypervisors directly interface with the system hardware. All operating systems run
inside a virtual machine. There is usually a special, privileged virtual machine that can
manage the others”[1]. they are primarily used for cloud computing and to monitor other
guest operating systems. “Type 1 hypervisor, the only services the hypervisor provides is a
very basic management console with no ability to run applications in parallel, it can only be
used as a hypervisor.”[2].
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Hypervisor
| Hardware

Benefits of type 1 hypervisor are:

FIGURE 1 - TYPE 1 HYPERVISOR[1]

o Faster than type 2 as they run on bare metal.

e More secure than type 2 hypervisors

* Depending on which hypervisor application you use, cheaper than type 2 hypervisors

e [Ifa virtual machine just happens to break, then it does not affect the other virtual
machines.

e Scalability

e “Increase hardware utilization and dramatically decreases capital and operating cost
by sharing hardware resources across a large number of virtual machines that run
side-by-side on the same server.”[3]

There is a plethora of type 1 hypervisors to choose from, these are the preferred options:

e  VMware vSphere/ ESXi

e Microsoft Windows Server 2012 Hyper-V
e Xen/ Citrix XenServer

e Red Hat Enterprise Virtualisation (RHEV)

Role of Routers

A router is designed to be an intermediary, the job of a router is a device which connect and
pushes forward data packets between multiple computers and networks. A router “matches
the packel’s destination address to a route in its routing table. This route specifies the
interface through which the router must forward the packet in order for the packet to reach its
destination.”[4]. Routers are primarily known as layer-3 devices. which is a multi-layered
model that knows the address of other nearby nodes within the network, “as routers process
logical addressing information in the Network header of a packet (such as IP addresses).”[5]

Routing Protocols and their benefits

Routing protocols are guidelines which are used by devices, mainly routers to establish the
ideal path to forward data packets to the defined destination. There are two main routing
protocols, Static and Dynamic routing.

Static routing is when the routes are usually manually assigned. “When you enter a static
route, you specify the destination network address and subnet mask and either the next-hop
address or forwarding interface for that destination.”[4].
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Dynamic routing is where routers are used to identify the most ideal and redundant path for
the routes. “Routers can also construct their routing tables using dynamic routing
protocols”[4]. The routers essentially communicate with one another and trade routes, learn
from one another and the networks that they connect to.

Benefits of Static routing:

e More ideal for smaller network than dynamic

e Highly secure

* Foreseeable, easier to track movements and what happens with the routes
¢ No algorithm with Static routing

Benefits of Dynamic routing:

e More ideal for larger networks with multiple components and devices

e Updates constantly and consistently

e Communicates with other devices, so you know the destination and the next router in
the sequence

e Less work needs to be done with this type of routing

Overview of Routing Tables
Routing tables are guidelines and used to follow and determine where data packets are

received and sent from by looking at the IP addresses. “IP routers do a routing lookup in a
routing table to determine where IP datagrams are to be forwarded. The result of the
operation is the next hop on the path to- wards the destination. An entry in a routing table is
conceptually an arbitrary length prefix with associated next-hop information.™[6].

“More precisely, given a routing table that provides forwarding information for IP addresses
using longest prefix maich, the algorithm produces a new routing table that a) has the same
forwarding behavior and b) has the least possible number of entries.”[7]

The routing table shows the following:

* Subnet mask — allows flow of traffic between devices
e Host router — the IP address of that router
e Interface — the IP address of the destination

In summary. the routing table is a list that is made by the router to show the administrator
which networks are known on the network, when a data packet is sent or received the router
will then look on the routing table to see if the information is stored if not, then it will add it
to the routing table.

Subnet mask

A subnet mask is used to partition the IP address into two parts, network and host addresses.
The subnet mask is vital as it allows the router to do its job correctly. “A subnet mask is a 32-
bit value that allows the recipient of IP packets to distinguish the network ID portion of the IP
address from the host ID portion of the IP address.”[8]. A router can identify the next-hop in
the sequence for the data packet, if the subnet mask is directly connected to the next router in
the sequence then the router knows that is the data packets destination.

12




Worksheet 2 — Routing and Remote Access Services in Windows Server:
ARP, Managing TCP/IP & ICMP Operations using Packet Filtering

Tsk 1 — Using the ARP Protocol to obtain Physical/Logical Network Node information

Administrator: Command Prompt

on 6.3.9084]
ration. All rights res

dministratoer>ARP -A

Intexrf = 192.168.11.1 —— Bxc

Internet Address Physical Add Type

1 168_11 BE- Ld-82-84 dynamic
Ef—F££—FF—f £ F
B1-88-
A1-88-
A1-88-5e
FE-FE-FF

Type
dynamic
atic

. —fa
FF-FE-FF

*\Users‘Mdninistrator?

Command prompt ARP —A.

Shows entries being updated as more servers are connected to, mapping logical IP Addresses
to Physical Addresses of Network interfaces.

Task 2 — Permitted TCP and ICMP Operations

[ Add Roles and Features Wizard == s

o Starting installation

Web Server (I15)
FTP Server
FTP Service

Management Tools =

IS Management Console
...

Common HTTP Features
Default Document
Directory Browsing
HTTP Errors
Static Content

¥ou can close this wizard without inbernupting running tasks. View task progress or open this
page again by clicking Notifications in the command bar, and then Tack Datails

Web Server I1S
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Password: |ononu

Confirm password: |

[7] User must change password at next logon
["] User cannot change password

] Password never expires

[l Account is disabled

Password is P(@sswOrd

D e Binding and S5L Settings
‘ila

Binding
IP Address: Port:
v| 2 |

[ Enable Virtual Host Names:

Virtusl Host (example: ftp.contoso.com)

[ Start FTP site automatically

sSL
) NoSSL

@® Allow SSL
O Require SSL
SSL Certificate:

Not Selected v Select.. | View.

Port 21

14




r G

Windows Administrative
Server Manager PowerShell Tools

Task Manager

Instructions as for ‘my computer’ but it means This PC.

i I = Drive Tools Local Disk (C)
B o s view  bansge
(€ * 4 |iy » ThisPC » Local Disk (C:) v c,| Search Local [
r Favorites e
B Desktop | #tpdownloads
& Downlaads | inetpub
2. Recent places . Perflogs
! Program Files e
% This PC . Program Files (x36) e
Users 2 File falder
€ Network | Windews 23172017 03:29 File folder
P iterms

This is the C file

15




= ftpdownloads =|a] %

=] Administrator: Command Prompt |L|£- 1 o

M |
11 rights reserved. Size

192.1

P [=vl [ ﬂ] [ a | wndbuf ferl [=rie
r] [=h 3 1 1

.168.11.2
F

.L.(nane),: swansea~ftpuser
pord required
sword:
230 User logged in.

221 Goodhye.

:NUserssAdninistrator>

Successful ftpuser login. (Error caused by different keyboard configuration)

Showing successful ftp function testing, logon to ftpuser works.

16




File Action View Help

Task 3 — Restricting ICMP Operations Using IP Packet Filtering with the Windows
2012 Server Routing and Remote Access Service

e 2@ EB o=z Bm

E Routing and Remaote Access
% Server Status
4 [ CARDIFF (local)
E Network Interfaces
{3 Remote Access Logging
s 5 IPv4
=) General
B Static Routes

& RIP
4 B IPvé
E General
E Static Routes

General

‘E& Loopback

@Int:mal

Interface M | Type
22 Network 11
@ MNetwork 0

Dedicated
Dedicated
Loopback
Internal

IP Address
192.168.11.1
192.163.0.1
127.0.0.1
Not available

Remote Access

17




¥ Source network

IP address: [192.188. 0 . 3

Subnet mask: |255.255.255,255

W Destination network

IP address: |192.1sa. 1n. 2

Subnet mask: | 255 . 255 . 255 . 255
Protocol: [icmp |
ICMP type: |255
ICMP code: |255

OK I Cancel

Stopping the client from pinging a particular network host.

Task 4 — Restricting TCP Operations Using TP Packet Filtering with the Windows 2003
Server Routing and Remote Access Service

These fitters control which packets are forwarded or processed by this network.
Filter action:

¢ Receive all packets except those that meet the criteria below

" Drop all packets except those that meet the criteria below

Filters:

Source Address | Source Network Mask | Destination Address \ Destination Mask Ijl
152.168.0.3 255.255.255.255 192.168.11.2 2552552565255 |

Receive all packets.

18




C:\Users\group5>ping 122.168.11.2

122.168.11.2 with 32 bytes of data:
timed out.
timed out.
timed out.
Request timed out.

Ping statistics  192.168.11.2:
Packets: Sent = 4, Received = 8. 4 (188x loss>,

G:sUserssgrouph »ping 192.168.11 .1

Pinging 192.168.11.1 with of data:

Reply from 192.168.11.1: 32 time=85%ms TTL=127
Reply from 192.168.11.1: = time<{lmns TTL=127
Reply from 192.168.11.1: " time=1

Reply from 192_168.11.1: hyte 2 time{1l

Ping statistics for 192.168.11.1:
Packets: Sent = 4. Received = 4. Lost
Npproximate round trip times in milli-secon
Minimum = Bms,. Maximum = 85ms. Average

C:sUsers\groups>

Failing to ping Swansea. Succeeding to ping Cardiff shows that the Inbound filter works.

Edit IP Filter | 2 [ }
[ Source network

IP address:
Subnet mask: - .
[~ Destination network

IP address: . .
Subnet mask:

Protocol: | TCP L|

Source port: 0
Destination port: 21

0K | Cancel ¢

Setting outbound filter from Cardiff to Swanseca.

19




| Administrator: Command Prompt

icrosoft Windows [Version 6.3.96601
{c> 2813 Microsoft Corporat . All rights reserved.

rs“Adninistrator>Ftp 2.168.11.2
ted to 192.168.11.2.

28 Microsoft FTP Service

J €192.168.11.2:<{noned>

trator>ftp 192.168.11.2
onnected to 192.168.11.2.
28 Microsoft FTP Service

» (192.168.11.2:<{noned>: hye
ord required

istrator>ftp 192.168.11.2
to 2.168.11.2.
osoft FTP Service
2_.168.11.2:<noned): *
erssAdninistrator>ftp

C:NUsersSAdministrator?

Failing to ping Swansea from Cardiff shows the filters work.

Add IP Filter [ = S|

™ Source network

|P address: |
Subnet mask: | . -
™ Destination network

|P address: | . .
Subnet mask: |

Protocol: | TCP ﬂ
Source port: |
Destination port: |21

OK | Cancel el

Setting up the inbound filter on Network filter.

20




= Administrator: Command Prompt - ftp 192.168.11.2 |;|£_-

rosoft Windows [Version 6.3.96001
sof t Corporation. All rights reserved.

sers Adninistrator>ftp 192.168.11.2
connect :Connection timed out

rs“Administrator>ftp 192.168.11.2
connect :Connection timed out
ye

:NUserssAdministrator>ftp 192 .168.11.2
ected to 192.168.11.2.
B Microsoft FIP Servi
lser (192.168.11.2:C(noned):

Accessing Swansea from Cardiff Router successfully

C:sUserssgrouph2>ftp 192.168.11.2
ftp>

Failing to ping from Lab shows that the filter works.

Add IP Filter [ 2 ]

Iv Source network
|P address: 192 168 . 11 1

Subnet mask 255 . 255 . 255 . 255

|v¥ Destination network

IP address: 192 168 . 11 . 2

Subnet mask: . .
Protocal: ‘ TCP L}
Source port:
Destination port: 2

0K Cancel
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Inbound filter blocking access to the fip server only from CardifT.

Administrator; Command Prompt - fip 1€

icrosoft Windows [Version 6.3.9608]
(c) 2013 Microsoft Corporation. All rights reserved.

C=\Users“Administrator>ftp 192.168.11.2
> Ftp: connect :=Connection timed out

Cardiff unable to access fip server.

.C:\Users\gt\oupS}ftp 192.168.11.2
Connected to 192.168.11.2.
228 Microsoft FIP Service

User (122.168.11.2:-<{noned>: _

Lab 01 can access the fip server,

Task S — Exercise
IPSEC can block pings, built in**** read more into it.

Task 6 — Observational Tasks

ARP Process

ARP process which means Address Resolution Protocol is where an IP address cannot be
found, so the ARP process tries to map an IP address to a physical address within the
network, this is achieved by sending a broadcast packet to the unrecognized IP address and
finds out where and who the IP address belongs to.

Fred Barney
) o
= = -

I need the address of 10.1.1.2.—»  <€— | heard thal broadcasl. The message is for me.
Here is my MAC address: 00:1D:7E:1D:00:01.

FIGURE 2 - SIMPLE ARP PROCESS [9]

“When the destination device lies on a remote network, one beyond another Layer 3 device,
the process is the same except that the sending device sends an ARP request for the MAC
address of the default gateway.”[9]. When the ARP process initiates, the request messages are
there to broadcast to find what IP address is for what physical device, “the source node
broadcasts an ARP request packet which asks about the MAC address of the owner of the IP
address. This request is received by all nodes inside the LAN. The node that owns this IP

address replies with its MAC address™[10].

22




19216301 192.168.0.2
00:20bb 140000 0020 :Be00:4:91

19216803
00:EDFEOS:.C211

JARP Request brogficast for MAC

ARP Reply with MAC 00EDFE:

08:C2:11

FIGURE 3 - COMMUNICATION IN LAN USING ARP [11]
Packet Filtering and their benefits

Packet filtering is where data packets are either passed or blocked depending on their
destination, source, protocols and port addresses. “The firewall keeps no state. The filtering
decision is made separately for every packet. and does not take into account any carlier
decisions made on related packets.”[12]. “Depending on the packet and the rule, the firewall
can drop the packet, forward it. or send a message to the Source.”[13]

Overview of packet filtering:

Immune to user applications that could hinder or make changes to the data

Redundancy

Highly scalable

Low level of security
High level of performance

200.1.1.10 200.1.1.1

- -

1

S

P —
' ——

Workgroup
Switch

Internet

Firewall

Web Server DNS Server Email Server

200.1.1.2 200.1.1.3

2001.1.4

FIGURE 4 - PACKET FILTERING FIREWALL [13]

“Both input and output filters can be defined for each interface, it is possible to create
contradictory filters. For example, the input filter on one interface allows the inbound traffic,

23




but the output filter on the other interface does not allow the outbound traffic. The result is
that the desired traffic is not passed across the router.”[14]

Server benefits in local and remote context
Servers can provide a multitude of functions/services, some of these services are as followed:

¢ Shared data
e Shared resources amongst several clientele
e Executing computational tasks

Worksheet 3 — TCP/IP Configuration using DCHP (Dynamic Host Control
Protocol

Task 1 — Understanding Different TCP/IP Configurations

NUsersSAdministrator>ipconfig/release

tindows IP Configuration

he operation failed as neo adapter is in the state permissible
his operation.

sisUse SAdministrator>ipconf ig/renew

Jindows IP Configuration

he operation failed as no adap is in the state pernis
his operation.

:SUsersSAdministrator?

This is the release and renew. Clearing and configuring the IP address.
- S — e T
unnel adapter icatap.{SFCF?ES5D-B695-49D4-8C3D-2C34BCOBDF3A>:

Media State . . . . . . . . . . . i Media disconnected
Connection—specific DNS Suffix . = _

SUserssAdninistrator>ipconfig

Windows IP Conf iguration

Ethernet adapter Ethernet:

Connection—specific S Suffix
Link-local IPv6 Addr 5 e B
Autoconf iguration IPv4 Address. . = 16 4.48.186
Subnet Mask e 8.8
Default Gateway .

::a%962:5bab:116f :38bax12

unnel adapter isatap.{SFCF?ES5D-B695-49D4-8C3D-2C34BCABDF3AZ:

Media State . . . . . . . . . . . % Media disconnected
Connection—specific DNS Suffix :

SAdninistrator>

Can’t find the DHCP server.

24




SNUsersSAdninistrator>ping 1922.168.08.1

inging 192.168.8.1 with 32 bytes of data:
1: transmit failed. General failure.
failed. General failure.
transmit failed. General failure.
transmit failed. General failure.

ing statistics for 192.168.8.1:
Packets: Sent = 4. Received = 8. Lost = 4 {(188x loss>.

sinlUsersnAdministrator2ping 192.168.68.3

Pinging 192.168.8.3 with 32 hytes of data:
transmnit failed. General failure
it failed. General failure.
PING: transmit failed. General failure.
PING: transmit failed. General failure.

ing statist for 192.168.08.3:
Packets: nt = 4. Received = B, = 4 (188x loss).

s\Users\Adninistrator>
Pinging Cardiff and Lab 01 servers from Swansea failed.

Task 2 — Installing the DHCP Server (Dvnamic Host Configuration Protocol)

View installation progress

o Starting installation

DHCP Server
Remote Server Administration Tools
Role Administration Tools

- DHCP Server Tools

Installing DHCP Server
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Task 3 — Authorising the DHCP Server

File | Action | View Help
«= zmE XE 6= )
% DHCP Name
<[5 ctfirunnd| 3 e
4 & IPva BIPv6 : _
b (=] Scope More Actions »
.5 Server
| Policie
[ il Filters
4 G IPvE
.2 Server
[<] m | [>]

Authorized Cardiff DHCP server. meant to show green arrows, does this count? Yes it does,
different version but means the same thing.
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Task 4 — DHCP Scopes

File Action View Help

Y EEEEY =]

% DHCP Contents of DHCP Server

4 3 cardiff [ ] Scope [192.168.0.0] 0 network DHCP scope ™

4 i 1Pvd |3 Server Options
b [Z] Scope [ Policies
(5 Server || ] Filters
& Policie

b [# Filters
b G IPvE

St

More Actions

PART A: created a DHCP scope on the 0 Network.
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Nlsers\Administratovr>ipeconfig sall

dindows IP Conf iguration

Host Name . . . . . . . . . . - = Swansea

Primary Dns Suffix

Mode Type . . . . . . . . : : : Hybhrid

IP Routing Enabled.
WINE Proxy Ena

[Ethernet adapter Ethernet:

Connection—specific DNS Suffix
Description . . . . . . o .
Physical Addr

DHCP Enabled.

Autoconf iguration [nahled
Link-local IPv6 Addres

IPv4 Addre .

Subnet Mas

Lease Uhtalned

Lease Expires -

Default Gateway .

ft Hyper—VU Network Adaptew
D-86—-03-35

ra?62:5hab :118f :3Bbax12{Preferred>
68.0.2(Preferred>

255,
ry 2818 B4:15:38
ary 2018 B4:15:37
a1

DHCP Server . . . . . . - . - . . : 192.168.8.1
DHCPu6 1AID . LI DI T T oeL332061
DHCPu6 Client DUID. . . . . . . . : BB-@1-98-B1—-21—Bi-A3-@2-B9—15-5D-86—A3—35

DNS Servers

=cB:08
NetBIOS over Tcpip. . . - . - . . * Enabled

unnel adapter isatap.{5FCF?E5D-B695-49D4-8BC3D-2C34BCABDF3A>:

Media State . . e e e m o« = o« = = Media

Connection rpprll ¢ DNS Suffix

disconnected

Description . e e e e e . Microsoft ISATAP Adapter
Physical Addre: - e = s - Ar-AB—0P-AB—AA-00-BA-ER

DHCP Enabled. - <. < :tHe
Autoconf iguration Enab v e - - & Yes

:8UsersS\Adninistrator?

PART B: DHCP Client obtains IP Address from Swansea.
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Task 5 — Configuring DHCP Reservations

File Action View Help

e am RE 6= B &

% DHCP
4 § cardiff
4GP

(£ Address Pool
(@ Address Leases

4 5| Reservations

& (192.16802] Swanses]

:\"f_-, Scope Options
&1 Policies

[Z4 Senver Options

[ Policies

b [# Filters
b B IPvE

4[] Scope[192.168.0.0] 0 Network DHCP Scope

Option Name
=] 003 Router

Vendor
Standard

Created a lease in Cardiff for Swansea IP. (Reservation made)

Network Connection Details:

Property Value

Connection-specific DN...
Description

Microsoft Vitual Machine Bus Network Ac

Physical Address 00-15-5D-86-03-F2
DHCP Enabled No

IPv4 Address 192.168.11.2
IPv4 Subnet Mask 255.255.255.0
IPv4 Default Gateway 192.168.11.1

IPv4 DNS Server 192.168.0.1

IPv4 WINS Server

NetBIOS over Tepip En...  Yes

Link4ocal IPv6& Address fe80::7d0e-4e91:37b0:81db %11

IPvE Default Gateway
IPw6 DNS Server

Physical address in the Windows 7 client.
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orice L= o e

File Action View Help

e EREEN
k Reservations Actions
Reservat.. = |
1.0.0] 0 Networik DHCP Scope More.. ¥

i aol
t Address Leases
4 g Reservations

4 Server Options
i Pelicies
p [# Filters
4 BV
& Server Options

Made Lab-01-01 reservation in Cardiff server

ft Windows [Uersion 6.1.766811
ght <c? 200? Microsoft Corporation. All rights reserved.

“groupb>ipconfig Arelease
Windows IP Configuration

The operation failed as no adapter is in the state permissible for
this operation.

C:slserssgroupS>ipconfig Zrenew
Windows IFP Configuration

The operation failed as no adapter is in the state permissible for
this operation.

C:s\Users groupS5>ipconfig

Windows IP Configuration
Ethernet adapter Local Area Connection:

- fFe80::7d0e :4e91:37hB:-81dbx11
- . 192.168.11.2

Link-local IPv6 Address
IPv4 Address. . . . . .
Subnet Mask . . . . .
Default Gateway . .

255.255.255.8
| 168 .11 .1

Connection—specific DNS Suffix

Tunnel adapter isatap.{1E32251F-E?BD-4DAB-AF52-F4F3537D6BAD: :

Media State . . . . . . . . . - . % Media disconnected
Connection—specific DNS Suffix

C:\Users\group5r_

Ipconfig testing results in Windows 7 (Lab 01 01) client using the 192.168.0.5 address.
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Genera | DNS |

& | Reserved Client

Reservation name:  |E==RLIRE

IP address: I 192.168. 0

3

MAC address: |ou1 55dBE0FZ

Description: I

Supported types
' Both

" DHCP

" BOOTP

Changed IP Address of Lab 01 01 Reservation to 192.168.0.3.
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Microsoft Windows [Version 6.1.76811]
Copyright (c2> 2889 Microsoft Corporation. All rights reserved.

C:\Users“groupb>ipconfig

Windows IP Configuration

Ethernet adapter Local Area Connections

Connection—specific DHS Suffix

Link=local IPuv6 Address . - fe8@::7dBe:4e91:37hB:81dbx11
IPv4 Address. . - . - - . - . . 192.168.11.2

Subnet Mask . . . . . . . . 255.255.255.8

Default Gateway . . . . . 5 192.168.11.1

Tunnel adapter isatap.{1E32251F-E7BD-4DAB-AF52-F4F3537D686D>:

Media State . . . . . . « . . . : Media disconnected
Connection—specific DNS Suffix H

C:\Userssgroupb >ipconfig Arelease
Windows IP Conf iguration

The operation failed as no adapter is in the state permissible for
this operation.

C:N\UsersSgroupS >ipconfiy /renew
Windows IP Configuration

The operation failed as no adapter is in the state permissible for
ithis operation.

C:s\Userssgroups >ipeconf iy

Windows IP Configuration

Ethernet adapter Local Area Connection:

Connection—specific DNS Buffix

Link=local IPv6 Address . - fe8@::7dbe :4e9?1:37h8:81dhbh11
IPv4 Address. = - =« & & = = « = 192.168.11.2

Subnet Mask . . . . . . . .

Default Gateway . . . . . .

Tunnel adapter isatap.{1E32251F-EVBD-4DAB-AF52-F4F3537D680D>:

Media State . . . & &« ¢ &« « & « = Media disconnected
Connection—specific DNS Suffix

C:\UsersSgroupd>_

IP Config testing from Windows 7 client, no change to IP address.

Task 6 — Observational Tasks

DHCP role

The role of a DHCP server is to automatically distribute the host IP with its own IP address, it
allocates requested devices their own dynamic or manual IP addresses. “DHCP (Dynamic
Host Configuration Protocol) automates the process of configuring the network parameters of
network devices™ [15].
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(—

192.168.1.0/24

192.168.1.1

new host
into the network

192.168.1.5 ™ DHCP server
192.168.1.3

DNS server
192.168.1.2

FIGURE 5 - Basic DHCP SCENARIO [15]

“If a compute leaves the network “abruptly” and does not return the IP address that it was
using. that IP address is lost for any further assignment.”[16]. the role of the DHCP in this
network is too allocate an IP address to each host IP address.

Dynamically configured TCP/IP
Manually assigned IP addresses can cause a few problems, duplicating IP address,

configuring the wrong subnet masks and incorrectly input wrong parameters for TCP and IP
configuration, “TCP/IP configuration was basically a manual process before the DHCP
protocol was introduced. One of the main disadvantages of manually assigning IP addresses
to hundreds of computers is that it could result in the assigned IP addresses not being
unique”[17].

Advantages of dynamically configuration of TCP/IP addresses:

e Security
e Cost efficient
e All the work is done by DHCP

Disadvantages of dynamically configuration of TCP/IP addresses:

e Not reliable
e Failure of a network

4 stage process DHCP obtaining IP addresses
The process of a DHCP server obtaining an IP address is also called DHCP lease, where the
DHCP client requests an IP address. There are 4 stages to this process:

s DHCP Discover

e DHCP Offer

* DHCP Request

e DHCP Ack (Acknowledge)

DHCP Discover is when a server receives a request o obtain an IP address, the server then
allocates a new address to the request from a pool of addresses that are available. “The DHCP
Discover message is a broadcast packet that is sent over the network, requesting for a DHCP
server to respond to it.”[17].
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DHCP Offer is when a lease offer is being made after receiving the DHCP discover request,
“A DHCP server that is listening on that subnet then replies with an offer message, which
contains the client’s MAC address. the offered IP address, the duration of the lease, and other
specific configuration information™[18].

DHCP Request is where a response has been made to the DHCP Offer from a server, “Client
response to servers either requesting offered parameters from one server and implicitly
declining offers from all others, confirming correctness of previously allocated address after,
¢.g. system reboot, or extending the leasc on a particular network address.”[17].

DHCP Ack is a message sent by the server to response of DHCP Request, this stage is for the
server to state that the request has been received and that the server acknowledges it. “Server
to client with configuration parameters, including committed network address™[15]

@ ProCurve Secure
= o=, Router
DHCP clients DHCP server
Requests IP
[ 1) address and DHCPDISCOVER
other options
[ 2] DHCPOFFER TS
address
Accepts offer
©  andasksforits DHCPREQUEST
configuration
Responds with
e e — committed IP address
and other options

FIGURE 6 - DHCP REQUEST PROCESS[19]
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DHCP
server2

HOST

\/

eR
oacvo\sco\'

PROTOCOL[15]

Advantages of a relay agent
A relay agent is used where DHCP sends data packets between host and clients, also used for

receiving and sending messages between client and hosts on remote networks. “When DHCP
clients and associated servers do not reside on the same IP network or subnet, a DHCP relay
agent can transfer DHCP messages between them.”[20]. DHCP relay agents act as a gateway
for DHCP traffic to access server/client. “These relay agents are configured with the
parameters necessary for generating cryptographic checksums of the data in the DHCP
messages that they forward to DHCP servers.”[21]

Advantages of DHCP relay agent:

DHCP
serverl

FFER
D,
pcPhct

e Supported for a numerous amount of interfaces
o DHCEP clients can share IP addresses

o Abolish wasted IP addresses for clients on configured on the same interfaces
o Removes unwarranted hosts, uses a dynamic relay agent
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FIGURE 8 - DHCP MESSAGE EXCHANGE WITH A DHCP RELAY AGENT. [22]

Worksheet 4 — Name Resolution using the Domain Name Service (DNS)
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Task 1 — Understanding DNS operation; Planning and deploying DNS

DESTINATION SERVER

Installation progress Carat

View installation progress

o Starting installation

Active Directory Domain Services
R Server Admini ion Tools
Role Administration Tools
AD DS and AD LDS Tools
Active Directory module for Windows PowerShell
AD DS Tools
Active Directory Administrative Center
AD DS Snap-Ins and Command-Line Tools

You can close this wizard without interrupting running tasks. View task progress or open this
page again by clicking Notifications in the command bar, and then Task Details.

Export configuration settings

| < Previous | | Next > Install .C.ancel

Installing the “Active Directory Domain Services” role.
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LTI ... .. ol kool (OO

- . TARGET SERVER
Deployment Configuration Bl
Select the deployment operation
Demain Coniroller Options : — >
2 o (O Add a domain controller to an existing domain
Additional Cptians O Add a new domain to an existing forest
Paths @) Add a new forest
Review Cpticns : o . : :
Specify the domain information for this operation
Prerequisites Check
Root domain name: nwiraders.msft
More about deployment configurations
< Previous Next > | | Install ‘ | Cancel

TARGET SERVER

Additional Options Carditt

Deployment Configuration ; R . .
Verify the NetBIOS name assigned to the domain and change it if necessary

Domain Controller Cptions

DN5 Options

The NetBIOS domain name: NWTRADERS

Paths
Review Cptions

Prerequisites Check

More about additional options

< Previous | | Next > Install Cancel
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System Properties

=

U | Windows uses the following information to idertify your computer
on the network.

Computer description:

For example: "Kitchen Computer” or "Mary's
Computer",

Full computer name: group5-PC nwiraders msft

Domain nwtraders msft

To use a wizard to join a domain or workgroup, click
Network ID. Bictwods i
To rename this computer or change its domain or
workgroup, click Change. Change ...

/b, Changes will take effect after you restart this computer,

nal

soft |

new

hd w
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Computer Name: | Hardware | Advanced | Remate |

@' Windows uses the following information to idertify your computer

on the netwark.
Computer description: |
For example: "IIS Production Server" or
"Accourting Server”.
Full computer name: Swansea.nwtraders msft
Domain: nwtraders msft

To rename this computer or change its domain or
workgroup, click Change.

ﬁ; Changes will take effect after you restart this computer.

| Close | | Cancel ‘ Apply |

Domain changed on Lab 01 to nwtraders.msft. The same has been done on the Swansea
Server.
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File Action View Help

NIEREEE FIEEN EIEE Y Rk

| Active Directory Users and Com || Name Type Description
b [2] Saved Queries (& GROUPS-PC  Computer
4 3 nwiraders.msft R SWAMNSEA Computer
b [ Builtin
[~ Computers

|5 Domain Controllers
b [ ForeignSecurityPrincipals
b [ Managed Service Accour
b [0 Users

Named computers on the domain on Cardiff Server

File Action View Help

e 2m /0| XEB Bm teaTah

3 Active Directory Users and Com || Name Type DC Type Site Description
p [ Saved Queries 1 CARDIFF Computer GC Default-First-Si...
a 33 nwtraders.msft
p 2] Builtin
[Z] Computers
2| Domain Controllers
I | ForeignSecurityPrincipzl
1 (] Managed Service Accou
b [ Users

T " I~ Al . 1}

Named Domain controller on Cardiff server
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o Administrator: Command Prompt

n b.3.96081
oration. All rights reserved.

HAN Administrator>hostname
Cardif f

C:\Users“\Administrator>

Hostname shown above. (Cardiff)
System Properties -
Computer Name | Hardware | Advanced | Remote

5 .- Windows uses the following information to identify your computer
> on the network.

Computer description: || 1

For example: “IIS Production Server" or
"Accounting Server”.

Full computer name: Cardiff nwiraders msft

Damain: nwtraders msft '
p

To rename this computer or change its domain or Change

workgroup, click Change.

|_—u = Symm | Bncel s k

Full computer name (fully qualified domain name) On Cardiff Server.
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Computer Name | Hardware | Advanced | Remote |

!&‘I Windows uses the following information to identify your computer

on the network.
Computer description: |
For example: "lIS Production Server” or
"Accounting Server”.
Full computer name: Swansea nwtraders msft
Domain: nwtraders msft
To rename this computer or change its domain or

workgroup, click Change

& Changes will take effect after you restart this computer.

B [ o= ][ A |

Full computer name (fully qualified domain name) on Swansea Server
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General |

You can get IP settings assigned automatically if your network supports
this capability, Otherwise, you need to ask your network administrator
for the appropriate IP settings.

() Obtain an IP address automatically
(@) Use the following TP address:

IP address: [192.168. 11 . 1 |
Subnet mask: [ 255.255.255. 0 |
Default gateway: | . : : |

(_) Obtain DNS server address automatically
(®) Use the following DNS server addresses:

Preferred DNS server: | 192,168, 11 . 1 |
Alternate DNS server: | ; " : |
[ validate settings upon exit Fr——
| o< [ cace |

This is how the server could be made a client of itself.
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1P addresses of forwarding servers:

IP Address Server FQDN
<Click here to add a...
@ 192.188.11.1 CARDIFF

Validated

OK

| Delete |

[ w» |

Down

configured.

Mumber of seconds before forward queries time out:
The server FQDN will not be available if the appropriate reverse lookup zones and entries are not

Configured the Swansea DNS server to use a DNS forwarder.

Server fully qualified domain name (FQDN):

Enter a server name and one or more IP addresses. Both are required to identify the name server.

swansea.nwiraders, msft | | Resolve |
IP Addresses of this NS record:
1P Address Validated Delete
<Click here to add an IP Address>
9 192,168.0.2 The server with this IP address is not ... Up

Down

ol

45




Unsure what happened here, tried updating the root hints for Cardiff.

File Action View Help
e R XBaz Bm § 8@
£ DNS Name
b [ CARDIFF | Forward Lookup Zones
| Reverse Lookup Zones
| Trust Points

| Conditional Ferwarders
Global Logs

|| Root Hints

|?£l Forwarders

Cleared the cash and set up the DNS forwarder.
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Task 2 — Storing and Maintaining DNS Data

Master DNS Servers
The secondary zone is copied from one or more DNS servers,

Specify the DNS servers from which you want to copy the zone. Servers are
contacted in the order shown.

Master Servers:

IP Address Server FQDN Validated
<Click here to add an IP Address or DNS Name>
192,168.11.1 <Attemptingtor.,. OK

Configuring the DNS zone.

Master DNS Servers
The secondary zone is copied from one or more DNS servers,

Specify the DNS servers from which you want to copy the zone. Servers are

contacted in the order shown.
Master Servers:
1P Address Server FQDN validated | Delete

<Click here to add an IP Address or DNS Name > |
192,168.11.1 <Attemptingtor... The server with t... Up

This error is just a warning, no need to worry over it.
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Completing the New Zone Wizard

You have successfully completed the New Zone Wizard. You

specified the following settings:

MName:

Type:

swansea.nwiraders.msft
Active Directory-Integrated Primary

Lookup type:

Forward

W

Mote: You should now add records to the zone or ensure

that records are updated dynamically. You can then verify

name resolution using nslookup.

To close this wizard and create the new zone, dick Finish,

Creating the forward look up zone on the primary look up zone

Enter a server name and one or more IP addresses, Both are required to identify the name server,

Server fully qualified domain name (FQDN):

IP Addresses of this NS record:
IP Address Validated
<Click here to add an IP Address>
@ 192,168.0.2 The server with this IP address is not ...

Similar error, same message, ignore.
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Task 3 — DNS Application

Site name:  Default Web Site

Example: images

Physical path:

| Cinetpub\wwwroot

Pass-through authentication

| Connect as... | | Test Settings... ‘

Creating virtual directory on Swansca Server.
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General | Sharing | Securty | Previous Versions | Customize |

Object name:  Chinetpub’wwwroot

GI'UJD or user names:

To change permissions, click Edit.

H2,5YSTEM =]

82, Administrators (SWANSEANAdministrators)

82, Users (SWANSEA\Users) e
VIS LIRS ksl

< | m HE

Permissions for Users Allow Deny

Full control Kad
Modify

Read & execute
List folder conterts

LSRN NS

For specizl pemissions or advanced settings, _
dick Advanced. fxhromced

[ ok ][ Cacel |[ 2ot |

Allow users permission to modify properties.
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= Default Document
@- & |8 o (@) Thefile ‘iisstart.htm’ exists in
| the current directory. It is
‘a StartPage e Use this feature to specify the default file(s) to recommended tha?ryou
L ig Swansea. (SWANSEA\A""”'"'W““’) return when a client does not request a move this file to the top of
I J.;’ Application Pools specific file. Set default documents in order of the list to improve
4-[8] Sites priority. performance.
[ E Default Web Site Name Entry Ty
0 test test Local
Default.htm Inheritec Add...
Default.asp Inheritec || X Remove
indexhtm Inheritec || f Move Up
index.html Inherite $ Move Down
iisstart.htm Inherites Disable
Revert To Parent
9 Help
<] [ HE
Features View |\.Z Content View
Configuration: 'Default Web Site’ web.config

Setting test as the default IIS page. “test’ file is at the top.

To test the service, we use the following code:
<html>

<header><title>This is title</title></header>
<body>

Hello world

</body>

</htm]>

Task 4 — Observational tasks

Process of resolving a name to an IP Address

The process of resolving a name to an IP address is called DNS name resolution, “While the
concept of name resolution is relatively simple, the overall system is complex and its effects
far-reaching. Name resolution for a domain is often dependent on servers well outside the
control of the domain’s owner and managed by third parties”[23]. This process maps an
unmapped domain to an IP address, “a name server works on the domain name segment by
segment, from highest-level domain appearing on the right, to lowest-level domain on the
left™[24].

Recursive Query and Iterative Query

There are two techniques to eventually allocate the IP address to a domain, these are called
Iterative and Recursive resolutions, they differ by how they assign the IP address and what
steps either of them take.
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Iterative resolution “requests that the receiving DNS respond directly to the DNS client with
the IP address of the next DNS server in the hierarchy ”[25].

1. Resolution
Request
for C.B.A.
e Root
Name (root)
2. Name Server Server
for A.
3. Resolution
Request
for C.B.A.
—— Name
rver A
4. Name Server szr Ae.
< for BA.
‘7_
5. Resolution
Client ——— Request
for CBA. Name
——e—
——— Server B
6. Name Server for B.A.
for C.BA.
7. Resolution
Request
for C.B.A.
> Name
- —— Server c
8. IP Address for CBA. ] |
for C.BA.

FIGURE 9 - ITERATIVE DNS NAME RESOLUTION[26]

Recursive resolution “requests that the receiving DNS server resolve the entire request
itself.”[25]. “a client sends a recursive request to a name server, the server responds back

with the answer if it has the information sought.”[26].
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Root
Name (TOOt)
Server
2. Resolution 7. 1P Address
Raquest for CBA.
for C.BA. i
Name
Server A
1. Resolution for A
Request
for C.BA.
3. Resolution
6. IP Address
— ] Request for CBA
8. 1P Address forCON .
. 5 Iri
Client for C.BA.
Name
Server B
for B.A.
4. Resolution
5.IP Address
iy for CBA.
for C.BA. ’

Name
Server
for CB.A.

FIGURE 10 - RECURSIVE DNS NAME RESOLUTION. [26]

[ ]

Root hints and the process to resolve names

Root hints are hints files that hold certain information regarding the host, it contains a
plethora of IP addresses of servers. “Operators who manage a DNS recursive resolver
tvpically need to configure a root hints file. This file contains the names and IP addresses of
the root zone, so the software can bootstrap the DNS resolution process. For many pieces of
software, this list comes built into the software.”[27]. “It is not considered authoritative
information, but only hints for the locations of the root zone servers”[28]

FODN of this host

The Fully qualified domain name on this host is nwtraders.msft as stated in the screenshots
above. On the Swansea server it is, Swansca.nwtraders.msft and on the Cardiff server it is.
Cardiff.nwtraders.msft. FQDN or usually known as Fully Qualified Domain name is a name
for a single device/computer or host. It is usually made of two parts, “Left of the (@) is the

"local" part, right of the "@" is the domain part”[29].

DNS Zones are used in DNS

DNS zones are a single domain within the domain name system, “A zone consists of a group
of linked nodes served by an authoritative DNS name server (the final authority in providing
information about a set of domains).”[24].

“A zone usually has an authoritative nameserver, often more than one. In an organization,
you can have many nameservers, but Internet clients can query only those that the root
nameservers know. The other nameservers answer internal queries only.”[30].
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" & -, |  dminisirator’s nameserver delegaies see also: RFC 1034 4.2
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FIGURE 11 - DNS ZONES[24]

“A zone contains domain names starting at a particular point in the tree (*Start Of
Authority™) to the end node or to a point in the tree where another host has authority for the

names.”[24].

Worksheet 5 — Evaluation of clustering strategies

As technology keeps evolving to newer heights, it can be quite a problem from the hardware
perspective of things. considerably difficult to maintain the same pace as other areas in some
fields, as most fields nowadays adopt technology heavily in their day to day business. Most
applications these days are business critical and as hardware isn’t getting as powerful as need
be (Moore’s Law), the applications should not be run on one single physical machine, for
vary of rcasons. If any of these problems occur as a business, this could cost business a
fortune to fix and also they business would be losing money whilst these problems occur.

e Can’t evenly spread the workload amongst multiple machines

e Sccurity rcasons

e There’s no backup available
“Each approach evolved rapidly and converged so that each borrowed techniques from
another. Many researchers believe the way of the future to be a combination of the various
approaches™[31].
A solution to this is to multiple network computer to evenly spread the workload amongst
multiple machines, by doing this would add redundancy and fault tolerance which means the
system can carry on running when one aspect of the system fails. The reasoning for doing this
is as hardware isn’t getting any ‘faster’, mainly CPU’s, as this is the case CPU’s have become
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more “parallel” which means “a parallel computer can be characterized as a collection of
processing clements that can communicate and cooperate to solve large problems fast”[32].
With this allows spread of the workload. some computational problems cannot be split up.
which makes this redundant which is not is supposed to happen, some applications can use
parallelism, but not everything. Applications like SISD algorithms and atomic operations
cannot be made parallel.

Clustering is considered an addition to parallelism, “A cluster is a type of parallel or
distributed computer system, which consists of a collection of interconnected stand-alone
computers working together as a single integrated computing resource™[33]. By having
multiple physical machines connected simultaneously. they can work on a range of tasks

achieving the outcome faster.

| Parallel Programming Environment |

Cluster Middleware
(Single System Image and Availability Infrastructure)
PC/Workstation PC/Workstation PC/Workstation PC/Workstation
[ operating System | [ Operating System | [ Operating System | [ Operating System |
Communication Communication Communication Communication
Software Software Software Software

Network Interface
Hardware

Network Interface
Hardware

Network Interface
Hardware

Network Interface
Hardware

Cluster Interconnection Network/Switch

FIGURE 12 - CLUSTER ARCHITECTURE[33]

The usual main types of clusters:

e High performance computing also known as “Compute’

e Fail-over

High performance computing is where they take a large computational problem... “High
performance computing use a large amount of memory. As computers are getting faster, the
size of problems they tend to operate on also goes up. The trouble is that when you want to
solve these problems at high speeds, you need a memory system that is large, yet at the same
time fast - a big challenge™.[34]. Used mainly for scientific purposes, to predict weather as an
example. on the fore-front of scientific benefits (medicine etc.).

Fail-over is used mainly as a backup to certain applications that if failed would cause
problems, if a piece of hardware fails the application/system would not go offline, highly
redundant. Failover clusters are mainly used in cloud computing, they are used to host type 1
hypervisor which allow virtual machines to essentially break on a server, but as there are
many of them nothing will go offline and are allowed to break. “If such an event occurs,




Failover Clustering ensures that the virtual machine is relocated and restarted on another
node in the cluster. This eliminates situations where unmanaged storage failures would not be
detected and where virtual machines resources may become unavailable.”[35].

clients

public network

( cluster service )

Node A ) Node B
private

o network o
Application Application

1 2
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<_ T =
shared
storage

Failover cluster is mainly about redundancy, giving the system some leeway to break and not
affect the system as a whole. With failover clusters, they require certain hardware
specifications with precise rules, these are as followed:

FIGURE 13 - FAILOVER CLUSTER|36]

e 2-8 servers

o The hardware in these servers must be identical

o All within the same domain
e 2+ Switches

o By having 1 switch, if it break the entire system will break along with it
e 2+ Storage Area Networks

o Holds memory, hard drives

o Redundancy with hard drives worked through RAID

RAID is used to increase performance of a system by utilizing the hard drives in that setup,
but as it is hardware. hard drives fail a lot. The older they become the more likelihood of
them failing is higher, depending on the RAID level your system may be inclined to use, hard
drives in a RAID setup are combined to become one single drive.

Failover process is where information is written to the SAN where all servers can access the
information, when the process occurs a ‘migration’ gets triggered which means the server has
become overloaded and has suffered a hardware or software failure and cannot continue.
“The following is an overview of the Auto Update process in failover configurations. This
process assumes that failover is enabled and operational. The Auto Update process cannot
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occur if the units are synchronizing configurations, if the standby unit is in the failed state for
any reason other than SSM card failure, or if the failover link is down.”[37]

BB Station BB Station BB Saation BB Station

\ s = -

S

FIGURE 14 - NETWORK FAILOVER

Quorum essentially tells us how many failures can happen to the cluster before the cluster
itself fails, too many failures and the cluster will become inactive. The quorum itself holds
some basic cluster in its configuration. Quorum has four main configurations:

e Node majority, every node has just 1 vote.

e Node and disk majority, each node and the disk witness gets 1 vote.

e Node and file share majority, exactly the same as the previous disk majority only
using a file share.

e No majority, disk only, in this instance only the disk has a vote.

The purpose of these configurations are to ensure that if something goes wrong, the cluster
will continue as is.

The ideal cluster strategy for a 3 tier web development system would be to implement the
failover cluster than the high performance computing cluster. The reason why the failover
cluster is better suited in this scenario is that the failover cluster allows more leeway in
possible mishaps. if the main purpose of the system is for web development then having
customers access a downed website would not look good on the business and customers will
go elsewhere.
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